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IPv6 Readiness Report

alrajhibank.com.my — alrajhibank.com.my

Scan to verify

Category: Banking ¢ Generated: 04 Jul 2026, 22:18 MYT « Last Checked: 04 Jul 2026, 03:03 MYT « Verification ID: e64ca064-4741-4d26-8747-4eefd19e7461
Report generated from National IPv6 Readiness Monitor — https://ipv6.my6.my
Audit trail: https://ipv6.my6.my/audit/e64ca064-4741-4d26-8747-4eefd19e7461

X IPV6-ONLY READINESS

5 5% Website: X Not Ready

No IPv6 Support DNS: v Ready
Email: v Ready

Non-Compliant

MGv6C-1.0

IPV4 ADDRESSES

13.35.36.82
13.35.36.123
13.35.36.44
13.35.36.81

Network Information (WHOIS / RDAP)

IPv4 Network

Organization Amazon.com, Inc.

Country us

ASN AS16509

ASN Name AMAZON-02 - Amazon.com, Inc., US

Network (CIDR) 13.35.0.0/16

Web Services (35%) 0/8
# CHECK RESULT DETAIL

1 AAAA Record FAIL No AAAA record found in DNS.

2 Globally Routable IPv6 FAIL IPv6 address is not globally routable.

3 HTTP over IPv6 FAIL HTTP is not accessible over IPv6.

4 HTTPS over IPv6 FAIL HTTPS is not accessible over IPv6.

5 IPv6-Only Reachability FAIL Site is not reachable when limited to IPv6-only.

6 TLS Certificate Valid (IPv6) FAIL TLS certificate is invalid, expired, or hostname mismatch over IPv6.
7 Dual-Stack (IPv4 + IPv6) FAIL Domain is IPv6-only or IPv4-only.

8 HTTP/3 (QUIC) FAIL No HTTP/3 support detected.

DNS & DNSSEC (25%) 3/5
# CHECK RESULT DETAIL

1 NS Has AAAA Record PASS Nameserver has IPv6 address.

2 NS Reachable via IPv6 PASS Nameserver is reachable via IPv6 on port 53.

3 NS Answers Queries via IPv6 PASS DNS queries answered over IPv6.

4 DNSSEC Validated FAIL DNSSEC validation failed or zone is unsigned.

5 Reverse DNS (PTR) FAIL No PTR record found.
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# CHECK
6 DS Record at Parent
7 RRSIG Valid

8 Signing Algorithm

Email Services (25%)

# CHECK

1 MX Record Exists

2 MX Server Has IPv6

3 SMTP Reachable via IPv6
4 STARTTLS over IPv6

5 SPF Record

6 DKIM Selector

7 DMARC Record

IPv4 Baseline (15%)
# CHECK

1 A Record

2 HTTP over IPv4

3 HTTPS over IPv4

National IPv6 Readiness Monitor — https://ipv6.my6.my

RESULT

FAIL

FAIL

INFO

RESULT

PASS

PASS

PASS

PASS

PASS

INFO

PASS

RESULT

PASS

PASS

PASS

DETAIL
No DS record at parent.
No valid RRSIG found.

No DNSKEY record found.

DETAIL

MX record found.

MX server has AAAA record.

SMTP port 25 responds over IPv6.

STARTTLS supported over IPv6.

SPF record found.

DKIM selector found: selectorl._domainkey

DMARC record found.

DETAIL
13.35.36.82, 13.35.36.123, 13.35.36.44, 13.35.36.81
HTTP (port 80) responds over IPv4 — 125ms TTFB.

HTTPS (port 443) responds over IPv4 — 53ms TTFB.
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Audit Trail & Evidence Record

Verification ID
Domain

Check Mode
Status

Started

Finished

Test Node Profile
Engine Version
MGvV6C Version

Audit URL

Integrity Verification

v INTEGRITY VERIFIED

Algorithm

Root Hash
http_headers
dns_responses
tls_handshake
connectivity_log

dns_resolution_times

e64ca064-4741-4d26-8747-4eefd19e7461
alrajhibank.com.my

Scheduled

Completed

04 Jul 2026, 03:02:58 MYT

04 Jul 2026, 03:03:04 MYT

dual stack

2.0.0

1.0.0

https://ipv6.my6.my/audit/e64ca064-4741-4d26-8747-4eefd19e7461

hmac-sha256-v1

d8a599fddc191415759c83ffb520ae7bcc8a5a8a284c0f7980eld1f5chl4fee9
76bb0ad456ecc529a5alcdb76054e2f63cd208c0ad29875ac4b2dec43002b6d0
8c5aac6845¢c1276c80365c373bc1533de984a348180222ef553519dca5e3d64e
452b03187bcde6fe2c5b1f9b782239b3a547a22a9b2639f98ed72521089a859d
1fal7325650eaa97be3dbccaaeeab955e93ef63f727c3178a6fa31lab388afe6f

456648aef49e8570ae46945289598d08187aa49d5b87c4360e447787b19048d5

Test Node Identity

Os Linux srv1440888 6.8.0-124-generic #124-Ubuntu SMP PREEMPT DYNAMIC Tue May 26 13:00:45 UTC 2026 x86 64
Hostname srv1440888
Php Version 8.3.32

Server lpv4 76.13.221.142

Server Ipv6 2202:4780:5e:2789::1

DNS Resolution Performance

Comparison of A (IPv4) vs AAAA (IPv6) query times across resolvers and transports. Shows median (p50) and 95th percentile (p95) of 3 samples per tuple.

Resolver Transport A p50 (ms) A p95 (ms) AAAA p50 (ms) AAAA p95 (ms) Delta (ms)
System Default 48.88 57.94 44.73 64.63 -4.2
Google IPv4 52.07 57.02 48.39 51.28 -3.7
Google IPv6 72.31 93.41 76.59 88.18 +4.3
Cloudflare IPv4 61.73 65.68 63.29 66.6 +1.6
Cloudflare IPv6 77.12 79.82 59.59 61.44 -17.5
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DNS Evidence

A

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 26049
;3 flags: qr rd ra; QUERY: 1, ANSWER: 4, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 ANSWER SECTION:
alrajhibank.com.my.[J60JINJAJ18.65.135.9
alrajhibank.com.my.[J60JIN[JA]18.65.135.80
alrajhibank.com.my.[J60JINJAJ18.65.135.57
alrajhibank.com.my.[J60JINJA]18.65.135.112

DS

;3 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 866
;3 flags: qr rd ra; QUERY: 1, ANSWER: O, AUTHORITY: 1, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 AUTHORITY SECTION:

com.my.[J003596(IN[JSOAJe.nic.my. hostmaster.nic.my. 2026052750 1800 900 604800 3600

MX

;3 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 61007
;3 flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 ANSWER SECTION:

alrajhibank.com.my.[J36000INJMX[]0 alrajhibank-com-my.mail.protection.outlook.com.

NS

;3 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 61314
;3 flags: qr rd ra; QUERY: 1, ANSWER: 4, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 ANSWER SECTION:
alrajhibank.com.my.[J36000ININS[Jns-558.awsdns-05.net.
alrajhibank.com.my.[]3600ININS[ns-1255.awsdns-28.0rg.
alrajhibank.com.my.[J36000ININS[Ins-1997.awsdns-57.co.uk
alrajhibank.com.my.[J36000ININS[ns-229.awsdns-28.com.

TXT

;3 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 13737
;3 flags: gr rd ra; QUERY: 1, ANSWER: 10, AUTHORITY: ©, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 ANSWER SECTION:

y . 036000 INJTXT"yz+Fmrz+PjF4aiccr5u8d++ZE2h0@dmkDk/JiVGYmHmdxkl1iIH16d3ZETQQ4F51KMoksxzqgG7Mg+CYhJ97 leaw=="
alrajhibank.com.my.[36000INJTXT"MS=67B630AEF72CD129336316CAE1EDE330A22893B0"

alrajhibank.com.my.[]36000INJTXT("MS=ms56623478"

alrajhibank.com.my.[36000INJTXT("apple-domain-verification=wlSgp9uY1fLuAYcW"
alrajhibank.com.my.[J36000INJTXT[]"atlassian-domain-verification=yc7jH2Nnc4UTwUyjFa0tEH7F50EWSKmvOr4bIo7nhuz0ZW2KqS0d7YVAZ7d0ali5"
y . [036000INJTXT("atlassian-sending-domain-verification=33ecbd29-8b5b-4f19-a6c4-6e4d12b04e7f"

y .[036000INJTXT]"globalsign-domain-verification=-zn9Aq79Aj2tb8B_tW0eV4vsl Wke20yI916K2URYR"

y . [136000INJTXT[]"google-site-verification=HO1lYjvHVIW4-8DjADc3XKUrwf97zMibtx5RrDtvnxwI"
alrajhibank.com.my.[36000INJTXTO"hffunrvepes03p9g5pj2d5ulnn"

alrajhibank.com.my.[J36000INJTXT[]"v=spfl include:spf.protection.outlook.com include:mail.zendesk.com include:amazonses.com include:sendgrid.net
include:spf_c.oraclecloud.com include:spf_a.oracle.com mx a ip4:210.19.39.194/32 ip4:175.143.74.172/32 -all"

alrajhibank.com.

3 3

3

3

alrajhibank.com.
alrajhibank.com.

3

alrajhibank.com.

3 3

AAAA

;3 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 26638
;3 flags: gr rd ra; QUERY: 1, ANSWER: O, AUTHORITY: 1, ADDITIONAL: 1
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;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 AUTHORITY SECTION:

alrajhibank.com.my.[J898INJSOA[Jns-558.awsdns-05.net. awsdns-hostmaster.amazon.com. 1 7200 900 1209600 86400

RRSIG

ns-558.awsdns-05.net. awsdns-hostmaster.amazon.com. 1 7200 900 1209600 86400

DNSKEY

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 29264
;3 flags: gr rd ra; QUERY: 1, ANSWER: O, AUTHORITY: 1, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 AUTHORITY SECTION:

alrajhibank.com.my.[J8970INJSOA[ns-558.awsdns-05.net. awsdns-hostmaster.amazon.com. 1 7200 900 1209600 86400

DNSSEC_VALIDATION

; unsigned answer

alrajhibank.com.my.[J896[JIN[JSOA[ns-558.awsdns-05.net. awsdns-hostmaster.amazon.com. 1 7200 900 1209600 86400
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TLS Handshake Evidence

IPV4 Connection
IP Used 13.35.36.82

IP Version 4

depth=2 C = US, 0 = Amazon, CN = Amazon Root CA 1

verify return:1

depth=1 C = US, 0 = Amazon, CN = Amazon RSA 2048 MOl

verify return:1

depth=0 CN = www.alrajhibank.com.my

verify return:1

CONNECTED (00000010)

Certificate chain

0 s:CN = www.alrajhibank.com.my

i:C = US, 0 = Amazon, CN = Amazon RSA 2048 MO1
a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
v:NotBefore: Jun 7 00:00:00 2026 GMT; NotAfter: Dec 21 23:59

MIIF4TCCBMMgAWIBAGIQCBCUAEjbOfznkfjpDGSyvzANBgkqhkiGOwOBAQSFADAS
MQswCQYDVQQGEwIVUzEPMAOGA1UEChMGQW1hem9uMRwwGgYDVQQDEXNBbWF6b24g
ULNBIDIWNDggTTAXMB4XDTI2MDYWNZAWMDAWMFOXDTI2MTIyMTIZNTk10VowITEf
MBOGA1UEAXMWd3d3LmFscmFqaGliYW5rLmNvbS5teTCCASIwDQYJIKoZIhvcNAQEB
BQADggEPADCCAQoCggEBAMa9qe/0TiZkNovBTLK32DRBCAUMSA0bmtYKTOrNYQTq
GOBAKAJj33Lmz1lvpwip3+VY4mtUrMItk2JSaYFEJQLAU9IHYbIO06nhO2IDEIO3

rPmyt2tyxpBtBICwdqm/09Vqy42yfxhxRmlcrbagkDz91GQS3GrDdDQZECAV/dmw

bwzw0yStgV4eRLD46 rXhbAWh2M8oXx+rHexAAWT/zINCHIG8Zf+0d20QEPKxA1/C
gztbjni71uffINkHoFSUYA/XrAETUSiHBOs51+ydgOXF+HG/qdx0rbluyeIlibe0G
eKCRSJ9T4USMmM7gibTNBHOTR7LPvcYQualOuZgeYVktcCAwWEAAaOCAvgwggLOMB8G
A1UdIwQYMBaAFIG4DmOKiRIY5f0701CVn+b1kBOFMBOGA1UdDgQWBBR50/Bg21lym
2CfkGQbka9Vtc//mHzA1BgNVHREEL jAsghZ3d3cuYWxyYWpoaWJhbmsuY29tLml5
ghJhbHIhamhpYmFuay5jb20ubXkwEwYDVROgBAwwWC jAIBgZngQwBAgEWDgYDVROP
AQH/BAQDAgWgMBMGA1UdJQQMMA0GCCsGAQUFBWMBMDSGA1UdHWQOMDIWMKAU0CYG
Kmh@dHAGLY9j cmwucjJtMDEuYWlhem9udHI1c3QuY29tL3IybTAXxLmNybDB1Bggr
BgEFBQCcBAQRpMGcwLQYIKwYBBQUHMAGGIWhOAHAGLYIVY3NwLNIybTAXLmFtYXpv
bnRydXNOLmNvbTA2BggrBgEFBQcwAoYqaHROcDovL2NydC5yMmOwMS5hbWFEb250
cnVzdC5jb20vcjItMDEUY2VyMAWGA1UdEWEB/wQCMAAwggF9Bgo rBgEEAdZ5AgQC
BIIBbQSCAWKBZwB2AMIXf1ldFGaNF7n843rKQQevHwiFaIr9/1bWtdprZD1LNAAAB
ngCMqeMAAAQDAEcwRQIhANamBkUDWZiEoxYemKg fUXwU7gi2WhvZ282fmSLK+XH5
AiBfZfgO0SNcBDHFgbfBP4rDh2abDkAmv]ezIM/tPs78UpQB1ANdt fRDRp/V3wsfp
X9cAv/mCyTNaZeHQswFzF8DIxW13AAABNnqCMqa8AAAQDAEYWRAIGVpZ1bIJix3+2
nlM1Syh4VDkg+Vv8RLTrubIfdOLQS7xYCIHk4pOhCR8DUUVAdwqIUIY4MZ1hNxOb2
+7EUQXTUO4GHAHYALESDh/ rswe+B8xkkJqgYZQHHO184AgE/cmd9VTcuGdgAAAGe
0IypOwAABAMARZBFAiByPazZMIqLz474c0dcxagD1dZ7Hj27Vsnx3H1ZOF rXGuwIh
ALOWGj3vsOK1D8h1TMALUSMFA30/stHXmXPPMUEKhGNZMAGGCSqGSIb3DQEBCWUA
A41BAQA81wIWUMd6cp5YEdBFN1gh6GNhY/Y3H]jkpsdTwhWw6ZBAJwUahRoRxZpJulL
901274mr8eBd7mJuQ4vjsidg6rFZyDhFBtY+sYrQWZFJUidRESQquHt27G2U8kdN
65P7hdrFbABJYd4JibtehwwmUq0qA9e0JUd9LITCRtRIDGYNSnHf3uazg30T7WSP
toyYxQotQoeljZRVIqTzbeCx3GyhJehr7jLypdZ9iB28Gh5S4LEQeDzwLWP51KPk
Hb5ELd3J4+Kj042IVELgBCcXNhDWQPQy 1ymFmuf7635K0qI7d5CTRKbW] ripoNoY2
miADKeLrxPjBime8hMnCmD7AwvJIm

1s:C US, 0 = Amazon, CN = Amazon RSA 2048 MOl
i:C = US, 0 = Amazon, CN = Amazon Root CA 1
a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
v:NotBefore: Aug 23 22:21:28 2022 GMT; NotAfter: Aug 23 22:21

MIIEXjCCAOagAwIBAGITB3MS0AUdZ01j0x7Zv5zNpo40DzANBgkqhkiGOwOBAQsF
ADA5MQswCQYDVQQGEwJVUzEPMAOGALIUEChMGQW1hem9uMRkwFwYDVQQDEXBBbWF6
b24gUm9vdCBDQSAXMBAXDTIyMDgyMzIyMjEyOFoXDTMwMDgyMzIyMjEyOFowPDEL
MAKGA1UEBhMCVVMxDzANBgNVBAoOTBkFtYXpvbjEcMBoGAIUEAXMTQW1hemQuIFJT
QSAyMDQ4IEOWMTCCASIwDQYJIKoZIhvcNAQEBBQADggEPADCCAQoCggEBAOtXLKNL
Hagokj IwrdpXD3i3NyWVVYesZ1yX0yLI2qIUZ2t88GfadgMgs1YSXcalR/1nCKeT
epWSGA+0+TkQNpp/L4C2T70TTsddUx793ZYzByDTLrwS5HRQQQEFE301T5tEIP4t
f+28I0XsNiEz13UGzicYgtzj2cWCB41leJgEmImcf2T8TzzK6a614ZPyq/waACPATf
nAV4coz96nW3AyiE2uhuB4zQUIXvgVSycW7sbWLvj5TDXunEpNCRwC4kkZjK7rol
jtT2cbb7W2s4Bkg3R42G3PLgBVt2N32e/0J0TViCk8/iccI4sXqrS1uUN4iBSNmy
JK74csV1+0udUecCAWEAAaOCAVowggFWMBIGA1UdEWEB/wWQIMAYBAT8CAQAWDGYD
VROPAQH/BAQDAgGGMBOGA1UdJIQQWMBQGCCsGAQUFBwMBBgg rBgEFBQCDAjAdBgNV
HQ4EFgQUgbg0Y4qJEh] 1+j s7UIWF5uWQE4UwHWYDVROj BBgwFOAUBMhTTsvAYU
1C4IWZzHshBOCggwewYIKwYBBQUHAQEEbzBtMC8GCCsGAQUFBzABhiNodHRwOi8v
b2NzcC5yb290Y2EXLmFtYXpvbnRydXNOLmNvbTA6Bgg rBgEFBQcwAoYuaHROcDov
L2NydC5yb290Y2EXLmFtYXpvbnRydXNOLmNvbS9yb290Y2EXLmNLcjA/BgNVHREE
0DA2MDSgMgAwhi50dHRw0i8vY3JsLnJvb3RjYTEuYWlhem9udHI1c3QuY29tL3Iv
b3RjYTEUY3JsMBMGA1UdIAQMMAowCAYGZ4EMAQIBMAOGCSqGSIb3DQEBCWUAA4IB
AQCtAN4CBSMuBjJitGux1BbkEUDeK/pZwTXv4KqPKOG50fOHOQAd8]21pOcMBgbG
kfMHVWLU7b0XwZCavOhlogdPMN1KakK1DTOVWA/+hFvGPInMV1Kx2G4S1ZaSkouU
5QfoiYIIano0135k4T2HapKQmmOhS/iPtuo0OwW+IMLeBuKMn30LnOO5hcroGTad
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hcmeyfhQP7Z+iKHvy0QGilCOCLymHETX/chhQGDyYSWqB/THwnN15AwLQoOESVIE

SJ1lbe4mBlgeInUsNYugExNf+t0iybcrswBy80Fsd34X0W3rjSUtsuafd9AwWySa3h

XRRrwszrzX/WWGmébwyB+f7C4

----- END CERTIFICATE-----

2 s:C =US, 0 = Amazon, CN = Amazon Root CA 1
i:C = US, ST = Arizona, L = Scottsdale, 0 = "Starfield Technologies, Inc.", CN = Starfield Services Root Certificate Authority - G2
a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
v:NotBefore: May 25 12:00:00 2015 GMT; NotAfter: Dec 31 01:00:00 2037 GMT

MIIEkjCCA3qgAwIBAgQITBn+USionzfP6wq4rAfkI7 rnExjANBgkqhkiGOwOBAQsF
ADCBmDELMAKGA1UEBhMCVVMXEDAOBgNVBAQTBOFyaXpvbmEXEZARBgNVBACTCIN]
b3ROCc2RhbGUXJTAjBgNVBAOTHFNOYXImaWVsZCBUZWNobm9sb2dpZXMsIELuYy4x
0zA5BgNVBAMTMINOYXJImaWVsZCBTZXJ2aWN1cyBSb290IENTcnRpZmljYXRLIEF1
dGhveml0eSAtIEcYyMBAXDTE1MDUYNTEYMDAWMFOXDTM3MTIzZMTAXMDAWMFowOTEL
MAKGA1UEBhMCVVMxDzANBgNVBAoTBkFtYXpvbjEZMBcGA1UEAXMQQW1hem9uIFJv
b3QgQOEGMTCCASIWDQYIKoZIhvcNAQEBBQADGGEPADCCAQoCGGEBALJ4gHHKeENX j
ca9HgFBOTW7Y14h2931091ghYP1OhAEVIrAItht0gQ3p0sqTQNroBvo3bSMgHFzZM
906II8c+6zf1tRn4SWiw3te5djgdYZ6k/oI2peVKVURF4fn9tBb6dNqcmzUSL/qw
IFAGbHrQgLKm+a/sRxmPUDgH3KKHOVj4utWp+UhnMIbulHheb4mjUcAwhmahRWa6
VOujw5H5SNz/0egwlLX0tdHA114gk957EWW67c4cX8jIGKLhD+rcdgsq08p8kDill
93FcXmn/6pUCyziKrlA4b9v7LWIbxcceVOF34GfID5yHI9Y/QCB/IIDEgEW+0yQm
jgSubJ rIqg0CAWEAAaOCATEWGQE tMABGA1UJEWEB/WQFMAMBAT8WDgYDVROPAQH/
BAQDAgGGMBOGA1UdDgQWBBSEGMy FNOY8DISULghZnMeyEE4KCDATBgNVHSMEGDAW
gBScXwDfqgHXMCs4iKK4bUqc8hGRgzB4BggrBgEFBQCcBAQRsMGowLgYIKwYBBQUH
MAGGImhOdHAGLY9VY3NwLnJIvb3RnMi5hbWF6b250cnVzdC5jb20wOAYIKwYBBQUH
MAKGLGhOJHA6LY9j cnQucm9vdGeyLmFtYXpvbnRydXNOLmMNvhS9yb290ZzIuY2Vy
MDOGA1UdHwWQ2MDQwMgAwoC6GLGhOdHAGLY9j cmwucm9vdGeyLmFtYXpvbnRydXNO
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HTTP Response Evidence

IPv4 HTTP (port 80)

HTTP Status 200
Connected IP 13.35.36.123
Connect Time 22.95ms
TTFB 68.79 ms
Total Time 68.89 ms

Response Headers:

"HTTP/1.1 301 Moved Permanently",

"Server: CloudFront",

"Date: Fri, 03 Jul 2026 19:03:04 GMT",

"Content-Type: text/html",

"Content-Length: 167",

"Connection: keep-alive",

"Location: https://alrajhibank.com.my/",

"X-Cache: Redirect from cloudfront",

"Via: 1.1 220478e0525c4434cel7762e6adfaedc.cloudfront.net (CloudFront)",
"X-Amz-Cf-Pop: SIN2-P11",

"X-Amz-Cf-Id: Ez8FxcHwInOFfNGGonxyDu2tBWXCORi7HY1qEiWIfdbOcj9hKmFO-A==",
X-XSS-Protection: 1",

"X-Frame-Options: SAMEORIGIN",

"Referrer-Policy: same-origin",

X-Content-Type-Options: nosniff",

"Permissions-Policy: geolocation=(self), microphone=(self), camera=(self)",
"HTTP/2 200",

"server: CloudFront",

"content-type: text/html",

"content-length: 181825",

"date: Fri, 03 Jul 2026 19:03:05 GMT",

"last-modified: Wed, 01 Jul 2026 06:38:50 GMT",

"etag: \"e571lebc042c5d9ac4da8Oeedc3cebd5\"",

"25": "x-amz-server-side-encryption: AES256",

"26": "cache-control: no-cache, no-store, must-revalidate",

"27": "accept-ranges: bytes",

"28": "x-cache: Error from cloudfront",

"29": "via: 1.1 511348a08e2d7195b44bdbe3485db33c.cloudfront.net (CloudFront)",
"30": "x-amz-cf-pop: SIN2-P11"

"31" x-amz-cf-id: XYxUzIApAYNntgDGdy4k62W0iDBUQOQUPadCYUYcqBwAqQ6rDkmexA=="
"32": "x-xss-protection: 1"

"33": "x-frame-options: SAMEORIGIN",

w34

"referrer-policy: same-origin",

"35": "content-security-policy: default-src https: data: 'unsafe-inline' 'unsafe-eval'; object-src 'none

"36": "x-content-type-options: nosniff",
"37": "strict-transport-security: max-age=31536000; includeSubDomains",
"38": "permissions-policy: geolocation=(self), microphone=(self), camera=(self)"

IPv4 HTTPS (port 443)

HTTP Status 200
Connected IP 13.35.36.82
Connect Time 8.29 ms
TTFB 61.42 ms
Total Time 61.45 ms

Response Headers:

"HTTP/2 200",

"server: CloudFront",
"content-type: text/html",
"content-length: 181825",

"date: Fri, 03 Jul 2026 19:03:05 GMT",

"last-modified: Wed, 01 Jul 2026 06:38:50 GMT",
"etag: \"e571lebc042c5d9ac4da8Oeedc3cebd5\"",

"x-amz-server-side-encryption: AES256",

"cache-control: no-cache, no-store, must-revalidate",

"accept-ranges: bytes",
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"Content-Security-Policy: default-src https: data: 'unsafe-inline' 'unsafe-eval'; object-src 'none'"

’
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"x-cache: Error from cloudfront",

"via: 1.1 160fel06846ce0f8739fd246eabdel2c.cloudfront.net (CloudFront)",
"x-amz-cf-pop: SIN2-P11",

"x-amz-cf-id: vOx1qJDUKA2Ud2KnwohcjzOqKYC3TfTMwt84Gy49d44WQsR3L TUAQ==",
"x-xss-protection: 1",

"x-frame-options: SAMEORIGIN",

"referrer-policy: same-origin",

"content-security-policy: default-src https: data: 'unsafe-inline' 'unsafe-eval'; object-src 'none

"x-content-type-options: nosniff",
"strict-transport-security: max-age=31536000; includeSubDomains",
"permissions-policy: geolocation=(self), microphone=(self), camera=(self)"

Connectivity Test Evidence

Test
TCP Connect IPv4 - port 80

TCP Connect IPv4 - port 443

Test Node Network Evidence
Node Profile dual stack

Egress Connectivity

IPv4 Egress 76.13.221.142

IPv6 Egress 2a02:4780:5e:2789::1
Sysctl IPv6 Flags

net.ipv6.conf.all.disable_ipvé 0
IPv6 Routes

2a02:4780:5e::/48 dev eth0® proto kernel metric 256 pref medium

fe80::/64 dev eth® proto kernel metric 256 pref medium
default via 2a02:4780:5e::1 dev ethO proto static metric 1024 pref medium

IPv4 Routes

default via 76.13.221.254 dev eth® proto static

10.6.101.0/24 dev wg0 scope link

10.6.102.0/24 dev wgd scope link

76.13.221.0/24 dev eth® proto kernel scope link src 76.13.221.142
172.29.0.0/24 dev wg0 scope link
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Result
301 0.009903 0.019393

200 0.008522 0.126112
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