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✗
Non-Compliant

MGv6C-1.0

27%
No IPv6 Support

IPV6-ONLY READINESS

Website: ✗ Not Ready

DNS: ✗ Not Ready

Email: ✗ Not Ready

IPV4 ADDRESSES

202.75.6.111

Network Information (WHOIS / RDAP)

IPv4 Network

Organization GITN Sdn. Bhd.

Country MY

ASN AS17564

ASN Name GITN-PCN-AS-AP - GITN (M) Sdn. Bhd., MY

Network (CIDR) 202.75.4.0/22

Web Services (35%) 0 / 8

# CHECK RESULT DETAIL

1 AAAA Record FAIL No AAAA record found in DNS.

2 Globally Routable IPv6 FAIL IPv6 address is not globally routable.

3 HTTP over IPv6 FAIL HTTP is not accessible over IPv6.

4 HTTPS over IPv6 FAIL HTTPS is not accessible over IPv6.

5 IPv6-Only Reachability FAIL Site is not reachable when limited to IPv6-only.

6 TLS Certificate Valid (IPv6) FAIL TLS certificate is invalid, expired, or hostname mismatch over IPv6.

7 Dual-Stack (IPv4 + IPv6) FAIL Domain is IPv6-only or IPv4-only.

8 HTTP/3 (QUIC) FAIL No HTTP/3 support detected.

DNS & DNSSEC (25%) 0 / 5

# CHECK RESULT DETAIL

1 NS Has AAAA Record FAIL No nameserver has an AAAA record.

2 NS Reachable via IPv6 FAIL No nameserver is reachable over IPv6.

3 NS Answers Queries via IPv6 FAIL Nameserver does not answer queries over IPv6.

4 DNSSEC Validated FAIL DNSSEC validation failed or zone is unsigned.

5 Reverse DNS (PTR) FAIL No PTR record found.

6 DS Record at Parent FAIL No DS record at parent.

7 RRSIG Valid FAIL No valid RRSIG found.
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# CHECK RESULT DETAIL

8 Signing Algorithm INFO No DNSKEY record found.

Email Services (25%) 4 / 6

# CHECK RESULT DETAIL

1 MX Record Exists PASS MX record found.

2 MX Server Has IPv6 PASS MX server has AAAA record.

3 SMTP Reachable via IPv6 FAIL SMTP is not reachable over IPv6.

4 STARTTLS over IPv6 FAIL STARTTLS not available over IPv6.

5 SPF Record PASS SPF record found.

6 DKIM Selector INFO DKIM selector found: default._domainkey

7 DMARC Record PASS DMARC record found.

IPv4 Baseline (15%) 2 / 3

# CHECK RESULT DETAIL

1 A Record PASS 202.75.6.111

2 HTTP over IPv4 FAIL HTTP is not accessible over IPv4.

3 HTTPS over IPv4 PASS HTTPS (port 443) responds over IPv4 — 436ms TTFB.
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Audit Trail & Evidence Record

Verification ID a3116050-95db-47ed-90f8-5751b2d7b30b

Domain agc.gov.my

Check Mode Scheduled

Status Completed

Started 04 Jul 2026, 03:04:36 MYT

Finished 04 Jul 2026, 03:05:22 MYT

Test Node Profile dual stack

Engine Version 2.0.0

MGv6C Version 1.0.0

Audit URL https://ipv6.my6.my/audit/a3116050-95db-47ed-90f8-5751b2d7b30b

Integrity Verification

✓ INTEGRITY VERIFIED

Algorithm hmac-sha256-v1

Root Hash acf4759aa017c891aace2605fe1031014d6186948ee6681220933882474dc8e9

http_headers 52c532a1981efb6af1ed92c930206b82e928d82562d33dff16a61647124d1b9d

dns_responses 023057d4524f6551f3da1b0f1e66aa429a437ab9b4602b12475522d0749ffe49

tls_handshake 7ec2588eb014ea232e2a119f05fafc99f21de109414bcb1a4dc7c0f58ae3978d

connectivity_log a3b5c42800f8366a84edefe7cfb8f03df8d5fca3738b01257ed3030b0ae8f5c5

dns_resolution_times f45ca530e836716fd9e754510c10bfe187575490db3b499f13ffff270bf80b81

Test Node Identity

Os Linux srv1440888 6.8.0-124-generic #124-Ubuntu SMP PREEMPT_DYNAMIC Tue May 26 13:00:45 UTC 2026 x86_64

Hostname srv1440888

Php Version 8.3.32

Server Ipv4 76.13.221.142

Server Ipv6 2a02:4780:5e:2789::1

DNS Resolution Performance

Comparison of A (IPv4) vs AAAA (IPv6) query times across resolvers and transports. Shows median (p50) and 95th percentile (p95) of 3 samples per tuple.

Resolver Transport A p50 (ms) A p95 (ms) AAAA p50 (ms) AAAA p95 (ms) Delta (ms)

System Default 36.59 46.58 31.42 34.58 -5.2 

Google IPv4 60.64 65.07 47.57 59.25 -13.1 

Google IPv6 35.45 51.11 55.53 64.67 +20.1 

Cloudflare IPv4 19.88 30.19 26.34 28.89 +6.5 

Cloudflare IPv6 61.96 62.49 51.07 58.95 -10.9 
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DNS Evidence

A

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 61174
;; flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
agc.gov.my.		0	IN	A	202.75.6.111

DS

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 52847
;; flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; AUTHORITY SECTION:
gov.my.			3570	IN	SOA	e.nic.my. hostmaster.nic.my. 2026052747 1800 900 604800 3600

MX

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 65056
;; flags: qr rd ra; QUERY: 1, ANSWER: 5, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
agc.gov.my.		30	IN	MX	1 aspmx.l.google.com.
agc.gov.my.		30	IN	MX	5 ALT1.aspmx.l.google.com.
agc.gov.my.		30	IN	MX	10 ALT4.aspmx.l.google.com.
agc.gov.my.		30	IN	MX	5 ALT2.aspmx.l.google.com.
agc.gov.my.		30	IN	MX	10 ALT3.aspmx.l.google.com.

NS

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 31289
;; flags: qr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: 0, ADDITIONAL: 3

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
agc.gov.my.		3600	IN	NS	ns2.agc.gov.my.
agc.gov.my.		3600	IN	NS	ns1.agc.gov.my.

TXT

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 6586
;; flags: qr rd ra; QUERY: 1, ANSWER: 6, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
agc.gov.my.		3600	IN	TXT	"v=spf1 ip4:103.8.147.12/30 ip4:219.92.54.177/32 ip4:103.156.82.32/29 ip4:103.156.83.32/29 ip4:150.242.183.8/32 ip4:150.242.183.9/32 
include:_spf.google.com ~all"
agc.gov.my.		3600	IN	TXT	"MS=6510D9DD438BA65004F3159C344187747876B2D5"
agc.gov.my.		3600	IN	TXT	"ppe-f33f72d7c823e378d40efc19921de8cdb2c133e8"
agc.gov.my.		3600	IN	TXT	"tmes=cfdd145e0aaf51f35b87b9e09a2ff146"
agc.gov.my.		3600	IN	TXT	"google-gws-recovery-domain-verification=65255894"
agc.gov.my.		3600	IN	TXT	"google-site-verification=6qapp2UIRz13aUWbsHY1t29dNfiB4Qm7MsnijKoW5jE"

AAAA
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;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 17696
;; flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; AUTHORITY SECTION:
agc.gov.my.		3571	IN	SOA	ns1.agc.gov.my. administrator.agc.gov.my. 2026052603 3600 900 3600000 3600

RRSIG

ns1.agc.gov.my. administrator.agc.gov.my. 2026052603 3600 900 3600000 3600

DNSKEY

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 22094
;; flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; AUTHORITY SECTION:
agc.gov.my.		3570	IN	SOA	ns1.agc.gov.my. administrator.agc.gov.my. 2026052603 3600 900 3600000 3600

DNSSEC_VALIDATION

; unsigned answer
agc.gov.my.		3570	IN	SOA	ns1.agc.gov.my. administrator.agc.gov.my. 2026052603 3600 900 3600000 3600
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TLS Handshake Evidence

IPV4 Connection

IP Used 202.75.6.111

IP Version 4

depth=2 C = US, O = DigiCert Inc, OU = www.digicert.com, CN = DigiCert Global Root G2
verify return:1
depth=1 C = US, O = DigiCert Inc, CN = DigiCert Global G2 TLS RSA SHA256 2020 CA1
verify return:1
depth=0 C = MY, L = Putrajaya, O = Jabatan Peguam Negara, CN = *.agc.gov.my
verify return:1
CONNECTED(00000010)
---
Certificate chain
 0 s:C = MY, L = Putrajaya, O = Jabatan Peguam Negara, CN = *.agc.gov.my
   i:C = US, O = DigiCert Inc, CN = DigiCert Global G2 TLS RSA SHA256 2020 CA1
   a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
   v:NotBefore: Jul 22 00:00:00 2025 GMT; NotAfter: Aug 22 23:59:59 2026 GMT
-----BEGIN CERTIFICATE----------END CERTIFICATE-----
 1 s:C = US, O = DigiCert Inc, CN = DigiCert Global G2 TLS RSA SHA256 2020 CA1
   i:C = US, O = DigiCert Inc, OU = www.digicert.com, CN = DigiCert Global Root G2
   a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
   v:NotBefore: Mar 30 00:00:00 2021 GMT; NotAfter: Mar 29 23:59:59 2031 GMT
-----BEGIN CERTIFICATE-----IPv6 Readiness Report
agc.gov.my — Government
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-----END CERTIFICATE-----
 2 s:C = US, O = DigiCert Inc, OU = www.digicert.com, CN = DigiCert Global Root G2
   i:C = US, O = DigiCert Inc, OU = www.digicert.com, CN = DigiCert Global Root G2
   a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
   v:NotBefore: Aug  1 12:00:00 2013 GMT; NotAfter: Jan 15 12:00:00 2038 GMT
-----BEGIN CERTIFICATE-----IPv6 Readiness Report
agc.gov.my — Government
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HTTP Response Evidence

IPv4 HTTP (port 80)

HTTP Status 0

Connected IP

Connect Time 0 ms

TTFB 0 ms

Total Time 8002.21 ms

Error Failed to connect to agc.gov.my port 80 after 8002 ms: Timeout was reached

IPv4 HTTPS (port 443)

HTTP Status 200

Connected IP 202.75.6.111

Connect Time 15.43 ms

TTFB 539.48 ms

Total Time 539.6 ms

Response Headers:

{
    "0": "HTTP/1.1 301 Moved Permanently",
    "1": "Date: Fri, 03 Jul 2026 19:05:17 GMT",
    "2": "Content-Type: text/html",
    "3": "Content-Length: 162",
    "4": "Connection: keep-alive",
    "5": "Location: https://www.agc.gov.my/",
    "6": "Upgrade: HTTP/2.0",
    "7": "Connection: Upgrade",
    "8": "Access-Control-Allow-Methods: GET, POST, OPTIONS, HEAD",
    "9": "Access-Control-Allow-Headers: DNT,User-Agent,X-Requested-With,If-Modified-Since,Cache-Control,Content-Type,Range",
    "10": "Access-Control-Expose-Headers: Content-Length,Content-Range",
    "11": "Access-Control-Max-Age: 31536000",
    "12": "X-Content-Type-Options: nosniff",
    "13": "X-Frame-Options: SAMEORIGIN",
    "14": "X-XSS-Protection: 1; mode=block",
    "15": "Strict-Transport-Security: max-age=31536000; includeSubDomains; preload",
    "16": "X-Permitted-Cross-Domain-Policies: master-only",
    "17": "Content-Security-Policy: default-src 'self'; script-src 'self' 'unsafe-inline' 'unsafe-eval' blob: *; img-src 'self' data: *; style-src 'self' 'unsafe-
inline' *; connect-src 'self' *; font-src 'self' data: *; frame-src 'self' *; object-src 'none'; media-src 'self' *;",
    "18": "Permissions-Policy: camera=(), microphone=(), geolocation=(self)",
    "19": "Referrer-Policy: strict-origin-when-cross-origin",
    "20": "Expect-CT: enforce; max-age=3600",
    "21": "Content-Security-Policy: upgrade-insecure-requests",
    "22": "Set-Cookie: Path=/; HttpOnly; Secure; SameSite=Lax",
    "23": "Set-Cookie: 
TS01ad856e=013dffacbca602c095e29315ef35586151bec52a04fbed75d6810312388ed70079c3f76d228aaf090a0883b3ec27c105a58498631a71cf70e6b4394faabb42345d47c63679; Path=/",
    "25": "HTTP/1.1 200 OK",
    "26": "Date: Fri, 03 Jul 2026 19:05:17 GMT",
    "27": "Content-Type: text/html; charset=UTF-8",
    "28": "Connection: keep-alive",
    "29": "Vary: Accept-Encoding",
    "30": "Set-Cookie: _csrf=a6d9a6abbba7a5bd2559a805b3267e0e56888c86ecf4a5fac2db8ea99dbdc60fa%3A2%3A%7Bi%3A0%3Bs%3A5%3A%22_csrf%22%3Bi%3A1%3Bs%3A32%3A%22HQnEz2K-
oIcZJ9QbgZ-Qb2sKy-eV7Rdo%22%3B%7D; path=/; HttpOnly; SameSite=Lax",
    "31": "Upgrade: HTTP/2.0",
    "32": "Connection: Upgrade",
    "33": "Access-Control-Allow-Methods: GET, POST, OPTIONS, HEAD",
    "34": "Access-Control-Allow-Headers: DNT,User-Agent,X-Requested-With,If-Modified-Since,Cache-Control,Content-Type,Range",
    "35": "Access-Control-Expose-Headers: Content-Length,Content-Range",
    "36": "Access-Control-Max-Age: 31536000",
    "37": "X-Content-Type-Options: nosniff",
    "38": "X-Frame-Options: SAMEORIGIN",
    "39": "X-XSS-Protection: 1; mode=block",
    "40": "Strict-Transport-Security: max-age=31536000; includeSubDomains; preload",
    "41": "X-Permitted-Cross-Domain-Policies: master-only",
    "42": "Content-Security-Policy: default-src 'self'; script-src 'self' 'unsafe-inline' 'unsafe-eval' blob: *; img-src 'self' data: *; style-src 'self' 'unsafe-
inline' *; connect-src 'self' *; font-src 'self' data: *; frame-src 'self' *; object-src 'none'; media-src 'self' *;",
    "43": "Permissions-Policy: camera=(), microphone=(), geolocation=(self)",
    "44": "Referrer-Policy: strict-origin-when-cross-origin",
    "45": "Expect-CT: enforce; max-age=3600",
    "46": "Content-Security-Policy: upgrade-insecure-requests",
    "47": "Set-Cookie: Path=/; HttpOnly; Secure; SameSite=Lax",
    "48": "Set-Cookie: 
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TS01ad856e=013dffacbc37d0cc6801ae7fd56e1f554353259e8ad418ee88a56430090c2b3afa01565858b0da45f4e740e27f09a9feda87525a8b25dd9c117faed8b9ccb48960f0e9f919754fc89226a42a706ec649c4de2fece6; 
Path=/",
    "49": "Transfer-Encoding: chunked"
}

Connectivity Test Evidence

Test Result

TCP Connect IPv4 → port 80 000 0.000000 0.000000

TCP Connect IPv4 → port 443 301 0.006098 0.060872

Test Node Network Evidence

Node Profile dual stack

Egress Connectivity

IPv4 Egress 76.13.221.142

IPv6 Egress 2a02:4780:5e:2789::1

Sysctl IPv6 Flags

net.ipv6.conf.all.disable_ipv6 0

IPv6 Routes

2a02:4780:5e::/48 dev eth0 proto kernel metric 256 pref medium
fe80::/64 dev eth0 proto kernel metric 256 pref medium
default via 2a02:4780:5e::1 dev eth0 proto static metric 1024 pref medium

IPv4 Routes

default via 76.13.221.254 dev eth0 proto static 
10.6.101.0/24 dev wg0 scope link 
10.6.102.0/24 dev wg0 scope link 
76.13.221.0/24 dev eth0 proto kernel scope link src 76.13.221.142 
172.29.0.0/24 dev wg0 scope link 
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