IPv6 Readiness Report Generated: 04 Jul 2026, 22:12 MYT
onexox.my — Telco Last Checked: 04 Jul 2026, 03:53 MYT

IPv6 Readiness Report

onexox.my — onexox.my

Scan to verify

Category: Telco * Generated: 04 Jul 2026, 22:12 MYT + Last Checked: 04 Jul 2026, 03:53 MYT « Verification ID: 9e3bb26e-3c26-4179-a378-c16bd59ad0cb
Report generated from National IPv6 Readiness Monitor — https://ipv6.my6.my
Audit trail: https://ipv6.my6.my/audit/9e3bb26e-3c26-4179-a378-c16bd59ad0cb

X IPV6-ONLY READINESS

4 3 % Website: X Not Ready

No IPv6 Support DNS: v Ready
Email: X Not Ready

Non-Compliant

MGv6C-1.0

IPV4 ADDRESSES
54.251.224.176

Network Information (WHOIS / RDAP)

IPv4 Network

Organization Amazon.com, Inc.

Country us

ASN AS16509

ASN Name AMAZON-02 - Amazon.com, Inc., US

Network (CIDR) 54.251.0.0/16

Web Services (35%) 0/8
# CHECK RESULT DETAIL

1 AAAA Record FAIL No AAAA record found in DNS.

2 Globally Routable IPv6 FAIL IPv6 address is not globally routable.

3 HTTP over IPv6 FAIL HTTP is not accessible over IPv6.

4 HTTPS over IPv6 FAIL HTTPS is not accessible over IPv6.

5 IPv6-Only Reachability FAIL Site is not reachable when limited to IPv6-only.

6 TLS Certificate Valid (IPv6) FAIL TLS certificate is invalid, expired, or hostname mismatch over IPv6.
7 Dual-Stack (IPv4 + IPv6) FAIL Domain is IPv6-only or IPv4-only.

8 HTTP/3 (QUIC) FAIL No HTTP/3 support detected.

DNS & DNSSEC (25%) 3/5
# CHECK RESULT DETAIL

1 NS Has AAAA Record PASS Nameserver has IPv6 address.

2 NS Reachable via IPv6 PASS Nameserver is reachable via IPv6 on port 53.

3 NS Answers Queries via IPv6 PASS DNS queries answered over IPv6.

4 DNSSEC Validated FAIL DNSSEC validation failed or zone is unsigned.

5 Reverse DNS (PTR) FAIL No PTR record found.

6 DS Record at Parent FAIL No DS record at parent.

7 RRSIG Valid FAIL No valid RRSIG found.

National IPv6 Readiness Monitor — https://ipv6.my6.my Page 1 of 12



IPv6 Readiness Report

onexox.my — Telco

Generated: 04 Jul 2026, 22:12 MYT
Last Checked: 04 Jul 2026, 03:53 MYT

# CHECK

8 Signing Algorithm

Email Services (25%)

# CHECK

1 MX Record Exists

2 MX Server Has IPv6

3 SMTP Reachable via IPv6
4 STARTTLS over IPv6

5 SPF Record

6 DKIM Selector

7 DMARC Record

IPv4 Baseline (15%)
# CHECK

1 A Record

2 HTTP over IPv4

3 HTTPS over IPv4

National IPv6 Readiness Monitor — https://ipv6.my6.my

RESULT

INFO

RESULT

PASS

FAIL

FAIL

FAIL

PASS

INFO

PASS

RESULT

PASS

PASS

PASS

DETAIL

No DNSKEY record found.

DETAIL

MX record found.

MX server has no IPv6 address.

SMTP is not reachable over IPv6.
STARTTLS not available over IPv6.

SPF record found.

DKIM selector found: default._domainkey

DMARC record found.

DETAIL
54.251.224.176

HTTP (port 80) responds over IPv4 — 326ms TTFB.

HTTPS (port 443) responds over IPv4 — 354ms TTFB.
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Audit Trail & Evidence Record

Verification ID
Domain

Check Mode
Status

Started

Finished

Test Node Profile
Engine Version
MGvV6C Version

Audit URL

Integrity Verification

v INTEGRITY VERIFIED

Algorithm

Root Hash
http_headers
dns_responses
tls_handshake
connectivity_log

dns_resolution_times

9e3bb26e-3c26-4179-a378-c16bd59ad0ch
onexox.my

Manual

Completed

04 Jul 2026, 03:53:43 MYT

04 Jul 2026, 03:53:48 MYT

dual stack

2.0.0

1.0.0

https://ipv6.my6.my/audit/9e3bb26e-3c26-4179-a378-c16bd59ad0ch

hmac-sha256-v1

ba0dc84cb70ec5448616a45663d2d497c9182b0c5ba9a23d509c863cdb1987b8
45c96199594d9436de2c3T09853ac589e86bf8dbefe2fe8f3f7cal5454b48197
e5eb4c8d6e5aeb8bdd434f2ec4cd232fbeldafea59d111abd8abb2c193a89693
36c0f4ff2376b01ladbef53dd6e82c95ef3ff82bd7bade9224f8db1852d71cc86
42bf671aalf975c8f2c89e0b7a89243dd9b83627b3eb00959066e8b6cb15€178

189df392da179d150d58b92409d6655ebc1d620177ba54f15b730d069d8e6 99

Test Node Identity

Os Linux srv1440888 6.8.0-124-generic #124-Ubuntu SMP PREEMPT DYNAMIC Tue May 26 13:00:45 UTC 2026 x86 64
Hostname srv1440888
Php Version 8.3.32

Server lpv4 76.13.221.142

Server Ipv6 2202:4780:5e:2789::1

DNS Resolution Performance

Comparison of A (IPv4) vs AAAA (IPv6) query times across resolvers and transports. Shows median (p50) and 95th percentile (p95) of 3 samples per tuple.

Resolver Transport A p50 (ms) A p95 (ms) AAAA p50 (ms) AAAA p95 (ms) Delta (ms)
System Default 9.35 21.41 11.9 22.83 +2.6
Google IPv4 26.35 39.53 23.09 32.15 -3.3
Google IPv6 33.07 38.33 22.43 26.42 -10.6
Cloudflare IPv4 14.57 34.88 10.42 18.82 -4.2
Cloudflare IPv6 29.92 33.42 24.73 28.46 -5.2
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DNS Evidence

A

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 48929
;3 flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232
;3 ANSWER SECTION:
onexox.my.[JJ3000JINJA54.251.224.176

DS

;5 Got answer:
->>HEADER<<- opcode: QUERY, status: NOERROR, id: 8926
;3 flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 AUTHORITY SECTION:

my.[J0035970IN[SOAJe.nic.my. hostmaster.nic.my. 2026052760 1800 900 604800 3600

MX

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 10989
;3 flags: qr rd ra; QUERY: 1, ANSWER: 4, AUTHORITY: ©, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 ANSWER SECTION:

onexox.my.[J0300JINMX60 mx2.mschosting.com.onexox.my.
onexox.my.[JJ3000INOMXJ0 mx1l.mschosting.com.
onexox.my.[J03000INOMX]0 mx1l.mschosting.com.onexox.my.
onexox.my.[JJ300JIN[MX[]0 mx2.mschosting.com.

NS

;3 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 28643
;3 flags: qr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 ANSWER SECTION:
onexox.my.[J]J86400INNSmaria.ns.cloudflare.com.
onexox.my.[J086400INNS[Jderek.ns.cloudflare.com.

TXT

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 40702
;3 flags: gr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 ANSWER SECTION:

onexox.my.[J0600INOTXTO"v=spfl ip4:103.6.198.238 a mx include:sp" "f.mschosting.com -all"
onexox.my.[J0600INOTXTO"v=spfl ip4:103.6.198.238 a mx include:spf.mschosting.com -all"

AAAA

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 10847
;3 flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232

;3 AUTHORITY SECTION:
onexox.my.[J017980IN[SOAJderek.ns.cloudflare.com. dns.cloudflare.com. 2406267266 10000 2400 604800 1800

RRSIG

derek.ns.cloudflare.com. dns.cloudflare.com. 2406267266 10000 2400 604800 1800
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DNSKEY

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 47293
;3 flags: gr rd ra; QUERY: 1, ANSWER: O, AUTHORITY: 1, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 AUTHORITY SECTION:

onexox.my.[J01798INJSOA[Jderek.ns.cloudflare.com. dns.cloudflare.com. 2406267266 10000 2400 604800 1800

DNSSEC_VALIDATION

; unsigned answer

onexox.my.[JJ17970IN[SOAJderek.ns.cloudflare.com. dns.cloudflare.com. 2406267266 10000 2400 604800 1800
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TLS Handshake Evidence

IPV4 Connection
IP Used 54.251.224.176

IP Version 4

depth=2 C = US, 0 = DigiCert Inc, OU = www.digicert.com, CN = DigiCert Global Root G2

verify return:1

depth=1 C = US, 0 = DigiCert Inc, OU = www.digicert.com, CN = GeoTrust TLS RSA CA Gl

verify return:1

depth=0 C = MY, ST = Selangor, L = Petaling Jaya, O = XOX COM SDN. BHD., CN = *.onexox.my

verify return:1

CONNECTED (00000010)

Certificate chain

0 s:C = MY, ST = Selangor, L = Petaling Jaya, 0 = XOX COM SDN. BHD., CN = *.onexox.my

i:C = US, 0 = DigiCert Inc, OU = www.digicert.com, CN = GeoTrust TLS RSA CA G1
a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA512
v:NotBefore: Sep 30 00:00:00 2025 GMT; NotAfter: Oct 13 23:59:59 2026 GMT

MIIGATCCBV2gAwIBAgIQDOXxbr/5ZiFdz9CkyXMKbDANBgkqhkiGOwOBAQOFADBg
MQswCQYDVQQGEwIVUzEVMBMGA1UEChMMRGLnaUN1cnQgSW5 jMRkwFwYDVQQLEXB3
d3cuZGlnaWN1cnQuY29tMR8WHQYDVQQDEXZHZWIUCnVzdCBUTFMgUINBIENBIECX
MB4XDTI1MDkzMDAWMDAWMFoXDTI2MTAxMzIzNTk10VowajELMAKGAIUEBhMCTVkx
ETAPBgNVBAQTCFN1bGFuZ29yMRYwFAYDVQQHEW1QZXRhbGluZyBKYXThMRowWGAYD
VQOQKEXFYT1ggQ@9NIFNETi4gQkhEL j EUMBIGALUEAWWLKi5vbmV4b3gubXkwggEi
MABGCSqGSIb3DQEBAQUAA4IBDWAWggEKAOIBAQCUE/3MHstw2nL2mF3Ydg0gglaq
nt5TvPD3QiW6TUQj IxyvHk10AmEYNseZWx/ r/dW3RuapFh17gouC02Z7nVgKYPgU
Arb18pYBk2z69DVnBrcLWyAZVglVgY0+FO1i7N87HXN5XGQOFDOpXWPtWDIk93RRr
TWxW2alyF/X/6tz4ssSCoAV8IsK/cPOFVWiAODYi8wxNIF9swvYxjNbhyauDwK/Z
otfdrmB/1c1AU8dznL+D6FX0fUwKavkh/fIujzW4ccnc20xmVMOGEyYyxxuMmHGKW
72Yw/v7VbIPyMqOEVBknxgUuomFOzcNXVq7ZiKHvMfFg1d8seQaHEEZsOCWhAGMB
AAG]j ggMfMIIDGZzAfBgNVHSMEGDAWgBSUTIRAi+Sk4qaA/v3Y+QDvo74CVzAdBgNV
HQ4EFgQUNKw6CQGShi5eYKpkV2QuxVbOSXkwIQYDVRORBBoWGIILKi5vbmV4b3gu
bXmCCW9uZXhveC5teTA+BgNVHSAENZAIMDMGBmeBDAECA]ApMCcGCCsGAQUFBWIB
FhtodHRw0i8vd3d3LmRpZ21;jZXJOLmNvbS9DUFMwDgYDVROPAQH/BAQDAgWgMBOG
A1UdJQQWMBQGCCsGAQUFBWMBBgg rBgEFBQCDAjA/BgNVHR8EODA2MDSgMgAWhi50
dHRw01i8vY2RwLmd 1b3RydXNOLmNvbS9HZWIUcnVzdFRMU1ITQUNBRZEUY3JSMHYG
CCsGAQUFBwEBBGowaDAmBgg rBgEFBQcwAYYaaHROcDovL3NOYXR1cy5nZW90cnVz
dC5]jb20wPgYIKwYBBQUHMAKGMmhOdHA6LY9]YWN1cnRzLmd Lb3RydXNOLmNvbS9H
ZW9UcnVzdFRMU1JTQUNBRZzEUY3JOMAWGA1UdEWEB/WQCMAAwggF+BgorBgEEAAZ5
AgQCBIIBbgSCAWoBaAB1ANgJIVTuUT3r/yBYZb5RPhauw+Pxeh1UmDxXRLnNK7RUsU
AAABMZj 73sUAAAQDAEYWRAIQYpZ+WomOm8XncQvSKSabUMIkwWDh80wp9ACuR3Yj
SIQCIEPYWh7I1vTich5n2q7ruCs0CxulKSwmd7k1lpaNAtsD6AHCAw]F+VOUZoOXu
fzjespBB68fCIVoiv3/Vtal2mtkOUsSOAAAGZmPvesgAABAMASDBGALIEArNyUSmk/
qpBGNINL7xLkt5NfmELZAQszRMiaONO3ZCOCIQDHZzU7zUPZIwfbrsRVFMweZpCMd
IoXstcSyMaSjrVFCfwB2AJR0Q4f67MHvgfMZICaoGGUBXINTOAIBP3InfVU3LhnY
AAABmZj73sMAAAQDAEcwRQIgHzyVEVYnr0fRzVZKdtsAdCgPqrEGhxsxHkFJuFKs
5IsCIQCV36X1T+01ahHr5k0puHgB1Pmnkz+asJ1jQu3wbmSvSjANBgkqhkiGOwOB
AQOFAAOCAQEAQT49YGFFAVgneidhdtsuHMipQmJeYbASxyDTAsGMHN1j1mcLi4aH
EFYp792breP+d06MGnj4c6+ppYxLaU8e7/Ih5pPBpBHFBINWSDk2hoZj YIQKF+Gi
WGWCMnB4gRbBcRo5Mrj XbDBRFpt8vh1UfNMe/s/04qEMp405YoHn4tYiy6gidVa+
FLDVF9A0041i7ZFfm60qJW1PDd8dRgu8xyQn+IemB1iTvnV4Qoz5A0BXONTRG/DyL
/BadUN3zSLiVVGcZm5s8kc1BNe5SHEK70ZEwcT4E/QKz1txf6BfngqLFXcbagxn71
n+9jF4P3k0eBRVZ4WopEvujpVLANOWIEuw==

»»»»» END CERTIFICATE-----

1 s:C=US, 0 =DigiCert Inc, OU = www.digicert.com, CN = GeoTrust TLS RSA CA Gl
i:C = US, 0 = DigiCert Inc, OU = www.digicert.com, CN = DigiCert Global Root G2
a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
v:NotBefore: Nov 2 12:23:37 2017 GMT; NotAfter: Nov 2 12:23:37 2027 GMT

MIIEjTCCA3WgAwIBAgIQDQd4KhM/xvmlcpbhMf/ReTANBgkghkiGOwOBAQsFADBh
MQswCQYDVQQGEwJVUZEVMBMGALUEChMMRG LnaUN1cnQgSW5jMRkwFwYDVQQLEXB3
d3cuZGlnaWNlcnQuY29tMSAwHgYDVQQDExdEaWdpQ2VydCBHbGI1YWwgUm9OvdCBH
MjAeFwOxNzEXMDIXMjIzMzdaFwOyNzEXMDIxMjIzMzdaMGAxCzAIBgNVBAYTALVT
MRUWEWYDVQQKEwxEaWdpQ2VydCBIbmMxGTAXBgNVBASTEHd3dy5kaWdpY2VydC5j
b20xHzAdBgNVBAMTFkd1b1RydXNOIFRMUyBSUOEgQOEgRZEWggEIMAOGCSqGSIb3
DQEBAQUAA4IBDwAwggEKAOIBAQC+F+jsvikKy/65LWEXx/TMkCDIuWeghlNgwvm4Q
yISgP70U5d79e0ySG3vOhC3w/3jEMuipoH1fBtp7mOtTpsYbAhch4XA7 rfuDéwhU
gajeErLVxoiWMPKC/DnUvbgi74BImdBiuGHQSA7LwsuXpTEGGOfYXcbTVN5SATYq
DfbexbYxTMwVIWoVb61 rBEgM3gBBqiiAiy800xulNg07IdCIQkBsNpFtZbIZhsDS
fz1GWP4wEMBQ3067 c+ZXkF r2Dc rXBEtHam80Gp2SNhou2U5U7UesDL/xgLK6/0d7
6TNEVMSUVIkZ8VeZr+IUIlvoLrtjLbqugb@T30YXW+CQUOKBAGMBAAG] ggFAMIIB
PDAdBgNVHQ4EFgQULE/UXYvkpOKmgP792PkA760+AlcwHwYDVROjBBgwFoAUT1iIU
IBiV5uNu5g/6+rkS7QYXjzkwDgYDVROPAQH/BAQDAgGGMBOGA1UdIQQWMBQGCCSG
AQUFBWMBBgg rBgEFBQCDAj ASBgNVHRMBA f8ECDAGAQH/AgEAMDQGCCsGAQUFBWEB
BCgwJ jAkBggrBgEFBQcwAYYYaHROcDovL29j c3AuZGlnaWNlcnQuY29tMEIGA1Ud
HwQ7MDkwN6A10DOGMWhOdHAGLY9]j cmwzLmRpZ21jZXJOLmNvbS9EaWdpQ2VydEds
b2JhbFJIvb3RHM1i5 j cmwwPQYDVROgBDYWNDAYBGRVHSAAMCowKAY IKwYBBQUHAGEW
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HGhOdHBz0i8vd3d3LmRpZ21jZXJOLmNvbSIDUFMwDQYJIKoZIhvcNAQELBQADgQEB
AIIcBDqC6cWpyGUSXAjjAcYwsK41iiGF7KweG971i1RIz1kwZhRoo6orU1JtBYnjzB
c4+/sXmnHIk3mlPyL1xuIAt9sMeC7+vreRIF5wFBCOMCN5sbHwhNN1JzKbifNeP5
0zpZdQFmkCo+neBiKR6HqIA+LMTMCMMuv2khGGuPHmtDze4GmEGZtYLyF8EQpa5Y
jPuV6k2Cr/N3XxFpT3hRpt/3usU/Zb9wfKPtWpoznZ4/44c1p9rzFcZYriwkj3A+7
TNBJEOGMP2fhXhP1D/XVfIW/hOyCIGEiVIGIm/uG0a3DXHImbAcxSyCRraG+ZBkA
7h4SeM6Y81/7MBRpPCz618Y=

»»»»» END CERTIFICATE-----

2 s:C = US, 0 = DigiCert Inc, OU = www.digicert.com, CN = DigiCert Global Root G2
i:C = US, 0 = DigiCert Inc, OU = www.digicert.com, CN = DigiCert Global Root G2
a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
v:NotBefore: Aug 1 12:00:00 2013 GMT; NotAfter: Jan 15 12:00:00 2038 GMT

MIIDjjCCAnagAwIBAgIQAzrx5qcRqaC7KGSxHQN65TANBgkghkiGOwOBAQsFADBh
MQswCQYDVQQGEwJVUzEVMBMGALUEChMMRG LnaUN1cnQgSW5 jMRkwFwYDVQQLEXB3
d3cuZGlnaWNlcnQuY29tMSAwHgYDVQQDExdEaWdpQ2VydCBHbGI1iYWwgUmIvdCBH
MjAeFw®xMzA4MDEXMj AwMDBaFw0z0DAXMTUxMj AwMDBaMGExCzAJBgNVBAYTALVT
MRUWEWYDVQQKEwxEaWdpQ2VydCBIbmMxGTAXBgNVBASTEHd3dy5kaWdpY2VydC5j
b20xIDAeBgNVBAMTFORPpZ21DZXJOIEdsb2IhbCBSb290IECYMIIBI jANBgkghkiG
9wOBAQEFAAOCAQBAMIIBCgKCAQEAuUZfNNNx7a8myalCtSnX/RrohCgiN9R1Uyful
2/0u8jqJkTx65qsGGmvPrC3oXgkkRLpimn7Wo6h+4FR1IAWSULecYxpsMNzaHxmx
1x7e/dfgy5SDN67sHONO3XssOrOupS/kgbit0tSZpLY16ZtrAGCSYPIPIUKY92eQ
q2EGnI/yuum@6ZIya7XzV+hdG82MHauVBIVI8zUt1luNIbd134/t]S7SsVQepj5wz
tCO7TG1F8PapspUwtP1MVYwnS1cUfIKdzX0S0xZKBgyMUNGPHgm+F6HMIcr9g+UQ
VvIO1CsRnKPZzFBQ9RNbDhxSIITRNrwIFDKZIobq7nMWxM4MphQIDAQABoOIWQDAP
BgNVHRMBA f8EBTADAQH/MA4GA1UdDWEB/WQEAWIBhjAdBgNVHQ4EFgQUTiJUIBiV
5uNu59/6+rkS7QYXjzkwDQYJKoZIhvcNAQELBQADggEBAGBNKIRvDkhj6zHd6mcY
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HTTP Response Evidence

IPv4 HTTP (port 80)

HTTP Status 200

Connected IP 54.251.224.176
Connect Time 20.22 ms

TTFB 328 ms

Total Time 328.09 ms

Response Headers:

"HTTP/1.1 301 Moved Permanently",
"Server: awselb/2.0",
"Date: Fri, 03 Jul 2026 19:53:47 GMT",
"Content-Type: text/html",
"Content-Length: 134",
"Connection: keep-alive",
"Location: https://onexox.my:443/",
"HTTP/2 200",
"date: Fri, 03 Jul 2026 19:53:47 GMT",
"content-type: text/html; charset=UTF-8",
"vary: Accept-Encoding",
"cache-control: private",
"access-control-allow-origin: onexox.my",
"access-control-allow-methods: GET, POST, PUT, DELETE, OPTIONS",
"access-control-allow-headers: Content-Type, Authorization",
: "set-cookie: XSRF-
TOKEN=eyJpdiI6ImliVUtxbUtURFBXR]jZzK1Z5SUhMZGCcOPSISInZhbHV1IjoiNmU4bUI2RnFRM11SejJcLzQOMmxtcWdaNUFOTnhlbjZPYOxkZ2J5bUTUVEhGWEPIYKV2MUtOb2hvTldva3BZQlcil CItYWMi0iI2MDA3NjNmMTh]jODAT®
expires=Fri, 03-Jul-2026 21:53:47 GMT; Max-Age=7200; path=/; secure; samesite=strict",

"17": "set-cookie:
xox_portal_session=eyJpdiI6ImRpSUdzUO96ZXRTWNRjV1dSSOVZNEEIPSIsInZhbHV1Ijoia®kwK2NPelNkR1c2dEEYN3VZZTZVTOEYK3Vyb1ZvTj1ZTXZKa305MStSSEt6QzhpQmhpWnIEaX10aW16T2E4MCISsIm1hYyI6ImVmNmUC
expires=Fri, 03-Jul-2026 21:53:47 GMT; Max-Age=7200; path=/; secure; httponly; samesite=lax",

"18": "x-proxy-cache: MISS",

"19": "x-content-type-options: nosniff",

"20": "strict-transport-security: max-age=31536000; includeSubDomains"

"21": "x-frame-options: SAMEORIGIN",

"22": "content-security-policy: default-src 'self'; base-uri 'self'; font-src 'self' https: data:; form-action 'self' https:; frame-ancestors 'self'; frame-src
'self' https: data:; img-src 'self' https: data: blob:; object-src 'self'; script-src 'self' https: 'unsafe-inline' 'unsafe-eval'; script-src-attr 'self' https:
‘unsafe-inline'; style-src 'self' https: 'unsafe-inline'; worker-src 'self' blob:; connect-src 'self' https: 'unsafe-inline';"

}

IPv4 HTTPS (port 443)

HTTP Status 200

Connected IP 54.251.224.176
Connect Time 7.58 ms

TTFB 284.28 ms
Total Time 284.32 ms

Response Headers:

"HTTP/2 200",

"date: Fri, 03 Jul 2026 19:53:47 GMT",

"content-type: text/html; charset=UTF-8",

"vary: Accept-Encoding",

"cache-control: private",

"access-control-allow-origin: onexox.my",

"access-control-allow-methods: GET, POST, PUT, DELETE, OPTIONS",

"access-control-allow-headers: Content-Type, Authorization",

"set-cookie: XSRF-
TOKEN=eyJpdiI6IkVFUjQ1TFwvNnZXUW9We]jI2cU5zbDNRPTOiLCI2YWx1ZSI6IKhNZFRPNkdlekpOYTFQUCsxRUczZOViVzFcL2tsUTEybW5UMO4X0UpYRXItY1JubFBNSmUSU3THUT14cINFZmsOIiwibWFjIjoiN2ZmNzFhYjIXMWVKI
expires=Fri, 03-Jul-2026 21:53:47 GMT; Max-Age=7200; path=/; secure; samesite=strict",

"set-cookie:
xox_portal_session=eyJpdiI6InFoakZ4dWdwbVRwRFpYcVh3NkJVYVEOPSIsInZhbHV1IjoiYXphQ2IyUmxMWG5cL2MyRHRsQXN] cDRrUlwvdThUVWimaHImdG83b3pUMGFseT12SThhUDhrQONoT3V3bWIMYTBDIiwibWFjIjoiZjY:
expires=Fri, 03-Jul-2026 21:53:47 GMT; Max-Age=7200; path=/; secure; httponly; samesite=lax",

"X-proxy-cache: MISS",

"x-content-type-options: nosniff",

"strict-transport-security: max-age=31536000; includeSubDomains",

"x-frame-options: SAMEORIGIN",

"content-security-policy: default-src 'self'; base-uri 'self'; font-src 'self' https: data:; form-action 'self' https:; frame-ancestors 'self'; frame-src 'self'
https: data:; img-src 'self' https: data: blob:; object-src 'self'; script-src 'self' https: 'unsafe-inline' 'unsafe-eval'; script-src-attr 'self' https: 'unsafe-
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inline'; style-src 'self' https: 'unsafe-inline'; worker-src 'self' blob:; connect-src 'self' https: 'unsafe-inline';"
!

Connectivity Test Evidence

Test

Result
TCP Connect IPv4 - port 80 301 0.008324 0.017326
TCP Connect IPv4 - port 443 200 0.009015 0.321656

Test Node Network Evidence
Node Profile dual stack

Egress Connectivity

IPv4 Egress 76.13.221.142

IPv6 Egress 2202:4780:5e:2789::1
Sysctl IPv6 Flags

net.ipv6.conf.all.disable_ipvé 0

IPv6 Routes

2a02:4780:5e::/48 dev eth0® proto kernel metric 256 pref medium
feB80::/64 dev eth® proto kernel metric 256 pref medium
default via 2a02:4780:5e::1 dev ethO proto static metric 1024 pref medium

IPv4 Routes

default via 76.13.221.254 dev eth0® proto static

10.6.101.0/24 dev wgd scope link

10.6.102.0/24 dev wgd scope link

76.13.221.0/24 dev eth® proto kernel scope link src 76.13.221.142
172.29.0.0/24 dev wg0 scope link
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