IPv6 Readiness Report Generated: 03 Sep 2026, 02:32 MYT
mahsa.edu.my — Education Last Checked: 08 Aug 2026, 18:33 MYT

IPv6 Readiness Report

mahsa.edu.my — mahsa.edu.my

Scan to verify

Category: Education * Generated: 03 Sep 2026, 02:32 MYT + Last Checked: 08 Aug 2026, 18:33 MYT « Verification ID: dd6a5a55-2daf-4c40-9eea-5017ab2bf0eb
Report generated from National IPv6 Readiness Monitor — https://ipv6.my6.my
Audit trail: https://ipv6.my6.my/audit/dd6a5a55-2daf-4c40-9eea-5017ab2bf0eb

: IPV6-ONLY READINESS

8 1% Website: X Not Ready
Partially Compliant

Partial Support DNS: v Ready
MGV6C-1.0 ,
Email: X Not Ready
IPV6 ADDRESSES IPV4 ADDRESSES
2606:4700:20::681a:90 104.26.0.144
2606:4700:20: :ac43:4543 104.26.1.144
2606:4700:20: :681a:190 172.67.69.67

Network Information (WHOIS / RDAP)

IPv6 Network IPv4 Network
Organization Cloudflare, Inc. Cloudflare, Inc.
Country us us
ASN AS13335 AS13335
ASN Name CLOUDFLARENET - Cloudflare, Inc., US CLOUDFLARENET - Cloudflare, Inc., US
Network (CIDR) 2606:4700::/32 104.16.0.0/12
Web Services (35%) 6/8
# CHECK RESULT DETAIL
1 AAAA Record PASS 2606:4700:20::681a:90, 2606:4700:20::ac43:4543, 2606:4700:20::681a:190
2 Globally Routable IPv6 PASS All addresses are globally routable.
3 HTTP over IPv6 PASS HTTP (port 80) responds over IPv6 — 42ms TTFB.
4 HTTPS over IPv6 PASS HTTPS (port 443) responds over IPv6 — 31ms TTFB.
5 IPv6-Only Reachability FAIL Site is not reachable when limited to IPv6-only.
6 TLS Certificate Valid (IPv6) PASS Certificate valid — issued by C = US, O = Google Trust Services, CN = WE1, expires Oct 17 12:34:32 2026
GMT
7 Dual-Stack (IPv4 + IPv6) PASS Domain has both A and AAAA records.
8 HTTP/3 (QUIC) FAIL No HTTP/3 support detected.
DNS & DNSSEC (25%) 3/5
# CHECK RESULT DETAIL
1 NS Has AAAA Record PASS Nameserver has IPv6 address.
2 NS Reachable via IPv6 PASS Nameserver is reachable via IPv6 on port 53.
3 NS Answers Queries via IPv6 PASS DNS queries answered over IPv6.
4 DNSSEC Validated FAIL DNSSEC validation failed or zone is unsigned.
5 Reverse DNS (PTR) FAIL No PTR record found.
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# CHECK
6 DS Record at Parent
7 RRSIG Valid

8 Signing Algorithm

Email Services (25%)

# CHECK

1 MX Record Exists

2 MX Server Has IPv6

3 SMTP Reachable via IPv6
4 STARTTLS over IPv6

5 SPF Record

6 DKIM Selector

7 DMARC Record

IPv4 Baseline (15%)
# CHECK

1 A Record

2 HTTP over IPv4

3 HTTPS over IPv4

National IPv6 Readiness Monitor — https://ipv6.my6.my

RESULT

FAIL

FAIL

INFO

RESULT

PASS

PASS

FAIL

FAIL

PASS

INFO

PASS

RESULT

PASS

PASS

PASS

DETAIL
No DS record at parent.
No valid RRSIG found.

No DNSKEY record found.

DETAIL

MX record found.

MX server has AAAA record.

SMTP is not reachable over IPv6.

STARTTLS not available over IPv6.

SPF record found.

DKIM selector found: default._domainkey

DMARC record found.

DETAIL
104.26.0.144, 104.26.1.144, 172.67.69.67

HTTP (port 80) responds over IPv4 — 29ms TTFB.

HTTPS (port 443) responds over IPv4 — 48ms TTFB.
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Audit Trail & Evidence Record

Verification ID dd6a5a55-2daf-4c40-9eea-5017ab2bf0eb

Domain mahsa.edu.my

Check Mode Manual

Status Completed

Started 08 Aug 2026, 18:32:56 MYT

Finished 08 Aug 2026, 18:33:17 MYT

Test Node Profile dual stack

Engine Version 2.0.0

MGv6C Version 1.0.0

Audit URL https://ipv6.my6.my/audit/dd6a5a55-2daf-4c40-9eea-5017ab2bf0eb

Integrity Verification

v INTEGRITY VERIFIED

Algorithm hmac-sha256-v1

Root Hash f58aa31b56cc6d68d96de6565222937dcf87elatha3a96a5043583cdc280b60b
http_headers 6bT917dba90812d3fa35221a34a545f2ccl4c7c44171821487e5e552862ba8f0
dns_responses 81c12aaf477490b5d279b42e81bf553a4a37a85d48c7fadb527ddc8cc4189588
tls_handshake e41b965c16e29c29c20b2cab4delf3b7985dc5¢cf8fdf41f873dc00508d1laaabd
connectivity_log 6eacaddc02f4c32c59a0b1193559¢5d064c5c060139e6622e589bc884ch5175d
dns_resolution_times 2096171e195780bd0cb07e21e9735alfc9acbef6441bdal800f418ed4efe64b57

Test Node Identity

Os Linux srv1440888 6.8.0-136-generic #136-Ubuntu SMP PREEMPT DYNAMIC Wed Jul 1 21:53:05 UTC 2026 x86 64
Hostname srv1440888

Php Version 8.3.33

Server lpv4 76.13.221.142

Server Ipv6 2202:4780:5e:2789::1

DNS Resolution Performance

Comparison of A (IPv4) vs AAAA (IPv6) query times across resolvers and transports. Shows median (p50) and 95th percentile (p95) of 3 samples per tuple.

Resolver Transport A p50 (ms) A p95 (ms) AAAA p50 (ms) AAAA p95 (ms) Delta (ms)
System Default 31.45 32.31 46.93 56.36 +15.5
Google IPv4 32.13 91.32 84.35 95.94 +52.2
Google IPv6 81.47 91.2 83.17 91.4 +1.7
Cloudflare IPv4 8.87 19.66 22.11 26.65 +13.2
Cloudflare IPv6 33.3 41.24 22.78 37.54 -10.5
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DNS Evidence

A

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 17602
;3 flags: qr rd ra; QUERY: 1, ANSWER: 3, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232
;3 ANSWER SECTION:
mahsa.edu.my.[JJ300INJA]172.67.69.67
mahsa.edu.my.[JJ3000INJA]104.26.1.144
mahsa.edu.my.[JJ3000INJA]104.26.0.144

DS

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 45384
;3 flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 AUTHORITY SECTION:

edu.my.[(0035570INJSOAle.nic.my. hostmaster.nic.my. 2026062863 1800 900 604800 3600

MX

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 25587
;3 flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

33 ANSWER SECTION:

mahsa.edu.my.[J]14400INOMX]10 mahsa-edu-my.mail.protection.outlook.com.

NS

;5 Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 38194
;3 flags: qr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

33 ANSWER SECTION:
mahsa.edu.my.[JJ59595[IN[NS[Jzara.ns.cloudflare. com.
mahsa.edu.my.[JJ59595IN[NS[Jcody.ns.cloudflare.com.

TXT

;3 Got answer:
->>HEADER<<- opcode: QUERY, status: NOERROR, id: 61110
; flags: qr rd ra; QUERY: 1, ANSWER: 4, AUTHORITY: 0, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 ANSWER SECTION:

mahsa.edu.my.[JJ144000INJTXT]"google-site-verification=T_aDhsW7LV0oS7gS" "UMUlWeUFIKAOdRP8Jdfs2Z K3Yco"

mahsa.edu.my.[J]144000INJTXT]"google-site-verification=h3pILg2naLFvamf" "bDDmM5SAUTKLPtC6s4vED3uhQe72Y"
mahsa.edu.my.[J]144000INOTXT]"v=spfl include:spf.protection.outlook.com ~all"
mahsa.edu.my.[]144000INJTXT]"MS=ms19423708"

AAAA
;3 Got answer:

->>HEADER<<- opcode: QUERY, status: NOERROR, id: 50660
; flags: gqr rd ra; QUERY: 1, ANSWER: 3, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 ANSWER SECTION:

mahsa. edu.my.[JJ3000INJAAAA[J2606:4700:20: :ac43:4543
mahsa.edu.my.[J03000INJAAAA[J2606:4700:20: :681a:90
mahsa.edu.my.[J]3000INJAAAA2606:4700:20: :681a: 190

RRSIG
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cody.ns.cloudflare.com. dns.cloudflare.com. 2409950211 10000 2400 604800 1800

DNSKEY

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 42652
;5 flags: gqr rd ra; QUERY: 1, ANSWER: O, AUTHORITY: 1, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
AUTHORITY SECTION:

mahsa.edu.my.[J]17820INJSOA[Jcody.ns.cloudflare.com. dns.cloudflare.com. 2409950211 10000 2400 604800 1800

DNSSEC_VALIDATION

; unsigned answer

mahsa.edu.my.[JJ17820IN[JSOA[Jcody.ns.cloudflare.com. dns.cloudflare.com. 2409950211 10000 2400 604800 1800
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TLS Handshake Evidence

IPV4 Connection
IP Used 104.26.0.144

IP Version 4

depth=2 C = US, 0 = Google Trust Services LLC, CN = GTS Root R4

verify return:1

depth=1 C = US, 0 = Google Trust Services, CN = WE1l

verify return:1

depth=0 CN = mahsa.edu.my

verify return:1

CONNECTED (00000010)

Certificate chain

0 s:CN = mahsa.edu.my

i:C = US, 0 = Google Trust Services, CN = WEL
a:PKEY: id-ecPublicKey, 256 (bit); sigalg: ecdsa-with-SHA256
v:NotBefore: Jul 19 11:34:49 2026 GMT; NotAfter: Oct 17 12:34:32 2026 GMT
]QYIKwYBBQUHMAKGGWhOAHAGLYIpLNBrasS5nb29nL3d1MS5j cnQw
JwYDVRORBCAwHOIMbWFoc2EuZWR1Lm15gg4qLmlhaHNhLmVkdS5teTATBgNVHSAE
DDAKMAgGBmeBDAECATA2BgNVHRBELzAtMCugKaAnhiVodHRwOi8vYy5wa2kuZ29v
Zy93ZTEVMDhRVVVVNFJIPOEOUY3JsMIIBAwYKKwYBBAHWeQIEAgSBIASBSQDVAHUA
1219ENGnIXTCx+1f1wC/+YLIM1p14dCzAXMXwM]j FaXcAAAGTel9AAgAABAMARj BE
AiBSUXSpKpSBaXmy8GP5dBvGRDCkWBMsdKW7F+N97ZfDBQIgY6YjthnuakKnZQHIS
hJ5Ljxc2ieG062150e0froD1kVAAdgDCMX5XRRmjRe5/0N6ykEH X8 ThWik/ fOW1
rXaa2Q55zQAAAZ96X0AeAAAEAWBHMEUCIQC9motihkORFEILOIbGBNkw1iDNwLR1
IvN3jMkQPH12mgIgVXrEetxety+aliA5RGBIpFx3aDdvLa+ceq31+xj90L8wCgYI
KoZIzjOEAWIDSAAWRQIgMxrX1IojKsG4EJIKTwNabIKZvQUA/ATuSIMp6NukNXMC
IQDrnv+8hRXM5coxxNQkYTOxtDgNzvmTC9gIDaIPINpOqg==

1 s:C=US, 0= Google Trust Services, CN = WE1
i:C = US, 0 = Google Trust Services LLC, CN = GTS Root R4
a:PKEY: id-ecPublicKey, 256 (bit); sigalg: ecdsa-with-SHA384
v:NotBefore: Dec 13 09:00:00 2023 GMT; NotAfter: Feb 20 14:00:00 2029 GMT

MIICnzCCAiWgAwIBAQIQf/MZd5csIkp2FVOTttaF4zAKBggghkjOPQQDAZBHMQsw
CQYDVQQGEwJIVUzEiMCAGALIUEChMZR29vZ2Xx1IFRydXNOIFNlcnZpY2VzIEXMQzEU
MBIGA1UEAXMLRIRTIFJvb3QgUjQwHhcNMjMxMjEzMDkwMDAwWhcNMj kwMj IwMTQw
MDAWWjA7MQswCQYDVQQGEwJVUzEeMBWGATUEChMVR29vZ2x1IFRYdXNOIFNlcnZp
Y2VzMQwwCgYDVQQDEWNXRTEWWTATBgcghkjOPQIBBggqghkjOPQMBBWNCAARVZTr+
Z1dHTCEDhUDCR127WECPQMFcF4XGGTfn1XzthkubgdnXGhO1CgP4mMTG6J7/EFmP
LCaY9eYmIbsPAvpWo4H+MIH7MA4GA1UdDWEB/wQEAWIBhjAdBgNVHSUEF jAUBggr
BgEFBQcDAQYIKwYBBQUHAWIWEQYDVROTAQH/BAgwBgEB/wIBADAdBgNVHQ4EFgQU
kHeSNWFE/6iMqeZ72YB5e8yT+TgwHwYDVROjBBgwFoAUgEZW63T/STaj1dj8tT7F
avCUHYwwNAYIKwYBBQUHAQEEKDAMMCQGCCsGAQUFBzAChhhodHRwOi8vaS5wa2ku
Z29vZy9yNC5j cnQwKwYDVROBCQwI jAgoB6gHIYaaHROcDovL2MucGtpLmdvb2cv
c19yNC5j cmwwEwYDVROgBAwWWC jAIBgZngQwBAgEWCgYIK0ZIzjOEAWMDaAAWZQIx
A0cCq1HW900VznX+ORGU1cxAQXomvtgM8zItPZCuFQ8jSBIS]jz5keR0vIaYsAm5Y
sQIwJonMaAFi54mrfhfoFNZEfuNMSQ6/bIBiNLiyoX46FohQvKeIoJ99cx7sUKFN
Tulw

2 s:C = US, 0 = Google Trust Services LLC, CN = GTS Root R4
i:C = BE, 0 = GlobalSign nv-sa, OU = Root CA, CN = GlobalSign Root CA
a:PKEY: id-ecPublicKey, 384 (bit); sigalg: RSA-SHA256
v:NotBefore: Nov 15 03:43:21 2023 GMT; NotAfter: Jan 28 00:00:42 2028 GMT

MIIDejCCAMKgAWIBAQIQf+UwvzMTQ77dghYQST2KGZANBgkghkiGOwOBAQsFADBX
MQswCQYDVQQGEwJCRTEZMBCGALUEChMQR2xvYmFsU21nbiBudilzYTEQMA4GA1UE
CxMHUmM9vdCBDQTEbMBKGALIUEAXMSR2xvYmFsU21nbiBSh290IENBMBAXDTIZMTEX
NTAzNDMyMVoXDTI4MDEyODAwMDAOMLowRzELMAKGATUEBhMCVVMxXI jAgBgNVBAOT
GUdvb2dsZSBUcnVzdCBTZXJ2aWN1cyBMTEMxFDASBgNVBAMTCOdUUYBSh290IFIO
MHYWEAYHK0ZIZzjOCAQYFK4EEACIDYgAE83Rzp2ilYK5DUDXFgTB7S0md+8Fhzube
Rr1rlWEYNa5A3XP3iZEwWus870V80kB206nGUEfYKueSkWpz6bFy0Z8pn6KY019e
WIZ1D6GEZQbR3IvIx3PIjGov5cSrOR2Ko4H/MIH8MA4GA1UdDWEB/WQEAWIBhjAd
BgNVHSUEFjAUBggrBgEFBQcDAQYIKwYBBQUHAwIwDWYDVROTAQH/BAUWAWEB/ zAd
BgNVHQ4EFgQUQEZW63T/STaj 1dj8tT7FavCUHYwwHwYDVROj BBgwFoAUYHtMGKUN
18gJUC99BMOOGP/8/UswNgYIKwYBBQUHAQEEK]AoMCYGCCsGAQUFBzAChhpodHRw
0i8vaS5wa2kuz29vZy9Inc3IxLmNydDAtBgNVHREEJ jAKMCKgIKAehhxodHRwOi8v
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Yy5wa2kuZ29vZy9yL2dzcjEuY3JIsMBMGA1UdIAQMMAowCAYGZ4EMAQIBMAOGCSG
SIb3DQEBCWUAA4IBAQAYQrsPBtYDh5bjP20BDwmkoWhIDDkic574y04tfzHpn+c]
0dI2D4SseesQ6bDrarz7C30ddLibZatoKiws3ULIXnELz4ct92vID24FfVbiIlhY
+SW6FoVHKNeWIPOGChbaM4C6uVdF5dTUSMVs/ZbzNnIdCp5Gxmx5ejvEau8otR/Cs
kGN+hr/W5GvT1tMBjgWKZ1i4//emhA1JG1BbPzoLJQvyEotc®31XjTaCzv8mEbep
8RqZ7a2CPsgRbuvTPBwcOMBBmuFeU88+FSBX6+71P0i18b4Z0QFqIwwMHfs/L6K1
vepuoxtGzi4CZ68zJpiqlUvSqTbFJljtbD4seiMHl

Server certificate

subject=CN = mahsa.edu.my

issuer=C = US, 0 = Google Trust Services, CN = WEl
No client certificate CA names sent

Peer signing digest: SHA256

Peer signature type: ECDSA

Server Temp Key: X25519, 253 bits

SSL handshake has read 2785 bytes and written 394 bytes
Verification: 0K

New, TLSv1.3, Cipher is TLS AES 256 GCM SHA384
Server public key is 256 bit

Secure Renegotiation IS NOT supported

Compression: NONE

Expansion: NONE

No ALPN negotiated

Early data was not sent

IPV6 Connection

IP Used 2606:4700:20::681a:90

IP Version 6

depth=2 C = US, 0 = Google Trust Services LLC, CN = GTS Root R4

verify return:1

depth=1 C = US, 0 = Google Trust Services, CN = WE1l

verify return:1

depth=0 CN = mahsa.edu.my

verify return:1

CONNECTED (00000010)

Certificate chain

0 s:CN = mahsa.edu.my

i:C = US, 0 = Google Trust Services, CN = WEL
a:PKEY: id-ecPublicKey, 256 (bit); sigalg: ecdsa-with-SHA256
v:NotBefore: Jul 19 11:34:49 2026 GMT; NotAfter: Oct 17 12:34

MIIDfjCCAySgAWIBAgIRAMgGVE6t1SoHE12Q92IWbU4wCgYIKoZIzjOEAWIWOZEL
MAKGA1UEBhMCVVMxHjAcBgNVBAoTFUdvb2dsZSBUcnVzdCBTZXJ2aWN1czEMMAOG
ALUEAXMDVOUXMB4XDTI2MDcX0TEXxMzQO0VoXDTI2MTAXNZEyMzQzM1lowFzEVMBMG
ALUEAXMMbWFoc2EuZWR1Lm15MFkwEwYHK0ZIzjOCAQYIKoZIzjODAQCDQQAEuwT+
rZaXmc9SfIqf1f49/tPr3a93d+VEtalrFoPOefKpHyzSYcRtzD+3eZZDpdKAFDNv

2MCN9QFivevd6dm1Vq0CAiswggInMA4GA1UdDWEB/wQEAWIHgDATBgNVHSUEDDAK

BggrBgEFBQcDATAMBgNVHRMBAfBEAjAAMBOGA1UdDgQWBBSY TXsSFa2yy7KZ9icD
/EWjBSzyqDATBgNVHSMEGDAWgBSQA5I1Z8T/qMyp5nvZgH17zJP50DA1BggrBgEF

BQcBAQQpMCcwJQYIKwYBBQUHMAKGGWhOAHAGLYIpLNBrasS5nb29nL3d1MS5] cnQw

JwYDVRORBCAwHOIMbWFoc2EuZWR1Lm15gg4qLmlhaHNhLmVkdS5teTATBgNVHSAE
DDAKMAgGBmeBDAECATA2BgNVHR8ELzAtMCugKaAnhiVodHRwO1i8vYy5wa2kuZ29v
Zy93ZTEVMDhRVVVVNFJIPOEOUY3JsMIIBAwYKKwYBBAHWeQIEAgSBIASBSQDVAHUA
1219ENGnIXTCx+1f1wC/+YLIM1pl4dCzAXMXwM]j FaXcAAAGTe l9AAgAABAMAR ] BE
AiBSUXSpKpSBaXmy8GP5dBvGRDCKWBMsdKW7F+N97ZfDBQIgY6YjthnuaKnZQHIS
hJ5Ljxc2ieG06z150e0f roaD1kVAAdgDCMX5XRRmjRe5/0N6YKEHrx8ThWik/ fowWl
rXaa2Q55zQAAAZ96X0AeAAAEAWBHMEUCIQCImMotihkORFEILOIbGBNkw1iDNwLR1
IvN3jMkQPH12mgIgVXrEetxety+aliA5RGBIpFx3aDdvla+ceq31+xj90L8wCqYI
KoZIzjOEAWIDSAAWRQIgMxrX1IojKsG4EJIKTwNabJKZvQUA/ATuSIMp6NUkNXMC
IQDrnv+8hRXM5coxxNQkYTOxtDgNzvmTC9gIDaIPINpOqg==

1 s:C =US, 0 = Google Trust Services, CN = WE1
i:C = US, 0 = Google Trust Services LLC, CN = GTS Root R4
a:PKEY: id-ecPublicKey, 256 (bit); sigalg: ecdsa-with-SHA384
v:NotBefore: Dec 13 09:00:00 2023 GMT; NotAfter: Feb 20 14:00

MIICnzCCAiWgAWIBAQIQf/MZd5csTkp2FVOTttaF4zAKBggqhkjOPQQDAZBHMQSW

CQYDVQQGEwJVUZEiMCAGAIUEChMZR29vZ2x1IFRYdXNOIFNlcnZpY2VzIEXMQzEU

MBIGA1UEAXMLRIRTIFJvb3QqUjQwHhcNMjMxMjEzMDkwMDAwWhCNM] kwMj IwMTQw

MDAwWWjA7MQswCQYDVQQGEwIVUzEeMBwGA1UEChMVR29vZ2x 1IFRydXNOIFNlcnZp
Y2VzMQwwCgYDVQQDEWNXRTEWWTATBgcqhkjOPQIBBggqhkjOPQMBBWNCAARVZTr+
Z1dHTCEDhUDCR127WECPQMFcF4XGGTfn1XzthkubgdnXGhO1CgP4mMTG6J7/EFmP
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LCaY9eYmJIbsPAvpWo4H+MIH7MA4GA1UdDWEB/wQEAWIBh j AdBgNVHSUEF jAUBggr
BgEFBQCcDAQYIKwYBBQUHAWIWEQYDVROTAQH/BAgwBgEB/WwIBADAdBgNVHQ4EFgQU
kHeSNWfE/6jMqeZ72YB5e8yT+TgwHwYDVROjBBgwFoAUQEZW63T/STajldj8tT7F
avCUHYwwNAY IKwYBBQUHAQEEKDAMMCQGCCsGAQUFBzAChhhodHRwOi8vaS5wa2ku
Z29vZy9yNC53j cnQwKwYDVROTBCQwIjAgoB6gHIYaaHROcDovL2MucGtpLmdvb2cv
Ci9yNC5j cmwwEwYDVROgBAWWC jAIBgZngQwBAgEWCGYIK0ZIzZj OEAWMDaAAWZQIX
A0cCqlHW900VZznX+ORGULcxAQXomvtgM8zItPZCuFQ8jSBIS]jz5keR0OvIaYsAm5Y
sQIwJonMaAFi54mrfhfoFNZEfuNMSQ6/bIBiNLiyoX46FohQvKeIoJ99cx7sUkFN
TuIw

2 s:C = US, 0 = Google Trust Services LLC, CN = GTS Root R4
i:C = BE, 0 = GlobalSign nv-sa, OU = Root CA, CN = GlobalSign Root CA
a:PKEY: id-ecPublicKey, 384 (bit); sigalg: RSA-SHA256
v:NotBefore: Nov 15 03:43:21 2023 GMT; NotAfter: Jan 28 00:00:42 2028 GMT

MIIDejCCAMKgAWIBAGIQf+UwvzMTQ77dghYQST2KGZANBgkghkiGOwOBAQS FADBX
MQswCQYDVQQGEwICRTEZMBCGALUEChMQR2xvYmFsU21nbiBudilzYTEQMA4GALUE
CxMHUmM9vdCBDQTEbMBKGA1UEAXMSR2xvYmFsU21nbiBShb290IENBMBAXDTIzMTEX
NTAzNDMyMVoXDTI4MDEyODAwWMDAOMLowRzELMAKGATUEBhMCVVMXI jAgBgNVBAOT
GUdvb2dsZSBUcnVzdCBTZXJ2aWN1cyBMTEMxFDASBgNVBAMTCOdUUYBSb290IFIO
MHYWEAYHK0ZIZzjOCAQYFK4EEACIDYQAE83Rzp2ilYK5DUDXFgTB7S0md+8Fhzube
Rr1rlWEYNa5A3XP3iZEwWus870V80kB206nGUEfYKueSkWpz6bFy0Z8pn6KY019e
WIZ1D6GEZQbR3IvIX3PIjGov5cSroR2Ko4H/MIH8MA4GALUdDWEB/WQEAWIBh]jAd
BgNVHSUEF j AUBgg rBgEFBQcDAQYIKwYBBQUHAWIWDWYDVROTAQH/BAUWAWEB/ zAd
BgNVHQ4EFgQUQEZW63T/STaj1dj8tT7FavCUHYwwHwYDVROjBBgwFoAUYHtmGKUN
189JUC99BMOOqP/8/UswNgYIKwYBBQUHAQEEK]AoMCYGCCsGAQUFBzAChhpodHRw
0i8vaS5wa2kuzZ29vZy9nc3IxLmNydDAtBgNVHRBE] jAkMCKgIKAehhxodHRwOi8v
Yy5wa2kuZ29vZy9yL2dzcjEuY3JsMBMGA1UdIAQMMAOWCAYGZ4EMAQIBMAOGCSAG
SIb3DQEBCWUAA4IBAQAYQrsPBtYDh5bjP20BDwmkoWhIDDkic574y04tfzHpn+c]
0dI2D4SseesQ6bDrarz7C30ddLibZatoKiws3ULIXnELz4ct92vID24FfVbiIlhY
+SW6FoVHKNeWIPOGChaM4C6uVdF5dTUsMVs/ZbzNnIdCp5Gxmx5ejvEau8otR/Cs
kGN+hr/W5GvT1tMBjgWKZ1i4//emhA1JG1BbPzoLJQvyEotc®31XjTaCzv8mEbep
8RqZ7a2CPsgRbuvTPBwcOMBBmuFeU88+FSBX6+71P0i18b4Z0QFqIwwMHfs/L6K1
vepuoxtGzi4CzZ68zIpiqlUvSqTbFJjtbD4seiMH1

Server certificate

subject=CN = mahsa.edu.my

issuer=C = US, 0 = Google Trust Services, CN = WE1l
No client certificate CA names sent

Peer signing digest: SHA256

Peer signature type: ECDSA

Server Temp Key: X25519, 253 bits

SSL handshake has read 2785 bytes and written 394 bytes
Verification: 0K

New, TLSv1.3, Cipher is TLS AES 256 GCM SHA384

Server public key is 256 bit

Secure Renegotiation IS NOT supported

Compression: NONE

Expansion: NONE

No ALPN negotiated

Early data was not sent
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HTTP Response Evidence

IPv4 HTTP (port 80)

HTTP Status 403
Connected IP 104.26.0.144
Connect Time 7.67 ms
TTFB 38.22 ms
Total Time 38.28 ms

Response Headers:

"HTTP/1.1 403 Forbidden",

"Date: Sat, 08 Aug 2026 10:33:17 GMT",

"Content-Type: text/html; charset=UTF-8",

"Content-Length: 5125",

"Connection: close",

"Accept-Ch: Sec-CH-UA-Bitness, Sec-CH-UA-Arch, Sec-CH-UA-Full-Version, Sec-CH-UA-Mobile, Sec-CH-UA-Model, Sec-CH-UA-Platform-Version, Sec-CH-UA-Full-Version-
List, Sec-CH-UA-Platform, Sec-CH-UA, UA-Bitness, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform-Version, UA-Platform, UA",

"Cf-Mitigated: challenge",

"Content-Security-Policy: default-src 'none'; script-src 'nonce-XDtmvW15hSmj7aX0thuVBo' 'unsafe-eval' https://challenges.cloudflare.com; script-src-attr 'none';
style-src 'unsafe-inline'; img-src 'self' https://challenges.cloudflare.com; connect-src 'self' https://challenges.cloudflare.com; frame-src 'self'
https://challenges.cloudflare.com blob:; child-src 'self' https://challenges.cloudflare.com blob:; worker-src blob:; form-action http: https:; base-uri 'self'",

"Server: cloudflare",

"Critical-Ch: Sec-CH-UA-Bitness, Sec-CH-UA-Arch, Sec-CH-UA-Full-Version, Sec-CH-UA-Mobile, Sec-CH-UA-Model, Sec-CH-UA-Platform-Version, Sec-CH-UA-Full-Version-
List, Sec-CH-UA-Platform, Sec-CH-UA, UA-Bitness, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform-Version, UA-Platform, UA",

"Cross-0rigin-Embedder-Policy: require-corp",

"Cross-0rigin-Opener-Policy: same-origin",

"Cross-0rigin-Resource-Policy: same-origin",

"Origin-Agent-Cluster: 71",

"Permissions-Policy: accelerometer=(),camera=(),clipboard-read=(),clipboard-
write=(),geolocation=(),gyroscope=(),hid=(),magnetometer=(),microphone=(),payment=(),publickey-credentials-get=(),screen-wake-lock=(),serial=(),sync-
xhr=(),usb=(),xr-spatial-tracking=*",

"Referrer-Policy: same-origin",

"Server-Timing: chlray;desc=\"a27ddcac3cf24116\"",

"X-Content-Type-Options: nosniff",

"X-Frame-Options: SAMEORIGIN",

"Report-To: {\"group\":\"cf-
nel\",\"max_age\":604800,\"endpoints\": [{\"url\":\"https://a.nel.cloudflare.com/report/v4?s=fb6dQulebvVID]jQV0%2FVQox0%2Bzt3bZmEOKTIz61adUhURXxAaR0OjwByp9QSVspaTQmLZuAfDwEaMcQn%2Frj

"Nel: {\"report_to\":\"cf-nel\",\"success_fraction\":0.0,\"max_age\":604800}",

"CF-RAY: a27ddcac3cf24110-SIN"

IPv6 HTTP (port 80)

HTTP Status 403

Connected IP 2606:4700:20::681a:90
Connect Time 7.77 ms

TTFB 40.92 ms

Total Time 40.98 ms

Response Headers:

"HTTP/1.1 403 Forbidden",

"Date: Sat, 08 Aug 2026 10:33:17 GMT",

"Content-Type: text/html; charset=UTF-8",

"Content-Length: 5146",

"Connection: close",

"Accept-Ch: Sec-CH-UA-Bitness, Sec-CH-UA-Arch, Sec-CH-UA-Full-Version, Sec-CH-UA-Mobile, Sec-CH-UA-Model, Sec-CH-UA-Platform-Version, Sec-CH-UA-Full-Version-
List, Sec-CH-UA-Platform, Sec-CH-UA, UA-Bitness, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform-Version, UA-Platform, UA",

"Cf-Mitigated: challenge",

"Content-Security-Policy: default-src 'none'; script-src 'nonce-Vf3pMrTnuKtKiMaAjgjuL2' 'unsafe-eval' https://challenges.cloudflare.com; script-src-attr 'none’
style-src 'unsafe-inline'; img-src 'self' https://challenges.cloudflare.com; connect-src 'self' https://challenges.cloudflare.com; frame-src 'self'
https://challenges.cloudflare.com blob:; child-src 'self' https://challenges.cloudflare.com blob:; worker-src blob:; form-action http: https:; base-uri 'self'",

"Server: cloudflare",

"Critical-Ch: Sec-CH-UA-Bitness, Sec-CH-UA-Arch, Sec-CH-UA-Full-Version, Sec-CH-UA-Mobile, Sec-CH-UA-Model, Sec-CH-UA-Platform-Version, Sec-CH-UA-Full-Version-
List, Sec-CH-UA-Platform, Sec-CH-UA, UA-Bitness, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform-Version, UA-Platform, UA",

"Cross-0rigin-Embedder-Policy: require-corp",

"Cross-0rigin-Opener-Policy: same-origin",

"Cross-0rigin-Resource-Policy: same-origin",

"Origin-Agent-Cluster: 71",
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"Permissions-Policy: accelerometer=(),camera=(),clipboard-read=(),clipboard-
write=(),geolocation=(),gyroscope=(),hid=(),magnetometer=(),microphone=(),payment=(),publickey-credentials-get=(),screen-wake-lock=(),serial=(),sync-
xhr=(),usb=(),xr-spatial-tracking=*",

"Referrer-Policy: same-origin",

"Server-Timing: chlray;desc=\"a27ddcabba2344bf\"",

"X-Content-Type-Options: nosniff",

"X-Frame-Options: SAMEORIGIN",

"Report-To: {\"group\":\"cf-
nel\",\"max_age\":604800,\"endpoints\": [{\"url\":\"https://a.nel.cloudflare.com/report/v4?s=PAtBiMGjUrqBzGe0%2FTUZ8IWHQz]js70diT9qVC8THUKLEGI36Qg0OPzed5FN7z%2FY%2Bx1E0%2F%2F ra2M%2B

"Nel: {\"report_to\":\"cf-nel\",\"success fraction\":0.0,\"max_age\":604800}",

"CF-RAY: a27ddcabba2344bf-SIN"

IPv4 HTTPS (port 443)

HTTP Status 403
Connected IP 104.26.0.144
Connect Time 7.02ms
TTFB 38.77 ms
Total Time 38.82 ms

Response Headers:

"HTTP/2 403",

"date: Sat, 08 Aug 2026 10:33:17 GMT",

"content-type: text/html; charset=UTF-8",

"content-length: 5168",

"accept-ch: Sec-CH-UA-Bitness, Sec-CH-UA-Arch, Sec-CH-UA-Full-Version, Sec-CH-UA-Mobile, Sec-CH-UA-Model, Sec-CH-UA-Platform-Version, Sec-CH-UA-Full-Version-
List, Sec-CH-UA-Platform, Sec-CH-UA, UA-Bitness, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform-Version, UA-Platform, UA",

"cf-mitigated: challenge",

"content-security-policy: default-src 'none'; script-src 'nonce-CFUfksqGm13bZN2EE2y5WB' ‘'unsafe-eval' https://challenges.cloudflare.com; script-src-attr 'none';
style-src 'unsafe-inline'; img-src 'self' https://challenges.cloudflare.com; connect-src 'self' https://challenges.cloudflare.com; frame-src 'self'
https://challenges.cloudflare.com blob:; child-src 'self' https://challenges.cloudflare.com blob:; worker-src blob:; form-action http: https:; base-uri 'self'",

"server: cloudflare",

"critical-ch: Sec-CH-UA-Bitness, Sec-CH-UA-Arch, Sec-CH-UA-Full-Version, Sec-CH-UA-Mobile, Sec-CH-UA-Model, Sec-CH-UA-Platform-Version, Sec-CH-UA-Full-Version-
List, Sec-CH-UA-Platform, Sec-CH-UA, UA-Bitness, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform-Version, UA-Platform, UA",

"cross-origin-embedder-policy: require-corp",

"cross-origin-opener-policy: same-origin",

"cross-origin-resource-policy: same-origin",

"origin-agent-cluster: 71",

"permissions-policy: accelerometer=(),camera=(),clipboard-read=(),clipboard-
write=(),geolocation=(),gyroscope=(),hid=(),magnetometer=(),microphone=(),payment=(),publickey-credentials-get=(),screen-wake-lock=(),serial=(),sync-
xhr=(),usb=(),xr-spatial-tracking=*",

"referrer-policy: same-origin",

"server-timing: chlray;desc=\"a27ddcac8a0881lda\"",

"x-content-type-options: nosniff",

"x-frame-options: SAMEORIGIN",

"report-to: {\"group\":\"cf-
nel\",\"max_age\":604800,\"endpoints\": [{\"url\":\"https://a.nel.cloudflare.com/report/v4?s=B9BVNbWO%2BI8rBWb%2B2FHtzC94gHeJocHFI1u501gKRXtLXvZAZBI1q2NCzKfNcmhdjikdN4VVY40CcSh3gZ

"nel: {\"report_to\":\"cf-nel\",\"success_fraction\":0.0,\"max_age\":604800}",

"cf-ray: a27ddcac8a0881lda-SIN"

IPv6 HTTPS (port 443)

HTTP Status 403

Connected IP 2606:4700:20::681a:90
Connect Time 7.17 ms

TTFB 38.1ms

Total Time 38.15 ms

Response Headers:

"HTTP/2 403",

"date: Sat, 08 Aug 2026 10:33:17 GMT",

"content-type: text/html; charset=UTF-8",

"content-length: 5189",

"accept-ch: Sec-CH-UA-Bitness, Sec-CH-UA-Arch, Sec-CH-UA-Full-Version, Sec-CH-UA-Mobile, Sec-CH-UA-Model, Sec-CH-UA-Platform-Version, Sec-CH-UA-Full-Version-
List, Sec-CH-UA-Platform, Sec-CH-UA, UA-Bitness, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform-Version, UA-Platform, UA",

"cf-mitigated: challenge",

"content-security-policy: default-src 'none'; script-src 'nonce-0STCCCdyBGhvkMbbsDIGGz' 'unsafe-eval' https://challenges.cloudflare.com; script-src-attr 'none’
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style-src 'unsafe-inline'; img-src 'self' https://challenges.cloudflare.com; connect-src 'self' https://challenges.cloudflare.com; frame-src 'self'
https://challenges.cloudflare.com blob:; child-src 'self' https://challenges.cloudflare.com blob:; worker-src blob:; form-action http: https:; base-uri 'self'",
"server: cloudflare",
"critical-ch: Sec-CH-UA-Bitness, Sec-CH-UA-Arch, Sec-CH-UA-Full-Version, Sec-CH-UA-Mobile, Sec-CH-UA-Model, Sec-CH-UA-Platform-Version, Sec-CH-UA-Full-Version-
List, Sec-CH-UA-Platform, Sec-CH-UA, UA-Bitness, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform-Version, UA-Platform, UA",
"cross-origin-embedder-policy: require-corp",
"cross-origin-opener-policy: same-origin",
"cross-origin-resource-policy: same-origin",
"origin-agent-cluster: ?1",
"permissions-policy: accelerometer=(),camera=(),clipboard-read=(),clipboard-
write=(),geolocation=(),gyroscope=(), hid=(),magnetometer=(),microphone=(),payment=(),publickey-credentials-get=(),screen-wake-lock=(),serial=(),sync-
xhr=(),usb=(),xr-spatial-tracking=*",
"referrer-policy: same-origin",
"server-timing: chlray;desc=\"a27ddcac0f8f87bd\"",
"x-content-type-options: nosniff",
"x-frame-options: SAMEORIGIN",
"report-to: {\"group\":\"cf-
nel\",\"max_age\":604800,\"endpoints\": [{\"url\":\"https://a.nel.cloudflare.com/report/v4?s=zMLmsfi0G617HWph%2ByL4dXe60%2Fi38xiybf8j tiAwtRIMSDPTd7TnDb2Vk%2FVs4pCYaHVxLjrowCjzQlhwl
"nel: {\"report_to\":\"cf-nel\",\"success_fraction\":0.0,\"max_age\":604800}",
"cf-ray: a27ddcac0f8f87bd-SIN"

Connectivity Test Evidence

Test Result
TCP Connect IPv4 - port 80 403 0.007579 0.027508
TCP Connect IPv6 - port 80 403 0.007370 0.076341
TCP Connect IPv4 - port 443 403 0.006628 0.047605
TCP Connect IPv6 - port 443 403 0.006851 0.041808

Test Node Network Evidence

Node Profile dual stack

Egress Connectivity
IPv4 Egress 76.13.221.142

IPv6 Egress 2202:4780:5€:2789::1

Sysctl IPv6 Flags

net.ipv6.conf.all.disable_ipvé 0

IPv6 Routes

2a02:4780:5e::/48 dev eth® proto kernel metric 256 pref medium
fd7a:115c:ale0::1136:5807 dev tailscale® proto kernel metric 256 pref medium
fe80::/64 dev eth® proto kernel metric 256 pref medium

feB80::/64 dev tailscale@ proto kernel metric 256 pref medium

default via 2a02:4780:5e::1 dev ethO proto static metric 1024 pref medium

IPv4 Routes

default via 76.13.221.254 dev eth0® proto static

10.6.101.0/24 dev wgd scope link

10.6.102.0/24 dev wgd scope link

76.13.221.0/24 dev eth® proto kernel scope link src 76.13.221.142
172.29.0.0/24 dev wg0 scope link
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