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✗
Non-Compliant

MGv6C-1.0

55%
No IPv6 Support

IPV6-ONLY READINESS

Website: ✗ Not Ready

DNS: ✓ Ready

Email: ✗ Not Ready

IPV4 ADDRESSES

54.169.224.24

Network Information (WHOIS / RDAP)

IPv4 Network

Organization Amazon Technologies Inc.

Country US

ASN AS16509

ASN Name AMAZON-02 - Amazon.com, Inc., US

Network (CIDR) 54.144.0.0/12

Web Services (35%) 0 / 8

# CHECK RESULT DETAIL

1 AAAA Record FAIL No AAAA record found in DNS.

2 Globally Routable IPv6 FAIL IPv6 address is not globally routable.

3 HTTP over IPv6 FAIL HTTP is not accessible over IPv6.

4 HTTPS over IPv6 FAIL HTTPS is not accessible over IPv6.

5 IPv6-Only Reachability FAIL Site is not reachable when limited to IPv6-only.

6 TLS Certificate Valid (IPv6) FAIL TLS certificate is invalid, expired, or hostname mismatch over IPv6.

7 Dual-Stack (IPv4 + IPv6) FAIL Domain is IPv6-only or IPv4-only.

8 HTTP/3 (QUIC) FAIL No HTTP/3 support detected.

DNS & DNSSEC (25%) 3 / 5

# CHECK RESULT DETAIL

1 NS Has AAAA Record PASS Nameserver has IPv6 address.

2 NS Reachable via IPv6 PASS Nameserver is reachable via IPv6 on port 53.

3 NS Answers Queries via IPv6 PASS DNS queries answered over IPv6.

4 DNSSEC Validated FAIL DNSSEC validation failed or zone is unsigned.

5 Reverse DNS (PTR) FAIL No PTR record found.

6 DS Record at Parent FAIL No DS record at parent.

7 RRSIG Valid FAIL No valid RRSIG found.
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# CHECK RESULT DETAIL

8 Signing Algorithm INFO No DNSKEY record found.

Email Services (25%) 4 / 4

# CHECK RESULT DETAIL

1 MX Record Exists PASS MX record found.

2 MX Server Has IPv6 PASS MX server has AAAA record.

3 SMTP Reachable via IPv6 FAIL SMTP is not reachable over IPv6.

4 STARTTLS over IPv6 FAIL STARTTLS not available over IPv6.

5 SPF Record PASS SPF record found.

6 DKIM Selector INFO DKIM selector found: selector1._domainkey

7 DMARC Record PASS DMARC record found.

IPv4 Baseline (15%) 3 / 3

# CHECK RESULT DETAIL

1 A Record PASS 54.169.224.24

2 HTTP over IPv4 PASS HTTP (port 80) responds over IPv4 — 302ms TTFB.

3 HTTPS over IPv4 PASS HTTPS (port 443) responds over IPv4 — 88ms TTFB.
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Audit Trail & Evidence Record

Verification ID 5f9caac1-5669-41b6-a4af-74570d00d753

Domain nottingham.edu.my

Check Mode Manual

Status Completed

Started 08 Aug 2026, 18:32:50 MYT

Finished 08 Aug 2026, 18:33:09 MYT

Test Node Profile dual stack

Engine Version 2.0.0

MGv6C Version 1.0.0

Audit URL https://ipv6.my6.my/audit/5f9caac1-5669-41b6-a4af-74570d00d753

Integrity Verification

✓ INTEGRITY VERIFIED

Algorithm hmac-sha256-v1

Root Hash fa7b1ba0040795178b4f3959946a2bed8f19ea2ed4657d4a836df85013ce9661

http_headers 7bbfe7b884644c28d21499b79b0690ff5c929b3d4754a3656d9757ccd74662d2

dns_responses 5d10d7e6b08cf07c1d2ca30846084945a6f857cadea682ffd381a40e66ca6be8

tls_handshake 0fd7a55346657ba7c497489857a086ad78178c5ef6df4d23f80dd7a8c8fe95f8

connectivity_log 1ff3985a218fa4b9ce8b00b84f91e6d575486371b5975d760ca84d3f3804a2ab

dns_resolution_times 3e3460a4c96e2b6ecb4e460f6cea28186b6188e059dd5c155653214bf16e8bda

Test Node Identity

Os Linux srv1440888 6.8.0-136-generic #136-Ubuntu SMP PREEMPT_DYNAMIC Wed Jul 1 21:53:05 UTC 2026 x86_64

Hostname srv1440888

Php Version 8.3.33

Server Ipv4 76.13.221.142

Server Ipv6 2a02:4780:5e:2789::1

DNS Resolution Performance

Comparison of A (IPv4) vs AAAA (IPv6) query times across resolvers and transports. Shows median (p50) and 95th percentile (p95) of 3 samples per tuple.

Resolver Transport A p50 (ms) A p95 (ms) AAAA p50 (ms) AAAA p95 (ms) Delta (ms)

System Default 21.86 23.82 25.25 25.27 +3.4 

Google IPv4 80.99 84.11 87.05 101.96 +6.1 

Google IPv6 89.89 90.77 87.4 93.26 -2.5 

Cloudflare IPv4 25.78 25.89 24.18 25.03 -1.6 

Cloudflare IPv6 21.95 107.55 24.85 32.88 +2.9 
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DNS Evidence

A

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 21021
;; flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
nottingham.edu.my.	3600	IN	A	54.169.224.24

DS

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 33695
;; flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; AUTHORITY SECTION:
edu.my.			3565	IN	SOA	e.nic.my. hostmaster.nic.my. 2026062863 1800 900 604800 3600

MX

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 32740
;; flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
nottingham.edu.my.	3600	IN	MX	0 nottingham-edu-my.mail.protection.outlook.com.

NS

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 33181
;; flags: qr rd ra; QUERY: 1, ANSWER: 4, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
nottingham.edu.my.	59581	IN	NS	ns-1194.awsdns-21.org.
nottingham.edu.my.	59581	IN	NS	ns-1605.awsdns-08.co.uk.
nottingham.edu.my.	59581	IN	NS	ns-270.awsdns-33.com.
nottingham.edu.my.	59581	IN	NS	ns-728.awsdns-27.net.

TXT

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 30412
;; flags: qr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
nottingham.edu.my.	300	IN	TXT	"v=spf1 ip4:203.217.128.25 ip4:203.217.128.2 ip4:128.243.0.0/16 ip4:117.20.42.12 ip4:54.206.1.219 include:_spf.google.com 
include:t1cloud.com include:spf.protection.outlook.com include:aspmx.pardot.com include:_spf0000000.nottingham.ac.uk -all"
nottingham.edu.my.	300	IN	TXT	"e47m0d931vrqt3d5v8oh9cjgk2"

AAAA

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 50604
;; flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; AUTHORITY SECTION:
nottingham.edu.my.	883	IN	SOA	ns-270.awsdns-33.com. awsdns-hostmaster.amazon.com. 1 7200 900 1209600 86400

RRSIG

ns-270.awsdns-33.com. awsdns-hostmaster.amazon.com. 1 7200 900 1209600 86400

IPv6 Readiness Report
nottingham.edu.my — Education

Generated: 03 Sep 2026, 02:40 MYT
Last Checked: 08 Aug 2026, 18:33 MYT

National IPv6 Readiness Monitor — https://ipv6.my6.my Page 5 of 13



DNSKEY

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 61608
;; flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; AUTHORITY SECTION:
nottingham.edu.my.	883	IN	SOA	ns-270.awsdns-33.com. awsdns-hostmaster.amazon.com. 1 7200 900 1209600 86400

DNSSEC_VALIDATION

; unsigned answer
nottingham.edu.my.	883	IN	SOA	ns-270.awsdns-33.com. awsdns-hostmaster.amazon.com. 1 7200 900 1209600 86400
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TLS Handshake Evidence

IPV4 Connection

IP Used 54.169.224.24

IP Version 4

depth=2 C = US, ST = Arizona, L = Scottsdale, O = "Starfield Technologies, Inc.", CN = Starfield Root Certificate Authority - G2
verify return:1
depth=1 C = US, ST = Arizona, L = Scottsdale, O = "Starfield Technologies, Inc.", OU = http://certs.starfieldtech.com/repository/, CN = Starfield Secure Certificate 
Authority - G2
verify return:1
depth=0 CN = www.nottingham.edu.my
verify return:1
CONNECTED(00000010)
---
Certificate chain
 0 s:CN = www.nottingham.edu.my
   i:C = US, ST = Arizona, L = Scottsdale, O = "Starfield Technologies, Inc.", OU = http://certs.starfieldtech.com/repository/, CN = Starfield Secure Certificate 
Authority - G2
   a:PKEY: rsaEncryption, 4096 (bit); sigalg: RSA-SHA256
   v:NotBefore: Apr 30 05:27:04 2026 GMT; NotAfter: Nov 14 05:27:04 2026 GMT
-----BEGIN CERTIFICATE----------END CERTIFICATE-----
 1 s:C = US, ST = Arizona, L = Scottsdale, O = "Starfield Technologies, Inc.", OU = http://certs.starfieldtech.com/repository/, CN = Starfield Secure Certificate 
Authority - G2
   i:C = US, ST = Arizona, L = Scottsdale, O = "Starfield Technologies, Inc.", CN = Starfield Root Certificate Authority - G2
   a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
   v:NotBefore: May  3 07:00:00 2011 GMT; NotAfter: May  3 07:00:00 2031 GMT
-----BEGIN CERTIFICATE-----IPv6 Readiness Report
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-----END CERTIFICATE-----
---
Server certificate
subject=CN = www.nottingham.edu.my
issuer=C = US, ST = Arizona, L = Scottsdale, O = "Starfield Technologies, Inc.", OU = http://certs.starfieldtech.com/repository/, CN = Starfield Secure Certificate 
Authority - G2
---
No client certificate CA names sent
Peer signing digest: SHA256
Peer signature type: RSA
Server Temp Key: ECDH, prime256v1, 256 bits
---
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HTTP Response Evidence

IPv4 HTTP (port 80)

HTTP Status 200

Connected IP 54.169.224.24

Connect Time 18.42 ms

TTFB 65.43 ms

Total Time 65.55 ms

Response Headers:

{
    "0": "HTTP/1.1 301 Moved Permanently",
    "1": "content-length: 0",
    "2": "location: https://www.nottingham.edu.my/",
    "3": "Date: Sat, 08 Aug 2026 10:38:20 GMT",
    "4": "x-url: /",
    "5": "x-host: nottingham.edu.my",
    "6": "x-grace: 24h",
    "7": "X-TTL: 28800.000",
    "8": "X-Cacheable: YES",
    "9": "X-Varnish: 65659 294915",
    "10": "Age: 432",
    "11": "Via: 1.1 varnish-v4",
    "12": "x-edge-age: 432",
    "13": "Cache-Control: no-cache",
    "14": "Pragma: no-cache",
    "15": "X-Cache-ASPX: true",
    "16": "Expires: -1",
    "18": "HTTP/1.1 200 OK",
    "19": "content-type: text/html; charset=utf-8",
    "20": "x-contensis-viewer-groups: 0",
    "21": "x-node: 9692839",
    "22": "surrogate-control: max-age=3601",
    "23": "date: Sat, 08 Aug 2026 10:05:28 GMT",
    "24": "x-origin-server: z-uon-WEB2",
    "25": "x-backend-ttl: 3601.000",
    "26": "x-varnish: 672821679 668916225",
    "27": "x-varnish-authentication: skip",
    "28": "x-age: 1197",
    "29": "x-server-name: z-uon-CACHE1",
    "30": "strict-transport-security: max-age=15768000",
    "31": "x-geoip-country-code: SG",
    "32": "x-url: /",
    "33": "x-host: www.nottingham.edu.my",
    "34": "x-grace: 24h",
    "35": "X-TTL: 3601.000",
    "36": "X-Cacheable: Refetch forced by user",
    "37": "Vary: Accept-Encoding",
    "38": "X-Varnish: 590051 65551",
    "39": "Age: 461",
    "40": "Via: 1.1 varnish-v4",
    "41": "x-edge-age: 461",
    "42": "Cache-Control: no-cache",
    "43": "Pragma: no-cache",
    "44": "X-Cache-ASPX: true",
    "45": "Expires: -1",
    "46": "Accept-Ranges: bytes"
}

IPv4 HTTPS (port 443)

HTTP Status 200

Connected IP 54.169.224.24

Connect Time 17.57 ms

TTFB 95.03 ms

Total Time 95.15 ms

Response Headers:

{
    "0": "HTTP/1.1 301 Moved Permanently",
    "1": "content-length: 0",
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    "2": "location: https://www.nottingham.edu.my/",
    "3": "Date: Sat, 08 Aug 2026 10:38:20 GMT",
    "4": "x-url: /",
    "5": "x-host: nottingham.edu.my",
    "6": "x-grace: 24h",
    "7": "X-TTL: 28800.000",
    "8": "X-Cacheable: YES",
    "9": "X-Varnish: 65661 294915",
    "10": "Age: 433",
    "11": "Via: 1.1 varnish-v4",
    "12": "x-edge-age: 433",
    "13": "Cache-Control: no-cache",
    "14": "Pragma: no-cache",
    "15": "X-Cache-ASPX: true",
    "16": "Expires: -1",
    "18": "HTTP/1.1 200 OK",
    "19": "content-type: text/html; charset=utf-8",
    "20": "x-contensis-viewer-groups: 0",
    "21": "x-node: 9692839",
    "22": "surrogate-control: max-age=3601",
    "23": "date: Sat, 08 Aug 2026 10:05:28 GMT",
    "24": "x-origin-server: z-uon-WEB2",
    "25": "x-backend-ttl: 3601.000",
    "26": "x-varnish: 672821679 668916225",
    "27": "x-varnish-authentication: skip",
    "28": "x-age: 1197",
    "29": "x-server-name: z-uon-CACHE1",
    "30": "strict-transport-security: max-age=15768000",
    "31": "x-geoip-country-code: SG",
    "32": "x-url: /",
    "33": "x-host: www.nottingham.edu.my",
    "34": "x-grace: 24h",
    "35": "X-TTL: 3601.000",
    "36": "X-Cacheable: Refetch forced by user",
    "37": "Vary: Accept-Encoding",
    "38": "X-Varnish: 622844 65551",
    "39": "Age: 461",
    "40": "Via: 1.1 varnish-v4",
    "41": "x-edge-age: 461",
    "42": "Cache-Control: no-cache",
    "43": "Pragma: no-cache",
    "44": "X-Cache-ASPX: true",
    "45": "Expires: -1",
    "46": "Accept-Ranges: bytes"
}

Connectivity Test Evidence

Test Result

TCP Connect IPv4 → port 80 301 0.007669 0.015442

TCP Connect IPv4 → port 443 301 0.007658 0.044167
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Test Node Network Evidence

Node Profile dual stack

Egress Connectivity

IPv4 Egress 76.13.221.142

IPv6 Egress 2a02:4780:5e:2789::1

Sysctl IPv6 Flags

net.ipv6.conf.all.disable_ipv6 0

IPv6 Routes

2a02:4780:5e::/48 dev eth0 proto kernel metric 256 pref medium
fd7a:115c:a1e0::1136:5807 dev tailscale0 proto kernel metric 256 pref medium
fe80::/64 dev eth0 proto kernel metric 256 pref medium
fe80::/64 dev tailscale0 proto kernel metric 256 pref medium
default via 2a02:4780:5e::1 dev eth0 proto static metric 1024 pref medium

IPv4 Routes

default via 76.13.221.254 dev eth0 proto static 
10.6.101.0/24 dev wg0 scope link 
10.6.102.0/24 dev wg0 scope link 
76.13.221.0/24 dev eth0 proto kernel scope link src 76.13.221.142 
172.29.0.0/24 dev wg0 scope link 
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