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✗
Non-Compliant

MGv6C-1.0

52%
No IPv6 Support

IPV6-ONLY READINESS

Website: ✗ Not Ready

DNS: ✓ Ready

Email: ✗ Not Ready

IPV4 ADDRESSES

18.140.221.176

47.130.216.243

54.254.24.211

Network Information (WHOIS / RDAP)

IPv4 Network

Organization Amazon Technologies Inc.

Country US

ASN AS16509

ASN Name AMAZON-02 - Amazon.com, Inc., US

Network (CIDR) 18.32.0.0/11

Web Services (35%) 0 / 8

# CHECK RESULT DETAIL

1 AAAA Record FAIL No AAAA record found in DNS.

2 Globally Routable IPv6 FAIL IPv6 address is not globally routable.

3 HTTP over IPv6 FAIL HTTP is not accessible over IPv6.

4 HTTPS over IPv6 FAIL HTTPS is not accessible over IPv6.

5 IPv6-Only Reachability FAIL Site is not reachable when limited to IPv6-only.

6 TLS Certificate Valid (IPv6) FAIL TLS certificate is invalid, expired, or hostname mismatch over IPv6.

7 Dual-Stack (IPv4 + IPv6) FAIL Domain is IPv6-only or IPv4-only.

8 HTTP/3 (QUIC) FAIL No HTTP/3 support detected.

DNS & DNSSEC (25%) 4 / 5

# CHECK RESULT DETAIL

1 NS Has AAAA Record PASS Nameserver has IPv6 address.

2 NS Reachable via IPv6 PASS Nameserver is reachable via IPv6 on port 53.

3 NS Answers Queries via IPv6 PASS DNS queries answered over IPv6.

4 DNSSEC Validated PASS DNSSEC fully validated.

5 Reverse DNS (PTR) FAIL No PTR record found.

6 DS Record at Parent PASS DS record found at parent zone.
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# CHECK RESULT DETAIL

7 RRSIG Valid PASS RRSIG signatures are current and valid.

8 Signing Algorithm INFO ECDSAP256SHA256

Email Services (25%) 4 / 6

# CHECK RESULT DETAIL

1 MX Record Exists PASS MX record found.

2 MX Server Has IPv6 PASS MX server has AAAA record.

3 SMTP Reachable via IPv6 FAIL SMTP is not reachable over IPv6.

4 STARTTLS over IPv6 FAIL STARTTLS not available over IPv6.

5 SPF Record PASS SPF record found.

6 DKIM Selector INFO DKIM selector found: selector1._domainkey

7 DMARC Record PASS DMARC record found.

IPv4 Baseline (15%) 3 / 3

# CHECK RESULT DETAIL

1 A Record PASS 18.140.221.176, 47.130.216.243, 54.254.24.211

2 HTTP over IPv4 PASS HTTP (port 80) responds over IPv4 — 49ms TTFB.

3 HTTPS over IPv4 PASS HTTPS (port 443) responds over IPv4 — 47ms TTFB.

IPv6 Readiness Report
apu.edu.my — Education

Generated: 04 Jul 2026, 22:12 MYT
Last Checked: 04 Jul 2026, 03:51 MYT

National IPv6 Readiness Monitor — https://ipv6.my6.my Page 2 of 11



Audit Trail & Evidence Record

Verification ID 391b778c-f83b-4d27-a1b8-170cffe701d9

Domain apu.edu.my

Check Mode Manual

Status Completed

Started 04 Jul 2026, 03:51:34 MYT

Finished 04 Jul 2026, 03:51:58 MYT

Test Node Profile dual stack

Engine Version 2.0.0

MGv6C Version 1.0.0

Audit URL https://ipv6.my6.my/audit/391b778c-f83b-4d27-a1b8-170cffe701d9

Integrity Verification

✓ INTEGRITY VERIFIED

Algorithm hmac-sha256-v1

Root Hash 0cabd33da0baa36caaf0f1b5b7c36c846c7de20252692f7c08133670f3fbf685

http_headers c04b546dcc09f5aa0082a73912adebb629691e5fb145419dfa8b1aaaa834e1e1

dns_responses 91a4f058ed4a74248a2219c8b13be203b3358308e5ecda4a7041087da78a34a5

tls_handshake b81949de015047e65096a24ed8e2d53c5d9530e88a473b340edd6b253cc35456

connectivity_log 3ea668ddebb712904dedace9e3c12669bc62bb0f987e5af43ce5c0ba6d6512df

dns_resolution_times e5ae9153e48d32bce6c261b7b56996250451e87fba7d44a4e10ca46b3b8ae2fa

Test Node Identity

Os Linux srv1440888 6.8.0-124-generic #124-Ubuntu SMP PREEMPT_DYNAMIC Tue May 26 13:00:45 UTC 2026 x86_64

Hostname srv1440888

Php Version 8.3.32

Server Ipv4 76.13.221.142

Server Ipv6 2a02:4780:5e:2789::1

DNS Resolution Performance

Comparison of A (IPv4) vs AAAA (IPv6) query times across resolvers and transports. Shows median (p50) and 95th percentile (p95) of 3 samples per tuple.

Resolver Transport A p50 (ms) A p95 (ms) AAAA p50 (ms) AAAA p95 (ms) Delta (ms)

System Default 19.07 19.91 10.03 19.96 -9 

Google IPv4 31.76 33.99 18.91 30.99 -12.9 

Google IPv6 43.4 47.61 27.98 29 -15.4 

Cloudflare IPv4 20.98 21.06 9.12 10.54 -11.9 

Cloudflare IPv6 20.18 32.66 73.13 74.6 +53 
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DNS Evidence

A

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 39768
;; flags: qr rd ra ad; QUERY: 1, ANSWER: 3, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
apu.edu.my.		60	IN	A	47.130.216.243
apu.edu.my.		60	IN	A	18.140.221.176
apu.edu.my.		60	IN	A	54.254.24.211

DS

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 11719
;; flags: qr rd ra ad; QUERY: 1, ANSWER: 2, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
apu.edu.my.		86378	IN	DS	61385 13 1 C1237F91BA7E276E7362EBBB0470BA0F5F591830
apu.edu.my.		86378	IN	DS	61385 13 2 7D5A390725C27E7DF5DD86B2B0B8D13D414A90790917328FA07AEDED 9CBC7C01

MX

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 58634
;; flags: qr rd ra ad; QUERY: 1, ANSWER: 2, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
apu.edu.my.		3600	IN	MX	10 smtp01.apu.edu.my.
apu.edu.my.		3600	IN	MX	0 apu-edu-my.mail.protection.outlook.com.

NS

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 44671
;; flags: qr rd ra ad; QUERY: 1, ANSWER: 4, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
apu.edu.my.		86400	IN	NS	ns-1242.awsdns-27.org.
apu.edu.my.		86400	IN	NS	ns-1768.awsdns-29.co.uk.
apu.edu.my.		86400	IN	NS	ns-294.awsdns-36.com.
apu.edu.my.		86400	IN	NS	ns-819.awsdns-38.net.

TXT

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 14245
;; flags: qr rd ra ad; QUERY: 1, ANSWER: 10, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
apu.edu.my.		60	IN	TXT	"apple-domain-verification=UIOvxfBax1KRmwKu"
apu.edu.my.		60	IN	TXT	"atlassian-domain-verification=JT6PN8jzAbqRhokNIVzGAYVXh46Vs5KUTNOV99yyUlhi2KBmAzG7a2XHXFkN4zMG"
apu.edu.my.		60	IN	TXT	"atlassian-sending-domain-verification=afc8a821-d620-42b0-b3d5-b70f47ed4ec5"
apu.edu.my.		60	IN	TXT	"brevo-code:b91e860777b7e11e1b7e6b92da9ad852"
apu.edu.my.		60	IN	TXT	"google-site-verification=qruOUtnDJAhV6_sVgrlJ9hhxZ9HqZ2nSJv4tpYtKmU8"
apu.edu.my.		60	IN	TXT	"google-site-verification=vyng7y7O1aqPyim-ftieTq5XK46ctMmT3Fd_ksb4jxE"
apu.edu.my.		60	IN	TXT	"include:_spf.atlassian.net"
apu.edu.my.		60	IN	TXT	"v=spf1 include:enginemailer.org include:spf.mailjet.com include:spf.protection.outlook.com include:_spf.atlassian.net ~all"
apu.edu.my.		60	IN	TXT	"MS=ms82326364"
apu.edu.my.		60	IN	TXT	"MS=ms87429007"

AAAA

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 47190
;; flags: qr rd ra ad; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1
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;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; AUTHORITY SECTION:
apu.edu.my.		900	IN	SOA	ns-294.awsdns-36.com. awsdns-hostmaster.amazon.com. 1 7200 900 1209600 86400

RRSIG

ns-294.awsdns-36.com. awsdns-hostmaster.amazon.com. 1 7200 900 1209600 86400
SOA 13 3 900 20260703210635 20260703185135 43056 apu.edu.my. POsbzCT6pzZ2AcbkdM/feYzMxGCR4De3y2WaU3Tkl25tLftIW5RV7oCA Eim6SKo9IyWtUjlICvOhkTemuheX2A==

DNSKEY

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 64097
;; flags: qr rd ra ad; QUERY: 1, ANSWER: 3, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
apu.edu.my.		3578	IN	DNSKEY	257 3 13 2o+j0AMreR/L7gn3xyRQkgXIdsjcKlJ7wudSqegKJfDqQaD+Jm/vg/9F BYONXhUN2icRyyIDuqoTQn5jFgB8Ag==
apu.edu.my.		3578	IN	DNSKEY	256 3 13 WEq7SWRQ7NdvjpY8eA7ZcJUTyYFYfJUjxArb/vDSQM8gPHYUppTJgLyi nAgEvJhDkdLu3MaMeCquoqcYEa2V7A==
apu.edu.my.		3578	IN	DNSKEY	256 3 13 uT2Oo6gZdxeJuZTp14dmOnRTdI3v+zoAqV3hLCmX1+ej5yortaH7+tL3 bDKASpY0kHQMS+B37Ok1xy/ojUkPUg==

DNSSEC_VALIDATION

; fully validated
apu.edu.my.		878	IN	SOA	ns-294.awsdns-36.com. awsdns-hostmaster.amazon.com. 1 7200 900 1209600 86400
apu.edu.my.		878	IN	RRSIG	SOA 13 3 900 20260703210635 20260703185135 43056 apu.edu.my. POsbzCT6pzZ2AcbkdM/feYzMxGCR4De3y2WaU3Tkl25tLftIW5RV7oCA 
Eim6SKo9IyWtUjlICvOhkTemuheX2A==
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TLS Handshake Evidence

IPV4 Connection

IP Used 18.140.221.176

IP Version 4

depth=2 C = US, O = Amazon, CN = Amazon Root CA 1
verify return:1
depth=1 C = US, O = Amazon, CN = Amazon RSA 2048 M04
verify return:1
depth=0 CN = www.apu.edu.my
verify return:1
CONNECTED(00000010)
---
Certificate chain
 0 s:CN = www.apu.edu.my
   i:C = US, O = Amazon, CN = Amazon RSA 2048 M04
   a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
   v:NotBefore: May 17 00:00:00 2026 GMT; NotAfter: Nov 30 23:59:59 2026 GMT
-----BEGIN CERTIFICATE----------END CERTIFICATE-----
 1 s:C = US, O = Amazon, CN = Amazon RSA 2048 M04
   i:C = US, O = Amazon, CN = Amazon Root CA 1
   a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
   v:NotBefore: Aug 23 22:26:35 2022 GMT; NotAfter: Aug 23 22:26:35 2030 GMT
-----BEGIN CERTIFICATE-----IPv6 Readiness Report
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ZF5yyFPsFhUC2Q9uJHY/CRV1b5hIiGH0+6+w5PgKiY1MWuWT8VAaJjFxvuhM7a/e
fN2TIw1Wd6WCl6YRisunjQOrSP+unqC8A540JNyZ1JOE3jVqat3OZBGgMvihdj2w
Y23EpwesrKiQzkHzmvSH67PVW4ycbPy08HVZnBxZ5NrlGG9bwXR3fNTaz+c+Ej6c
5AnwI3qkOFgSkg3Y75cdFz6pO/olK+e3AqygAcv0WjzmkDPuBjssuZjCHMC56oH3
GJkV29Di2j5prHJbwZjG1inU
-----END CERTIFICATE-----
 2 s:C = US, O = Amazon, CN = Amazon Root CA 1
   i:C = US, ST = Arizona, L = Scottsdale, O = "Starfield Technologies, Inc.", CN = Starfield Services Root Certificate Authority - G2
   a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
   v:NotBefore: May 25 12:00:00 2015 GMT; NotAfter: Dec 31 01:00:00 2037 GMT
-----BEGIN CERTIFICATE-----IPv6 Readiness Report
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HTTP Response Evidence

IPv4 HTTP (port 80)

HTTP Status 200

Connected IP 18.140.221.176

Connect Time 7.2 ms

TTFB 37.66 ms

Total Time 37.72 ms

Response Headers:

[
    "HTTP/1.1 200 OK",
    "Date: Fri, 03 Jul 2026 19:51:58 GMT",
    "Content-Type: text/html; charset=UTF-8",
    "Content-Length: 430372",
    "Connection: keep-alive",
    "Server: Apache/2.4.62 (Debian)",
    "X-Powered-By: PHP/8.3.11",
    "Cache-Control: max-age=60, public",
    "X-Drupal-Dynamic-Cache: MISS",
    "Content-language: en",
    "X-Content-Type-Options: nosniff",
    "X-Frame-Options: SAMEORIGIN",
    "Expires: Sun, 19 Nov 1978 05:00:00 GMT",
    "Last-Modified: Fri, 03 Jul 2026 17:44:31 GMT",
    "ETag: \"1783100671\"",
    "Vary: Cookie,Accept-Encoding",
    "X-Generator: Drupal 10 (https://www.drupal.org)",
    "X-Drupal-Cache: HIT"
]

IPv4 HTTPS (port 443)

HTTP Status 200

Connected IP 18.140.221.176

Connect Time 8.78 ms

TTFB 50.73 ms

Total Time 50.77 ms

Response Headers:

[
    "HTTP/2 200",
    "date: Fri, 03 Jul 2026 19:51:58 GMT",
    "content-type: text/html; charset=UTF-8",
    "content-length: 430374",
    "server: Apache/2.4.62 (Debian)",
    "x-powered-by: PHP/8.3.11",
    "cache-control: max-age=60, public",
    "x-drupal-dynamic-cache: MISS",
    "content-language: en",
    "x-content-type-options: nosniff",
    "x-frame-options: SAMEORIGIN",
    "expires: Sun, 19 Nov 1978 05:00:00 GMT",
    "last-modified: Fri, 03 Jul 2026 17:48:57 GMT",
    "etag: \"1783100937\"",
    "vary: Cookie,Accept-Encoding",
    "x-generator: Drupal 10 (https://www.drupal.org)",
    "x-drupal-cache: HIT"
]

Connectivity Test Evidence

Test Result

TCP Connect IPv4 → port 80 200 0.009209 0.046774

TCP Connect IPv4 → port 443 200 0.007985 0.062614
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Test Node Network Evidence

Node Profile dual stack

Egress Connectivity

IPv4 Egress 76.13.221.142

IPv6 Egress 2a02:4780:5e:2789::1

Sysctl IPv6 Flags

net.ipv6.conf.all.disable_ipv6 0

IPv6 Routes

2a02:4780:5e::/48 dev eth0 proto kernel metric 256 pref medium
fe80::/64 dev eth0 proto kernel metric 256 pref medium
default via 2a02:4780:5e::1 dev eth0 proto static metric 1024 pref medium

IPv4 Routes

default via 76.13.221.254 dev eth0 proto static 
10.6.101.0/24 dev wg0 scope link 
10.6.102.0/24 dev wg0 scope link 
76.13.221.0/24 dev eth0 proto kernel scope link src 76.13.221.142 
172.29.0.0/24 dev wg0 scope link 
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