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✗
Non-Compliant

MGv6C-1.0

32%
No IPv6 Support

IPV6-ONLY READINESS

Website: ✗ Not Ready

DNS: ✗ Not Ready

Email: ✗ Not Ready

IPV4 ADDRESSES

43.245.41.240

Web Services (35%) 0 / 8

# CHECK RESULT DETAIL

1 AAAA Record FAIL No AAAA record found in DNS.

2 Globally Routable IPv6 FAIL IPv6 address is not globally routable.

3 HTTP over IPv6 FAIL HTTP is not accessible over IPv6.

4 HTTPS over IPv6 FAIL HTTPS is not accessible over IPv6.

5 IPv6-Only Reachability FAIL Site is not reachable when limited to IPv6-only.

6 TLS Certificate Valid (IPv6) FAIL TLS certificate is invalid, expired, or hostname mismatch over IPv6.

7 Dual-Stack (IPv4 + IPv6) FAIL Domain is IPv6-only or IPv4-only.

8 HTTP/3 (QUIC) FAIL No HTTP/3 support detected.

DNS & DNSSEC (25%) 0 / 5

# CHECK RESULT DETAIL

1 NS Has AAAA Record FAIL No nameserver has an AAAA record.

2 NS Reachable via IPv6 FAIL No nameserver is reachable over IPv6.

3 NS Answers Queries via IPv6 FAIL Nameserver does not answer queries over IPv6.

4 DNSSEC Validated FAIL DNSSEC validation failed or zone is unsigned.

5 Reverse DNS (PTR) FAIL No PTR record found.

6 DS Record at Parent FAIL No DS record at parent.

7 RRSIG Valid FAIL No valid RRSIG found.

8 Signing Algorithm INFO No DNSKEY record found.

Email Services (25%) 4 / 6

# CHECK RESULT DETAIL

1 MX Record Exists PASS MX record found.

2 MX Server Has IPv6 PASS MX server has AAAA record.

3 SMTP Reachable via IPv6 FAIL SMTP is not reachable over IPv6.

4 STARTTLS over IPv6 FAIL STARTTLS not available over IPv6.
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# CHECK RESULT DETAIL

5 SPF Record PASS SPF record found.

6 DKIM Selector INFO DKIM selector found: google._domainkey

7 DMARC Record PASS DMARC record found.

IPv4 Baseline (15%) 3 / 3

# CHECK RESULT DETAIL

1 A Record PASS 43.245.41.240

2 HTTP over IPv4 PASS HTTP (port 80) responds over IPv4 — 37ms TTFB.

3 HTTPS over IPv4 PASS HTTPS (port 443) responds over IPv4 — 38ms TTFB.
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Audit Trail & Evidence Record

Verification ID 6fcaf9a0-1c89-4833-8fe3-046846fe3783

Domain monash.edu.my

Check Mode Manual

Status Completed

Started 04 Jul 2026, 03:51:30 MYT

Finished 04 Jul 2026, 03:51:52 MYT

Test Node Profile dual stack

Engine Version 2.0.0

MGv6C Version 1.0.0

Audit URL https://ipv6.my6.my/audit/6fcaf9a0-1c89-4833-8fe3-046846fe3783

Integrity Verification

✓ INTEGRITY VERIFIED

Algorithm hmac-sha256-v1

Root Hash a8fd82565d0c5c588f750cf88099740a6b74a651ac0f1758f18c2b00ed68a07d

http_headers 0d784e66ab94f88488773fe02a4da9f5f9b80ad900f7491a4b6d554da70dfd41

dns_responses 049e604f0fe90c24be5bc08f4ceed790841d6e43d64f6a2195720015539b90ad

tls_handshake 7af15eb6769bb317892ff632b61deef25dd7e7f00944ab35bebad37034a359f7

connectivity_log eb3a1723487fe42f1f6d02997a05de0c95b6a657ab600fae7ad40f2d41e2fe6b

dns_resolution_times 8465b359379b4140035c5d94e3c468b64ce47450790b57f0f929e98e02174027

Test Node Identity

Os Linux srv1440888 6.8.0-124-generic #124-Ubuntu SMP PREEMPT_DYNAMIC Tue May 26 13:00:45 UTC 2026 x86_64

Hostname srv1440888

Php Version 8.3.32

Server Ipv4 76.13.221.142

Server Ipv6 2a02:4780:5e:2789::1

DNS Resolution Performance

Comparison of A (IPv4) vs AAAA (IPv6) query times across resolvers and transports. Shows median (p50) and 95th percentile (p95) of 3 samples per tuple.

Resolver Transport A p50 (ms) A p95 (ms) AAAA p50 (ms) AAAA p95 (ms) Delta (ms)

System Default 24.37 24.49 21.07 22.43 -3.3 

Google IPv4 18.06 33.03 29.98 34.41 +11.9 

Google IPv6 30.27 32.06 29.58 47.43 -0.7 

Cloudflare IPv4 8.75 21.6 8.84 9.03 +0.1 

Cloudflare IPv6 24.16 30.06 25.41 42.58 +1.3 
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DNS Evidence

A

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 32282
;; flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
monash.edu.my.		600	IN	A	43.245.41.240

DS

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 52815
;; flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; AUTHORITY SECTION:
edu.my.			2888	IN	SOA	e.nic.my. hostmaster.nic.my. 2026052757 1800 900 604800 3600

MX

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 57078
;; flags: qr rd ra; QUERY: 1, ANSWER: 5, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
monash.edu.my.		900	IN	MX	10 alt3.aspmx.l.google.com.
monash.edu.my.		900	IN	MX	1 aspmx.l.google.com.
monash.edu.my.		900	IN	MX	5 alt1.aspmx.l.google.com.
monash.edu.my.		900	IN	MX	10 alt4.aspmx.l.google.com.
monash.edu.my.		900	IN	MX	5 alt2.aspmx.l.google.com.

NS

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 11097
;; flags: qr rd ra; QUERY: 1, ANSWER: 3, AUTHORITY: 0, ADDITIONAL: 4

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
monash.edu.my.		900	IN	NS	ns4.its.monash.edu.my.
monash.edu.my.		900	IN	NS	ns5.its.monash.edu.my.
monash.edu.my.		900	IN	NS	ns3.its.monash.edu.my.

TXT

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 34260
;; flags: qr rd ra; QUERY: 1, ANSWER: 11, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
monash.edu.my.		900	IN	TXT	"GoDaddy=tffhaol2kfur94d4a7lj6d8tp6"
monash.edu.my.		900	IN	TXT	"google-site-verification=IChoZgzbh8zx_V4L9njllzomS6AnHkofZ0b6B-baEH4"
monash.edu.my.		900	IN	TXT	"v=spf1 include:_spf.google.com -all"
monash.edu.my.		900	IN	TXT	"globalsign-domain-verification=8D2AE46F271B5609801F024A0EEB68B2"
monash.edu.my.		900	IN	TXT	"ADBA36DF-39E9-419D-B342-B609397BAA7E"
monash.edu.my.		900	IN	TXT	"google-site-verification=k3CE6U5bZ6D3QsBKqpCMBLVUuWKnVvHYdFl0fXPlliE"
monash.edu.my.		900	IN	TXT	"MS=ms85332005"
monash.edu.my.		900	IN	TXT	"QuoVadis=9df39435-6f43-4a72-991e-aeea9a481141"
monash.edu.my.		900	IN	TXT	"facebook-domain-verification=689y0i5w4obvjhnbqj5mhifu2yl6bz"
monash.edu.my.		900	IN	TXT	"MS=ms30170482"
monash.edu.my.		900	IN	TXT	"google-site-verification=yFiHhU6C-sQI9U9Qbh05GvtDBzJProHq07NC0iyHl8w"

AAAA

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 61168
;; flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1
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;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; AUTHORITY SECTION:
monash.edu.my.		879	IN	SOA	ns4.its.monash.edu.my. hostmaster.monash.edu.my. 2023033237 1800 900 1209600 900

RRSIG

ns4.its.monash.edu.my. hostmaster.monash.edu.my. 2023033237 1800 900 1209600 900

DNSKEY

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 14043
;; flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; AUTHORITY SECTION:
monash.edu.my.		879	IN	SOA	ns4.its.monash.edu.my. hostmaster.monash.edu.my. 2023033237 1800 900 1209600 900

DNSSEC_VALIDATION

; unsigned answer
monash.edu.my.		879	IN	SOA	ns4.its.monash.edu.my. hostmaster.monash.edu.my. 2023033237 1800 900 1209600 900
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TLS Handshake Evidence

IPV4 Connection

IP Used 43.245.41.240

IP Version 4

depth=2 C = GB, O = Sectigo Limited, CN = Sectigo Public Server Authentication Root R46
verify return:1
depth=1 C = GB, O = Sectigo Limited, CN = Sectigo Public Server Authentication CA OV R36
verify return:1
depth=0 C = AU, ST = Victoria, O = Monash University, CN = monash.edu.my
verify return:1
CONNECTED(00000010)
---
Certificate chain
 0 s:C = AU, ST = Victoria, O = Monash University, CN = monash.edu.my
   i:C = GB, O = Sectigo Limited, CN = Sectigo Public Server Authentication CA OV R36
   a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
   v:NotBefore: Jun 10 00:00:00 2026 GMT; NotAfter: Dec 25 23:59:59 2026 GMT
-----BEGIN CERTIFICATE----------END CERTIFICATE-----
 1 s:C = GB, O = Sectigo Limited, CN = Sectigo Public Server Authentication CA OV R36
   i:C = GB, O = Sectigo Limited, CN = Sectigo Public Server Authentication Root R46
   a:PKEY: rsaEncryption, 3072 (bit); sigalg: RSA-SHA384
   v:NotBefore: Mar 22 00:00:00 2021 GMT; NotAfter: Mar 21 23:59:59 2036 GMT
-----BEGIN CERTIFICATE-----IPv6 Readiness Report
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-----END CERTIFICATE-----
 2 s:C = GB, O = Sectigo Limited, CN = Sectigo Public Server Authentication Root R46
   i:C = US, ST = New Jersey, L = Jersey City, O = The USERTRUST Network, CN = USERTrust RSA Certification Authority
   a:PKEY: rsaEncryption, 4096 (bit); sigalg: RSA-SHA384
   v:NotBefore: Mar 22 00:00:00 2021 GMT; NotAfter: Jan 18 23:59:59 2038 GMT
-----BEGIN CERTIFICATE-----
MIIGlTCCBH2gAwIBAgIRANJ/u8HeNZ5SFq1hSVhgmcQwDQYJKoZIhvcNAQEMBQAw
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HTTP Response Evidence

IPv4 HTTP (port 80)

HTTP Status 403

Connected IP 2.58.104.10

Connect Time 4.45 ms

TTFB 38.09 ms

Total Time 38.16 ms

Response Headers:

{
    "0": "HTTP/1.1 301 Moved Permanently",
    "1": "Date: Fri, 03 Jul 2026 19:51:52 GMT",
    "2": "Content-Type: text/html",
    "3": "Content-Length: 167",
    "4": "Connection: keep-alive",
    "5": "Cache-Control: max-age=3600",
    "6": "Expires: Fri, 03 Jul 2026 20:51:52 GMT",
    "7": "Location: https://www.monash.edu.my/",
    "8": "X-Content-Type-Options: nosniff",
    "9": "Server: cloudflare",
    "10": "CF-RAY: a1586d67cf590646-KUL",
    "11": "alt-svc: h3=\":443\"; ma=86400",
    "13": "HTTP/2 403",
    "14": "date: Fri, 03 Jul 2026 19:51:52 GMT",
    "15": "content-type: text/html; charset=UTF-8",
    "16": "content-length: 7592",
    "17": "accept-ch: Sec-CH-UA-Bitness, Sec-CH-UA-Arch, Sec-CH-UA-Full-Version, Sec-CH-UA-Mobile, Sec-CH-UA-Model, Sec-CH-UA-Platform-Version, Sec-CH-UA-Full-
Version-List, Sec-CH-UA-Platform, Sec-CH-UA, UA-Bitness, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform-Version, UA-Platform, UA",
    "18": "cf-mitigated: challenge",
    "19": "critical-ch: Sec-CH-UA-Bitness, Sec-CH-UA-Arch, Sec-CH-UA-Full-Version, Sec-CH-UA-Mobile, Sec-CH-UA-Model, Sec-CH-UA-Platform-Version, Sec-CH-UA-Full-
Version-List, Sec-CH-UA-Platform, Sec-CH-UA, UA-Bitness, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform-Version, UA-Platform, UA",
    "20": "cross-origin-embedder-policy: require-corp",
    "21": "cross-origin-opener-policy: same-origin",
    "22": "cross-origin-resource-policy: same-origin",
    "23": "origin-agent-cluster: ?1",
    "24": "permissions-policy: accelerometer=(),browsing-topics=(),camera=(),clipboard-read=(),clipboard-write=(),geolocation=(),gyroscope=(),hid=(),interest-
cohort=(),magnetometer=(),microphone=(),payment=(),publickey-credentials-get=(),screen-wake-lock=(),serial=(),sync-xhr=(),usb=(),xr-spatial-tracking=(self)",
    "25": "referrer-policy: same-origin",
    "26": "server-timing: chlray;desc=\"a1586d67eccd4bc5\"",
    "27": "x-content-type-options: nosniff",
    "28": "x-frame-options: SAMEORIGIN",
    "29": "content-security-policy: default-src 'none'; script-src 'nonce-zY3t1xW5f6JGYSfCMPS7yd' 'unsafe-eval' https://challenges.cloudflare.com; script-src-attr 
'none'; style-src 'unsafe-inline'; img-src 'self' https://challenges.cloudflare.com; connect-src 'self' https://challenges.cloudflare.com; frame-src 'self' 
https://challenges.cloudflare.com blob:; child-src 'self' https://challenges.cloudflare.com blob:; worker-src blob:; form-action http: https:; base-uri 'self'",
    "30": "cache-control: private, max-age=0, no-store, no-cache, must-revalidate, post-check=0, pre-check=0",
    "31": "expires: Thu, 01 Jan 1970 00:00:01 GMT",
    "32": "set-cookie: __cf_bm=J0iH.gXLMqYwX6YqZhguHuVYqGMyMu1Ys_JEHT2rpiw-1783108312-1.0.1.1-
d0dm4HrmDXV9zcOnXM2ts0c2ClPR5y147jy.Remt8zcn_5ojwF8OZOBGiJPlZMQVsqT4dRgSg7zVlrI7bQHknCkA6YEgKFeb2gf5jidid5o; path=/; expires=Fri, 03-Jul-26 20:21:52 GMT; 
domain=.www.monash.edu.my; HttpOnly; Secure",
    "33": "strict-transport-security: max-age=31536000",
    "34": "server: cloudflare",
    "35": "cf-ray: a1586d67eccd4bc5-KUL",
    "36": "alt-svc: h3=\":443\"; ma=86400"
}

IPv4 HTTPS (port 443)

HTTP Status 403

Connected IP 2.58.104.11

Connect Time 4.89 ms

TTFB 34.99 ms

Total Time 35.4 ms

Response Headers:

{
    "0": "HTTP/2 301",
    "1": "date: Fri, 03 Jul 2026 19:51:52 GMT",
    "2": "content-type: text/html",
    "3": "content-length: 167",
    "4": "location: https://www.monash.edu.my/",
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    "5": "cache-control: max-age=3600",
    "6": "expires: Fri, 03 Jul 2026 20:51:52 GMT",
    "7": "strict-transport-security: max-age=31536000",
    "8": "x-content-type-options: nosniff",
    "9": "server: cloudflare",
    "10": "cf-ray: a1586d680a008e0c-KUL",
    "11": "alt-svc: h3=\":443\"; ma=86400",
    "13": "HTTP/2 403",
    "14": "date: Fri, 03 Jul 2026 19:51:52 GMT",
    "15": "content-type: text/html; charset=UTF-8",
    "16": "content-length: 7592",
    "17": "accept-ch: Sec-CH-UA-Bitness, Sec-CH-UA-Arch, Sec-CH-UA-Full-Version, Sec-CH-UA-Mobile, Sec-CH-UA-Model, Sec-CH-UA-Platform-Version, Sec-CH-UA-Full-
Version-List, Sec-CH-UA-Platform, Sec-CH-UA, UA-Bitness, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform-Version, UA-Platform, UA",
    "18": "cf-mitigated: challenge",
    "19": "critical-ch: Sec-CH-UA-Bitness, Sec-CH-UA-Arch, Sec-CH-UA-Full-Version, Sec-CH-UA-Mobile, Sec-CH-UA-Model, Sec-CH-UA-Platform-Version, Sec-CH-UA-Full-
Version-List, Sec-CH-UA-Platform, Sec-CH-UA, UA-Bitness, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform-Version, UA-Platform, UA",
    "20": "cross-origin-embedder-policy: require-corp",
    "21": "cross-origin-opener-policy: same-origin",
    "22": "cross-origin-resource-policy: same-origin",
    "23": "origin-agent-cluster: ?1",
    "24": "permissions-policy: accelerometer=(),browsing-topics=(),camera=(),clipboard-read=(),clipboard-write=(),geolocation=(),gyroscope=(),hid=(),interest-
cohort=(),magnetometer=(),microphone=(),payment=(),publickey-credentials-get=(),screen-wake-lock=(),serial=(),sync-xhr=(),usb=(),xr-spatial-tracking=(self)",
    "25": "referrer-policy: same-origin",
    "26": "server-timing: chlray;desc=\"a1586d682eaf11c9\"",
    "27": "x-content-type-options: nosniff",
    "28": "x-frame-options: SAMEORIGIN",
    "29": "content-security-policy: default-src 'none'; script-src 'nonce-XqGkFKOlzaLacMzk0lohXN' 'unsafe-eval' https://challenges.cloudflare.com; script-src-attr 
'none'; style-src 'unsafe-inline'; img-src 'self' https://challenges.cloudflare.com; connect-src 'self' https://challenges.cloudflare.com; frame-src 'self' 
https://challenges.cloudflare.com blob:; child-src 'self' https://challenges.cloudflare.com blob:; worker-src blob:; form-action http: https:; base-uri 'self'",
    "30": "cache-control: private, max-age=0, no-store, no-cache, must-revalidate, post-check=0, pre-check=0",
    "31": "expires: Thu, 01 Jan 1970 00:00:01 GMT",
    "32": "set-cookie: __cf_bm=iGOsBpNHSv8elI0DabM0pcqLGxYzFT.IwY9fizxQMvg-1783108312-1.0.1.1-
mpX2W_xzeRSuo5PIbpC3ICWHQ96nAtCOcji974yCGypZDfFVz20iR3qh52jHH1EK9a7a02IQHt03q3294p0gzI9cRoSOfp2QKdXUAwJFsH0; path=/; expires=Fri, 03-Jul-26 20:21:52 GMT; 
domain=.www.monash.edu.my; HttpOnly; Secure",
    "33": "strict-transport-security: max-age=31536000",
    "34": "server: cloudflare",
    "35": "cf-ray: a1586d682eaf11c9-KUL",
    "36": "alt-svc: h3=\":443\"; ma=86400"
}

Connectivity Test Evidence

Test Result

TCP Connect IPv4 → port 80 301 0.001526 0.016012

TCP Connect IPv4 → port 443 301 0.001507 0.022413

Test Node Network Evidence

Node Profile dual stack

Egress Connectivity

IPv4 Egress 76.13.221.142

IPv6 Egress 2a02:4780:5e:2789::1

Sysctl IPv6 Flags

net.ipv6.conf.all.disable_ipv6 0

IPv6 Routes

2a02:4780:5e::/48 dev eth0 proto kernel metric 256 pref medium
fe80::/64 dev eth0 proto kernel metric 256 pref medium
default via 2a02:4780:5e::1 dev eth0 proto static metric 1024 pref medium

IPv4 Routes

default via 76.13.221.254 dev eth0 proto static 
10.6.101.0/24 dev wg0 scope link 
10.6.102.0/24 dev wg0 scope link 
76.13.221.0/24 dev eth0 proto kernel scope link src 76.13.221.142 
172.29.0.0/24 dev wg0 scope link 
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