IPv6 Readiness Report Generated: 04 Jul 2026, 22:13 MYT
msu.edu.my — Education Last Checked: 04 Jul 2026, 03:51 MYT

IPv6 Readiness Report

msu.edu.my — msu.edu.my

Scan to verify

Category: Education ¢ Generated: 04 Jul 2026, 22:13 MYT « Last Checked: 04 Jul 2026, 03:51 MYT < Verification ID: 89e6b930-c471-43a3-b36c-9916b691ceac
Report generated from National IPv6 Readiness Monitor — https://ipv6.my6.my
Audit trail: https://ipv6.my6.my/audit/89e6b930-c471-43a3-b36¢c-9916b691ceac

A IPV6-ONLY READINESS
8 2 % Website: v Ready
Partially Compliant Partial Support DNS: + Ready
Heveeo Email: X Not Ready
IPV6 ADDRESSES IPV4 ADDRESSES
2606:4700:20: :ac43:4663 104.26.11.39
2606:4700:20: :681a:b27 104.26.10.39
2606:4700:20: :68la:a27 172.67.70.99
Web Services (35%) 8/8
# CHECK RESULT DETAIL
1 AAAA Record PASS 2606:4700:20::ac43:4663, 2606:4700:20::681a:b27, 2606:4700:20::681a:a27
2 Globally Routable IPv6 PASS All addresses are globally routable.
3 HTTP over IPv6 PASS HTTP (port 80) responds over IPv6 — 45ms TTFB.
4 HTTPS over IPv6 PASS HTTPS (port 443) responds over IPv6 — 136ms TTFB.
5 IPv6-Only Reachability PASS Site is fully reachable via IPv6-only.
6 TLS Certificate Valid (IPv6) PASS Certificate valid — issued by C = US, O = Google Trust Services, CN = WE1, expires Sep 17 08:34:22 2026
GMT
7 Dual-Stack (IPv4 + IPv6) PASS Domain has both A and AAAA records.
8 HTTP/3 (QUIC) PASS Alt-Svc: h3 header detected.
DNS & DNSSEC (25%) 3/5
# CHECK RESULT DETAIL
1 NS Has AAAA Record PASS Nameserver has IPv6 address.
2 NS Reachable via IPv6 PASS Nameserver is reachable via IPv6 on port 53.
3 NS Answers Queries via IPv6 PASS DNS queries answered over IPv6.
4 DNSSEC Validated FAIL DNSSEC validation failed or zone is unsigned.
5 Reverse DNS (PTR) FAIL No PTR record found.
6 DS Record at Parent FAIL No DS record at parent.
7 RRSIG Valid PASS RRSIG signatures are current and valid.
8 Signing Algorithm INFO ECDSAP2565SHA256
Email Services (25%) 4/6
# CHECK RESULT DETAIL
1 MX Record Exists PASS MX record found.
2 MX Server Has IPv6 PASS MX server has AAAA record.
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# CHECK

3 SMTP Reachable via IPv6
4 STARTTLS over IPv6

5 SPF Record

6 DKIM Selector

7 DMARC Record

IPv4 Baseline (15%)
# CHECK

1 A Record

2 HTTP over IPV4

3 HTTPS over IPv4

National IPv6 Readiness Monitor — https://ipv6.my6.my

RESULT

FAIL

FAIL

PASS

INFO

PASS

RESULT

PASS

PASS

PASS

DETAIL

SMTP is not reachable over IPv6.

STARTTLS not available over IPv6.

SPF record found.

DKIM selector found: selectorl._domainkey

DMARC record found.

DETAIL
104.26.11.39, 104.26.10.39, 172.67.70.99

HTTP (port 80) responds over IPv4 — 34ms TTFB.

HTTPS (port 443) responds over IPv4 — 188ms TTFB.
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Audit Trail & Evidence Record

Verification ID 89e6b930-c471-43a3-b36c-9916b691ceac

Domain msu.edu.my

Check Mode Manual

Status Completed

Started 04 Jul 2026, 03:50:53 MYT

Finished 04 Jul 2026, 03:51:19 MYT

Test Node Profile dual stack

Engine Version 2.0.0

MGv6C Version 1.0.0

Audit URL https://ipv6.my6.my/audit/89e6b930-c471-43a3-b36c-9916b691ceac

Integrity Verification

v INTEGRITY VERIFIED

Algorithm hmac-sha256-v1

Root Hash 9ce5al0b5fd929f399e1c196f9a016dfh34dfbld761c7b3d3100b07f9f1lalb26
http_headers 8e62e433ed47bdf4041951eadfd249f21159eb1857f40098aa2cfbbebcd8cO6b
dns_responses 85a6e10e49d116b8402995fed3e8659ba48031d042ad12c0674196111293Ffb4b
tls_handshake afb8cd8789c203237fd9e3d2fcf4913eab5fbbd12bedc85d21bc5a5b483feee3
connectivity_log a207ff263803bf9e04b72a9316119f8f191c8627d6al20b5f12ba9d75eb3ea53
dns_resolution_times f0c3042db176923a95a4ea428c02b45162ab29814624532eb18957ed764758b5

Test Node Identity

Os Linux srv1440888 6.8.0-124-generic #124-Ubuntu SMP PREEMPT DYNAMIC Tue May 26 13:00:45 UTC 2026 x86 64
Hostname srv1440888

Php Version 8.3.32

Server lpv4 76.13.221.142

Server Ipv6 2202:4780:5e:2789::1

DNS Resolution Performance

Comparison of A (IPv4) vs AAAA (IPv6) query times across resolvers and transports. Shows median (p50) and 95th percentile (p95) of 3 samples per tuple.

Resolver Transport A p50 (ms) A p95 (ms) AAAA p50 (ms) AAAA p95 (ms) Delta (ms)
System Default 21.28 23.94 20.39 21.69 -0.9
Google IPv4 35.22 35.62 33.85 36.58 -1.4
Google IPv6 22.98 36.92 24.08 30.82 +1.1
Cloudflare IPv4 9.88 22.35 20.55 21.61 +10.7
Cloudflare IPv6 21.83 22.63 36.05 36.31 +14.2
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DNS Evidence

A

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 14064
;3 flags: qr rd ra; QUERY: 1, ANSWER: 3, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232
;3 ANSWER SECTION:
msu.edu.my.[J3000INJA]172.67.70.99
msu.edu.my.[JJ3000INJA]104.26.11.39
msu.edu.my.[(J3000INJA]104.26.10.39

DS

;5 Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 13196
;3 flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 AUTHORITY SECTION:

edu.my.[J0029210INJSOA[Je.nic.my. hostmaster.nic.my. 2026052757 1800 900 604800 3600

MX

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 45057
;3 flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

33 ANSWER SECTION:

msu.edu.my.[J036000INOMX]0 msu-edu-my.mail.protection.outlook.com.

NS

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 25465
;3 flags: qr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

33 ANSWER SECTION:
msu.edu.my.[J086400IN[NSOmario.ns.cloudflare.com.
msu.edu.my.[J]86400IN[NS[Jgwen.ns.cloudflare.com.

TXT

;3 Got answer:
->>HEADER<<- opcode: QUERY, status: NOERROR, id: 31942
; flags: qr rd ra; QUERY: 1, ANSWER: 3, AUTHORITY: 0, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 ANSWER SECTION:

msu.edu.my.[J3000INJTXT]"autodesk-domain-verification=qfJUzol-gw_Z020Q8_q2"

msu.edu.my.[03000INJTXTO"v=spfl ip4:203.121.83.0/24 ip4:40.92.0.0/15 ip4:40.107.0.0/16 ip4:52.100.0.0/14 ip4:52.238.78.88/32 ip4:104.47.0.0/17 ip4:219.92.5.43/32
include:spf.protection.outlook.com include:mx.msu.edu.my include:transmail.net -all"
msu.edu.my.[JJ3000INJTXT"adobe-idp-site-verification=87c1f7d3affeflcb7a70ac52c41a9dc9fa23914c3cbed3f1lc1f907a2db7b2d62"

AAAA

;3 Got answer:
->>HEADER<<- opcode: QUERY, status: NOERROR, id: 31655
; flags: gqr rd ra; QUERY: 1, ANSWER: 3, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 ANSWER SECTION:

msu. edu.my.[JJ3000INJAAAA[J2606:4700:20: :ac43:4663
msu.edu.my.[J3000INJAAAA]2606:4700:20::681a:b27
msu. edu.my.[JJ300INJAAAALI2606:4700:20: :681a:a27

RRSIG

gwen.ns.cloudflare.com. dns.cloudflare.com. 2408564015 10000 2400 604800 1800
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SOA 13 3 1800 20260704205054 20260702185054 34505 msu.edu.my. crHeCe+xcgDVC4wm8YY3pZXqfJIRLPawtrvhXaeb+T6tWuRzf/YLweAAj 4c6x/zwFOQX1TCM2mbfUSWeymv1SNg==

DNSKEY

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 15218
;3 flags: qr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232

;5 ANSWER SECTION:
msu.edu.my.[03576JINODNSKEY[257 3 13 mdsswUyr3DPW132m0i8VIXESWE8]jTo0dxCjjnopKl+GqIlxpVXckHAeF+ KkxLbxILfDLUTOrAK9iUzylL53eKGQ==

msu.edu.my.[]3576JINIDNSKEY[]256 3 13 0JMRESz5E4gYzS/q6XDrvUlqMPYIjCWzJa0au8XNEZeqCYKD5ar0IRd8 KqXXFIkqmVfRVMGPMM1x8fGAa2XhSA==

DNSSEC_VALIDATION

;3 validating msu.edu.my/SOA: no valid signature found

; unsigned answer
msu.edu.my.[JJ1776[JINJSOAJgwen.ns.cloudflare.com. dns.cloudflare.com. 2408564015 10000 2400 604800 1800
msu.edu.my.[J01776JINJRRSIG[JSOA 13 3 1800 20260704205054 20260702185054 34505 msu.edu.my. crHeCe+xcgDVC4wm8YY3pZXqfIRLPawtrvhXaeb+T6tWuRzf/YLweAAj

4c6x/zwFOQX1TCM2mbfUSWeymv1SNg==
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TLS Handshake Evidence

IPV4 Connection
IP Used 104.26.11.39

IP Version 4

depth=2 C = US, 0 = Google Trust Services LLC, CN = GTS Root R4

verify return:1

depth=1 C = US, 0 = Google Trust Services, CN = WE1l

verify return:1

depth=0 CN = msu.edu.my

verify return:1

CONNECTED (00000010)

Certificate chain

0 s:CN = msu.edu.my

i:C = US, 0 = Google Trust Services, CN = WEL
a:PKEY: id-ecPublicKey, 256 (bit); sigalg: ecdsa-with-SHA256
v:NotBefore: Jun 19 07:34:41 2026 GMT; NotAfter: Sep 17 08:34:22 2026 GMT

MIIDezCCAyGgAwIBAgIRANG6WPjTd6okdDVGUR21LOoMwCgYIK0oZIzjOEAWIWOZEL
MAKGA1UEBhMCVVMxHjAcBgNVBAoTFUdvb2dsZSBUcnVzdCBTZXJ2aWN1czEMMAOG
A1UEAXMDVOUXMB4XDTI2MDYX0TA3MzQOMVoXDTI2MDkxNzA4MzQyMlowFTETMBEG
ALUEAXMKbXN1LmVkdS5teTBZMBMGBYqGSM49AgEGCCqGSM49AWEHAOIABIZYTu9C
qKc41Rs6M7LIZF41bbFQp7BRf7LCYTc8hMhvwx+h71Z83+twb/hCriN6xwQt2866
Lq+FGFLfIghf5/0jggIqMIICJjAOBgNVHQ8BAT8EBAMCBAAWEWYDVROIBAWWCGY I
KwYBBQUHAWEWDAYDVROTAQH/BAIWADAdBgNVHQ4EFgQUSRiwjSpCCOZdmZgKeXCA
Kcmmi6EwHwYDVROjBBgwFoAUkHeSNWTE/6jMqeZ72YB5e8yT+TgwNQYIKwYBBQUH
AQEEKTANMCUGCCsGAQUFBzAChhlodHRwOi8vaS5wa2kuzZ29vZy93ZTEuY3JOMCMG
ALUdEQQcMBqCCm1zdS51ZHUubXmCDCoubXN1LmVkdS5teTATBgNVHSAEDDAKMAGG
BmeBDAECATA2BgNVHR8ELzAtMCugKaAnhiVodHRw0i8vYy5wa2kuzZ29vZy93ZTEv
cmRvWmFQLUNFNFkuY3JsMIIBBgYKKwYBBAHWeQIEAgSBOwWSBIADYAHCALESDh/ rs
we+B8xkkJqgYZQHHO184AgE/cmd9VTcuGdgAAAGe3wSbfgAABAMASDBGALEAUWWE
9CXO0FeB5Qdbyaj04GZapZVUCoeAB4cHA/Gul+z4CIQDG2UznmR1BK2D+ALLKV7fZ
J/WSd9c2JeArdgQbuxYOQgB3ANdt fRDRp/V3ws fpX9cAv/mCyTNaZeHQswFzF8DI
XW13AAABnt8EmM3EAAAQDAEgWRIhAMS9wbI2Ng75IS8HeZB0Oj y+92Nd1z63sxi3D
WcFQkX0OyAiEAKk]jzI7fULnYOfzhG7GmCVWKPUD+wppjPq2vscWggkqz4wCgYIKoZI
zjOEAWIDSAAWRQIhALags4opVN1j8MreuwQsgVkG3eNiiRneswqwPIhox0ijAiAE
CilLpJfB70+eA6yyrl1PEGUmYDD40JIDTO9Ucio5SWEXpw==

1 s:C=US, 0= Google Trust Services, CN = WE1
i:C = US, 0 = Google Trust Services LLC, CN = GTS Root R4
a:PKEY: id-ecPublicKey, 256 (bit); sigalg: ecdsa-with-SHA384
v:NotBefore: Dec 13 09:00:00 2023 GMT; NotAfter: Feb 20 14:00:00 2029 GMT

MIICnzCCAiWgAwIBAQIQf/MZd5csIkp2FVOTttaF4zAKBggghkjOPQQDAZBHMQsw
CQYDVQQGEwJIVUzEiMCAGALIUEChMZR29vZ2Xx1IFRydXNOIFNlcnZpY2VzIEXMQzEU
MBIGA1UEAXMLRIRTIFJvb3QgUjQwHhcNMjMxMjEzMDkwMDAwWhcNMj kwMj IwMTQw
MDAWWjA7MQswCQYDVQQGEwJVUzEeMBWGATUEChMVR29vZ2x1IFRYdXNOIFNlcnZp
Y2VzMQwwCgYDVQQDEWNXRTEWWTATBgcghkjOPQIBBggqghkjOPQMBBWNCAARVZTr+
Z1dHTCEDhUDCR127WECPQMFcF4XGGTfn1XzthkubgdnXGhO1CgP4mMTG6J7/EFmP
LCaY9eYmIbsPAvpWo4H+MIH7MA4GA1UdDWEB/wQEAWIBhjAdBgNVHSUEF jAUBggr
BgEFBQcDAQYIKwYBBQUHAWIWEQYDVROTAQH/BAgwBgEB/wIBADAdBgNVHQ4EFgQU
kHeSNWFE/6iMqeZ72YB5e8yT+TgwHwYDVROjBBgwFoAUgEZW63T/STaj1dj8tT7F
avCUHYwwNAYIKwYBBQUHAQEEKDAMMCQGCCsGAQUFBzAChhhodHRwOi8vaS5wa2ku
Z29vZy9yNC5j cnQwKwYDVROBCQwI jAgoB6gHIYaaHROcDovL2MucGtpLmdvb2cv
c19yNC5j cmwwEwYDVROgBAwWWC jAIBgZngQwBAgEWCgYIK0ZIzjOEAWMDaAAWZQIx
A0cCq1HW900VznX+ORGU1cxAQXomvtgM8zItPZCuFQ8jSBIS]jz5keR0vIaYsAm5Y
sQIwJonMaAFi54mrfhfoFNZEfuNMSQ6/bIBiNLiyoX46FohQvKeIoJ99cx7sUKFN
Tulw

2 s:C = US, 0 = Google Trust Services LLC, CN = GTS Root R4
i:C = BE, 0 = GlobalSign nv-sa, OU = Root CA, CN = GlobalSign Root CA
a:PKEY: id-ecPublicKey, 384 (bit); sigalg: RSA-SHA256
v:NotBefore: Nov 15 03:43:21 2023 GMT; NotAfter: Jan 28 00:00:42 2028 GMT

MIIDejCCAMKgAWIBAQIQf+UwvzMTQ77dghYQST2KGZANBgkghkiGOwOBAQsFADBX
MQswCQYDVQQGEwJCRTEZMBCGALUEChMQR2xvYmFsU21nbiBudilzYTEQMA4GA1UE
CxMHUmM9vdCBDQTEbMBKGALIUEAXMSR2xvYmFsU21nbiBSh290IENBMBAXDTIZMTEX
NTAzNDMyMVoXDTI4MDEyODAwMDAOMLowRzELMAKGATUEBhMCVVMxXI jAgBgNVBAOT
GUdvb2dsZSBUcnVzdCBTZXJ2aWN1cyBMTEMxFDASBgNVBAMTCOdUUYBSh290IFIO
MHYWEAYHK0ZIZzjOCAQYFK4EEACIDYgAE83Rzp2ilYK5DUDXFgTB7S0md+8Fhzube
Rr1rlWEYNa5A3XP3iZEwWus870V80kB206nGUEfYKueSkWpz6bFy0Z8pn6KY019e
WIZ1D6GEZQbR3IvIx3PIjGov5cSrOR2Ko4H/MIH8MA4GA1UdDWEB/WQEAWIBhjAd
BgNVHSUEFjAUBggrBgEFBQcDAQYIKwYBBQUHAwIwDWYDVROTAQH/BAUWAWEB/ zAd
BgNVHQ4EFgQUQEZW63T/STaj 1dj8tT7FavCUHYwwHwYDVROj BBgwFoAUYHtMGKUN
18gJUC99BMOOGP/8/UswNgYIKwYBBQUHAQEEK]AoMCYGCCsGAQUFBzAChhpodHRw
0i8vaS5wa2kuz29vZy9Inc3IxLmNydDAtBgNVHREEJ jAKMCKgIKAehhxodHRwOi8v
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Yy5wa2kuZ29vZy9yL2dzcjEuY3JIsMBMGA1UdIAQMMAowCAYGZ4EMAQIBMAOGCSG
SIb3DQEBCWUAA4IBAQAYQrsPBtYDh5bjP20BDwmkoWhIDDkic574y04tfzHpn+c]
0dI2D4SseesQ6bDrarz7C30ddLibZatoKiws3ULIXnELz4ct92vID24FfVbiIlhY
+SW6FoVHKNeWIPOGChbaM4C6uVdF5dTUSMVs/ZbzNnIdCp5Gxmx5ejvEau8otR/Cs
kGN+hr/W5GvT1tMBjgWKZ1i4//emhA1JG1BbPzoLJQvyEotc®31XjTaCzv8mEbep
8RqZ7a2CPsgRbuvTPBwcOMBBmuFeU88+FSBX6+71P0i18b4Z0QFqIwwMHfs/L6K1
vepuoxtGzi4CZ68zJpiqlUvSqTbFJljtbD4seiMHl

Server certificate

subject=CN = msu.edu.my

issuer=C = US, 0 = Google Trust Services, CN = WEl
No client certificate CA names sent

Peer signing digest: SHA256

Peer signature type: ECDSA

Server Temp Key: X25519, 253 bits

SSL handshake has read 2783 bytes and written 392 bytes
Verification: 0K

New, TLSv1.3, Cipher is TLS AES 256 GCM SHA384
Server public key is 256 bit

Secure Renegotiation IS NOT supported

Compression: NONE

Expansion: NONE

No ALPN negotiated

Early data was not sent

IPV6 Connection
IP Used 2606:4700:20: :ac43:4663

IP Version 6

depth=2 C = US, 0 = Google Trust Services LLC, CN = GTS Root R4

verify return:1

depth=1 C = US, 0 = Google Trust Services, CN = WE1l

verify return:1

depth=0 CN = msu.edu.my

verify return:1

CONNECTED (00000010)

Certificate chain

0 s:CN = msu.edu.my

i:C = US, 0 = Google Trust Services, CN = WEL
a:PKEY: id-ecPublicKey, 256 (bit); sigalg: ecdsa-with-SHA256
v:NotBefore: Jun 19 07:34:41 2026 GMT; NotAfter: Sep 17 08:34:22 2026 GMT
 zAtMCugKaAnhiVodHRwOi8vYy5wa2kuZ29vZy93ZTEv
cmRvWmFQLUNFNFkuY3JsMIIBBgYKKwYBBAHWeQIEAgSBOwWSBIADYAHCALESDh/ rs
we+B8xkkJqgYZQHHO184AgE/cmd9VTcuGdgAAAGe3wSbfgAABAMASDBGALEAUWWE
9CXO0FeB5Qdbyaj04GZapZVUCoeA04cHA/Gul+z4CIQDG2UznmR1BK2D+ALLKV7fZ
J/WSd9c2JeArdgQbuxYOQgB3ANdt fRDRp/V3ws fpX9cAv/mCyTNaZeHQswFzF8DI
XW13AAABnt8EmM3EAAAQDAEgWRgIhAMS9wbI2Ng75IS8HeZB0Oj y+92Nd1263sxi3D
WcFQkX0yAiEAKjzI7 fULnYOfzhG7GmCVWKPUD+wppjPq2vscWggkqz4wCgYIKoZI
zjOEAWIDSAAWRQIhALaqs4opVN1j8MreuwQsgVkG3eNiiRneswqwPIhox0ijAiAE
CilLpJfB70+eA6yyrl1PEGUmYDD40JIDTO9Ucio5WEXpw==

1 s:C =US, 0 = Google Trust Services, CN = WE1
i:C = US, 0 = Google Trust Services LLC, CN = GTS Root R4
a:PKEY: id-ecPublicKey, 256 (bit); sigalg: ecdsa-with-SHA384
v:NotBefore: Dec 13 09:00:00 2023 GMT; NotAfter: Feb 20 14:00:00 2029 GMT

MIICnzCCAiWgAWIBAGIQf/MZd5csIkp2FVOTttaF4zAKBggqhkjOPQQDAZBHMQswW
CQYDVQQGEWJIVUzEiMCAGALUEChMZR29vZ2Xx1IFRYdXNOIFNlcnZpY2VzIEXMQzEU
MBIGA1UEAXMLRIRTIFJvb3QgUjQwHhcNMjMxMjEzMDkwMDAwWhCNM] kwMj IwMTQw
MDAwWWjA7MQswCQYDVQQGEwIVUzEeMBwGA1UEChMVR29vZ2x 1IFRydXNOIFNlcnZp
Y2VzMQwwCgYDVQQDEWNXRTEWWTATBgcqhkjOPQIBBggqhkjOPQMBBWNCAARVZTr+
Z1dHTCEDhUDCR127WECPQMFcF4XGGTfn1XzthkubgdnXGhO1CgP4mMTG6J7/EFmP
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LCaY9eYmJIbsPAvpWo4H+MIH7MA4GA1UdDWEB/wQEAWIBh j AdBgNVHSUEF jAUBggr
BgEFBQCcDAQYIKwYBBQUHAWIWEQYDVROTAQH/BAgwBgEB/WwIBADAdBgNVHQ4EFgQU
kHeSNWfE/6jMqeZ72YB5e8yT+TgwHwYDVROjBBgwFoAUQEZW63T/STajldj8tT7F
avCUHYwwNAY IKwYBBQUHAQEEKDAMMCQGCCsGAQUFBzAChhhodHRwOi8vaS5wa2ku
Z29vZy9yNC53j cnQwKwYDVROTBCQwIjAgoB6gHIYaaHROcDovL2MucGtpLmdvb2cv
Ci9yNC5j cmwwEwYDVROgBAWWC jAIBgZngQwBAgEWCGYIK0ZIzZj OEAWMDaAAWZQIX
A0cCqlHW900VZznX+ORGULcxAQXomvtgM8zItPZCuFQ8jSBIS]jz5keR0OvIaYsAm5Y
sQIwJonMaAFi54mrfhfoFNZEfuNMSQ6/bIBiNLiyoX46FohQvKeIoJ99cx7sUkFN
TuIw

2 s:C = US, 0 = Google Trust Services LLC, CN = GTS Root R4
i:C = BE, 0 = GlobalSign nv-sa, OU = Root CA, CN = GlobalSign Root CA
a:PKEY: id-ecPublicKey, 384 (bit); sigalg: RSA-SHA256
v:NotBefore: Nov 15 03:43:21 2023 GMT; NotAfter: Jan 28 00:00:42 2028 GMT

MIIDejCCAMKgAWIBAGIQf+UwvzMTQ77dghYQST2KGZANBgkghkiGOwOBAQS FADBX
MQswCQYDVQQGEwICRTEZMBCGALUEChMQR2xvYmFsU21nbiBudilzYTEQMA4GALUE
CxMHUmM9vdCBDQTEbMBKGA1UEAXMSR2xvYmFsU21nbiBShb290IENBMBAXDTIzMTEX
NTAzNDMyMVoXDTI4MDEyODAwWMDAOMLowRzELMAKGATUEBhMCVVMXI jAgBgNVBAOT
GUdvb2dsZSBUcnVzdCBTZXJ2aWN1cyBMTEMxFDASBgNVBAMTCOdUUYBSb290IFIO
MHYWEAYHK0ZIZzjOCAQYFK4EEACIDYQAE83Rzp2ilYK5DUDXFgTB7S0md+8Fhzube
Rr1rlWEYNa5A3XP3iZEwWus870V80kB206nGUEfYKueSkWpz6bFy0Z8pn6KY019e
WIZ1D6GEZQbR3IvIX3PIjGov5cSroR2Ko4H/MIH8MA4GALUdDWEB/WQEAWIBh]jAd
BgNVHSUEF j AUBgg rBgEFBQcDAQYIKwYBBQUHAWIWDWYDVROTAQH/BAUWAWEB/ zAd
BgNVHQ4EFgQUQEZW63T/STaj1dj8tT7FavCUHYwwHwYDVROjBBgwFoAUYHtmGKUN
189JUC99BMOOqP/8/UswNgYIKwYBBQUHAQEEK]AoMCYGCCsGAQUFBzAChhpodHRw
0i8vaS5wa2kuzZ29vZy9nc3IxLmNydDAtBgNVHRBE] jAkMCKgIKAehhxodHRwOi8v
Yy5wa2kuZ29vZy9yL2dzcjEuY3JsMBMGA1UdIAQMMAOWCAYGZ4EMAQIBMAOGCSAG
SIb3DQEBCWUAA4IBAQAYQrsPBtYDh5bjP20BDwmkoWhIDDkic574y04tfzHpn+c]
0dI2D4SseesQ6bDrarz7C30ddLibZatoKiws3ULIXnELz4ct92vID24FfVbiIlhY
+SW6FoVHKNeWIPOGChaM4C6uVdF5dTUsMVs/ZbzNnIdCp5Gxmx5ejvEau8otR/Cs
kGN+hr/W5GvT1tMBjgWKZ1i4//emhA1JG1BbPzoLJQvyEotc®31XjTaCzv8mEbep
8RqZ7a2CPsgRbuvTPBwcOMBBmuFeU88+FSBX6+71P0i18b4Z0QFqIwwMHfs/L6K1
vepuoxtGzi4CzZ68zIpiqlUvSqTbFJjtbD4seiMH1

Server certificate

subject=CN = msu.edu.my

issuer=C = US, 0 = Google Trust Services, CN = WE1l
No client certificate CA names sent

Peer signing digest: SHA256

Peer signature type: ECDSA

Server Temp Key: X25519, 253 bits

SSL handshake has read 2783 bytes and written 392 bytes
Verification: 0K

New, TLSv1.3, Cipher is TLS AES 256 GCM SHA384

Server public key is 256 bit

Secure Renegotiation IS NOT supported

Compression: NONE

Expansion: NONE

No ALPN negotiated

Early data was not sent
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HTTP Response Evidence

IPv4 HTTP (port 80)

HTTP Status 403
Connected IP 104.26.11.39
Connect Time 8.54 ms
TTFB 20.03 ms
Total Time 20.08 ms

Response Headers:

"HTTP/1.1 403 Forbidden",
"Date: Fri, 03 Jul 2026 19:51:19 GMT",
"Content-Type: text/html; charset=UTF-8",
"Connection: keep-alive",
"Cache-Control: private, max-age=0, no-store, no-cache, must-revalidate, post-check=0, pre-check=0",
"Expires: Thu, 01 Jan 1970 00:00:01 GMT",
"referrer-policy: same-origin",
"x-frame-options: SAMEORIGIN",
"Speculation-Rules: \"/cdn-cgi/speculation\"",
"Report-To: {\"group\":\"cf-
nel\",\"max_age\":604800,\"endpoints\": [{\"url\":\"https://a.nel.cloudflare.com/report/v4?s=8gfT30US2iPA8HXq9voTPDOIeECXhsSU3G]jdZ5m2Bp6K7%2B0t7MR]jqIHCr6ib%2BSDxs%2FcshFvXyyM%s2BSi
"Nel: {\"report_to\":\"cf-nel\",\"success_fraction\":0.0,\"max_age\":604800}",
"expect-ct: max-age=86400, enforce",

"x-content-type-options: nosniff",
"x-xss-protection: 1; mode=block",
"Server: cloudflare",

"CF-RAY: al586c9abd4bfde7-SIN",
"alt-svc: h3=\":443\"; ma=86400"

IPv6 HTTP (port 80)

HTTP Status 403

Connected IP 2606:4700:20: :ac43:4663
Connect Time 7.48 ms

TTFB 33.52 ms

Total Time 33.57 ms

Response Headers:

"HTTP/1.1 403 Forbidden",
"Date: Fri, 03 Jul 2026 19:51:19 GMT",
"Content-Type: text/html; charset=UTF-8",
"Connection: keep-alive",
"Cache-Control: private, max-age=0, no-store, no-cache, must-revalidate, post-check=0, pre-check=0",
"Expires: Thu, 01 Jan 1970 00:00:01 GMT",
"referrer-policy: same-origin",
"x-frame-options: SAMEORIGIN",
"Speculation-Rules: \"/cdn-cgi/speculation\"",
"Report-To: {\"group\":\"cf-
nel\",\"max_age\":604800,\"endpoints\": [{\"url\":\"https://a.nel.cloudflare.com/report/v4?s=Ms13N7UbFDpHmftY6FVwVqK4jpYcO0iacJAh5mB2DAE4Z5pP1jd0JIx8w%2BbFbU0%2F9QmoubwL7qqV%2FuxnD5
"Nel: {\"report to\":\"cf-nel\",\"success fraction\":0.0,\"max_age\":604800}",
"expect-ct: max-age=86400, enforce",
"x-content-type-options: nosniff",
"x-xss-protection: 1; mode=block",
"Server: cloudflare",
"CF-RAY: al586c999a4ac211-SIN",
"alt-svc: h3=\":443\"; ma=86400"

IPv4 HTTPS (port 443)
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HTTP Status 200
Connected IP 104.26.11.39
Connect Time 17.96 ms
TTFB 178.79 ms
Total Time 178.87 ms

Response Headers:

"HTTP/2 301",

"date: Fri, 03 Jul 2026 19:51:19 GMT",

"content-type: text/html; charset=UTF-8",

"location: https://www.msu.edu.my/",

"speculation-rules: \"/cdn-cgi/speculation\"",

"report-to: {\"group\":\"cf-

nel\",\"max_age\":604800,\"endpoints\": [{\"url\":\"https://a.nel.cloudflare.com/report/v4?s=cAjMORHHrWCHXvWBQuz13miAtSQhRDagRh3LxRY83Vj0OglloLprkfMImCysmfWW8aKZHHCZQ6BOCzal6BIStql
"6": "nel: {\"report_to\":\"cf-nel\",\"success fraction\":0.0,\"max_age\":604800}"

"expect-ct: max-age=86400, enforce",

"referrer-policy: same-origin",
"x-content-type-options: nosniff",
"x-frame-options: SAMEORIGIN",

"11": "x-xss-protection: 1; mode=block",

"12": "server: cloudflare",

"13": "cf-ray: al586c9af8d781lef-SIN",

"14": "alt-svc: h3=\":443\"; ma=86400",

"16": "HTTP/2 200",

"17" date: Fri, 03 Jul 2026 19:51:19 GMT",
"18": "content-type: text/html; charset=UTF-8"
"19": "server: cloudflare",

"20": "vary: Accept-Encoding",

"21": "expires: Thu, 19 Nov 1981 08:52:00 GMT",
"22": "cache-control: no-store, no-cache, must-revalidate",

"23": "pragma: no-cache",
"24": "set-cookie: PHPSESSID=hOaeikm3tipovjm7mtvbfok5rf; path=/; SameSite=Lax",
"25": "strict-transport-security: max-age=15768000"

"26": "x-xss-protection: 1; mode=block",
"27": "cf-cache-status: BYPASS",
"28": "speculation-rules: \"/cdn-cgi/speculation\"",
"29": “"report-to: {\"group\":\"cf-
nel\",\"max_age\":604800,\"endpoints\": [{\"url\":\"https://a.nel.cloudflare.com/report/v4?s=v1%2BojxzSYWY29wfEVKa%2BwODBfBAeRVIMtbHIVK8IjuWNOYLIUi9hfLikAFbce®@f45hr93PJ9WBI3DgFHk6
"30": "nel: {\"report_ to\":\"cf-nel\",\"success fraction\":0.0,\"max_age\":604800}",
"31" expect-ct: max-age=86400, enforce",
"32": "referrer-policy: same-origin",
"33": "x-content-type-options: nosniff",
"34" x-frame-options: SAMEORIGIN",
"35": "cf-ray: al586c9b3cb46ba2-SIN",
"36": "alt-svc: h3=\":443\"; ma=86400"

IPv6 HTTPS (port 443)

HTTP Status 200

Connected IP 2606:4700:20::681a:b27
Connect Time 16.95 ms

TTFB 145.44 ms

Total Time 145.54 ms

Response Headers:

"0": "HTTP/2 301",

"date: Fri, 03 Jul 2026 19:51:19 GMT",

"content-type: text/html; charset=UTF-8",

"location: https://www.msu.edu.my/",

"speculation-rules: \"/cdn-cgi/speculation\"",

"report-to: {\"group\":\"cf-

\"max_age\":604800,\"endpoints\": [{\"url\":\"https://a.nel.cloudflare.com/report/v4?s=qres2FHAkvv8Q14%2BS2KCSEwTUhJre%2BcBMd86%2FLhIP7vndn4Ee0xYp1tJI8I1TjAgDrQfUgTLU2560ZXgQGl
"6": "nel: {\"report_to\":\"cf-nel\",\"success fraction\":0.0,\"max_age\":604800}"

"7": "expect-ct: max-age=86400, enforce"

nel\

"referrer-policy: same-origin",
"x-content-type-options: nosniff",
"10": "x-frame-options: SAMEORIGIN",
"11": "x-xss-protection: 1; mode=block"
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"12": “"server: cloudflare"

cf-ray: al586c99ea95ceba-SIN",

"14": "alt-svc: h3=\":443\"; ma=86400"

"16": "HTTP/2 200",

"date: Fri, 03 Jul 2026 19:51:19 GMT",
"18": "content-type: text/html; charset=UTF-8"
"19": "server: cloudflare",

"20": "vary: Accept-Encoding",

"21": "expires: Thu, 19 Nov 1981 08:52:00 GMT"

"22": "cache-control: no-store, no-cache, must-revalidate"

"23": "pragma: no-cache",

"24": "set-cookie: PHPSESSID=srfho2g260js963autclj5g35k; path=/; SameSite=Lax",
nogn
"26": "x-xss-protection: 1; mode=block"

"27": "cf-cache-status: BYPASS",

"28": "speculation-rules: \"/cdn-cgi/speculation\"",
"29": "cf-

"strict-transport-security: max-age=15768000",

report-to: {\"group\":\

nel\",\"max_age\":604800,\"endpoints\": [{\"url\":\"https://a.nel.cloudflare.com/report/v4?s=cW4PtUeUulgHc5ZTand404g45j rM72v5nEu3WtOquWrQ6Hsm%2FimmpT4Cvap8vt3DvHoLCrEgm1VoBkcHSWFo!

"30": "nel: {\"report_to\":\"cf-nel\",\"success_fraction\":0.0,\"max_age\":604800}"

"31": "expect-ct: max-age=86400, enforce"
"32": "referrer-policy: same-origin"
"33": "x-content-type-options: nosniff"

"34": "x-frame-options: SAMEORIGIN",
"35": "cf-ray: al586c9a2fab243f-SIN",
"36": "alt-svc: h3=\":443\"; ma=86400"

Connectivity Test Evidence

Test

TCP Connect IPv4 - port 80
TCP Connect IPv6 - port 80
TCP Connect IPv4 - port 443

TCP Connect IPv6 - port 443

Test Node Network Evidence

Node Profile dual stack

Egress Connectivity
IPv4 Egress 76.13.221.142

IPv6 Egress 2202:4780:5e:2789::1

Sysctl IPv6 Flags

net.ipv6.conf.all.disable_ipvé 0

IPv6 Routes

2a02:4780:5e::/48 dev eth0® proto kernel metric 256 pref medium
fe80::/64 dev eth® proto kernel metric 256 pref medium
default via 2a02:4780:5e::1 dev ethO® proto static metric 1024 pref medium

IPv4 Routes

default via 76.13.221.254 dev eth® proto static

10.6.101.0/24 dev wg0 scope link

10.6.102.0/24 dev wgd scope link

76.13.221.0/24 dev eth® proto kernel scope link src 76.13.221.142
172.29.0.0/24 dev wgd scope link
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Result
301 0.008531 0.040164
301 0.007629 0.030148
301 0.007591 0.037264

301 0.007805 0.040427
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