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A

Partially Compliant

MGv6C-1.0

IPV6 ADDRESSES
2606:4700:20: :681a:bba
2606:4700:20: :ac43:4459
2606:4700:20: :681a:aba

Network Information (WHOIS / RDAP)

Organization
Country
ASN

ASN Name

Network (CIDR)

Web Services (35%)

# CHECK

1 AAAA Record

2 Globally Routable IPv6
3 HTTP over IPv6

4 HTTPS over IPv6

5 IPv6-Only Reachability

6 TLS Certificate Valid (IPv6)

7 Dual-Stack (IPv4 + IPv6)

8 HTTP/3 (QUIC)

DNS & DNSSEC (25%)

# CHECK

1 NS Has AAAA Record

2 NS Reachable via IPv6

3 NS Answers Queries via IPv6
4 DNSSEC Validated

5 Reverse DNS (PTR)

National IPv6 Readiness Monitor — https://ipv6.my6.my

IPV6-ONLY READINESS

7 3 % Website: X Not Ready

Partial Support DNS: v Ready
Email: X Not Ready

IPV4 ADDRESSES

104.26.11.186
104.26.10.186

172.67.68.89
IPv6 Network IPv4 Network
Cloudflare, Inc. Cloudflare, Inc.
us us
AS13335 AS13335
CLOUDFLARENET - Cloudflare, Inc., US CLOUDFLARENET - Cloudflare, Inc., US
2606:4700::/32 104.16.0.0/12
6/8
RESULT DETAIL
PASS 2606:4700:20::681a:bba, 2606:4700:20::ac43:4459, 2606:4700:20::681a:aba
PASS All addresses are globally routable.
PASS HTTP (port 80) responds over IPv6 — 60ms TTFB.
PASS HTTPS (port 443) responds over IPv6 — 34ms TTFB.
FAIL Site is not reachable when limited to IPv6-only.
PASS Certificate valid — issued by C = US, O = Google Trust Services, CN = WEL, expires Aug 7 22:59:02 2026
GMT
PASS Domain has both A and AAAA records.
FAIL No HTTP/3 support detected.
3/5
RESULT DETAIL
PASS Nameserver has IPv6 address.
PASS Nameserver is reachable via IPv6 on port 53.
PASS DNS queries answered over IPv6.
FAIL DNSSEC validation failed or zone is unsigned.
FAIL No PTR record found.
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# CHECK RESULT DETAIL
6 DS Record at Parent FAIL No DS record at parent.
7 RRSIG Valid PASS RRSIG signatures are current and valid.
8 Signing Algorithm INFO ECDSAP256SHA256
Email Services (25%) 4/6
# CHECK RESULT DETAIL
1 MX Record Exists PASS MX record found.
2 MX Server Has IPv6 PASS MX server has AAAA record.
3 SMTP Reachable via IPv6 FAIL SMTP is not reachable over IPv6.
4 STARTTLS over IPv6 FAIL STARTTLS not available over IPv6.
5 SPF Record PASS SPF record found.
6 DKIM Selector INFO DKIM selector found: selectorl._domainkey
7 DMARC Record PASS DMARC record found.
IPv4 Baseline (15%) 3/3
# CHECK RESULT DETAIL
1 A Record PASS 104.26.11.186, 104.26.10.186, 172.67.68.89
2 HTTP over IPv4 PASS HTTP (port 80) responds over IPv4 — 55ms TTFB.
3 HTTPS over IPv4 PASS HTTPS (port 443) responds over IPv4 — 41ms TTFB.
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Audit Trail & Evidence Record

Verification ID 55bf1f94-fa4f-4226-8e%9a-6fb01f67a815

Domain ucsiuniversity.edu.my

Check Mode Manual

Status Completed

Started 04 Jul 2026, 03:50:32 MYT

Finished 04 Jul 2026, 03:50:58 MYT

Test Node Profile dual stack

Engine Version 2.0.0

MGv6C Version 1.0.0

Audit URL https://ipv6.my6.my/audit/55bf1f94-fadf-4226-8e9a-6fb01f67a815

Integrity Verification

v INTEGRITY VERIFIED

Algorithm

Root Hash
http_headers
dns_responses
tls_handshake
connectivity_log

dns_resolution_times

hmac-sha256-v1

39fcb7926fbf63b120213cc2f65bb3bc8166d80419d99f027398ecf8da7529e0

f6lec4be63f717cd4090c401d6df47ee691e5d12d80b3547bc43ba52a2440483

6cfc90f5d9271bbel41b31ef271e93c06a7b3cdebc6515661243felb42be6d5h

fceld326bb7b1df580a9750609944338e5¢c5e96347360013e30e24981d51134a

562cb8acflddlfe®b25f504a7259fe24912af1fc354cd5f3ac59c4159d2¢5d70

dc2a85df3al459bfa8a97b9dbab019c6cd83474fb708192bfef62151e725a071

Test Node Identity

Os Linux srv1440888 6.8.0-124-generic #124-Ubuntu SMP PREEMPT DYNAMIC Tue May 26 13:00:45 UTC 2026 x86 64
Hostname srv1440888

Php Version 8.3.32

Server lpv4 76.13.221.142

Server Ipv6 2202:4780:5e:2789::1

DNS Resolution Performance

Comparison of A (IPv4) vs AAAA (IPv6) query times across resolvers and transports. Shows median (p50) and 95th percentile (p95) of 3 samples per tuple.

Resolver Transport A p50 (ms) A p95 (ms) AAAA p50 (ms) AAAA p95 (ms) Delta (ms)
System Default 21.89 22.03 13.48 22.13 -8.4
Google IPv4 37.18 48.04 39.58 41.86 +2.4
Google IPv6 26.91 35.8 20.02 23.89 -6.9
Cloudflare IPv4 9.67 20.31 7.97 8.01 -1.7
Cloudflare IPv6 18.95 20.27 25.04 30.19 +6.1
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DNS Evidence

A

;5 Got answer:
->>HEADER<<- opcode: QUERY, status: NOERROR, id: 6483

;; flags: qr rd ra; QUERY: 1, ANSWER: 3, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 ANSWER SECTION:
ucsiuniversity.edu.my.[]300[JIN[JA[]104.26.10.186
ucsiuniversity.edu.my.[J300JINJA]104.26.11.186
ucsiuniversity.edu.my.[]3000IN[JA]172.67.68.89

DS

;5 Got answer:
->>HEADER<<- opcode: QUERY, status: NOERROR, id: 14859

;3 flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;3 AUTHORITY SECTION:

edu.my.[J0029430INJSOA[Je.nic.my. hostmaster.nic.my. 2026052757 1800 900 604800 3600

MX

;3 Got answer:
->>HEADER<<- opcode: QUERY, status: NOERROR, id: 43758

;3 flags: qr rd ra; QUERY: 1, ANSWER: 3, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

33 ANSWER SECTION:

ucsiuniversity.edu.my.[J3000INMX(]5 mars.ucsigroup.com.my.

ucsiuniversity.edu.my.[]300[JIN[JMX[J0 ucsiuniversity-edu-my.mail.protection.outlook.com.

ucsiuniversity.edu.my.[J3000INOMX(]10 jupiter.ucsigroup.com.my.

NS

;3 Got answer:
->>HEADER<<- opcode: QUERY, status: NOERROR, id: 34611

;3 flags: qr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: ©, ADDITIONAL:

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 ANSWER SECTION:
ucsiuniversity.edu.my.[]864000INNSJanton.ns.cloudflare.com.
ucsiuniversity.edu.my.[]86400JINNS[Jali.ns.cloudflare.com.

TXT

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 49931

;3 flags: qr rd ra; QUERY: 1, ANSWER: 8, AUTHORITY: O, ADDITIONAL:

;; OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232
33 ANSWER SECTION:

ucsiuniversity.ed

c

ucsiuniversity.ed

c

ucsiuniversity.ed

<

1

.my .[J3000INOTXT("globalsign-domain-verification=UkzzLAFMNKwC8CCx1qV0oSpKjfiqo8pQoMtrzXl-_ 9"
.my .[J3000INJTXT[]"globalsign-domain-verification=uZna88SDQ30C6dFaPmtnJ7G421P1LvVvENMNPN4KWLV"
.my.[3000INOTXT"google-gws-recovery-domain-verification=55196179"

ucsiuniversity.edu.my.[]3000INJTXT[]"google-site-verification=3aLF496Aw2w191rKxwfHlVYvZDs2jYOkfLtzWE20NrY"
ucsiuniversity.edu.my.[3000INJTXT"v=spfl include:enginemailer.org ip4:103.138.64.22 ip4:103.138.64.23 ip4:103.138.64.24 include:spf.protection.outlook.com

include:_spf.google.com ~all"

ucsiuniversity.edu.my.[J3000INJTXT]"apple-domain-verification=a78FYiQS1lpsPonUJ"
ucsiuniversity.edu.my.[]3000INOTXT(" facebook-domain-verification=wtsrrm42e2caht5008za8k2n5kldgb"
ucsiuniversity.edu.my.[3000INJTXT[]"globalsign-domain-verification=Me76M9nVpSRaTiNDZNI9GOWOLVR7UydgW_P2lnYzau"

AAAA

;3 Got answer:
->>HEADER<<- opcode: QUERY, status: NOERROR, id: 27618

;5 flags: qr rd ra; QUERY: 1, ANSWER: 3, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
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;3 ANSWER SECTION:

ucsiuniversity.edu.my.[]300[]JIN[JAAAA[]2606:4700:20: :ac43:4459
ucsiuniversity.edu.my.[]300[INJAAAA[]2606:4700:20: :681la:bba
ucsiuniversity.edu.my.[]300[JIN[JAAAA[]2606:4700:20: :681a:aba

RRSIG

ali.ns.cloudflare.com. dns.cloudflare.com. 2408187652 10000 2400 604800 1800
SOA 13 3 1800 20260704205032 20260702185032 34505 ucsiuniversity.edu.my. mD2jfC83zPbCXUCPzE1GO1ATQoy3Ex23X]j8EY6q+prgbmT4hbWgCcnH8 0llpyU6mnJU9vcEBXS5DKEoPymUnaDQ==

DNSKEY

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 4683
;5 flags: gr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232

;3 ANSWER SECTION:
ucsiuniversity.edu.my.[]3576[JIN[JDNSKEY[J256 3 13 0JMRESz5E4gYzS/q6XDrvU1gMPYIjCWzJa0au8XNEZeqCYKD5arOIRd8 KgXXFJkqmVfRvMGPmM1x8fGAa2XhSA==

ucsiuniversity.edu.my.[3576[JINJDNSKEY[J257 3 13 mdsswUyr3DPW132m0i8VIxXESWE8]jTo0dxCjjnopKl+GglxpVXckHAeF+ KkxLbxILfDLUTOrAK9iUzylL53eKGQ==

DNSSEC_VALIDATION

;3 validating ucsiuniversity.edu.my/SOA: no valid signature found

; unsigned answer
ucsiuniversity.edu.my.[]17750INJSOA[Jali.ns.cloudflare.com. dns.cloudflare.com. 2408187652 10000 2400 604800 1800
ucsiuniversity.edu.my.[J17750INJRRSIGJSOA 13 3 1800 20260704205032 20260702185032 34505 ucsiuniversity.edu.my. mD2jfC83zPbCXUCPzELGO1ATQoy3Ex23Xj8EY6q+prg6mT4hbWgCcnH8

011pyU6mnJU9vcEBX5DKEoPymUnaDQ==
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TLS Handshake Evidence

IPV4 Connection
IP Used 104.26.11.186

IP Version 4

depth=2 C = US, 0 = Google Trust Services LLC, CN = GTS Root R4

verify return:1

depth=1 C = US, 0 = Google Trust Services, CN = WE1l

verify return:1

depth=0 CN = ucsiuniversity.edu.my

verify return:1

CONNECTED (00000010)

Certificate chain

0 s:CN = ucsiuniversity.edu.my

i:C = US, 0 = Google Trust Services, CN = WEL
a:PKEY: id-ecPublicKey, 256 (bit); sigalg: ecdsa-with-SHA256
v:NotBefore: May 9 21:59:17 2026 GMT; NotAfter: Aug 7 22:59

MIIDwjCCA2igAwIBAgIRAKSeyhpdRP1cE2kcgMOh53kwCgYIKoZIzjOEAWIWOZEL
MAKGA1UEBhMCVVMxHjAcBgNVBAoTFUdvb2dsZSBUcnVzdCBTZXJ2aWN1czEMMAOG
ALUEAXMDVOUXMB4XDTI2MDUWOTIXNTkxN1oXDTI2MDgwNzIyNTkwMlowIDEeMBwG
ALUEAXMVdWNzaXVuaXZ1lcnNpdHkuZWR1Lm15MFkwEwYHK0ZIzjOCAQYIK0ZIzj0D
AQcDQQAETpXxFpSX50Vvhp9MXderqchQg+48PbnGel fhtealdvkYTDi7bFyGH7Dus
LdgB8wJ/4dRIK51CSVWTOTQx+WLORKOCAMYwggJiMA4GA1UdDWEB/WQEAWIHgDAT
BgNVHSUEDDAKBgg rBgEFBQCcDATAMBgNVHRMBA f8EAj AAMBOGA1UdDgQWBBTQMCES
HKAE2KN87nHg0owNWzTR1jAfBgNVHSMEGDAWgBSQA5I1Z8T/qMyp5nvZgH172zIP5
0DBeBggrBgEFBQCBAQRSMFAWJIWYIKwYBBQUHMAGGG2hOdHAGLY9vLNBrasS5nb29n
L3Mvd2UxL3JsNDA1BggrBgEFBQcwAoYZaHROcDovL2kucGtpLmdvb2cvd2UxLmNy
dDA5BgNVHREEMj AwghV1Y3NpdW5pdmVyc210eS51ZHUubXmCFyoudWNzaXVuaXZl
cnNpdHkuZWR1Lm15MBMGA1UdIAQMMAowCAYGZ4EMAQIBMDYGA1UdHWQVMCOWK6AD
0CeGIWhOdHAGLY9jLnBraS5nb29nL3dMS9ZTGXTMUx fWmtLay5j cmwwggEDBgor
BgEEAdZ5AgQCBIHOBIHXA08AdQDXbX0Q0af1d8LHEV/XAL/59skzWmXhOLMBCcx fA
yMVpdwAAAZ4093LEAAAEAWBGMEQCIESEMK2Ndcmf8In6TIBcNHADM8Iw6200q85h
DjSoD5YgAiBZIvpErhbDZ7L2UhIuTpgZBOIAB5K ) iBgqa6PUBWYFswB2AMIXfldF
GaNF7n843rKQQevHwiFaIr9/1bWtdprZD1LNAAABNng73cuAAAAQDAECWRQINAIO4
7amRC1XTmsAqlfGzDVN+L11TNKGOTKNRhO1F+8C3RA1Becn5HIuqz0bzuQpQK/LVD
ho0Jc2RTLzKvZvKiW3ta4TAKBggqhkjOPQQDAgNIADBFAIAWWVUKZGVDolqgfqCHS
30LmAV8QO1xHi11XbtNkXTpLAQIhAKIOMD/mQuWT4mK7bvuvb4cfxvCo3vcG2FPZ
givpioTr

1 s:C = US, 0 = Google Trust Services, CN = WEl
i:C = US, 0 = Google Trust Services LLC, CN = GTS Root R4
a:PKEY: id-ecPublicKey, 256 (bit); sigalg: ecdsa-with-SHA384
v:NotBefore: Dec 13 09:00:00 2023 GMT; NotAfter: Feb 20 14:00

MIICnzCCAiWgAWIBAGIQf/MZd5csIkp2FVeTttaF4zAKBggqhkjOPQQDAZBHMQswW
CQYDVQQGEwJIVUzEiMCAGALUEChMZR29vZ2x1IFRYdXNOIFNlcnZpY2VzIEXMQzEU
MBIGA1UEAXMLR1IRTIFJvb3QgUjQwHhcNMjMxMjEzMDkwMDAwWhCNM] kwMj IwMTQw
MDAwWWjA7MQswCQYDVQQGEwIVUzEeMBwGA1UEChMVR29vZ2x 1IFRydXNOIFNlcnZp
Y2VzMQwwCgYDVQQDEWNXRTEWWTATBgcqhkjOPQIBBggqhkjOPQMBBWNCAARVZTr+
Z1dHTCEDhUDCR127WECPQMFcF4XGGTfn1XzthkubgdnXGhO1CgP4mMTG6J7/EFmP
LCaY9eYmJIbsPAvpWo4H+MIH7MA4GA1UdDWEB/wQEAWIBh j AdBgNVHSUEF jAUBggr
BgEFBQCcDAQYIKwYBBQUHAWIWEGYDVROTAQH/BAgwBgEB/WIBADAdBgNVHQ4EFgQU
kHeSNWfE/6jMqeZ72YB5e8yT+TgwHwYDVROjBBgwFoAUQEZW63T/STajldj8tT7F
avCUHYwwNAYIKwYBBQUHAQEEKDAMMCQGCCsGAQUFBzAChhhodHRwOi8vaS5wa2ku
Z29vZy9yNC5j cnQwKwYDVROTBCQwI jAgoB6gHIYaaHROCDovL2MucGtpLmdvb2cv
€i9yNC5j cmwwEwYDVROgBAWWC jAIBgZngQwBAgEWCGYIK0ZIzZj OEAWMDaAAWZQIX
A0cCgq1HW900VznX+ORGULcxAQXomvtgM8zItPZCuFQ8jSBIS]jz5keR0OvIaYsAm5Y
sQIwJonMaAFi54mrfhfoFNZEfuNMSQ6/bIBiNLiyoX46FohQvKeIoJ99cx7sUKFN
Tulw

2 s:C = US, 0 = Google Trust Services LLC, CN = GTS Root R4
i:C = BE, 0 = GlobalSign nv-sa, OU = Root CA, CN = GlobalSign
a:PKEY: id-ecPublicKey, 384 (bit); sigalg: RSA-SHA256
v:NotBefore: Nov 15 03:43:21 2023 GMT; NotAfter: Jan 28 00:00

MIIDejCCAmMKgAWIBAQIQf+UwvzMTQ77dghYQST2KGzANBgkghkiGIwOBAQsFADBX
MQswCQYDVQQGEwICRTEZMBCGALUEChMQR2xvYmFsU21nbiBudilzYTEQMA4GA1UE
CxMHUM9vdCBDQTEbMBKGATUEAXMSR2xvYmFsU21nbiBSb290IENBMB4XDTIZMTEX
NTAzNDMyMVoXDTI4MDEyODAwWMDAGMLowRzELMAKGATUEBhMCVVMXI jAgBgNVBAOT
GUdvb2dsZSBUcnVzdCBTZXJ2aWN1cyBMTEMxFDASBgNVBAMTCOdUUYBSh290IFIO
MHYWEAYHK0ZIZzj0CAQYFK4EEACIDYgAE83Rzp2iL YK5DUDXFgTB7S0md+8Fhzube
RrlrlWEYNa5A3XP3iZEwWus870V80kB206nGUETYKueSkWpz6bFy0Z8pn6KY019e
WIZ1D6GEZQbR3IvIx3PIjGov5cSrOR2Ko4H/MIH8MA4GA1UdDWEB/WQEAWIBh]Ad
BgNVHSUEF j AUBgg rBgEFBQcDAQYIKwYBBQUHAWIWDWYDVROTAQH/BAUWAWEB/ zAd
BgNVHQ4EFgQUQEZW63T/STaj1dj8tT7FavCUHYwwHwYDVROjBBgwFoAUYHtmGKUN
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189JUC99BMOOqP/8/UswNgYIKwYBBQUHAQEEK]AoMCYGCCsGAQUFBzAChhpodHRw

0i8vaS5waz2kuzZ29vZy9nc3IxLmNydDAtBgNVHRBEJ jAkMCKgIKAehhxodHRwOi8v
Yy5wa2kuZ29vZy9yL2dzcjEuY3JIsMBMGA1UdIAQMMAowCAYGZ4EMAQIBMAOGCSAG
SIb3DQEBCWUAA4IBAQAYQrsPBtYDh5bjP20BDwmkoWhIDDkic574y04tfzHpn+c]
0dI2D4SseesQ6bDrarz7C30ddLibZatoKiws3UL9xnELz4ct92vID24FfVbiIlhY
+SW6FoVHkNeWIPOGChaM4C6uVdF5dTUsMVs/ZbzNnIdCp5Gxmx5ejvEau8otR/Cs
kGN+hr/W5GvT1tMBjgWKZ1i4//emhA1JG1BbPzoLJQvyEotc031XjTaCzv8mEbep
8RqZ7a2CPsgRbuvTPBwcOMBBmuFeU88+FSBX6+71P0i18b4Z0QFqIwwMHfs/L6K1
vepuoxtGzi4CZ68zJpiqlUvSqTbFJljtbD4seiMH1

Server certificate

subject=CN = ucsiuniversity.edu.my

issuer=C = US, 0 = Google Trust Services, CN = WEL
No client certificate CA names sent

Peer signing digest: SHA256

Peer signature type: ECDSA

Server Temp Key: X25519, 253 bits

SSL handshake has read 2854 bytes and written 403 bytes
Verification: OK

New, TLSv1.3, Cipher is TLS AES 256 GCM SHA384
Server public key is 256 bit

Secure Renegotiation IS NOT supported

Compression: NONE

Expansion: NONE

IPV6 Connection

IP Used 2606:4700:20::681a:bba

IP Version 6

depth=2 C = US, 0 = Google Trust Services LLC, CN = GTS Root R4

verify return:1

depth=1 C = US, 0 = Google Trust Services, CN = WE1l

verify return:1

depth=0 CN = ucsiuniversity.edu.my

verify return:1

CONNECTED (00000010)

Certificate chain

0 s:CN = ucsiuniversity.edu.my

i:C = US, 0 = Google Trust Services, CN = WEL
a:PKEY: id-ecPublicKey, 256 (bit); sigalg: ecdsa-with-SHA256
v:NotBefore: May 9 21:59:17 2026 GMT; NotAfter: Aug 7 22:59

MIIDwjCCA2igAwIBAgIRAKSeyhpdRP1cE2kcgMOh53kwCgYIKoZIzjOEAWIWOZEL
MAKGA1UEBhMCVVMxHjAcBgNVBAoTFUdvb2dsZSBUcnVzdCBTZXJ2aWN1czEMMAOG
ALUEAXMDVOUXMB4XDTI2MDUWOTIXNTkxN1oXDTI2MDgwNzIyNTkwMlowIDEeMBWG
ALUEAXMVdWNzaXVuaXZ1lcnNpdHkuZWR1Lm15MFkwEwYHKoZIzjOCAQYIK0ZIzjOD
AQcDQQAETpXxFpSX50Vvhp9MXderqchQg+48PbnGel fhtealdvkYTDi7bFyGH7Dus
LdgB8wJ/4dRIK51CSVWTOTQx+WLORKOCAMYwggJiMA4GALUdDWEB/WQEAWIHgDAT
BgNVHSUEDDAKBgg rBgEFBQCcDATAMBgNVHRMBAf8EA] AAMBOGA1UdDgQWBBTQMCES
HKAE2KN87nHg0owNWzTR1j AfBgNVHSMEGDAWGBSQA5I1Z8T/qMyp5nvZgH172IP5
0DBeBgg rBgEFBQcBAQRSMFAWIWYIKwYBBQUHMAGGG2hOdHA6LY9vLNBraS5nb29n
L3Mvd2UxL3JsNDA1BggrBgEFBQcwAoYZaHROcDovL2kucGtpLmdvb2cvd2UxLmNy
dDA5BgNVHREEMj AwghV1Y3NpdW5pdmVyc210eS51ZHUubXmCFyoudWNzaXVuaXzZl
cnNpdHkuZWR1Lm15MBMGA1UdIAQMMAowCAYGZ4EMAQIBMDYGA1UdHWQVMCOWK6AD
0CeGIWhOdHAGLY9jLnBraS5nb29nL3d1MS9ZTGXTMUx fWmtLay5j cmwwggEDBgor
BgEEAdZ5AgQCBIHOBIHXA08AdQDXbX0Q0af1d8LHGEV/XAL/59skzWmXhOLMBCcx fA
yMVpdwAAAZ4093LEAAAEAWBGMEQCIESEMK2Ndcmf8In6TIBCNHADM8Iw6200q85h
DjSoD5YgAiBZIvpErhbDZ7L2UhIuTpgZBOIAB5K ] iBgq46PUBWYFswB2AMIXfldF
GaNF7n843rKQQevHwiFaIr9/1bwWtdprZD1LNAAABNng73cuAAAAQDAECWRQINAIO4
7amRC1XTmsAqlfGzDVN+L1TNkGOTKNRhO1F+8C3RAiBecn5HIuqz0bzuQpQK/LVD
ho0Jc2RTLzKvZvKiW3ta4TAKBggqhkjOPQQDAgNIADBFAIAWWVUKZGVDolqgfqCHS
30LmAV8QO1xHi11XbtNkXTpLAQIhAKIOMD/mQuWT4mK7bvuvb4cfxvCo3vcG2FPZ
givpi0@Tr
fffff END CERTIFICATE-----
1 s:C =US, 0 = Google Trust Services, CN = WEl

i:C = US, 0 = Google Trust Services LLC, CN = GTS Root R4

a:PKEY: id-ecPublicKey, 256 (bit); sigalg: ecdsa-with-SHA384

v:NotBefore: Dec 13 09:00:00 2023 GMT; NotAfter: Feb 20 14:00

MIICnzCCAiWgAwIBAQIQf/MZd5csIkp2FVOTttaF4zAKBggghkjOPQQDAZBHMQsw

CQYDVQQGEwJIVUzEiMCAGALUEChMZR29vZ2x1IFRydXNOIFNlcnZpY2VzIEXMQzEU

MBIGALUEAXMLRIRTIFJvb3QgUjQwHhCNMjMxMj EzMDKwMDAwWhCNMj kuiMj TwMTQw

MDAwWWjA7MQswCQYDVQQGEwIVUzEeMBwGA1UEChMVR29vZ2x 1IFRydXNOIFNlcnZp
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Y2VzMQwwCgYDVQQDEWNXRTEWWTATBgcqhkjOPQIBBggqhkjOPQMBBWNCAARVZTr+
Z1dHTCEDhUDCR127WECPQMFcF4XGGTfn1XzthkubgdnXGhO1CgP4mMTG6J7/EFmP
LCaY9eYmJbsPAvpWo4H+MIH7MA4GA1UdDwWEB/wQEAwWIBhjAdBgNVHSUEFjAUBggr
BgEFBQCDAQYIKwYBBQUHAWIWEQYDVROTAQH/BAgWBGEB/wIBADAJBGNVHQ4EFgQU
kHeSNWfE/6jMqeZ72YB5e8yT+TgwHwYDVROjBBgwFoAUGEZW63T/STaj1dj8tT7F
avCUHYwwNAYIKwYBBQUHAQEEKDAMMCQGCCsGAQUFBzAChhhodHRwOi8vaS5wa2ku
Z29vZy9yNC5j cnQwKwYDVROTBCQwWI jAgoB6gHIYaaHROcDovL2MucGtpLmdvb2cv
c19yNC5j cmwwEwYDVROgBAwWWC jAIBgZngQwBAgEWCgYIK0ZIzjOEAWMDaAAWZQIx
A0cCqlHW900VZznX+ORGULcxAQXomvtgM8zItPZCuFQ8jSBIS]jz5keR0vIaYsAmSYV
sQIwJonMaAFi54mrfhfoFNZEfuNMSQ6/bIBiNLiyoX46FohQvKeIoJ99cx7sUkFN
TuIw
----- END CERTIFICATE-----
2 s:C = US, 0 = Google Trust Services LLC, CN = GTS Root R4

i:C = BE, 0 = GlobalSign nv-sa, OU = Root CA, CN = GlobalSign Root CA

a:PKEY: id-ecPublicKey, 384 (bit); sigalg: RSA-SHA256

v:NotBefore: Nov 15 03:43:21 2023 GMT; NotAfter: Jan 28 00:00:42 2028 GMT

MIIDejCCAmKgAwIBAQIQf+UwvzMTQ77dghYQST2KGZANBgkghkiGOwOBAQsFADBX
MQswCQYDVQQGEwICRTEZMBCGAIUEChMQR2xvYmFsU21nbiBudilzYTEQMA4GA1UE
CxMHUm9vdCBDQTEbMBKGALUEAXMSR2xvYmFsU21nbiBSh290IENBMBAXDTIZMTEX
NTAzNDMyMVoXDTI4MDEyODAwWMDAOMLowRzELMAKGATUEBhMCVVMXIjAgBgNVBAOT
GUdvb2dsZSBUcnVzdCBTZXJ2aWN1cyBMTEMxFDASBgNVBAMTCOdUUYBSh290IFIO
MHYWEAYHK0ZIzjOCAQYFK4EEACIDYgAE83Rzp2iLYK5DUDXFgTB7S@md+8Fhzube
RrlrlWEYNa5A3XP3iZEwWus870V80kB206nGUEfYKueSkWpz6bFy0Z8pn6KYO19e
WIZ1D6GEZQbR3IvIX3PIjGov5cSroR2Ko4H/MIH8MA4GA1UdDWEB/WQEAWIBhjAd
BgNVHSUEF jAUBgg rBgEFBQcDAQYIKwYBBQUHAWIWDWYDVROTAQH/BAUWAWEB/ zAd
BgNVHQ4EFgQUQEZzW63T/STaj1dj8tT7FavCUHYwwHwYDVROjBBgwFoAUYHtmGKUN
189JUC99BMOOGP/8/UswNgY IKwYBBQUHAQEEK j AOMCYGCCSsGAQUFBZAChhpodHRw
0i8vaS5wa2kuz29vZy9nc3IxLmNydDAtBgNVHRBEJ jAKMCKgIKAehhxodHRwOi8v
Yy5wa2kuZ29vZy9yL2dzcjEuY3JIsMBMGA1UdIAQMMAowCAYGZ4EMAQIBMAOGCSAG
SIb3DQEBCWUAA4IBAQAYQrsPBtYDh5bjP20BDwmkoWhIDDkic574y04tfzHpn+c]
0dI2D4SseesQ6bDrarz7C30ddLibZatoKiws3UL9xnELz4ct92vID24FfVbiIlhY
+SW6FoVHKNeWIPOGCbaM4C6uVdF5dTUsMVs/ZbzNnIdCp5Gxmx5ejvEau8otR/Cs
kGN+hr/W5GvT1tMBjgWKZ1i4//emhA1JG1BbPzoLJQvyEotc®31XjTaCzv8mEbep
8RqZ7a2CPsgRbuvTPBwcOMBBmuFeU88+FSBX6+71P0i18b4Z0QFqIwwMHfs/L6K1
vepuoxtGzi4CZ68zJpiqlUvSqTbFJljtbD4seiMH1

Server certificate

subject=CN = ucsiuniversity.edu.my

issuer=C = US, 0 = Google Trust Services, CN = WEl
No client certificate CA names sent

Peer signing digest: SHA256

Peer signature type: ECDSA

Server Temp Key: X25519, 253 bits

SSL handshake has read 2854 bytes and written 403 bytes
Verification: 0K

New, TLSv1.3, Cipher is TLS AES 256 GCM SHA384
Server public key is 256 bit

Secure Renegotiation IS NOT supported

Compression: NONE

Expansion: NONE
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HTTP Re

sponse Evidence

IPv4 HTTP (port 80)

HTTP Status 403
Connected IP 104.26.10.186
Connect Time 17.09 ms
TTFB 80.79 ms
Total Time 80.89 ms

Response Headers:

"4
o5

nel\",\"max_age\":604800,\"endpoints\": [{\"url\":\"https://a.nel.cloudflare.com/report/v4?s=e9ifvS6BulZqe%2Fc%2BUQzd5gabpChgd]ji5wP67A%2Be36V%2FFaugWD%2B0L8InuPySTyDWVwd5B3tXwyV37

703
TP

"10":
g

"12";
RIS
"14":

nygn.
"16":

"HTTP/1.1 301 Moved Permanently",

"Date: Fri, 03 Jul 2026 19:50:57 GMT",
"Content-Type: text/html; charset=UTF-8",
"Connection: keep-alive",

"Location: https://ucsiuniversity.edu.my/",
"Report-To: {\"group\":\"cf-

"Nel: {\"report_to\":\"cf-nel\",\"success fraction\":0.0,\"max_age\":604800}",
"Server: cloudflare",

"CF-RAY: al586cl44a2b3fac-SIN",

"HTTP/2 403",

"date: Fri, 03 Jul 2026 19:50:58 GMT",

"content-type: text/html; charset=UTF-8",

"content-length: 5305",

"accept-ch: Sec-CH-UA-Bitness, Sec-CH-UA-Arch, Sec-CH-UA-Full-Version, Sec-CH-UA-Mobile, Sec-CH-UA-Model, Sec-CH-UA-Platform-Version, Sec-CH-UA-Full-
Version-List, Sec-CH-UA-Platform, Sec-CH-UA, UA-Bitness, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform-Version, UA-Platform, UA",

"cf-mitigated: challenge",
"content-security-policy: default-src 'none'; script-src 'nonce-t42Yf0znQj9PpU6SVGR8X5"

‘unsafe-eval' https://challenges.cloudflare.com; script-src-attr

'none'; style-src ‘'unsafe-inline'; img-src 'self' https://challenges.cloudflare.com; connect-src 'self' https://challenges.cloudflare.com; frame-src 'self
https://challenges.cloudflare.com blob:; child-src 'self' https://challenges.cloudflare.com blob:; worker-src blob:; form-action http: https:; base-uri 'self'",

wyyv.
n1gn:

DRgyIE
"20":
TP
o

T2

"server: cloudflare",

"critical-ch: Sec-CH-UA-Bitness, Sec-CH-UA-Arch, Sec-CH-UA-Full-Version, Sec-CH-UA-Mobile, Sec-CH-UA-Model, Sec-CH-UA-Platform-Version, Sec-CH-UA-Full-
Version-List, Sec-CH-UA-Platform, Sec-CH-UA, UA-Bitness, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform-Version, UA-Platform, UA",

"cross-origin-embedder-policy: require-corp",

"cross-origin-opener-policy: same-origin",

"cross-origin-resource-policy: same-origin",

"origin-agent-cluster: ?1",

"permissions-policy: accelerometer=(),camera=(),clipboard-read=(),clipboard-

write=(),geolocation=(),gyroscope=(),hid=(),magnetometer=(),microphone=(),payment=(),publickey-credentials-get=(),screen-wake-lock=(),serial=(),sync-

xhr=(),us
nog
250
"26":
o7
"28":

nel\",\"max_age\":604800,\"endpoints\": [{\"url\":\"https://a.nel.cloudflare.com/report/v4?s=0ec%2F6tQQrA%2B6v6J6RAdNIPWEMKC5Yx3D5wpwduYKHH97BaGd903SAbUQxx7C5Tsjaec0eWiz16qZXbRv2j:

LR
"3Qn:

b=(),xr-spatial-tracking=*",

"referrer-policy: same-origin",

"server-timing: chlray;desc=\"al586cl4af5a9f6b\"",
"x-content-type-options: nosniff",
"x-frame-options: SAMEORIGIN",

"report-to: {\"group\":\"cf-

"nel: {\"report_to\":\"cf-nel\",\"success_fraction\":0.0,\"max_age\":604800}",
"cf-ray: al586cl4af5a9f6b-SIN"

IPv6 HTTP (port 80)

HTTP Status 403

Connected IP 2606:4700:20::681a:aba
Connect Time 16.75 ms

TTFB 66.91 ms

Total Time 67.6 ms

Response Headers:

nel\",\"m;

National IPv6

"HTTP/1.1 301 Moved Permanently",

"Date: Fri, 03 Jul 2026 19:50:57 GMT",
"Content-Type: text/html; charset=UTF-8",
"Connection: keep-alive",

"Location: https://ucsiuniversity.edu.my/",
"Report-To: {\"group\":\"cf-

ax_age\":604800,\"endpoints\": [{\"url\":\"https://a.nel.cloudflare.com/report/v4?s=sAZ8vIjKHKEikOCC%2BGt11n1POJYQGIKlxn0f3yr7ybhokewkKMPNj3qWbcO0nax083vniaPzffv%2FOauQA%s2

"Nel: {\"report_to\":\"cf-nel\",\"success_fraction\":0.0,\"max_age\":604800}",
"Server: cloudflare",
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"CF-RAY: al586c1399bb8207-SIN",

HTTP/2 403",

"date: Fri, 03 Jul 2026 19:50:57 GMT",
"content-type: text/html; charset=UTF-8",
"content-length: 5348",

"14": "accept-ch: Sec-CH-UA-Bitness, Sec-CH-UA-Arch, Sec-CH-UA-Full-Version, Sec-CH-UA-Mobile, Sec-CH-UA-Model, Sec-CH-UA-Platform-Version, Sec-CH-UA-Full-
Version-List, Sec-CH-UA-Platform, Sec-CH-UA, UA-Bitness, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform-Version, UA-Platform, UA",

"15": “"cf-mitigated: challenge",

"16": "content-security-policy: default-src 'none'; script-src 'nonce-bCTF30KMwVtNcP2osdj2dx' 'unsafe-eval' https://challenges.cloudflare.com; script-src-attr
‘none'; style-src 'unsafe-inline'; img-src 'self' https://challenges.cloudflare.com; connect-src 'self' https://challenges.cloudflare.com; frame-src 'self
https://challenges.cloudflare.com blob:; child-src 'self' https://challenges.cloudflare.com blob:; worker-src blob:; form-action http: https:; base-uri 'self'",

"17": "server: cloudflare",

"18": "critical-ch: Sec-CH-UA-Bitness, Sec-CH-UA-Arch, Sec-CH-UA-Full-Version, Sec-CH-UA-Mobile, Sec-CH-UA-Model, Sec-CH-UA-Platform-Version, Sec-CH-UA-Full-
Version-List, Sec-CH-UA-Platform, Sec-CH-UA, UA-Bitness, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform-Version, UA-Platform, UA",

"19": "cross-origin-embedder-policy: require-corp"

"20": "cross-origin-opener-policy: same-origin"
w1
"22": "origin-agent-cluster: ?1"

cross-origin-resource-policy: same-origin",

"23": "permissions-policy: accelerometer=(),camera=(),clipboard-read=(),clipboard-
write=(),geolocation=(),gyroscope=(),hid=(),magnetometer=(),microphone=(),payment=(),publickey-credentials-get=(),screen-wake-lock=(),serial=(),sync-
xhr=(),usb=(),xr-spatial-tracking=*",

"24": "referrer-policy: same-origin",
"25": “"server-timing: chlray;desc=\"al586c13ef4d62f7\"",
"26": "x-content-type-options: nosniff",

"27": "x-frame-options: SAMEORIGIN",
"28": "report-to: {\"group\":\"cf-
nel\",\"max_age\":604800,\"endpoints\": [{\"url\":\"https://a.nel.cloudflare.com/report/v4?s=ngL7fx2IQrEglDjtgvEo3ZofoVY49vZLz8WnhFn0%2F72NbKHvDjWLVEM%:2B7ws61DrD08Qx4e13%2FC2mhZZR
"29": "nel: {\"report_to\":\"cf-nel\",\"success fraction\":0.0,\"max_age\":604800}",
"30": "cf-ray: al586cl3ef4d62f7-SIN"

IPv4 HTTPS (port 443)

HTTP Status 403
Connected IP 104.26.11.186
Connect Time 8.09 ms

TTFB 34.93 ms
Total Time 35.45 ms

Response Headers:

"HTTP/2 403",

"date: Fri, 03 Jul 2026 19:50:58 GMT",

"content-type: text/html; charset=UTF-8",

"content-length: 5327",

"accept-ch: Sec-CH-UA-Bitness, Sec-CH-UA-Arch, Sec-CH-UA-Full-Version, Sec-CH-UA-Mobile, Sec-CH-UA-Model, Sec-CH-UA-Platform-Version, Sec-CH-UA-Full-Version-
List, Sec-CH-UA-Platform, Sec-CH-UA, UA-Bitness, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform-Version, UA-Platform, UA",

"cf-mitigated: challenge",

"content-security-policy: default-src 'none'; script-src 'nonce-cAKUdn8uJM5kF7RyQ74m2E' 'unsafe-eval' https://challenges.cloudflare.com; script-src-attr 'none';
style-src 'unsafe-inline'; img-src 'self' https://challenges.cloudflare.com; connect-src 'self' https://challenges.cloudflare.com; frame-src 'self'
https://challenges.cloudflare.com blob:; child-src 'self' https://challenges.cloudflare.com blob:; worker-src blob:; form-action http: https:; base-uri 'self'",

"server: cloudflare",

“critical-ch: Sec-CH-UA-Bitness, Sec-CH-UA-Arch, Sec-CH-UA-Full-Version, Sec-CH-UA-Mobile, Sec-CH-UA-Model, Sec-CH-UA-Platform-Version, Sec-CH-UA-Full-Version-
List, Sec-CH-UA-Platform, Sec-CH-UA, UA-Bitness, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform-Version, UA-Platform, UA",

"cross-origin-embedder-policy: require-corp",

"cross-origin-opener-policy: same-origin",

"cross-origin-resource-policy: same-origin",

"origin-agent-cluster: 71",

"permissions-policy: accelerometer=(),camera=(),clipboard-read=(),clipboard-
write=(),geolocation=(),gyroscope=(), hid=(),magnetometer=(),microphone=(),payment=(),publickey-credentials-get=(),screen-wake-lock=(),serial=(),sync-
xhr=(),usb=(),xr-spatial-tracking=*",

"referrer-policy: same-origin",

"server-timing: chlray;desc=\"al586c14da757983\"",

"x-content-type-options: nosniff",

"x-frame-options: SAMEORIGIN",

"report-to: {\"group\":\"cf-
nel\",\"max_age\":604800,\"endpoints\": [{\"url\":\"https://a.nel.cloudflare.com/report/v4?s=e041y60YyIjtPX0OFPta80LLSHRgQeaF8aIl1lCW%2BCmMS%2Bf%2BDdgpT2Y%2FnNBdwFsmOByEa7Py®oyWWIDSH

"nel: {\"report to\":\"cf-nel\",\"success fraction\":0.0,\"max_age\":604800}",

"cf-ray: al586c14da757983-SIN"

IPv6 HTTPS (port 443)

HTTP Status 403
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Connected IP 2606:4700:20: :681a:bba
Connect Time 6.85 ms
TTFB 34.56 ms
Total Time 35.01 ms

Response Headers:

"HTTP/2 403",

"date: Fri, 03 Jul 2026 19:50:57 GMT",

"content-type: text/html; charset=UTF-8",

"content-length: 5326",

"accept-ch: Sec-CH-UA-Bitness, Sec-CH-UA-Arch, Sec-CH-UA-Full-Version, Sec-CH-UA-Mobile, Sec-CH-UA-Model, Sec-CH-UA-Platform-Version, Sec-CH-UA-Full-Version-
List, Sec-CH-UA-Platform, Sec-CH-UA, UA-Bitness, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform-Version, UA-Platform, UA",

"cf-mitigated: challenge",

"content-security-policy: default-src 'none'; script-src 'nonce-kJZ9c25r31dheoMx4kMNZw' 'unsafe-eval' https://challenges.cloudflare.com; script-src-attr 'none’;
style-src 'unsafe-inline'; img-src 'self' https://challenges.cloudflare.com; connect-src 'self' https://challenges.cloudflare.com; frame-src 'self'
https://challenges.cloudflare.com blob:; child-src 'self' https://challenges.cloudflare.com blob:; worker-src blob:; form-action http: https:; base-uri 'self'",

"server: cloudflare",

"critical-ch: Sec-CH-UA-Bitness, Sec-CH-UA-Arch, Sec-CH-UA-Full-Version, Sec-CH-UA-Mobile, Sec-CH-UA-Model, Sec-CH-UA-Platform-Version, Sec-CH-UA-Full-Version-
List, Sec-CH-UA-Platform, Sec-CH-UA, UA-Bitness, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform-Version, UA-Platform, UA",

"cross-origin-embedder-policy: require-corp",

"cross-origin-opener-policy: same-origin",

"cross-origin-resource-policy: same-origin",

"origin-agent-cluster: 71",

"permissions-policy: accelerometer=(),camera=(),clipboard-read=(),clipboard-
write=(),geolocation=(),gyroscope=(), hid=(),magnetometer=(),microphone=(),payment=(),publickey-credentials-get=(),screen-wake-lock=(),serial=(),sync-
xhr=(),usb=(),xr-spatial-tracking=*",

"referrer-policy: same-origin",

"server-timing: chlray;desc=\"al586c1428539f89\"",

"x-content-type-options: nosniff",

"x-frame-options: SAMEORIGIN",

"report-to: {\"group\":\"cf-
nel\",\"max_age\":604800,\"endpoints\": [{\"url\":\"https://a.nel.cloudflare.com/report/v4?s=agU21Pr%2F3FLdE65jRYZOWFcQYx2fuDMRnrUSP295EE j 0YWR5Bh%2B8BnpMfpkOIX3Fynyhw%2Ft4MLouvpyv

"nel: {\"report_to\":\"cf-nel\",\"success fraction\":0.0,\"max_age\":604800}",

"cf-ray: al586c1428539f89-SIN"

Connectivity Test Evidence

Test Result
TCP Connect IPv4 - port 80 301 0.006696 0.025500
TCP Connect IPv6 - port 80 301 0.007663 0.027361
TCP Connect IPv4 - port 443 403 0.008714 0.040732
TCP Connect IPv6 - port 443 403 0.006789 0.031737
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Test Node Network Evidence

Node Profile dual stack

Egress Connectivity
IPv4 Egress 76.13.221.142

IPv6 Egress 2202:4780:5e:2789::1

Sysctl IPv6 Flags

net.ipv6.conf.all.disable_ipvé 0

IPv6 Routes

2a02:4780:5e::/48 dev eth0® proto kernel metric 256 pref medium
feB80::/64 dev eth® proto kernel metric 256 pref medium
default via 2a02:4780:5e::1 dev ethO proto static metric 1024 pref medium

IPv4 Routes

default via 76.13.221.254 dev eth® proto static

10.6.101.0/24 dev wgd scope link

10.6.102.0/24 dev wg0 scope link

76.13.221.0/24 dev eth® proto kernel scope link src 76.13.221.142
172.29.0.0/24 dev wg0 scope link
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