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IPv6 Readiness Report

mmu.edu.my — mmu.edu.my

Scan to verify

Category: Education ¢ Generated: 04 Jul 2026, 22:12 MYT + Last Checked: 04 Jul 2026, 03:50 MYT < Verification ID: 3442d15a-ce9c-488b-83aa-d1c60914ecaa
Report generated from National IPv6 Readiness Monitor — https://ipv6.my6.my
Audit trail: https://ipv6.my6.my/audit/3442d15a-ce9c-488b-83aa-d1c60914ecaa

: IPV6-ONLY READINESS

7 3 % Website: v Ready

Partially Compliant

Partial Support DNS: v Ready
MGV6C-1.0 ,
Email: X Not Ready
IPV6 ADDRESSES IPV4 ADDRESSES
2202:e980:b3::dc 45.60.13.220
2202:e980:b5: :dc 45.60.15.220

Network Information (WHOIS / RDAP)

IPv6 Network IPv4 Network
Organization IMPERVA-MNT Incapsula Inc
Country us us
ASN AS19551 AS19551
ASN Name INCAPSULA - Incapsula Inc, US INCAPSULA - Incapsula Inc, US
Network (CIDR) 2a02:€980::/32 45.60.0.0/16
Web Services (35%) 7/8
# CHECK RESULT DETAIL
1 AAAA Record PASS 2a202:€980:b3::dc, 2a02:€980:b5::dc
2 Globally Routable IPv6 PASS All addresses are globally routable.
3 HTTP over IPv6 PASS HTTP (port 80) responds over IPv6 — 37ms TTFB.
4 HTTPS over IPv6 PASS HTTPS (port 443) responds over IPv6 — 121ms TTFB.
5 IPv6-Only Reachability PASS Site is fully reachable via IPv6-only.
6 TLS Certificate Valid (IPV6) PASS Certificalte valid — issued by C = BE, O = GlobalSign nv-sa, CN = GlobalSign Atlas R46 DV TLS CA 2026
Q2, expires Oct 1 18:42:27 2026 GMT
7 Dual-Stack (IPv4 + IPv6) PASS Domain has both A and AAAA records.
8 HTTP/3 (QUIC) FAIL No HTTP/3 support detected.
DNS & DNSSEC (25%) 3/5
# CHECK RESULT DETAIL
1 NS Has AAAA Record PASS Nameserver has IPv6 address.
2 NS Reachable via IPv6 PASS Nameserver is reachable via IPv6 on port 53.
3 NS Answers Queries via IPv6 PASS DNS queries answered over IPv6.
4 DNSSEC Validated FAIL DNSSEC validation failed or zone is unsigned.
5 Reverse DNS (PTR) FAIL No PTR record found.
6 DS Record at Parent FAIL No DS record at parent.
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# CHECK

7 RRSIG Valid

8 Signing Algorithm

Email Services (25%)
# CHECK
1 MX Record Exists

2 MX Server Has IPv6

3 SMTP Reachable via IPv6

4 STARTTLS over IPv6
5 SPF Record
6 DKIM Selector

7 DMARC Record

IPv4 Baseline (15%)
# CHECK

1 A Record

2 HTTP over IPv4

3 HTTPS over IPv4

National IPv6 Readiness Monitor — https://ipv6.my6.my

RESULT

FAIL

INFO

RESULT

PASS

FAIL

FAIL

FAIL

PASS

INFO

PASS

RESULT

PASS

PASS

PASS

DETAIL

No valid RRSIG found.

No DNSKEY record found.

DETAIL

MX record found.

MX server has no IPv6 address.

SMTP is not reachable over IPv6.

STARTTLS not available over IPv6.

SPF record found.

No common DKIM selector found.

DMARC record found.

DETAIL

45.60.13.220, 45.60.15.220

HTTP (port 80) responds over IPv4 — 657ms TTFB.

HTTPS (port 443) responds over IPv4 — 1079ms TTFB.
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Audit Trail & Evidence Record

Verification ID 3442d15a-ce9c-488b-83aa-dlc60914ecaa

Domain mmu . edu.my

Check Mode Manual

Status Completed

Started 04 Jul 2026, 03:50:16 MYT

Finished 04 Jul 2026, 03:50:24 MYT

Test Node Profile dual stack

Engine Version 2.0.0

MGv6C Version 1.0.0

Audit URL https://ipv6.my6.my/audit/3442d15a-ce9c-488b-83aa-d1c60914ecaa

Integrity Verification

v INTEGRITY VERIFIED

Algorithm hmac-sha256-v1

Root Hash 84e51e5ede825b78b0995fe72dfh87015e6e302a7661ed7bdeefe548af6c5965
http_headers 9a6c88154887547517d39b633179d0866eb466d6130384c1e07d9d8d0c47467b
dns_responses 6d3d83d02ed559c4e430a4135a2c8feclf5753c62c8c7aab6ed4443eldecOfdf
tls_handshake 2f8e8041a865668d6696515501324ffb1fa3b968071cdae503f40adfcela8e68
connectivity_log 61a58780ad253f9fb1f27eab53c4ba278eed4aab55243a449chb2d7ebd0b85cf4
dns_resolution_times 2b7d14cd0309f77f0f2a7d4f7f2196acc35b80156d5f47329baea3ebc9c140f1

Test Node Identity

Os Linux srv1440888 6.8.0-124-generic #124-Ubuntu SMP PREEMPT DYNAMIC Tue May 26 13:00:45 UTC 2026 x86 64
Hostname srv1440888

Php Version 8.3.32

Server lpv4 76.13.221.142

Server Ipv6 2202:4780:5e:2789::1

DNS Resolution Performance

Comparison of A (IPv4) vs AAAA (IPv6) query times across resolvers and transports. Shows median (p50) and 95th percentile (p95) of 3 samples per tuple.

Resolver Transport A p50 (ms) A p95 (ms) AAAA p50 (ms) AAAA p95 (ms) Delta (ms)
System Default 9 22.62 11.46 23.02 +2.5
Google IPv4 18.76 19.27 18.96 19.98 +0.2
Google IPv6 19.18 32.65 29.86 31.04 +10.7
Cloudflare IPv4 8.86 20.19 9.81 20.18 +1
Cloudflare IPv6 11.8 24.13 21.11 28.66 +9.3
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DNS Evidence

A

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 16659
;3 flags: qr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232
;3 ANSWER SECTION:

mmu. edu.my.[J036000INJA(45.60.13.220
mmu. edu.my.[J]36000INJA45.60.15.220

DS

;3 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 8389
;3 flags: gr rd ra; QUERY: 1, ANSWER: O, AUTHORITY: 1, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 AUTHORITY SECTION:

edu.my.[J0029780INJSOAJe.nic.my. hostmaster.nic.my. 2026052757 1800 900 604800 3600

MX

;3 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 53895
;3 flags: gr rd ra; QUERY: 1, ANSWER: 4, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 ANSWER SECTION:

u.my.[J036000INOMX]10 ext-mail-1.mmu.edu.my.
u.my.[J036000INMXJ10 ext-mail-2.mmu.edu.my.
u.my.[J036000INMX]20 ext-mail-3.mmu.edu.my.
u.my.[J036000INOMX(]20 ext-mail-4.mmu.edu.my.

Q

mmu.e

a

mmu . e

Q

mmu. e

=%

mmu. e

NS

;3 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 20313
;3 flags: gqr rd ra; QUERY: 1, ANSWER: 3, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 ANSWER SECTION:

mmu. edu.my.[J036000INNS[Ins1.a0.impervasecuredns.net.
mmu.edu.my.[JJ3600INJNS[ns1.a2.impervasecuredns.net.
mmu. edu.my.[J036000INJNS[ns1.al.impervasecuredns.net.

TXT

;3 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 20613
;3 flags: gr rd ra; QUERY: 1, ANSWER: 5, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 ANSWER SECTION:

mmu. edu.my.[JJ36000INOTXT]" rovag_verification_token=68B2530FEA434E38AB72A93A484425BD"

mmu. edu.my.[J036000INJTXT"globalsign-domain-verification=A4747BBDADA8198FD217FDCCFOF90C29"

mmu. edu.my.[J36000INOTXT]"_globalsign-domain-verification=0cHR20EfzwiTfjQtI3jn4WrkNEnDJhyXYk iDMRscd"

mmu. edu.my.[J36000INOTXT("globalsign-domain-verification=4EF9CC38CBA8724615D4907A5F316AC2"

mmu. edu.my.[JJ36000INOTXT]"v=spfl include:spf.protection.outlook.com include:one.zoho.com ip4:203.106.60.32/28 ip4:203.106.61.32/28 ip4:203.106.62.32/28
ip4:203.106.63.32/28 -all"

AAAA

;3 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 57943
;3 flags: gr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 ANSWER SECTION:

mmu. edu.my.[JJ3600JINJAAAA[J2a02:e980:b5: :dc
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mmu. edu.my.[J03600JINJAAAA[J2a02:e980:b3: :dc

RRSIG

nsl.a0.impervasecuredns.net. hostmaster.mmu.edu.my. 2026061602 14400 3600 1209600 86400

DNSKEY

;5 Got answer:
->>HEADER<<- opcode: QUERY, status: NOERROR, id: 2748
; flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

;; OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 AUTHORITY SECTION:

mmu. edu.my.[J035950IN[SOAns1.a0.impervasecuredns.net. hostmaster.mmu.edu.my. 2026061602 14400 3600 1209600 86400

DNSSEC_VALIDATION

; unsigned answer
mmu. edu.my.[J035950IN[JSOAns1.a0.impervasecuredns.net. hostmaster.mmu.edu.my. 2026061602 14400 3600 1209600 86400
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TLS Handshake Evidence

IPV4 Connection
IP Used 45.60.13.220

IP Version 4

depth=2 C = BE, 0 = GlobalSign nv-sa, CN = GlobalSign Root R46

verify return:1

depth=1 C = BE, 0 = GlobalSign nv-sa, CN = GlobalSign Atlas R46 DV TLS CA 2026 Q2

verify return:1

depth=0 CN = imperva.com

verify return:1

CONNECTED (00000010)

Certificate chain

0 s:CN = imperva.com

i:C = BE, 0 = GlobalSign nv-sa, CN = GlobalSign Atlas R46 DV TLS CA 2026 Q2
a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
v:NotBefore: Jul 3 18:42:27 2026 GMT; NotAfter: Oct 1 18:42:27 2026 GMT

MIIIvTCCBqWgAWIBAGIQAAG]ZR8FQo6MsY1v+3YgTANBgkqhkiGOwOBAQsFADBZ
MQswCQYDVQQGEwJICRTEZMBcGA1UEChMQR2xvYmFsU21nbiBudilzYTEVMCOGALUE
AXMmR2xvYmFsU21nbiBBdGxhcyBSNDYgRFYgVEXTIENBIDIwM]YgUTIwHhcNM]Yw
NzAZzMTgOMj I3WhcNMj YxMDAXMTgOMj I3Wj AWMRQWEGYDVQQDDAtpbXBlcnZhLmNy
bTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAL6IiW]j05SMPQI1LeBXTv]l
cmFpbC5jb20ubXmCEiouZW5nYWdIMNRtLMNVvbS5teYILdG1]YS5jb20ubXmCECou
ZXB0dy50bS5jb20ubXmCDioudGlvbmUuY29tLml5ggoqlnZhZHMuY29tMA4GA1Ud
DWEB/WQEAWIFoDATBgNVHSUEDDAKBgg rBgEFBQcDATAdBgNVHQ4EFgQUpUbCcsMVY
pBbT200eI1KAtFZCYXwwVwYDVROGBFAWT jAIBgZngQwBAgEWQgYKKwYBBAGgMgoB
AzAOMDIGCCsGAQUFBwIBFiZodHRwczovL3d3dy5nbGIiYWxzaWduLmNvbS9yZXBv
€210b315LzZAMBgNVHRMBA f8EAj AAMIGgBgg rBgEFBQCBAQSBkzCBKDBBBgg rBgEF
BQcwAYY1aHROcDovL29jc3AuZ2xvYmFsc21nbi5jb20vY2EvZ3NhdGxhc3IONmR2
dGxzY2EyMDI2cTIwSwYIKwYBBQUHMAKGP2hOdHAGLY9zZWN1cmUuZ2xvYmFsc2ln
bi5jb20vY2FjZXJ0L2dzYXRsYXNyNDZkdnRsc2NhMjAyNnEyLmNydDAfBgNVHSME
GDAWgBR5HOPNnXofOPtes10RVYBAK7+UIRTBIBgNVHR8EQ]BAMD6gPKAGhjhodHRw
018vY3JsLmdsb2JhbHNpZ24uY29tL2NhL2dzYXRsYXNyNDZkdnRsc2NhMjAyNnEy
LmNybDCCAQUGCisGAQQB1nkCBAIEQTYEgTMA8QB3ANdt fRDRp/V3ws fpX9cAv/mC
yTNaZeHQswFzF8DIxWL13AAABny1KIVAAAAQDAEgwRgIhAPqePxHP3TDbmgCVVOiP
cv46IMZITUmB03jHi0OvUnpwcAiEAgr4+x1070TEK81iAXF2WII)raE662yiEoV4ANZ
DV302/8AdgDCMX5XRRmjRe’5/0N6yKEHrx8ThWiK/ fIW1rXaa2Q552QAAAZ8PSiVp
AAAEAWBHMEUCIQDiUfPQcF5cxyX96wDwGK++7MwBLINHVWUBI6hOWHD/JgIgh4Sh
ejdjbaAccVs7fPTzn+mht6B8Pw1951c+dUgOUH4wDQYIKoZIhvcNAQELBQADggIB
ACTSKUjYjT48+rHIE2wSOtamB1r3dEOO5VMSWrm7X18ztcRXHISrpL5eTCPXV8ge
OETUGILEYhL1Smh+5+qZKM7PmX7gwMAXXRIaKpATIL9ZyGQFZFqITtfy1llzjHzCp
/T4t sxHTekEjXgDAKXFP98BY610h0UBgM7vWVgcMi rwVSWi6EbdUFnXoRC6ZGYgU
mOFdCXRqVS24syB1Ny jgRoamdEbA1XqcFWkGrvH1kChbxRZB12gBMcZW5Vw6MjWlm
4BallXnDfYYRNUEV+q4Zd88pMuOgyyK27940Jj/dzJe22d1RVtbAqSH1qOP+1A0K
cBUhDbL1ku9RykPxTDkFsL9yueC61i7140WbwHzon1TN2nssFUhFv8eGl1ZiHDrsA
70bp+WUvZbSKL16kroB3kU8GEvLsdZc9581SaXk6C+0174JhhLkHmcDRNSAFI101
/RsfGXWoMZmT1RpVDYFE5UMA4D3a8GGXJ1uwD0+9053/SMi00SF6r7STEhGUK2fv
894QINqtKDun4eaq34xBd5tGYQI1wPY+d0A9eYhxhU4R/S4uBajaTaUgKMwZwEal
S$Z+z1j+4sWexXATigHNwlQDkQfatv/RlwtC/4RzKmEb7EpoSrkQCatA4ShC+61RK
efVDAtS3eJgvMnE07NDIAC7SyQ9sh7Mp6X47pPT1Gsme

1s:C BE, 0 = GlobalSign nv-sa, CN = GlobalSign Atlas R46 DV TLS CA 2026 Q2
i:C = BE, 0 = GlobalSign nv-sa, CN = GlobalSign Root R46
a:PKEY: rsaEncryption, 4096 (bit); sigalg: RSA-SHA384
v:NotBefore: Jan 21 02:59:58 2026 GMT; NotAfter: Jan 21 00:00:00 2028 GMT

MIIGgTCCBGMgAWIBAgIRAIUVA9p8GXzCwsWrxGtXKXxEwDQYJIKoZIhvcNAQEMBQAW
RjELMAKGAIUEBhMCQkUXGTAXBgNVBAOTEEdsb2JhbFNpZ24gbnYtc2ExHDAaBgNV
BAMTEOdsb2JhbFNpZ24gUm9vdCBSNDYwHhcNMj YWMTIXMDI10TU4WhcNMjgwMTIx
MDAWMDAWWj BZMQswCQYDVQQGEwJCRTEZMBCcGALUEChMQR2xvYmFsU21lnbiBudilz
YTEVMCOGA1UEAXMMR2xvYmFsU21nbiBBdGxhcyBSNDYgRFYgVEXTIENBIDIWM]Yg
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UTIwggIiMAOGCSqGSIb3DQEBAQUAA4ICDWAwWggIKA0ICAQCgp2+0BI9nuYrgewFQ
v240b2FhmGKOAKO+0LzWmJ f2xNXyVzBDQFdzoMO/GKEA1XxXN1CZIFdFk/8XvGPBe
VLFWJua5qm1oqqV+M617vu5A2khp7bqMj dUPEd+jhPebXxsRAiy/9P1tLhIMKo5u
zyfVI8Pr3jWttL46HZLwW2ef/xhSDjcsYs14G6zSgpMvRACznfI32i2i0zMjFzUEO0
VAUNQQ+1gy2P8eELHaH1BLb18uhA8V0q9dFF1ReRLcyk8esrEFi0rcDGVOAZDAW] rBgEFBQcwAYYiaHROcDovL29j
c3AuZ2xvYmFsc21lnbi5jb20vcm9vdHIONjA7BggrBgEFBQcwAoYvaHROcDovL3NT
Y3VyZS5nbG9iYWxzaWduLmNvbS9jYWN1cnQvem9vdHIONL5 j cnQwNgYDVROFBC8W
LTAroCmgJ4Y1laHROcDovL2NybC5nbGIiYWxzaWduLmNvbS9yb290cjQ2LmNybDARh
BgNVHSAEGj AYMAgGBmeBDAECATAMBgo rBgEEAaAy CJEDMAOGCSGGSIb3DQEBDAUA
A4ICAQBkNmxsz7DAkdPyAOcuhirlCooxdI6bTOQ5f0fHXA13t6L0sxCmMOIOgwOZ
8B3IUM1yRkzgkpqzYCmYW7BUNM4q5EF1rUnuI4d rcjgbA6NtaMCo4ikpdwYtHMDt
0gJjnNjqPsVaIxzk6rgRRw6n3Am6WtDKvA/w3dFa2PI7QgXDYynVc8wSqhx7VQUe
OUwbKaIkEH3DsJS/swcliUs24SdzswKhXB47woAk9eqg7emr+n8m3U7shp20A0Dz
6nSBFRr7M8+1+Ni+r19Ng410GKFPFS4prNGpzn04e0ACRHIGR184m4AISIf5Gvb5
IVsLokuf+n4VZtKkS5/2TqCzjIocv3Kt+gKK7SofZXh/MdiT+LAJFmVQfs2zLD7X
b01s00eduII1UOUKL fQUWMU9X4hNIPTTRm8LN5x rdCqg+ftgAWYxPp//xTQQzJg2
nzY7YPDVhA4x5pjd0ZKmS5bBQl/ f+Ypg2RjqGig6bNOo4XmMoRmixiNonoM@km/U
ngz5USDc+3btW9z/0IiSYRUbSWBVSsd6XtykV1CmVZDhyijVMFK8WCzzYGG4ubu2B

IPV6 Connection
IP Used 2202:e980:b3::dc

IP Version 6

depth=2 C = BE, 0 = GlobalSign nv-sa, CN = GlobalSign Root R46

verify return:1

depth=1 C = BE, 0 = GlobalSign nv-sa, CN = GlobalSign Atlas R46 DV TLS CA 2026 Q2

verify return:1

depth=0 CN = imperva.com

verify return:1

CONNECTED (00000010)

Certificate chain

0 s:CN = imperva.com

i:C = BE, 0 = GlobalSign nv-sa, CN = GlobalSign Atlas R46 DV TLS CA 2026 Q2
a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
v:NotBefore: Jul 3 18:42:27 2026 GMT; NotAfter: Oct 1 18:42:27 2026 GMT

MIIIVTCCBgWgAwIBAgIQAdGjZR8TQo6MLlsY1v+3YgTANBgkghkiGOwOBAQsFADBZ
MQswCQYDVQQGEwJCRTEZMBCGALUEChMQR2xvYmFsU21nbiBudilzYTEVMCOGALUE
AXxMmR2xvYmFsU21nbiBBdGxhcyBSNDYgRFYQVEXTIENBIDIWM] YgUTIwHhCNMjYw
NzAzMTgOMj I3WhcNM;j YXMDAXMTOM; I3Wj AWMRQWEGYDVQQDDAtpbXBlcnZhLmNy
bTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAL6IiWj05SMPQI1LeBXTv
0bLOwexb7MQhrcP+e3W9IKafBz0OPySqMHW26HXNORVCwabLxpv/njowhYlzvCp+r
gl0U6YP9bmXJTsi7i7vOTBIPPWTWvmBKoNWT/M3GfZQAlagBu2BqvMTEAMQTXh5S
3GXrB17sb0dWfwO5hn9X3DKp7X4NLtIqg244RF4yZ60B6151mHLNXhYXf3gXAh+S
EWpkdIzPOtTN+WSzBYTBHU0SbjXWkXEDX5agp/HyVO6CTD1OHWSWIS2Sz4unNNYM
fPjws71QnzacY22wZUVbEv522qVCYeWhEeQ9IlterhDovZtyWQdsGZPUmaBnUTE/
BQECAWEAA2OCBMIwggS+MIIBIWYDVRORBIIB7jCCAeqCFHIld2FyZHMudW5pZmku
Y29tLm159g4qLnRtb2RzLmNvbS5teYIRKi5maW]lcmFpbC5jb20ubXmCDioudGly
bmQuY29tLm15ggtnaXRuLmNvbS5teYITKi5hZHNOb3JI1LnRtLmNvbS5teYIOKi5t
bXVwcmVzcy5jb22CESoubX1nb3ZuZXQuZ292Lm159g0qLnRtY2EuY29tLml5ghIq
LmZpYnJ1Y29tbS5uZXQubXmCCm1tdS51ZHUubXmCD3RtZ2xvYmFsLmNvbS5teYIL
aWlwZXJ2YS5jb22CDCoubW11LmVkdS5teYIKKi51bmimaS5teYIUKi5zZXJ2aWNl
cy5wMS5jb20ubXmCEyouYXBpZ2F0ZS50bS5jb20ubXmCDioudW5pZmkuY29tLlml5
gg0gLmdpdG4uY29tLm15ggxtbXVwemVzcy5jb22CCSouaHlwcC50doIPbX1lnb3Zu
ZXQuZ292Lm15ghEqLnRtZ2xvYmFsLmNvbS5teYIMKi50YWIuY29tLm15gg9maW]l
cmFpbC5jb20ubXmCEiouZW5nYWdMnRtLMNVbS5teYILdG1jYS5]jb20ubXmCECou
ZXBOdy50bS5jb20ubXmCDioudGlvbmUuY29tLm15ggoqlnZhZHMuY29tMA4GA1Ud
DWEB/WQEAWIFoDATBgNVHSUEDDAKBgg rBgEFBQCcDATAIBGNVHQ4EFgQUpUbcsMVy
pBbT200eI1KAtFZCYXwwVwYDVROGBFAWT jAIBgZngQwBAgEWQgYKKwYBBAGgMgoB
AzAOMDIGCCsGAQUFBwIBFiZodHRwczovL3d3dy5nbGIiYWxzaWduLmNvbS9yZXBv
€210b335LzAMBgNVHRMBAF8EAj AAMIGgBgg rBgEFBQCBAQSBkzCBKDBBBgg rBgEF
BQcwAYY1aHROcDovL29j c3AuZ2xvYmFsc21nbi5jb20vY2EvZ3NhdGxhc3IONMR2
dGxzY2EyMDI2cTIwSwYIKwYBBQUHMAKGP2hOdHAGLY9zZWN1cmUuZ2xvYmFsc2ln
bi5jb20VY2FjZXJ0L2dzYXRsYXNyNDZkdnRs c2NhMj AyNnEyLmNydDAFBgNVHSME
GDAWgBR5HOPnXofOPtes10RVYBAK7+UIRTBIBgNVHR8EQ]jBAMD6gPKAGhjhodHRw
0i8vY3JsLmdsb2JhbHNpZ24uY29tL2NhL2dzYXRsYXNyYNDZkdnRsc2NhMjAyNnEy
LmNybDCCAQUGCisGAQQB1nkCBAIEQTYEQTMA8QB3ANdt fRDRp/V3ws fpX9cAv/mC
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yTNaZeHQswFzF8DIXxW13AAABny 1KJVAAAAQDAEQwRgIhAPqePxHP3TDbmgCVVOiP
cv46IMZITUMB03jHi0OvUNpwcAiEAgrd+x1070TEK8iAXF2W9IJraE662yiEoV4ANZ
DV302/8AdgDCMX5XRRmjRe5/0N6yKEHrx8IhWik/ fOWlrXaa2Q552zQAAAZ8pSiVp
AAAEAWBHMEUCIQDiUfPQcF5cxyX96wDwGK++7MwBLINHVWUBI6hOWHD/JgIgh4Sh
ejdjbaAccVs7fPTzn+mht6B8Pw1951c+dUg0UH4wDQYIKoZIhvcNAQELBQADgGIB
ACTSKUjYjT48+rHIE2wSOtamB1r3dEOO5SVMSWrm7X18ztcRXHISrpL5eTCPXV8ge
OEIUGITEYhL1Smh+S+qZKM7PmX7gwMAXXRIaKpATIL9ZyGQFZFqJTtfyllzjHzCp
/T4tsxHTekEjXgDAKXfP98By610h0UBgM7vWVgcMirwVSWi6EbdUFnXoRC6ZGYgU
mOFACXRqVS245syB1NyjqRoamdEbA1XqcFWKGrvH1kCbxRZB12gBMcZWSVwEMiW1m
4BallXnDfYYRNUEV+q4Zd88pMu0gyyK279403j/dzJe22d IRVtbAqSH1qOP+1AoK
cBUhDbL1ku9RykPxTDkFsL9yueC61i7140WbwHzon1TN2nssFUhFv8eGl1ZiHDrsA
70bp+WUvZbSKL16kroB3kU8GEVLsdZc9581SaXk6C+0174JhhLkHmcDRNSAFI101
/RsfGXWoMZmT1RpVDYFE5UMA4D3a8GGXJ1uwD0+9053/SMi00SF6r7STEhGUK2fv
894QINqtKDun4eaq34xBd5tGYQI1wPY+d0A9eYhxhU4R/S4uBajaTaUgKMwZwEal
SZ+z1ij+4sWexXATigHNw1QDkQfatv/RlwtC/4RzKmEb7EpoSrkQCatA4ShC+61RK
efVDAtS3eJgvMnE07NDIAC7SyQ9sh7Mp6X47pPT1Gsme

1 s:C = BE, 0 = GlobalSign nv-sa, CN = GlobalSign Atlas R46 DV TLS CA 2026 Q2
i:C = BE, 0 = GlobalSign nv-sa, CN = GlobalSign Root R46
a:PKEY: rsaEncryption, 4096 (bit); sigalg: RSA-SHA384
v:NotBefore: Jan 21 02:59:58 2026 GMT; NotAfter: Jan 21 00:00:00 2028 GMT

MIIGQTCCBGMgAWIBAgIRAIUVA9p8GXzCwsWrxGtXKxEwDQYJIKoZIhvcNAQEMBQAwW
RjELMAKGAIUEBhMCQkUXGTAXBgNVBAOTEEdsb2JhbFNpZ24gbnYtc2ExHDAaBgNV
BAMTEOdsb2JhbFNpZ24gUm9vdCBSNDYwHhcNMj YWMTIXMDI10TU4WhcNMjgwMTIx
MDAWMDAWWj BZMQswCQYDVQQGEwJCRTEZMBCcGALUEChMQR2xvYmFsU21lnbiBudilz
YTEVMCOGA1UEAXMMR2xvYmFsU21nbiBBdGxhcyBSNDYgRFYgVEXTIENBIDIwWMjYg
UTIwggIiMAOGCSqGSIb3DQEBAQUAA4ICDWAWggIKA0ICAQCgp2+0BI9nuYrgewFQ
v240b2FhmGKOAKO+0LzWmJ f2xNXyVzBDQFdzoMO/GKEA1XXN1CZIFdFk/8XvGPBe
VLFWJua5qm1oqqV+M617vu5A2khp7bqMjdUPEd+jhPebXxsRAiy/9P1thIMKo5u
zyfVI8Pr3jWttL46HZLw2ef/xhSDjcsYs14G6zSgpMvRAcznfI3212i0zMjFzUEO0
VAUNQQ+1gy2P8eELHaH1BLb18uhA8VOq9dFF1ReRLcyk8esrEFi0rcDGVOAZDAW] jMsKbV
10I21kn/BZksMHsGCCsGAQUFBWEBBGBwbTAuUBggrBgEFBQcwAYYiaHROcDovL29j
c3AuZ2xvYmFsc21lnbi5jb20vcm9vdHIONjA7BggrBgEFBQcwAoYvaHROcDovL3NT
Y3VyZS5nbG9iYWxzaWduLmNvbS9j YWN1cnQvecm9vdHIONLS5 j cnQwNgYDVROFBC8w
LTAroCmgJ4Y1laHROcDovL2NybC5nbGIiYWxzaWduLmNvbS9yb290cjQ2LmNybDAR
BgNVHSAEG]jAYMAgGBmeBDAECATAMBgo rBgEEAaAy CgEDMAOGCSqGSIb3DQEBDAUA
A4ICAQBkNmxsz7DAkdPyAOcuhirlCooxdI6bTOQ5fO0fHXA13t6L0SxCmMMOIOgwOZ
8B3IUM1yRkzgkpqzYCmYW7BuNM4q5EF1rUnuI4drcjgbA6NtaMCo4ikpdwYtHMDt
0gJjnNjgPsVaIxzk6rgRRw6n3Am6WtDKvA/w3dFa2PI7QgXDYynVc8wSqhx7VQUe
OUwbKaIkEH3DsJS/swcliUs24SdzswKhXB47woAk9eqg7emr+n8m3U7shp20A0Dz
6nSBFRr7M8+1+Ni+r19Ng410GKFPFS4prNGpzn04e0ACRHIGR184m4AISIf5Gvb5
IVsLokuf+n4VZtKkS5/2zTqCzjIocv3Kt+gKK7SofZXh/MdiT+LAJFmVQfs2zLD7X
b01s00eduII1UOUKLfQUWMU9X4hNIPTTRm8LN5x rdCqg+ftgAWYxPp//xTQQzJg2
nzY7YPDVhA4x5pjd0ZKmS5bBQl/f+Ypg2RjqGiq6bNOo4XmMoRmixiNonoMokm/U
ngz5USDc+3btW9z/0IiSYRUbSWBVsd6XtykV1CmVZDhyijVMFK8WCzzYGG4ubu2B
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HTTP Response Evidence

IPv4 HTTP (port 80)

HTTP Status 400
Connected IP 45.60.13.220
Connect Time 163.81 ms
TTFB 499.74 ms
Total Time 499.79 ms

Response Headers:

"HTTP/1.1 400 Bad Request",

"Content-Type: text/html",

"Cache-Control: no-cache, no-store",

"Connection: close",

"Content-Length: 868",

"X-Iinfo: 51-24505621-0 NNNY RT(1783108222754 0) q(0 © 0 -1) r(1 -1) b3 U6",

"Set-Cookie: visid_incap_ 2990630=qAMPhC5LSBaew5AXvfVRU34SSGOAAAAAQUIPAAAAAACYPGEUOZ803km2xLT633Eu; expires=Fri, 02 Jul 2027 22:38:02 GMT; HttpOnly; path=/;
Domain=.mmu.edu.my",

"Set-Cookie: incap_ses 569 2990630=xP0+FFr4dTCQuSnelX71B34SSGoAAAAAPWU49R1zqC5j0VIKLpKXuw==; path=/; Domain=.mmu.edu.my"

IPv6 HTTP (port 80)

HTTP Status 400

Connected IP 2a02:e980:b3::dc
Connect Time 7.91ms

TTFB 30.43 ms

Total Time 30.49 ms

Response Headers:

"HTTP/1.1 400 Bad Request",

"Content-Type: text/html",

"Cache-Control: no-cache, no-store",

"Connection: close",

"Content-Length: 876",

"X-Iinfo: 53-126945661-0 NNNY RT(1783108222469 0) q(0 0 0 -1) r(0 -1) b3 U6",

"Set-Cookie: visid_incap 2990630=34Zx53+VSEmLtxzmfigN1nOSSGOAAAAAQUIPAAAAAABA7YDA/jbkOISRalwn+0jz; expires=Sat, 03 Jul 2027 15:55:13 GMT; HttpOnly; path=/;
Domain=.mmu.edu.my",

"Set-Cookie: incap_ses 795 2990630=mWEsWSvMe3i+xipyVWgIC30SSGoAAAAAdAUeczRTel3jc5bf/xUMDQ==; path=/; Domain=.mmu.edu.my"

IPv4 HTTPS (port 443)

HTTP Status 200
Connected IP 45.60.15.220
Connect Time 170.17 ms
TTFB 715.43 ms
Total Time 715.54 ms

Response Headers:

"Q": "HTTP/2 301",
"date: Fri, 03 Jul 2026 19:50:23 GMT",
"server: Apache",
"x-frame-options: SAMEORIGIN",
"content-security-policy: frame-ancestors 'self';",
"location: https://www.mmu.edu.my/",
"content-type: text/html; charset=iso-8859-1",
: "set-cookie: visid incap_2990630=aSgrm2JeTsaT71lybbwRSWn8SSGOAAAAAQUIPAAAAAABIMRZrSSaDgMoapZEig4t0; expires=Fri, 02 Jul 2027 22:35:01 GMT; HttpOnly; path=/;
Domain=.mmu.edu.my; Secure; SameSite=None",
"8 "set-cookie: nlbi 2990630=2D54H2daPgFjbRGZFIgT7gAAAACrDqq6HXhLz6WMjbs33akz; HttpOnly; path=/; Domain=.mmu.edu.my; Secure; SameSite=None"
"set-cookie: incap_ses 569 2990630=QmKOey4ALDGyuynelX71B38SSGoAAAAAq6WWBOTIt9+D+0j0ivgRgA==; path=/; Domain=.mmu.edu.my; Secure; SameSite=None",
"strict-transport-security: max-age=31536000",

"1
"11": "x-cdn: Imperva",
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wypn .

ny5n.
"6

w1y

n1gn
w1gn .
nQn:

1

YLE
ny3n,
YL

ng5m

"GN
wyzu.

"x-iinfo: 53-29933977-29934040 NNNY CT(174 178 0) RT(1783108223255 166) q(6 6 0 -1) r(0 2) U6",
HTTP/2 200",

"date: Fri, 03 Jul 2026 19:50:23 GMT",

"server: Apache",

"x-frame-options: SAMEORIGIN",

"content-security-policy: frame-ancestors 'self';",

"last-modified: Fri, 03 Jul 2026 09:12:30 GMT",

"accept-ranges: bytes",

"content-length: 91660",

"vary: Accept-Encoding",

"cache-control: max-age=0, no-cache, no-store, must-revalidate",

"pragma: no-cache",

"expires: Mon, 29 Oct 1923 20:30:00 GMT",

"content-type: text/html; charset=UTF-8",

"set-cookie: visid_incap_2990630=HNR04Y0gQ82NqfXNnpAfHX0SSGOAAAAAQUIPAAAAAACbW39d4znoP7ZqLqf6mIOE; expires=Sat, 03 Jul 2027 16:41:53 GMT; HttpOnly; path=/;

Domain=.mmu.edu.my; Secure; SameSite=None",

ng

ngn
"30"
n3qn.

"set-cookie: incap_ses 1671 2990630=8f/HNicEyHr4SzqNQZYwF38SSGoAAAAAyLxarfRGj4DN6wiTIPdHkQ==; path=/; Domain=.mmu.edu.my; Secure; SameSite=None",
"strict-transport-security: max-age=31536000",

"x-cdn: Imperva",

"x-iinfo: 13-15919127-15919129 NNNY CT(5 12 0) RT(1783108223699 5) q(0 6 0 0) r(6 0) U6"

IPv6 HTTPS (port 443)

HTTP Status 200

Connected IP 2a02:e980:b5: :dc
Connect Time 12.96 ms

TTFB 79.33 ms

Total Time 79.43 ms

Response Headers:

778
Domain=.
"8":
"9":

"10":

"1y

wypn.
n14n:

w15

"6
wyyn,
n1gn.

"9

Q"
wypn,
YLE

np3m

"24":
E25k
"26":
TR

"HTTP/2 301",

"date: Fri, 03 Jul 2026 19:50:22 GMT",

"server: Apache",

"x-frame-options: SAMEORIGIN",

"content-security-policy: frame-ancestors 'self';",

“location: https://www.mmu.edu.my/",

"content-type: text/html; charset=iso-8859-1",

"set-cookie: visid_incap_2990630=yDRj2ImXTvK4xoM2tNQFIX0SSGOAAAAAQUIPAAAAAADTZRVWh7X1FWdcp7Zy9mYg; expires=Sat, 03 Jul 2027 15:55:13 GMT; HttpOnly; path=/;

mmu.edu.my; Secure; SameSite=None",

"set-cookie: nlbi_2990630=0yAQH81VZRGaNebAFIgT7gAAAAAMGDkAT6VG/LgIyyOwbbiG; HttpOnly; path=/; Domain=.mmu.edu.my; Secure; SameSite=None",
"set-cookie: incap_ses_795_ 2990630=2eUZAowk0V8MxypyVWgIC30SSGoAAAAAOEiP11lolbynoPvmLBNK52g==; path=/; Domain=.mmu.edu.my; Secure; SameSite=None",
"strict-transport-security: max-age=31536000",

x-cdn: Imperva",

"x-iinfo: 48-73207485-73207492 NNNY CT(10 13 0) RT(1783108222440 10) q(6 0 0@ -1) r(0 0) U6",

"HTTP/2 200",

"date: Fri, 03 Jul 2026 19:50:22 GMT",

"server: Apache",

"x-frame-options: SAMEORIGIN",

"content-security-policy: frame-ancestors 'self';",

"last-modified: Fri, 03 Jul 2026 09:12:30 GMT",

"accept-ranges: bytes",

"content-length: 91660",

"vary: Accept-Encoding",

"cache-control: max-age=0, no-cache, no-store, must-revalidate",

"pragma: no-cache",

"expires: Mon, 29 Oct 1923 20:30:00 GMT",

"content-type: text/html; charset=UTF-8",

set-cookie: visid_incap_2990630=dqsnG2GgQWy1jQRTDNS8EXgSSGOAAAAAQUIPAAAAAAB/NOo1hfWdaWm]j7NOdk5uA; expires=Sat, 03 Jul 2027 15:39:43 GMT; HttpOnly; path=/;

Domain=.mmu.edu.my; Secure; SameSite=None",

nygn:

12g:

n3gn.
w3qn.
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"set-cookie: incap_ses_ 1132 2990630=ITHuTPa8JFmeZVBLmqy1D34SSGoAAAAA1XuNs816XfT3VBX3RAAQtw==; path=/; Domain=.mmu.edu.my; Secure; SameSite=None",
"strict-transport-security: max-age=31536000",

"x-cdn: Imperva",

"x-iinfo: 4-18459486-18459488 NNNY CT(4 10 0) RT(1783108222479 6) q(0 0 0 0) r(6 0) U6"
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Connectivity Test Evidence

Test Result
TCP Connect IPv4 - port 80 400 0.164290 0.495474
TCP Connect IPv6 - port 80 400 0.007544 0.026958
TCP Connect IPv4 - port 443 301 0.164590 0.668289
TCP Connect IPv6 - port 443 301 0.007487 0.049187

Test Node Network Evidence

Node Profile dual stack

Egress Connectivity
IPv4 Egress 76.13.221.142

IPv6 Egress 2a02:4780:5e:2789::1

Sysctl IPv6 Flags

net.ipv6.conf.all.disable_ipvé 0

IPv6 Routes

2a02:4780:5e::/48 dev eth0® proto kernel metric 256 pref medium
feB80::/64 dev eth® proto kernel metric 256 pref medium
default via 2a02:4780:5e::1 dev ethO proto static metric 1024 pref medium

IPv4 Routes

default via 76.13.221.254 dev eth0® proto static

10.6.101.0/24 dev wgd scope link

10.6.102.0/24 dev wg0 scope link

76.13.221.0/24 dev eth® proto kernel scope link src 76.13.221.142
172.29.0.0/24 dev wg0 scope link
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