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✗
Non-Compliant

MGv6C-1.0

40%
No IPv6 Support

IPV6-ONLY READINESS

Website: ✗ Not Ready

DNS: ✗ Not Ready

Email: ✓ Ready

IPV4 ADDRESSES

107.154.176.178

107.154.162.178

Network Information (WHOIS / RDAP)

IPv4 Network

Organization Incapsula Inc

Country US

ASN AS19551

ASN Name INCAPSULA - Incapsula Inc, US

Network (CIDR) 107.154.0.0/16

Web Services (35%) 0 / 8

# CHECK RESULT DETAIL

1 AAAA Record FAIL No AAAA record found in DNS.

2 Globally Routable IPv6 FAIL IPv6 address is not globally routable.

3 HTTP over IPv6 FAIL HTTP is not accessible over IPv6.

4 HTTPS over IPv6 FAIL HTTPS is not accessible over IPv6.

5 IPv6-Only Reachability FAIL Site is not reachable when limited to IPv6-only.

6 TLS Certificate Valid (IPv6) FAIL TLS certificate is invalid, expired, or hostname mismatch over IPv6.

7 Dual-Stack (IPv4 + IPv6) FAIL Domain is IPv6-only or IPv4-only.

8 HTTP/3 (QUIC) FAIL No HTTP/3 support detected.

DNS & DNSSEC (25%) 0 / 5

# CHECK RESULT DETAIL

1 NS Has AAAA Record FAIL No nameserver has an AAAA record.

2 NS Reachable via IPv6 FAIL No nameserver is reachable over IPv6.

3 NS Answers Queries via IPv6 FAIL Nameserver does not answer queries over IPv6.

4 DNSSEC Validated FAIL DNSSEC validation failed or zone is unsigned.

5 Reverse DNS (PTR) FAIL No PTR record found.

6 DS Record at Parent FAIL No DS record at parent.

7 RRSIG Valid FAIL No valid RRSIG found.
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# CHECK RESULT DETAIL

8 Signing Algorithm INFO No DNSKEY record found.

Email Services (25%) 6 / 6

# CHECK RESULT DETAIL

1 MX Record Exists PASS MX record found.

2 MX Server Has IPv6 PASS MX server has AAAA record.

3 SMTP Reachable via IPv6 PASS SMTP port 25 responds over IPv6.

4 STARTTLS over IPv6 PASS STARTTLS supported over IPv6.

5 SPF Record PASS SPF record found.

6 DKIM Selector INFO DKIM selector found: google._domainkey

7 DMARC Record PASS DMARC record found.

IPv4 Baseline (15%) 3 / 3

# CHECK RESULT DETAIL

1 A Record PASS 107.154.176.178, 107.154.162.178

2 HTTP over IPv4 PASS HTTP (port 80) responds over IPv4 — 1163ms TTFB.

3 HTTPS over IPv4 PASS HTTPS (port 443) responds over IPv4 — 1177ms TTFB.
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Audit Trail & Evidence Record

Verification ID d8859e7f-67b8-4410-8fc2-e1696c3351df

Domain ijm.com

Check Mode Manual

Status Completed

Started 08 Aug 2026, 18:31:11 MYT

Finished 08 Aug 2026, 18:31:19 MYT

Test Node Profile dual stack

Engine Version 2.0.0

MGv6C Version 1.0.0

Audit URL https://ipv6.my6.my/audit/d8859e7f-67b8-4410-8fc2-e1696c3351df

Integrity Verification

✓ INTEGRITY VERIFIED

Algorithm hmac-sha256-v1

Root Hash 56858c34303e20486a4e0f0f4378ceb8dfbf356327ea5ade2c3da4b453091ed8

http_headers a28df60244e079b2baa8345af826102103d55a5a1b4822084e6fc59e72e395bb

dns_responses 551715f2b48027a80e1a2e35641a70e90f27613d8dfd71bfb26841061851b43f

tls_handshake 7edd28279f9d3e87b7ff594af36875580bbe29efd7b734e5e041bc5e6d20d5e6

connectivity_log 42e6a64eb514ebf1315961100606c6aa6b79869fbde668d94a988f12d94abaed

dns_resolution_times 1b653e11cdf48f375b67dbeb0eef35c076836745876c32b41ce57c144c077c11

Test Node Identity

Os Linux srv1440888 6.8.0-136-generic #136-Ubuntu SMP PREEMPT_DYNAMIC Wed Jul 1 21:53:05 UTC 2026 x86_64

Hostname srv1440888

Php Version 8.3.33

Server Ipv4 76.13.221.142

Server Ipv6 2a02:4780:5e:2789::1

DNS Resolution Performance

Comparison of A (IPv4) vs AAAA (IPv6) query times across resolvers and transports. Shows median (p50) and 95th percentile (p95) of 3 samples per tuple.

Resolver Transport A p50 (ms) A p95 (ms) AAAA p50 (ms) AAAA p95 (ms) Delta (ms)

System Default 24.67 29.19 27.06 27.53 +2.4 

Google IPv4 138.29 150.29 32.22 144.04 -106.1 

Google IPv6 130.98 139.67 139.39 213.06 +8.4 

Cloudflare IPv4 20.61 21.46 22.27 25.85 +1.7 

Cloudflare IPv6 39.69 44.35 24.51 55.68 -15.2 
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DNS Evidence

A

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 3216
;; flags: qr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
ijm.com.		300	IN	A	107.154.176.178
ijm.com.		300	IN	A	107.154.162.178

DS

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 2062
;; flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; AUTHORITY SECTION:
com.			896	IN	SOA	a.gtld-servers.net. nstld.verisign-grs.com. 1786185039 1800 900 604800 900

MX

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 16322
;; flags: qr rd ra; QUERY: 1, ANSWER: 6, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
ijm.com.		300	IN	MX	50 aspmx3.googlemail.com.
ijm.com.		300	IN	MX	10 aspmx.l.google.com.
ijm.com.		300	IN	MX	20 alt1.aspmx.l.google.com.
ijm.com.		300	IN	MX	90 ms46848456.msv1.invalid.outlook.com.
ijm.com.		300	IN	MX	30 alt2.aspmx.l.google.com.
ijm.com.		300	IN	MX	40 aspmx2.googlemail.com.

NS

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 10819
;; flags: qr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
ijm.com.		59560	IN	NS	pdns1.serverfreak.biz.
ijm.com.		59560	IN	NS	pdns2.serverfreak.biz.

TXT

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 41529
;; flags: qr rd ra; QUERY: 1, ANSWER: 10, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
ijm.com.		86400	IN	TXT	"_globalsign-domain-verification=7G4U0CRy9V5Ppu9XVm8l_fMfyIan08FvErLZuNkwuG"
ijm.com.		86400	IN	TXT	"atlassian-domain-verification=ZUCkkJItSWDhxeS9AlHEpkN7xquXo512RGBJLhxkof5Ehn8Kc67JzG3l1iJXrkDT"
ijm.com.		86400	IN	TXT	"google-site-verification=X_oF8ExYNTbyAS7Nm7aUxJN8mbkIul9kHeir3sMcS2c"
ijm.com.		86400	IN	TXT	"google-site-verification=uzohPmFuixNuVWEoWLxQsfrsa_JWzW_qdN5CQKHxIMY"
ijm.com.		86400	IN	TXT	"apple-domain-verification=2X2fd0xicxYxhkm5"
ijm.com.		14400	IN	TXT	"MS=ms27094677"
ijm.com.		86400	IN	TXT	"v=spf1 include:_spf.google.com include:spf.protection.outlook.com include:_fps1.ijm.com ip4:20.5.80.155 ip4:20.5.82.25 
include:_spf.psm.knowbe4.com ~all"
ijm.com.		86400	IN	TXT	"globalsign-domain-verification=t_jTrSg3ZlRfpulQqMV8tUbTHeYhn8RdyDob3VMAhb"
ijm.com.		86400	IN	TXT	"amazonses:aPS3ZYMunIiN2pKEJ3NIu1csktdH/dj4lsPOXTQPQck="
ijm.com.		86400	IN	TXT	"MS=ms46848456"

AAAA

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 36220
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;; flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; AUTHORITY SECTION:
ijm.com.		3596	IN	SOA	pdns1.serverfreak.biz. sampride.gmail.com. 2026070300 86400 7200 3600000 86400

RRSIG

pdns1.serverfreak.biz. sampride.gmail.com. 2026070300 86400 7200 3600000 86400

DNSKEY

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 46574
;; flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; AUTHORITY SECTION:
ijm.com.		3596	IN	SOA	pdns1.serverfreak.biz. sampride.gmail.com. 2026070300 86400 7200 3600000 86400

DNSSEC_VALIDATION

; unsigned answer
ijm.com.		59560	IN	SOA	pdns1.serverfreak.biz. sampride.gmail.com. 2026070300 86400 7200 3600000 86400
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TLS Handshake Evidence

IPV4 Connection

IP Used 107.154.176.178

IP Version 4

depth=2 C = GB, O = Sectigo Limited, CN = Sectigo Public Server Authentication Root R46
verify return:1
depth=1 C = GB, O = Sectigo Limited, CN = Sectigo Public Server Authentication CA DV R36
verify return:1
depth=0 CN = *.ijm.com
verify return:1
CONNECTED(00000010)
---
Certificate chain
 0 s:CN = *.ijm.com
   i:C = GB, O = Sectigo Limited, CN = Sectigo Public Server Authentication CA DV R36
   a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
   v:NotBefore: Dec 19 00:00:00 2025 GMT; NotAfter: Jan 17 23:59:59 2027 GMT
-----BEGIN CERTIFICATE----------END CERTIFICATE-----
 1 s:C = GB, O = Sectigo Limited, CN = Sectigo Public Server Authentication CA DV R36
   i:C = GB, O = Sectigo Limited, CN = Sectigo Public Server Authentication Root R46
   a:PKEY: rsaEncryption, 3072 (bit); sigalg: RSA-SHA384
   v:NotBefore: Mar 22 00:00:00 2021 GMT; NotAfter: Mar 21 23:59:59 2036 GMT
-----BEGIN CERTIFICATE-----IPv6 Readiness Report
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-----END CERTIFICATE-----
 2 s:C = GB, O = Sectigo Limited, CN = Sectigo Public Server Authentication Root R46
   i:C = US, ST = New Jersey, L = Jersey City, O = The USERTRUST Network, CN = USERTrust RSA Certification Authority
   a:PKEY: rsaEncryption, 4096 (bit); sigalg: RSA-SHA384
   v:NotBefore: Mar 22 00:00:00 2021 GMT; NotAfter: Jan 18 23:59:59 2038 GMT
-----BEGIN CERTIFICATE-----
MIIGlTCCBH2gAwIBAgIRANJ/u8HeNZ5SFq1hSVhgmcQwDQYJKoZIhvcNAQEMBQAw
gYgxCzAJBgNVBAYTAlVTMRMwEQYDVQQIEwpOZXcgSmVyc2V5MRQwEgYDVQQHEwtK
ZXJzZXkgQ2l0eTEeMBwGA1UEChMVVGhlIFVTRVJUUlVTVCBOZXR3b3JrMS4wLAYD
VQQDEyVVU0VSVHJ1c3QgUlNBIENlcnRpZmljYXRpb24gQXV0aG9yaXR5MB4XDTIx
MDMyMjAwMDAwMFoXDTM4MDExODIzNTk1OVowXzELMAkGA1UEBhMCR0IxGDAWBgNV
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HTTP Response Evidence

IPv4 HTTP (port 80)

HTTP Status 200

Connected IP 107.154.162.178

Connect Time 10.08 ms

TTFB 1050.71 ms

Total Time 1050.8 ms

Response Headers:

{
    "0": "HTTP/1.1 301 Moved Permanently",
    "1": "Server: nginx",
    "2": "Date: Sat, 08 Aug 2026 10:31:14 GMT",
    "3": "Content-Type: text/html; charset=UTF-8",
    "4": "Content-Length: 0",
    "5": "Connection: keep-alive",
    "6": "Expires: Thu, 19 Nov 1981 08:52:00 GMT",
    "7": "Cache-Control: no-store, no-cache, must-revalidate",
    "8": "Pragma: no-cache",
    "9": "X-Redirect-By: WordPress",
    "10": "Set-Cookie: PHPSESSID=9a4350591d23a2ebf241ad773de045f5; path=/",
    "11": "Location: https://www.ijm.com/",
    "12": "Vary: User-Agent",
    "13": "Set-Cookie: visid_incap_3277039=iEDAVN8cQhq1vgIEcN7jTHUFd2oAAAAAQUIPAAAAAABjddp4aFpM4xHbX9Vxx9GG; expires=Sat, 07 Aug 2027 15:34:00 GMT; HttpOnly; path=/; 
Domain=.ijm.com",
    "14": "Set-Cookie: incap_ses_1672_3277039=WRL5Q5fc02+NDwnoxCM0F3UFd2oAAAAAzhzlURgn+M2pM2tBmd8cBg==; path=/; Domain=.ijm.com",
    "15": "X-CDN: Imperva",
    "16": "X-Iinfo: 13-81903376-81903377 NNNN CT(1 -1 0) RT(1786185077529 0) q(0 0 0 -1) r(5 5) U6",
    "18": "HTTP/2 200",
    "19": "server: nginx",
    "20": "date: Sat, 08 Aug 2026 10:31:15 GMT",
    "21": "content-type: text/html; charset=UTF-8",
    "22": "expires: Thu, 19 Nov 1981 08:52:00 GMT",
    "23": "cache-control: no-store, no-cache, must-revalidate",
    "24": "pragma: no-cache",
    "25": "link: <https://www.ijm.com/wp-json/>; rel=\"https://api.w.org/\", <https://www.ijm.com/wp-json/wp/v2/pages/16>; rel=\"alternate\"; title=\"JSON\"; 
type=\"application/json\", <https://www.ijm.com/>; rel=shortlink",
    "26": "set-cookie: PHPSESSID=5f89466f396b94ebd98be21cce41fa0c; path=/",
    "27": "vary: Accept-Encoding,User-Agent",
    "28": "set-cookie: visid_incap_3277039=SAu4ugT/Qzm4lGlV4OAX9nAFd2oAAAAAQUIPAAAAAABY8YBiujwDdgN4HZ0yx2rA; expires=Sat, 07 Aug 2027 15:23:43 GMT; HttpOnly; path=/; 
Domain=.ijm.com",
    "29": "set-cookie: incap_ses_798_3277039=hA+oBKALZ2m7u1a32hATC3YFd2oAAAAAIAzwyaJ7TwnUaY70djxzRQ==; path=/; Domain=.ijm.com",
    "30": "x-cdn: Imperva",
    "31": "x-iinfo: 53-223500255-223500262 NNNY CT(6 16 0) RT(1786185077999 20) q(0 0 0 2) r(6 6) U6"
}

IPv4 HTTPS (port 443)

HTTP Status 200

Connected IP 107.154.162.178

Connect Time 10.5 ms

TTFB 1095.94 ms

Total Time 1096.03 ms

Response Headers:

{
    "0": "HTTP/2 301",
    "1": "server: nginx",
    "2": "date: Sat, 08 Aug 2026 10:31:15 GMT",
    "3": "content-type: text/html; charset=UTF-8",
    "4": "content-length: 0",
    "5": "expires: Thu, 19 Nov 1981 08:52:00 GMT",
    "6": "cache-control: no-store, no-cache, must-revalidate",
    "7": "pragma: no-cache",
    "8": "x-redirect-by: WordPress",
    "9": "set-cookie: PHPSESSID=3978b1c68c094b0a59ccd1d237a18a3d; path=/",
    "10": "location: https://www.ijm.com/",
    "11": "vary: User-Agent",
    "12": "set-cookie: visid_incap_3277039=ba5Bb/9oTpug8M56fYbrDXYFd2oAAAAAQUIPAAAAAADpDpymCs5Aj2Gr8oQzrtKX; expires=Sat, 07 Aug 2027 15:34:12 GMT; HttpOnly; path=/; 
Domain=.ijm.com",
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    "13": "set-cookie: incap_ses_1672_3277039=bz76R9qlW1wzEQnoxCM0F3YFd2oAAAAAaJwTxTSGrm62UccQYZ63Kw==; path=/; Domain=.ijm.com",
    "14": "x-cdn: Imperva",
    "15": "x-iinfo: 6-19932759-19932761 NNNN CT(2 2 0) RT(1786185078581 5) q(0 0 0 -1) r(4 4) U6",
    "17": "HTTP/2 200",
    "18": "server: nginx",
    "19": "date: Sat, 08 Aug 2026 10:31:16 GMT",
    "20": "content-type: text/html; charset=UTF-8",
    "21": "expires: Thu, 19 Nov 1981 08:52:00 GMT",
    "22": "cache-control: no-store, no-cache, must-revalidate",
    "23": "pragma: no-cache",
    "24": "link: <https://www.ijm.com/wp-json/>; rel=\"https://api.w.org/\", <https://www.ijm.com/wp-json/wp/v2/pages/16>; rel=\"alternate\"; title=\"JSON\"; 
type=\"application/json\", <https://www.ijm.com/>; rel=shortlink",
    "25": "set-cookie: PHPSESSID=c5db0a2d09dda679e9c6302bcb2265c9; path=/",
    "26": "vary: Accept-Encoding,User-Agent",
    "27": "set-cookie: visid_incap_3277039=SAu4ugT/Qzm4lGlV4OAX9nAFd2oAAAAAQUIPAAAAAABY8YBiujwDdgN4HZ0yx2rA; expires=Sat, 07 Aug 2027 15:23:43 GMT; HttpOnly; path=/; 
Domain=.ijm.com",
    "28": "set-cookie: incap_ses_798_3277039=t6ayH5B6b127u1a32hATC3cFd2oAAAAA79HPu/meQy3JhoBKFk3ELw==; path=/; Domain=.ijm.com",
    "29": "x-cdn: Imperva",
    "30": "x-iinfo: 53-223500653-223500262 PNNy RT(1786185079068 12) q(0 0 0 0) r(6 6) U6"
}

Connectivity Test Evidence

Test Result

TCP Connect IPv4 → port 80 200 0.001564 0.004304

TCP Connect IPv4 → port 443 200 0.002513 0.027932

Test Node Network Evidence

Node Profile dual stack

Egress Connectivity

IPv4 Egress 76.13.221.142

IPv6 Egress 2a02:4780:5e:2789::1

Sysctl IPv6 Flags

net.ipv6.conf.all.disable_ipv6 0

IPv6 Routes

2a02:4780:5e::/48 dev eth0 proto kernel metric 256 pref medium
fd7a:115c:a1e0::1136:5807 dev tailscale0 proto kernel metric 256 pref medium
fe80::/64 dev eth0 proto kernel metric 256 pref medium
fe80::/64 dev tailscale0 proto kernel metric 256 pref medium
default via 2a02:4780:5e::1 dev eth0 proto static metric 1024 pref medium

IPv4 Routes

default via 76.13.221.254 dev eth0 proto static 
10.6.101.0/24 dev wg0 scope link 
10.6.102.0/24 dev wg0 scope link 
76.13.221.0/24 dev eth0 proto kernel scope link src 76.13.221.142 
172.29.0.0/24 dev wg0 scope link 
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