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✗
Non-Compliant

MGv6C-1.0

32%
No IPv6 Support

IPV6-ONLY READINESS

Website: ✗ Not Ready

DNS: ✗ Not Ready

Email: ✗ Not Ready

IPV4 ADDRESSES

107.154.176.178

107.154.162.178

Network Information (WHOIS / RDAP)

IPv4 Network

Organization Incapsula Inc

Country US

ASN AS19551

ASN Name INCAPSULA - Incapsula Inc, US

Network (CIDR) 107.154.0.0/16

Web Services (35%) 0 / 8

# CHECK RESULT DETAIL

1 AAAA Record FAIL No AAAA record found in DNS.

2 Globally Routable IPv6 FAIL IPv6 address is not globally routable.

3 HTTP over IPv6 FAIL HTTP is not accessible over IPv6.

4 HTTPS over IPv6 FAIL HTTPS is not accessible over IPv6.

5 IPv6-Only Reachability FAIL Site is not reachable when limited to IPv6-only.

6 TLS Certificate Valid (IPv6) FAIL TLS certificate is invalid, expired, or hostname mismatch over IPv6.

7 Dual-Stack (IPv4 + IPv6) FAIL Domain is IPv6-only or IPv4-only.

8 HTTP/3 (QUIC) FAIL No HTTP/3 support detected.

DNS & DNSSEC (25%) 0 / 5

# CHECK RESULT DETAIL

1 NS Has AAAA Record FAIL No nameserver has an AAAA record.

2 NS Reachable via IPv6 FAIL No nameserver is reachable over IPv6.

3 NS Answers Queries via IPv6 FAIL Nameserver does not answer queries over IPv6.

4 DNSSEC Validated FAIL DNSSEC validation failed or zone is unsigned.

5 Reverse DNS (PTR) FAIL No PTR record found.

6 DS Record at Parent FAIL No DS record at parent.

7 RRSIG Valid FAIL No valid RRSIG found.
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# CHECK RESULT DETAIL

8 Signing Algorithm INFO No DNSKEY record found.

Email Services (25%) 4 / 6

# CHECK RESULT DETAIL

1 MX Record Exists PASS MX record found.

2 MX Server Has IPv6 PASS MX server has AAAA record.

3 SMTP Reachable via IPv6 FAIL SMTP is not reachable over IPv6.

4 STARTTLS over IPv6 FAIL STARTTLS not available over IPv6.

5 SPF Record PASS SPF record found.

6 DKIM Selector INFO DKIM selector found: google._domainkey

7 DMARC Record PASS DMARC record found.

IPv4 Baseline (15%) 3 / 3

# CHECK RESULT DETAIL

1 A Record PASS 107.154.176.178, 107.154.162.178

2 HTTP over IPv4 PASS HTTP (port 80) responds over IPv4 — 2273ms TTFB.

3 HTTPS over IPv4 PASS HTTPS (port 443) responds over IPv4 — 2189ms TTFB.
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Audit Trail & Evidence Record

Verification ID 58404586-e990-4b2f-96f3-aa1a68ed3bb4

Domain ijm.com

Check Mode Manual

Status Completed

Started 04 Jul 2026, 03:49:18 MYT

Finished 04 Jul 2026, 03:49:50 MYT

Test Node Profile dual stack

Engine Version 2.0.0

MGv6C Version 1.0.0

Audit URL https://ipv6.my6.my/audit/58404586-e990-4b2f-96f3-aa1a68ed3bb4

Integrity Verification

✓ INTEGRITY VERIFIED

Algorithm hmac-sha256-v1

Root Hash 0cf783e18b3fcdb4b5e62896b7fc4fafba45f059850e8d0a8bef746ccb289b57

http_headers 7b123233b7e8252e6ac913bfe550f152c3871d757a9bfd53bb7e124d99edbd0b

dns_responses ed199b80afff2efd23672b988a5fd441279e0ce06056bae8cdb8f3af655a6bdd

tls_handshake d126b397569c0f280b9ce2dd389b6a0dc502e35c3087de2d9b4185f106407126

connectivity_log a5014e8973f6e74d48a5d0076961ec0b9dbe9160a52a92b1b5360aebe018d97f

dns_resolution_times ed23dc2e3e33a6e16f5bae6cd33f9a29c4bbc21f202918c1788c12c41ea8c960

Test Node Identity

Os Linux srv1440888 6.8.0-124-generic #124-Ubuntu SMP PREEMPT_DYNAMIC Tue May 26 13:00:45 UTC 2026 x86_64

Hostname srv1440888

Php Version 8.3.32

Server Ipv4 76.13.221.142

Server Ipv6 2a02:4780:5e:2789::1

DNS Resolution Performance

Comparison of A (IPv4) vs AAAA (IPv6) query times across resolvers and transports. Shows median (p50) and 95th percentile (p95) of 3 samples per tuple.

Resolver Transport A p50 (ms) A p95 (ms) AAAA p50 (ms) AAAA p95 (ms) Delta (ms)

System Default 9.93 20.68 10.19 19.07 +0.3 

Google IPv4 32.32 91.69 23.33 37.83 -9 

Google IPv6 20.52 23.4 31.75 31.99 +11.2 

Cloudflare IPv4 12.09 22.16 21.42 22.37 +9.3 

Cloudflare IPv6 18.61 20.06 23.04 29.76 +4.4 
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DNS Evidence

A

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 42871
;; flags: qr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
ijm.com.		300	IN	A	107.154.162.178
ijm.com.		300	IN	A	107.154.176.178

DS

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 38150
;; flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; AUTHORITY SECTION:
com.			874	IN	SOA	a.gtld-servers.net. nstld.verisign-grs.com. 1783108136 1800 900 604800 900

MX

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 29790
;; flags: qr rd ra; QUERY: 1, ANSWER: 6, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
ijm.com.		300	IN	MX	90 ms46848456.msv1.invalid.outlook.com.
ijm.com.		300	IN	MX	40 aspmx2.googlemail.com.
ijm.com.		300	IN	MX	50 aspmx3.googlemail.com.
ijm.com.		300	IN	MX	30 alt2.aspmx.l.google.com.
ijm.com.		300	IN	MX	10 aspmx.l.google.com.
ijm.com.		300	IN	MX	20 alt1.aspmx.l.google.com.

NS

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 6850
;; flags: qr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
ijm.com.		86400	IN	NS	pdns1.serverfreak.biz.
ijm.com.		86400	IN	NS	pdns2.serverfreak.biz.

TXT

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 44656
;; flags: qr rd ra; QUERY: 1, ANSWER: 10, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
ijm.com.		86400	IN	TXT	"amazonses:aPS3ZYMunIiN2pKEJ3NIu1csktdH/dj4lsPOXTQPQck="
ijm.com.		86400	IN	TXT	"MS=ms46848456"
ijm.com.		86400	IN	TXT	"globalsign-domain-verification=t_jTrSg3ZlRfpulQqMV8tUbTHeYhn8RdyDob3VMAhb"
ijm.com.		86400	IN	TXT	"apple-domain-verification=2X2fd0xicxYxhkm5"
ijm.com.		86400	IN	TXT	"atlassian-domain-verification=ZUCkkJItSWDhxeS9AlHEpkN7xquXo512RGBJLhxkof5Ehn8Kc67JzG3l1iJXrkDT"
ijm.com.		86400	IN	TXT	"google-site-verification=X_oF8ExYNTbyAS7Nm7aUxJN8mbkIul9kHeir3sMcS2c"
ijm.com.		86400	IN	TXT	"google-site-verification=uzohPmFuixNuVWEoWLxQsfrsa_JWzW_qdN5CQKHxIMY"
ijm.com.		86400	IN	TXT	"v=spf1 include:_spf.google.com include:spf.protection.outlook.com include:_fps1.ijm.com ip4:20.5.80.155 ip4:20.5.82.25 
include:_spf.psm.knowbe4.com ~all"
ijm.com.		86400	IN	TXT	"_globalsign-domain-verification=7G4U0CRy9V5Ppu9XVm8l_fMfyIan08FvErLZuNkwuG"
ijm.com.		14400	IN	TXT	"MS=ms27094677"

AAAA

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 57156
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;; flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; AUTHORITY SECTION:
ijm.com.		3575	IN	SOA	pdns1.serverfreak.biz. sampride.gmail.com. 2026070300 86400 7200 3600000 86400

RRSIG

pdns1.serverfreak.biz. sampride.gmail.com. 2026070300 86400 7200 3600000 86400

DNSKEY

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 33168
;; flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; AUTHORITY SECTION:
ijm.com.		3574	IN	SOA	pdns1.serverfreak.biz. sampride.gmail.com. 2026070300 86400 7200 3600000 86400

DNSSEC_VALIDATION

; unsigned answer
ijm.com.		86373	IN	SOA	pdns1.serverfreak.biz. sampride.gmail.com. 2026070300 86400 7200 3600000 86400
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TLS Handshake Evidence

IPV4 Connection

IP Used 107.154.176.178

IP Version 4

depth=2 C = GB, O = Sectigo Limited, CN = Sectigo Public Server Authentication Root R46
verify return:1
depth=1 C = GB, O = Sectigo Limited, CN = Sectigo Public Server Authentication CA DV R36
verify return:1
depth=0 CN = *.ijm.com
verify return:1
CONNECTED(00000010)
---
Certificate chain
 0 s:CN = *.ijm.com
   i:C = GB, O = Sectigo Limited, CN = Sectigo Public Server Authentication CA DV R36
   a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
   v:NotBefore: Dec 19 00:00:00 2025 GMT; NotAfter: Jan 17 23:59:59 2027 GMT
-----BEGIN CERTIFICATE----------END CERTIFICATE-----
 1 s:C = GB, O = Sectigo Limited, CN = Sectigo Public Server Authentication CA DV R36
   i:C = GB, O = Sectigo Limited, CN = Sectigo Public Server Authentication Root R46
   a:PKEY: rsaEncryption, 3072 (bit); sigalg: RSA-SHA384
   v:NotBefore: Mar 22 00:00:00 2021 GMT; NotAfter: Mar 21 23:59:59 2036 GMT
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-----END CERTIFICATE-----
 2 s:C = GB, O = Sectigo Limited, CN = Sectigo Public Server Authentication Root R46
   i:C = US, ST = New Jersey, L = Jersey City, O = The USERTRUST Network, CN = USERTrust RSA Certification Authority
   a:PKEY: rsaEncryption, 4096 (bit); sigalg: RSA-SHA384
   v:NotBefore: Mar 22 00:00:00 2021 GMT; NotAfter: Jan 18 23:59:59 2038 GMT
-----BEGIN CERTIFICATE-----
MIIGlTCCBH2gAwIBAgIRANJ/u8HeNZ5SFq1hSVhgmcQwDQYJKoZIhvcNAQEMBQAw
gYgxCzAJBgNVBAYTAlVTMRMwEQYDVQQIEwpOZXcgSmVyc2V5MRQwEgYDVQQHEwtK
ZXJzZXkgQ2l0eTEeMBwGA1UEChMVVGhlIFVTRVJUUlVTVCBOZXR3b3JrMS4wLAYD
VQQDEyVVU0VSVHJ1c3QgUlNBIENlcnRpZmljYXRpb24gQXV0aG9yaXR5MB4XDTIx
MDMyMjAwMDAwMFoXDTM4MDExODIzNTk1OVowXzELMAkGA1UEBhMCR0IxGDAWBgNV
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HTTP Response Evidence

IPv4 HTTP (port 80)

HTTP Status 200

Connected IP 107.154.162.178

Connect Time 13.06 ms

TTFB 2251.99 ms

Total Time 2252.1 ms

Response Headers:

{
    "0": "HTTP/1.1 301 Moved Permanently",
    "1": "Server: nginx",
    "2": "Date: Fri, 03 Jul 2026 19:49:44 GMT",
    "3": "Content-Type: text/html; charset=UTF-8",
    "4": "Content-Length: 0",
    "5": "Connection: keep-alive",
    "6": "Expires: Thu, 19 Nov 1981 08:52:00 GMT",
    "7": "Cache-Control: no-store, no-cache, must-revalidate",
    "8": "Pragma: no-cache",
    "9": "X-Redirect-By: WordPress",
    "10": "Set-Cookie: PHPSESSID=384b30560cbb7282f873c8af51a9100b; path=/",
    "11": "Location: https://www.ijm.com/",
    "12": "Vary: User-Agent",
    "13": "Set-Cookie: visid_incap_3277039=3Xf7M/jPTHW+oEo4MzKRAVoSSGoAAAAAQUIPAAAAAADdAGbwRA7SXVGcGc0CTL0X; expires=Sat, 03 Jul 2027 15:40:03 GMT; HttpOnly; path=/; 
Domain=.ijm.com",
    "14": "Set-Cookie: incap_ses_1672_3277039=Es6cFcxIJBULOLfdvSM0F1oSSGoAAAAA+bE1P9LJ13z7EDHRgXAgzQ==; path=/; Domain=.ijm.com",
    "15": "X-CDN: Imperva",
    "16": "X-Iinfo: 17-13085746-13085747 NNNN CT(2 -1 0) RT(1783108185980 0) q(0 0 0 -1) r(9 9) U6",
    "18": "HTTP/2 200",
    "19": "server: nginx",
    "20": "date: Fri, 03 Jul 2026 19:49:45 GMT",
    "21": "content-type: text/html; charset=UTF-8",
    "22": "expires: Thu, 19 Nov 1981 08:52:00 GMT",
    "23": "cache-control: no-store, no-cache, must-revalidate",
    "24": "pragma: no-cache",
    "25": "link: <https://www.ijm.com/wp-json/>; rel=\"https://api.w.org/\", <https://www.ijm.com/wp-json/wp/v2/pages/16>; rel=\"alternate\"; title=\"JSON\"; 
type=\"application/json\", <https://www.ijm.com/>; rel=shortlink",
    "26": "set-cookie: PHPSESSID=74b7d26b1320f706fc12c93fac00e4a2; path=/",
    "27": "vary: Accept-Encoding,User-Agent",
    "28": "set-cookie: visid_incap_3277039=7KnmAiwXQXq26rwZV2wslFMSSGoAAAAAQUIPAAAAAACcWFX1Rt/XF+pwVJVshN85; expires=Sat, 03 Jul 2027 15:36:09 GMT; HttpOnly; path=/; 
Domain=.ijm.com",
    "29": "set-cookie: incap_ses_798_3277039=tROJAwQNhBJSPA1V0RATC1sSSGoAAAAAt6r86zlnORxDYqlovL4o2Q==; path=/; Domain=.ijm.com",
    "30": "x-cdn: Imperva",
    "31": "x-iinfo: 49-53276965-53276967 NNNY CT(8 23 0) RT(1783108186952 11) q(0 0 0 0) r(12 12) U6"
}

IPv4 HTTPS (port 443)

HTTP Status 200

Connected IP 107.154.162.178

Connect Time 12.95 ms

TTFB 2387.43 ms

Total Time 2387.54 ms

Response Headers:

{
    "0": "HTTP/2 301",
    "1": "server: nginx",
    "2": "date: Fri, 03 Jul 2026 19:49:46 GMT",
    "3": "content-type: text/html; charset=UTF-8",
    "4": "content-length: 0",
    "5": "expires: Thu, 19 Nov 1981 08:52:00 GMT",
    "6": "cache-control: no-store, no-cache, must-revalidate",
    "7": "pragma: no-cache",
    "8": "x-redirect-by: WordPress",
    "9": "set-cookie: PHPSESSID=35533ce3f045b81de32298cfdcb7c443; path=/",
    "10": "location: https://www.ijm.com/",
    "11": "vary: User-Agent",
    "12": "set-cookie: visid_incap_3277039=Axwr90oqSiSRPzn4f0lBklwSSGoAAAAAQUIPAAAAAABau6huzj4YnAQh/iC0ZYLK; expires=Sat, 03 Jul 2027 15:40:03 GMT; HttpOnly; path=/; 
Domain=.ijm.com",
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    "13": "set-cookie: incap_ses_1672_3277039=3oXVDrwCIUHfObfdvSM0F1wSSGoAAAAA/Dk4Err7BaNUwUEW1kl14w==; path=/; Domain=.ijm.com",
    "14": "x-cdn: Imperva",
    "15": "x-iinfo: 17-13085901-13085261 PNNN RT(1783108188232 5) q(0 0 0 -1) r(10 10) U6",
    "17": "HTTP/2 200",
    "18": "server: nginx",
    "19": "date: Fri, 03 Jul 2026 19:49:48 GMT",
    "20": "content-type: text/html; charset=UTF-8",
    "21": "expires: Thu, 19 Nov 1981 08:52:00 GMT",
    "22": "cache-control: no-store, no-cache, must-revalidate",
    "23": "pragma: no-cache",
    "24": "link: <https://www.ijm.com/wp-json/>; rel=\"https://api.w.org/\", <https://www.ijm.com/wp-json/wp/v2/pages/16>; rel=\"alternate\"; title=\"JSON\"; 
type=\"application/json\", <https://www.ijm.com/>; rel=shortlink",
    "25": "set-cookie: PHPSESSID=8a90968f187a48e26f8d0368071d9b78; path=/",
    "26": "vary: Accept-Encoding,User-Agent",
    "27": "set-cookie: visid_incap_3277039=7KnmAiwXQXq26rwZV2wslFMSSGoAAAAAQUIPAAAAAACcWFX1Rt/XF+pwVJVshN85; expires=Sat, 03 Jul 2027 15:36:09 GMT; HttpOnly; path=/; 
Domain=.ijm.com",
    "28": "set-cookie: incap_ses_798_3277039=7AUJIhLuzWpSPA1V0RATC14SSGoAAAAADxw4Myx0HpkjcNPregi57g==; path=/; Domain=.ijm.com",
    "29": "x-cdn: Imperva",
    "30": "x-iinfo: 48-44217185-44217187 NNNY CT(8 21 0) RT(1783108189240 9) q(0 0 0 0) r(13 13) U6"
}

Connectivity Test Evidence

Test Result

TCP Connect IPv4 → port 80 200 0.002311 0.005273

TCP Connect IPv4 → port 443 200 0.002279 0.031892

Test Node Network Evidence

Node Profile dual stack

Egress Connectivity

IPv4 Egress 76.13.221.142

IPv6 Egress 2a02:4780:5e:2789::1

Sysctl IPv6 Flags

net.ipv6.conf.all.disable_ipv6 0

IPv6 Routes

2a02:4780:5e::/48 dev eth0 proto kernel metric 256 pref medium
fe80::/64 dev eth0 proto kernel metric 256 pref medium
default via 2a02:4780:5e::1 dev eth0 proto static metric 1024 pref medium

IPv4 Routes

default via 76.13.221.254 dev eth0 proto static 
10.6.101.0/24 dev wg0 scope link 
10.6.102.0/24 dev wg0 scope link 
76.13.221.0/24 dev eth0 proto kernel scope link src 76.13.221.142 
172.29.0.0/24 dev wg0 scope link 
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