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⚠
Partially Compliant

MGv6C-1.0

73%
Partial Support

IPV6-ONLY READINESS

Website: ✗ Not Ready

DNS: ✓ Ready

Email: ✗ Not Ready

IPV6 ADDRESSES

2600:9000:203f:a00:1:ca45:7c80:93a1

2600:9000:203f:5400:1:ca45:7c80:93a1

2600:9000:203f:2a00:1:ca45:7c80:93a1

2600:9000:203f:8400:1:ca45:7c80:93a1

2600:9000:203f:7600:1:ca45:7c80:93a1

2600:9000:203f:5a00:1:ca45:7c80:93a1

2600:9000:203f:ba00:1:ca45:7c80:93a1

2600:9000:203f:b600:1:ca45:7c80:93a1

IPV4 ADDRESSES

65.9.168.108

65.9.168.87

65.9.168.115

65.9.168.107

Network Information (WHOIS / RDAP)

IPv6 Network IPv4 Network

Organization Amazon.com, Inc. Amazon.com, Inc.

Country US US

ASN AS16509 AS16509

ASN Name AMAZON-02 - Amazon.com, Inc., US AMAZON-02 - Amazon.com, Inc., US

Network (CIDR) 2600:9000::/28 65.9.128.0/18

Web Services (35%) 6 / 8

# CHECK RESULT DETAIL

1 AAAA Record PASS

2600:9000:203f:a00:1:ca45:7c80:93a1, 2600:9000:203f:5400:1:ca45:7c80:93a1,
2600:9000:203f:2a00:1:ca45:7c80:93a1, 2600:9000:203f:8400:1:ca45:7c80:93a1,
2600:9000:203f:7600:1:ca45:7c80:93a1, 2600:9000:203f:5a00:1:ca45:7c80:93a1,
2600:9000:203f:ba00:1:ca45:7c80:93a1, 2600:9000:203f:b600:1:ca45:7c80:93a1

2 Globally Routable IPv6 PASS All addresses are globally routable.

3 HTTP over IPv6 PASS HTTP (port 80) responds over IPv6 — 46ms TTFB.

4 HTTPS over IPv6 PASS HTTPS (port 443) responds over IPv6 — 29ms TTFB.

5 IPv6-Only Reachability FAIL Site is not reachable when limited to IPv6-only.

6 TLS Certificate Valid (IPv6) PASS
Certificate valid — issued by C = GB, O = Sectigo Limited, CN = Sectigo Public Server Authentication CA
OV R36, expires Apr 3 23:59:59 2027 GMT

7 Dual-Stack (IPv4 + IPv6) PASS Domain has both A and AAAA records.

8 HTTP/3 (QUIC) FAIL No HTTP/3 support detected.

DNS & DNSSEC (25%) 3 / 5

# CHECK RESULT DETAIL

1 NS Has AAAA Record PASS Nameserver has IPv6 address.

IPv6 Readiness Report
khazanah.com.my — Enterprise

Generated: 04 Jul 2026, 22:12 MYT
Last Checked: 04 Jul 2026, 03:48 MYT

National IPv6 Readiness Monitor — https://ipv6.my6.my Page 1 of 14



# CHECK RESULT DETAIL

2 NS Reachable via IPv6 PASS Nameserver is reachable via IPv6 on port 53.

3 NS Answers Queries via IPv6 PASS DNS queries answered over IPv6.

4 DNSSEC Validated FAIL DNSSEC validation failed or zone is unsigned.

5 Reverse DNS (PTR) FAIL No PTR record found.

6 DS Record at Parent FAIL No DS record at parent.

7 RRSIG Valid FAIL No valid RRSIG found.

8 Signing Algorithm INFO No DNSKEY record found.

Email Services (25%) 4 / 6

# CHECK RESULT DETAIL

1 MX Record Exists PASS MX record found.

2 MX Server Has IPv6 PASS MX server has AAAA record.

3 SMTP Reachable via IPv6 FAIL SMTP is not reachable over IPv6.

4 STARTTLS over IPv6 FAIL STARTTLS not available over IPv6.

5 SPF Record PASS SPF record found.

6 DKIM Selector INFO DKIM selector found: selector1._domainkey

7 DMARC Record PASS DMARC record found.

IPv4 Baseline (15%) 3 / 3

# CHECK RESULT DETAIL

1 A Record PASS 65.9.168.108, 65.9.168.87, 65.9.168.115, 65.9.168.107

2 HTTP over IPv4 PASS HTTP (port 80) responds over IPv4 — 46ms TTFB.

3 HTTPS over IPv4 PASS HTTPS (port 443) responds over IPv4 — 31ms TTFB.
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Audit Trail & Evidence Record

Verification ID 110f4d81-f330-4713-b08e-08e7782540df

Domain khazanah.com.my

Check Mode Manual

Status Completed

Started 04 Jul 2026, 03:47:36 MYT

Finished 04 Jul 2026, 03:48:02 MYT

Test Node Profile dual stack

Engine Version 2.0.0

MGv6C Version 1.0.0

Audit URL https://ipv6.my6.my/audit/110f4d81-f330-4713-b08e-08e7782540df

Integrity Verification

✓ INTEGRITY VERIFIED

Algorithm hmac-sha256-v1

Root Hash 65291ce6aec6abe87a21ed1f7d62cd2502e46c75a442e1acb347a16c684d1d03

http_headers abd3616c488b5580870db45a4d4bad7c7b4e007669965229107d03174c8e2586

dns_responses ac022f212f5a2fbec5480365309df8dcda2fef32874dbd1d695ccfb5d35fe597

tls_handshake 7f5c23b33f67483cbdce2119dce731df2e7310608914e461e0e791330d718997

connectivity_log 867d933c69cec624c386862a60abffd9b404c0e076e9dec36557e54f8e1923d5

dns_resolution_times dd34c2e2c89a2407cac3e0da3833b5b6e538cceee08934eb036e58fecc52d2c0

Test Node Identity

Os Linux srv1440888 6.8.0-124-generic #124-Ubuntu SMP PREEMPT_DYNAMIC Tue May 26 13:00:45 UTC 2026 x86_64

Hostname srv1440888

Php Version 8.3.32

Server Ipv4 76.13.221.142

Server Ipv6 2a02:4780:5e:2789::1

DNS Resolution Performance

Comparison of A (IPv4) vs AAAA (IPv6) query times across resolvers and transports. Shows median (p50) and 95th percentile (p95) of 3 samples per tuple.

Resolver Transport A p50 (ms) A p95 (ms) AAAA p50 (ms) AAAA p95 (ms) Delta (ms)

System Default 12.25 23.09 10.81 11.66 -1.4 

Google IPv4 78.15 92.59 111.25 112.95 +33.1 

Google IPv6 35.28 104.54 35.73 75.94 +0.4 

Cloudflare IPv4 9.95 11.14 19.2 20.15 +9.3 

Cloudflare IPv6 31.55 159.18 8.9 21.36 -22.7 
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DNS Evidence

A

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 7169
;; flags: qr rd ra; QUERY: 1, ANSWER: 4, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
khazanah.com.my.	35	IN	A	65.9.168.115
khazanah.com.my.	35	IN	A	65.9.168.107
khazanah.com.my.	35	IN	A	65.9.168.108
khazanah.com.my.	35	IN	A	65.9.168.87

DS

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 14352
;; flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; AUTHORITY SECTION:
com.my.			2446	IN	SOA	e.nic.my. hostmaster.nic.my. 2026052755 1800 900 604800 3600

MX

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 50939
;; flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
khazanah.com.my.	300	IN	MX	5 khazanah-com-my.mail.protection.outlook.com.

NS

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 38529
;; flags: qr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
khazanah.com.my.	86400	IN	NS	cody.ns.cloudflare.com.
khazanah.com.my.	86400	IN	NS	zara.ns.cloudflare.com.

TXT

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 53852
;; flags: qr rd ra; QUERY: 1, ANSWER: 9, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
khazanah.com.my.	300	IN	TXT	"successfactors-site-verification=YzhlNThkYTYxZjVjNmM3NWU0NDhmNGNlZGJkYTA3ZTA5MTI3NTI3MzUwMmY5YzhhYjVlMzE1YTlkZmYwMDhiNA=="
khazanah.com.my.	300	IN	TXT	"v=spf1 ip4:210.187.94.101 include:spf.protection.outlook.com include:_spf-dc44.sapsf.com include:_spf-dc10.sapsf.com mx ~all"
khazanah.com.my.	300	IN	TXT	"yoT+kJn5Ek6xqwgfXrqhiARgDOoWoztVG+le8RmESSSq5pb+PS6gSZF5Xs/y346RC5QTUBuwldQ2+3trj7gLyQ=="
khazanah.com.my.	300	IN	TXT	"278363695-551643838"
khazanah.com.my.	300	IN	TXT	"2e0e39ab-a35c-4a0c-baf0-be35abd25039"
khazanah.com.my.	300	IN	TXT	"MS=763EFC153EF4DE77DC231596FBB43E1253198427"
khazanah.com.my.	300	IN	TXT	"anthropic-domain-verification-5110j3=pRpVVngq9RpcYAC8YXwv6DB9x"
khazanah.com.my.	300	IN	TXT	"docusign=8576750b-4953-478f-84fd-6912b949b2cf"
khazanah.com.my.	300	IN	TXT	"globalsign-domain-verification=kbbR0MxiJ4MduhvKssCbLHpVMy-ONfT05h27bAmUzH"

AAAA

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 37092
;; flags: qr rd ra; QUERY: 1, ANSWER: 8, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
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khazanah.com.my.	60	IN	AAAA	2600:9000:203f:e600:1:ca45:7c80:93a1
khazanah.com.my.	60	IN	AAAA	2600:9000:203f:9e00:1:ca45:7c80:93a1
khazanah.com.my.	60	IN	AAAA	2600:9000:203f:7400:1:ca45:7c80:93a1
khazanah.com.my.	60	IN	AAAA	2600:9000:203f:ea00:1:ca45:7c80:93a1
khazanah.com.my.	60	IN	AAAA	2600:9000:203f:fa00:1:ca45:7c80:93a1
khazanah.com.my.	60	IN	AAAA	2600:9000:203f:e400:1:ca45:7c80:93a1
khazanah.com.my.	60	IN	AAAA	2600:9000:203f:9a00:1:ca45:7c80:93a1
khazanah.com.my.	60	IN	AAAA	2600:9000:203f:200:1:ca45:7c80:93a1

RRSIG

cody.ns.cloudflare.com. dns.cloudflare.com. 2408564570 10000 2400 604800 1800

DNSKEY

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 9779
;; flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; AUTHORITY SECTION:
khazanah.com.my.	1776	IN	SOA	cody.ns.cloudflare.com. dns.cloudflare.com. 2408564570 10000 2400 604800 1800

DNSSEC_VALIDATION

; unsigned answer
khazanah.com.my.	1776	IN	SOA	cody.ns.cloudflare.com. dns.cloudflare.com. 2408564570 10000 2400 604800 1800
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TLS Handshake Evidence

IPV4 Connection

IP Used 65.9.168.108

IP Version 4

depth=2 C = GB, O = Sectigo Limited, CN = Sectigo Public Server Authentication Root R46
verify return:1
depth=1 C = GB, O = Sectigo Limited, CN = Sectigo Public Server Authentication CA OV R36
verify return:1
depth=0 C = MY, ST = Wilayah Persekutuan Kuala Lumpur, O = Khazanah Nasional Berhad, CN = *.khazanah.com.my
verify return:1
CONNECTED(00000010)
---
Certificate chain
 0 s:C = MY, ST = Wilayah Persekutuan Kuala Lumpur, O = Khazanah Nasional Berhad, CN = *.khazanah.com.my
   i:C = GB, O = Sectigo Limited, CN = Sectigo Public Server Authentication CA OV R36
   a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
   v:NotBefore: Mar  3 00:00:00 2026 GMT; NotAfter: Apr  3 23:59:59 2027 GMT
-----BEGIN CERTIFICATE----------END CERTIFICATE-----
 1 s:C = GB, O = Sectigo Limited, CN = Sectigo Public Server Authentication CA OV R36
   i:C = GB, O = Sectigo Limited, CN = Sectigo Public Server Authentication Root R46
   a:PKEY: rsaEncryption, 3072 (bit); sigalg: RSA-SHA384
   v:NotBefore: Mar 22 00:00:00 2021 GMT; NotAfter: Mar 21 23:59:59 2036 GMT
-----BEGIN CERTIFICATE-----IPv6 Readiness Report
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-----END CERTIFICATE-----
---
Server certificate
subject=C = MY, ST = Wilayah Persekutuan Kuala Lumpur, O = Khazanah Nasional Berhad, CN = *.khazanah.com.my
issuer=C = GB, O = Sectigo Limited, CN = Sectigo Public Server Authentication CA OV R36
---
No client certificate CA names sent

IPV6 Connection

IP Used 2600:9000:203f:a00:1:ca45:7c80:93a1

IP Version 6

depth=2 C = GB, O = Sectigo Limited, CN = Sectigo Public Server Authentication Root R46
verify return:1
depth=1 C = GB, O = Sectigo Limited, CN = Sectigo Public Server Authentication CA OV R36
verify return:1
depth=0 C = MY, ST = Wilayah Persekutuan Kuala Lumpur, O = Khazanah Nasional Berhad, CN = *.khazanah.com.my
verify return:1
CONNECTED(00000010)
---
Certificate chain
 0 s:C = MY, ST = Wilayah Persekutuan Kuala Lumpur, O = Khazanah Nasional Berhad, CN = *.khazanah.com.my
   i:C = GB, O = Sectigo Limited, CN = Sectigo Public Server Authentication CA OV R36
   a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
   v:NotBefore: Mar  3 00:00:00 2026 GMT; NotAfter: Apr  3 23:59:59 2027 GMT
-----BEGIN CERTIFICATE-----IPv6 Readiness Report
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Ow6a5KNfHfOcjwYbG3nq/8Fp3GpqaNGdsFm4F+vh8MxOlaqpwsa88za/zCOVkoj1
Ly3//FiT2cZ5caQb8hU8fB18K/BLEsnoTp7/x1zpVkLiSLqghbGAGC4jOxv28S7o
thVKP17IF5uhJGrB6I6bGFDLoylOtuXuSQT2GejVzgixgqqsL9LogzWOXAn0FwbO
k4QAbrl8lZ0J+wCsiYPkHl/1iOsjOgL81G1FciAfrvrVxMZICTnv4Q8By9+sPYhq
yL6kO1k+6AXZIyEca7WOIlXelst26WL37OH5lm5QuhMqvq1BWmMgeaj/cf4Xft0g
XLY9zcDtBCOe0MmTtyzR+eeGKzutp7lF1PN051q2/EkVll67e9cexIMBGXP51gez
EG4U+LNbrLFNxRhoJ+2oQ+MWLGobD62V6bmtmxCKEOQU6Zh63ujLmFR8R3dxyC8x
0U6nkfvci46Bf08OJu6petrd2y39VIFr8rN4IoN7SrAnX3yOSi/JfL4a
-----END CERTIFICATE-----
 1 s:C = GB, O = Sectigo Limited, CN = Sectigo Public Server Authentication CA OV R36
   i:C = GB, O = Sectigo Limited, CN = Sectigo Public Server Authentication Root R46
   a:PKEY: rsaEncryption, 3072 (bit); sigalg: RSA-SHA384
   v:NotBefore: Mar 22 00:00:00 2021 GMT; NotAfter: Mar 21 23:59:59 2036 GMT
-----BEGIN CERTIFICATE----------END CERTIFICATE-----
---
Server certificate
subject=C = MY, ST = Wilayah Persekutuan Kuala Lumpur, O = Khazanah Nasional Berhad, CN = *.khazanah.com.my
issuer=C = GB, O = Sectigo Limited, CN = Sectigo Public Server Authentication CA OV R36
---
No client certificate CA names sent
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HTTP Response Evidence

IPv4 HTTP (port 80)

HTTP Status 403

Connected IP 65.9.168.87

Connect Time 17.8 ms

TTFB 50.11 ms

Total Time 50.2 ms

Response Headers:

{
    "0": "HTTP/1.1 301 Moved Permanently",
    "1": "Server: CloudFront",
    "2": "Date: Fri, 03 Jul 2026 19:48:02 GMT",
    "3": "Content-Type: text/html",
    "4": "Content-Length: 167",
    "5": "Connection: keep-alive",
    "6": "Location: https://khazanah.com.my/",
    "7": "X-Cache: Redirect from cloudfront",
    "8": "Via: 1.1 0b64fe403ecf9674f7ad43833d400c0e.cloudfront.net (CloudFront)",
    "9": "X-Amz-Cf-Pop: SIN3-P4",
    "10": "X-Amz-Cf-Id: MZ3z1KVWWqhWDejmPX5krOb7ySNOHsFGVFr3fqKzwwy-iXpXb-PJNw==",
    "12": "HTTP/2 403",
    "13": "server: CloudFront",
    "14": "date: Fri, 03 Jul 2026 19:48:02 GMT",
    "15": "content-type: text/html",
    "16": "content-length: 919",
    "17": "x-cache: Error from cloudfront",
    "18": "via: 1.1 0b64fe403ecf9674f7ad43833d400c0e.cloudfront.net (CloudFront)",
    "19": "x-amz-cf-pop: SIN3-P4",
    "20": "x-amz-cf-id: rTWDkL1jb0h_oMQc6pf1zVGdst0rlqmC0ZDItoAEZlUkZVZr6eLg0Q=="
}

IPv6 HTTP (port 80)

HTTP Status 403

Connected IP 2600:9000:203f:8400:1:ca45:7c80:93a1

Connect Time 16.87 ms

TTFB 46.78 ms

Total Time 46.86 ms

Response Headers:

{
    "0": "HTTP/1.1 301 Moved Permanently",
    "1": "Server: CloudFront",
    "2": "Date: Fri, 03 Jul 2026 19:48:02 GMT",
    "3": "Content-Type: text/html",
    "4": "Content-Length: 167",
    "5": "Connection: keep-alive",
    "6": "Location: https://khazanah.com.my/",
    "7": "X-Cache: Redirect from cloudfront",
    "8": "Via: 1.1 11371c4bf999f8d222213b5bce1ba694.cloudfront.net (CloudFront)",
    "9": "X-Amz-Cf-Pop: SIN3-P4",
    "10": "X-Amz-Cf-Id: 5kpxUM3YvpFuEdofB_f4x788e9cWR3TIkfcWcLSv3jCs6M1LK5SxNA==",
    "12": "HTTP/2 403",
    "13": "server: CloudFront",
    "14": "date: Fri, 03 Jul 2026 19:48:02 GMT",
    "15": "content-type: text/html",
    "16": "content-length: 919",
    "17": "x-cache: Error from cloudfront",
    "18": "via: 1.1 9a8dc1c2e439a7a095dcf2dc11a9055a.cloudfront.net (CloudFront)",
    "19": "x-amz-cf-pop: SIN3-P4",
    "20": "x-amz-cf-id: pryXSwx8tUa6MZA9YgXgGEY5_ETYEsxwJxn5VTMMMTMW9TtjpEIZUg=="
}

IPv4 HTTPS (port 443)

HTTP Status 403

Connected IP 65.9.168.108
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Connect Time 8.1 ms

TTFB 29.34 ms

Total Time 29.37 ms

Response Headers:

[
    "HTTP/2 403",
    "server: CloudFront",
    "date: Fri, 03 Jul 2026 19:48:02 GMT",
    "content-type: text/html",
    "content-length: 919",
    "x-cache: Error from cloudfront",
    "via: 1.1 1cad349a917665b9a8b12c2c8be3558e.cloudfront.net (CloudFront)",
    "x-amz-cf-pop: SIN3-P4",
    "x-amz-cf-id: zppmKsjrDdNuQqy1AP3fKR7sATRgjEfgY8bw2JvDg_vTywUOp7qjOQ=="
]

IPv6 HTTPS (port 443)

HTTP Status 403

Connected IP 2600:9000:203f:a00:1:ca45:7c80:93a1

Connect Time 11.4 ms

TTFB 33.12 ms

Total Time 33.16 ms

Response Headers:

[
    "HTTP/2 403",
    "server: CloudFront",
    "date: Fri, 03 Jul 2026 19:48:02 GMT",
    "content-type: text/html",
    "content-length: 919",
    "x-cache: Error from cloudfront",
    "via: 1.1 7e1828cb2f62043ddb138574ae6ab714.cloudfront.net (CloudFront)",
    "x-amz-cf-pop: SIN3-P4",
    "x-amz-cf-id: K655a-2alZG2X-sVM9JxsZL4AMD_c_kOjyRU4khu3dnn0kZ_zKUIAA=="
]

Connectivity Test Evidence

Test Result

TCP Connect IPv4 → port 80 301 0.007525 0.018184

TCP Connect IPv6 → port 80 301 0.007957 0.017053

TCP Connect IPv4 → port 443 301 0.008306 0.035151

TCP Connect IPv6 → port 443 301 0.007160 0.037402
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Test Node Network Evidence

Node Profile dual stack

Egress Connectivity

IPv4 Egress 76.13.221.142

IPv6 Egress 2a02:4780:5e:2789::1

Sysctl IPv6 Flags

net.ipv6.conf.all.disable_ipv6 0

IPv6 Routes

2a02:4780:5e::/48 dev eth0 proto kernel metric 256 pref medium
fe80::/64 dev eth0 proto kernel metric 256 pref medium
default via 2a02:4780:5e::1 dev eth0 proto static metric 1024 pref medium

IPv4 Routes

default via 76.13.221.254 dev eth0 proto static 
10.6.101.0/24 dev wg0 scope link 
10.6.102.0/24 dev wg0 scope link 
76.13.221.0/24 dev eth0 proto kernel scope link src 76.13.221.142 
172.29.0.0/24 dev wg0 scope link 
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