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IPv6 Readiness Report

airasia.com — airasia.com

Scan to verify

Category: Enterprise ¢ Generated: 04 Jul 2026, 22:12 MYT « Last Checked: 04 Jul 2026, 03:46 MYT < Verification ID: 8890c4f7-27f1-4226-b9d8-5a811af228d3
Report generated from National IPv6 Readiness Monitor — https://ipv6.my6.my
Audit trail: https://ipv6.my6.my/audit/8890c4f7-27f1-4226-b9d8-5a811af228d3

: IPV6-ONLY READINESS

7 7 % Website: X Not Ready

Partial Support DNS: v Ready
Email: X Not Ready

Partially Compliant

MGv6C-1.0

IPV6 ADDRESSES IPV4 ADDRESSES

2606:4700:440b: :6812:2560 34.54.254.237
2a06:98c1:310b: :ac40:96a0

Network Information (WHOIS / RDAP)

IPv6 Network IPv4 Network
Organization Cloudflare, Inc. Google LLC
Country us us
ASN AS13335 AS396982
ASN Name CLOUDFLARENET - Cloudflare, Inc., US GOOGLE-CLOUD-PLATFORM - Google LLC, US
Network (CIDR) 2606:4700::/32 34.4.5.0/24
Web Services (35%) 7/8
# CHECK RESULT DETAIL
1 AAAA Record PASS 2606:4700:440b::6812:2560, 2a06:98c1:310b::ac40:96a0
2 Globally Routable IPv6 PASS All addresses are globally routable.
3 HTTP over IPv6 PASS HTTP (port 80) responds over IPv6 — 11ms TTFB.
4 HTTPS over IPv6 PASS HTTPS (port 443) responds over IPv6 — 11ms TTFB.
5 IPv6-Only Reachability FAIL Site is not reachable when limited to IPv6-only.
6 TLS Certificate Valid (IPV6) PASS Certificate valid — issued by C = US, O = Google Trust Services, CN = WE1, expires Sep 15 11:38:54 2026
GMT
7 Dual-Stack (IPv4 + IPv6) PASS Domain has both A and AAAA records.
8 HTTP/3 (QUIC) PASS Alt-Svc: h3 header detected.
DNS & DNSSEC (25%) 3/5
# CHECK RESULT DETAIL
1 NS Has AAAA Record PASS Nameserver has IPv6 address.
2 NS Reachable via IPv6 PASS Nameserver is reachable via IPv6 on port 53.
3 NS Answers Queries via IPv6 PASS DNS queries answered over IPv6.
4 DNSSEC Validated FAIL DNSSEC validation failed or zone is unsigned.
5 Reverse DNS (PTR) FAIL No PTR record found.
6 DS Record at Parent FAIL No DS record at parent.
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# CHECK

7 RRSIG Valid

8 Signing Algorithm

Email Services (25%)

# CHECK

1 MX Record Exists

2 MX Server Has IPv6

3 SMTP Reachable via IPv6
4 STARTTLS over IPv6

5 SPF Record

6 DKIM Selector

7 DMARC Record

IPv4 Baseline (15%)
# CHECK

1 A Record

2 HTTP over IPv4

3 HTTPS over IPv4

National IPv6 Readiness Monitor — https://ipv6.my6.my

RESULT

FAIL

INFO

RESULT

PASS

PASS

FAIL

FAIL

PASS

INFO

PASS

RESULT

PASS

PASS

PASS

DETAIL

No valid RRSIG found.

No DNSKEY record found.

DETAIL

MX record found.

MX server has AAAA record.

SMTP is not reachable over IPv6.
STARTTLS not available over IPv6.

SPF record found.

DKIM selector found: google._domainkey

DMARC record found.

DETAIL

34.54.254.237

HTTP (port 80) responds over IPv4 — 66ms TTFB.

HTTPS (port 443) responds over IPv4 — 49ms TTFB.

Page 2 of 14



IPv6 Readiness Report Generated: 04 Jul 2026, 22:12 MYT
airasia.com — Enterprise Last Checked: 04 Jul 2026, 03:46 MYT

Audit Trail & Evidence Record

Verification ID 8890c4f7-27f1-4226-b9d8-5a811af228d3

Domain airasia.com

Check Mode Manual

Status Completed

Started 04 Jul 2026, 03:45:46 MYT

Finished 04 Jul 2026, 03:46:14 MYT

Test Node Profile dual stack

Engine Version 2.0.0

MGv6C Version 1.0.0

Audit URL https://ipv6.my6.my/audit/8890c4f7-27f1-4226-b9d8-5a811af228d3

Integrity Verification

v INTEGRITY VERIFIED

Algorithm hmac-sha256-v1

Root Hash 34358375962b0b01632f491f2b1f1173a5f87404ea7a6e087e063b9480d3812c
http_headers cd7d91c9bb4cfcf968c15da80eb506bf48378c16b3f4aa500cdc4a31a5458889
dns_responses 9659c63a633cd00ab1c7a82f8447088bfe3a1300c6c958b3069b7cdbObl686
tls_handshake 5f5ed051012a02f3dc3df5902b90586ae95ec84b9faf2100fbed8f4c9298d8cO
connectivity_log 84b014f63571cc60ff6e0092234e1b0f1b05chc83d52bd870falc8e58ad34413
dns_resolution_times 2557823eee76e05b842e58c40fce3b7804772006cd615b5506F27dad5f714440

Test Node Identity

Os Linux srv1440888 6.8.0-124-generic #124-Ubuntu SMP PREEMPT DYNAMIC Tue May 26 13:00:45 UTC 2026 x86 64
Hostname srv1440888

Php Version 8.3.32

Server lpv4 76.13.221.142

Server Ipv6 2202:4780:5e:2789::1

DNS Resolution Performance

Comparison of A (IPv4) vs AAAA (IPv6) query times across resolvers and transports. Shows median (p50) and 95th percentile (p95) of 3 samples per tuple.

Resolver Transport A p50 (ms) A p95 (ms) AAAA p50 (ms) AAAA p95 (ms) Delta (ms)
System Default 22.68 23.5 22.88 23.14 +0.2
Google IPv4 20.36 31.94 35.35 36.17 +15
Google IPv6 31.93 107.14 30.46 36.34 -1.5
Cloudflare IPv4 24.66 25.07 10.05 20.85 -14.6
Cloudflare IPv6 11.41 20.7 17.54 31.31 +6.1
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DNS Evidence

A

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 33421
;3 flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232
;3 ANSWER SECTION:
airasia.com.[JJ60JIN[JA(J34.54.254.237

DS

;5 Got answer:
->>HEADER<<- opcode: QUERY, status: NOERROR, id: 63977
;3 flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 AUTHORITY SECTION:

com.[JJ08700INJSOA[Ja.gtld-servers.net. nstld.verisign-grs.com. 1783107926 1800 900 604800 900

MX

;5 Got answer:
->>HEADER<<- opcode: QUERY, status: NOERROR, id: 14340
; flags: qr rd ra; QUERY: 1, ANSWER: 5, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 ANSWER SECTION:

airasia.com.[J[]864000INMX[5 alt2.aspmx.l.google.com.
airasia.com.[JJ86400INMX]1 aspmx.l.google.com.
airasia.com.[][]864000INMX]10 alt3.aspmx.l.google.com.
airasia.com.[][]86400JIN[JMX]10 alt4.aspmx.l.google.com.
airasia.com.[J864000INOMX]5 altl.aspmx.l.google.com.

NS

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 54763
;3 flags: gqr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 ANSWER SECTION:
airasia.com.[JJ864000ININS[vip7.alidns.com.
airasia.com.[][]86400JINNS[Jvip8.alidns.com.

TXT

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 11191
;3 flags: qr rd ra; QUERY: 1, ANSWER: 15, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

33 ANSWER SECTION:

airasia.com.[J600INJTXT" facebook-domain-verification=ipx3te564cd9hs6wy5pyc2krjz8ivy"

airasia.com.[JJ6000INOTXT"dtm-domain-verification=Jqd7E-DHc3A8Fe3tQSpfaxz3Jlv-0P28719VpriwFjs"

3 3

airasia.co
airasia.com.[J600JINJTXT[]"apple-domain-verification=ZT1o1AIxbzR1Sj5z"
airasia.com.[JJ6000INOTXT["amazonses:bzRL/BrusqDtM5uwVsV6qcal6ziHcD7ccelbEB2abgQ="
airasia.com.[J600JINJTXT]"aliyun-site-verification=e325af9c-cda4-4b57-abe0d-78c294ee8c66"
airasia.com.[J0600JINJTXT[]"adobe-idp-site-verification=518ac3dd-b8ff-4549-90c5-59594db09%e25"
airasia.com.[J06000INOTXTO"_j3x7ydhlqg6p9wfp7qsc6tmh98evepb"

.[J0600INITXT["MS=ms75146110"
.006060INJTXT]"9ZUwo1B/v7zWU+kf/f2fv+UDhz3z/uLYiYpaoazRrWj1Bv10BKYSN41D+/pQEG+yYeaZQ4tCfGtWU4RDguPVOw:
.O060600INJTXT("324b2cf4-68e3-47a5-9657-4ecd8b92227d"

airasia.co

3 3

airasia.co
airasia.co

3

airasia.com.[JJ6000INOTXT]"v=spfl include:_ spf.google.com include:a._spf.airasia.com include:a._spfl.airasia.com ~all"
airasia.com.[JJ600JINJTXT"v=DMARC1; p=quarantine; pct=1; rua=mailto:dmarcadmin@airasia.com; ruf=dmarcadmin@airasia.com; fo=1;

airasia.com.[JJ600JINJTXT]"t51PV-UMiRqny7jmLfUy"
airasia.com.[J6000INOTXT(" firebase=travel3sixty-deals"

AAAA

;3 Got answer:

National IPv6 Readiness Monitor — https://ipv6.my6.my

.[J06060INOTXTO"atlassian-domain-verification=+bHclXhkAYec2ntAemU5ZgfZ2KnjOb4uAiAV1nxWlXaXhPdHB3mGYZvzc/Z7tLRc"

ri=86400"
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;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 22528
;; flags: gqr rd ra; QUERY: 1, ANSWER: O, AUTHORITY: 1, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 AUTHORITY SECTION:

airasia.com.[J600IN[SOAJvip7.alidns.com. hostmaster.hichina.com. 2025121112 3600 1200 86400 600

RRSIG

vip7.alidns.com. hostmaster.hichina.com. 2025121011 3600 1200 86400 600

DNSKEY

;3 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 17653
;3 flags: gr rd ra; QUERY: 1, ANSWER: O, AUTHORITY: 1, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 AUTHORITY SECTION:

airasia.com.[J05990IN[SOAJvip7.alidns.com. hostmaster.hichina.com. 2025121112 3600 1200 86400 600

DNSSEC_VALIDATION

; unsigned answer
airasia.com.[JJ574IN[JSOAvip7.alidns.com. hostmaster.hichina.com. 2025121011 3600 1200 86400 600
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TLS Handshake Evidence

IPV4 Connection
IP Used 34.54.254.237

IP Version 4

depth=2 C = US, 0 = Google Trust Services LLC, CN = GTS Root R1
verify return:1
depth=1 C = US, 0 = Google Trust Services, CN = WR3
verify return:1
depth=0 CN = airasia.com
verify return:1
CONNECTED (00000010)
Certificate chain
0 s:CN = airasia.com
i:C = US, 0 = Google Trust Services, CN = WR3
a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256

v:NotBefore: May 27 00:22:08 2026 GMT; NotAfter: Aug 25 01:16:22 2026 GMT

MIIFIjCCBAqgAwWIBAgIRAIdSuUSRrkROtEquqtoKtJJUwDQYJIKoZIhvcNAQELBQAW
0zELMAKGA1UEBhMCVVMxHjAcBgNVBAoTFUdvb2dsZSBUcnVzdCBTZXJ2aWNlczEM
MA0GA1UEAXMDV1IzMB4XDTI2MDUyNzAwM]j IwOFoXDTI2MDgyNTAXMTYyMlowFjEU
MBIGALUEAXMLYWLlyYXNpYS5jb20wggEiMAOGCSqGSIb3DQEBAQUAA4IBDWAWGQEK

A0IBAQCgJigD31IvIrQernVu00ifwPIzYCEFXiWQ3n90qyLgX4klWg5z4cCydR8j

hqGmID4eliVQvVc+rWrnwT7BHIm17YL23bN4ETUH1ST4ZHBIwz5Z8X8az+BS8fhL
0VCa+ABW72hUiLvxhrNnFGuJG6QMGHN3tQbXGtnYwCITgjYY/D412uUHglo7XcFa
iKkYXGFKSawp8i9CmXTerRSfLyZEH/ZoRNIbjSGfqPOIYbloj 11Td8DGHEP0OQYSS
Ta+04uENU53GTfJibVPnNpI6XC1InMkvDAGNIDqgbwkVCojYD6YtNiGBKOXxIa50g
KZEO7V7kG/bANGfYPHGo/Hi jmy5tAgMBAAG] ggJEMIICQDAOBGNVHQ8BAF8EBAMC
BaAwEwYDVRO1BAwwCgYIKwYBBQUHAWEWDAYDVROTAQH/BAIWADAdBgNVHQ4EFgQU
W1likymnCsZwCt9VhCLbaqI9C3UUwHWYDVROjBBgwFoAUX4H1/Y6I2QA8TWOiUDEK
oM4j /iMwXgYIKwYBBQUHAQEEUjBQMCcGCCsGAQUFBzABhhtodHRwOi8vby5wa2ku
Z29vZy9zL 3dyMy90oMUkwJQYIKwYBBQUHMAKGGWhOdHAGLY9pLNBraS5nb29nL3dy
My53 cnQwFgYDVRORBABWDYILYWLyYXNpYS5jb20wEwYDVROgBAWWC jAIBgZngQuB
AgEWNgYDVROTBCBWLTAroCmgJ4YlaHROcDovL2MucGtpLmdvb2cvd3IzL3ZONmdM
ZUJ4cVpNLmNybDCCAQQGCisGAQQB1nkCBAIEG fUEGTIABAB2ANGIVTUUT3r/yBYZ
b5RPhauw+Pxeh1UmDxXRLnK7RUsUAAABnmcGYOMAAAQDAEcwRQIhALXGUYkgRR6H
KVe/QGfMI8oVBguIesquqpgshD4iscloAiA9WCaXGMk3+8LoWOCht0BjwHGei90H
yRUTSs55pF5vw/gB2AMi j xH/Hs625NWsBP2p6EM3j 0k5DpcZG+ZetOXWZHc+aAAAB
nmcGVzQAAAQDAECcwWRQIgd+tKHcoIMs1CuFi8Usu6ttOyIVGIENIZzVQSFSTah8kkC
1QDU9CSLPIAIGpzt70yDIMXYOEhAdXpA2844twsj FCFQpTANBgkghkiGIWOBAQsSF
AAOCAQEAOuUqCS11P64AMGRMw1q5SgpxkcKL67XBRRbYHDfOC76mLiCEITIYCFItS
QNE8UtP2EZXMzRB4WnqU/xy6BiG5URGtd/DuKoAhdUfehnijNVWz79AsZEg/krLv
Rns3N1;jVfhhyY6bQQAdpba552h138Hu6p1XQt+9tsIXd3sa3yFFZscHI2IbxjmT/
iLQY6CsAtR4AJAcLYvLhCBctojjIMZcjg92Uy57j ZA8FfNAe8PGB17v/RG4aQfFS
7LrRou/e4YoIcbCIudwullKO9EhTogPJ+81K/Qws9eipgT8MVsXxTyk0C6bZfaku

pBIWWQFk2SgSLrKsS54dPIkkBTQoDA==

i:C = US, 0 = Google Trust Services LLC, CN = GTS Root R1
a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256

v:NotBefore: Dec 13 09:00:00 2023 GMT; NotAfter: Feb 20 14:00

MIIFCzCCAVOGAWIBAGIQf/AFqRV01jq8IoYWhKpLWjANBgkqhkiGOwOBAQsFADBH
MQswCQYDVQQGEwJVUZEiMCAGALUEChMZR29vZ2x1IFRYdXNOIFNlcnZpY2VZIEXM
QzEUMBIGA1UEAXMLRIRTIFJvb3QgUjEwHhcNMjMxMjEzMDkwMDAWWhCNM] kwMj Iw
MTQwMDAWWjA7MQswCQYDVQQGEwIVUzEeMBwGA1UEChMVR29vZ2x 1IFRydXNOIFN1
€nZpY2VzMQuwCgYDVQQDEWNXUjMwggE iMAGGCSqGSIh3DQEBAQUAA4IBDWAWGQEK
A0IBAQCPNHWHr4RyFIOHEJFvA6zx1Ag1mhnymxiJINGyYj3rU3eoF6N4bfIXUErpS
ivsYDQ18nP0900SoXsYzy0alb0ag6TdjjdzM1ZdOMq17HSMFufV7SUOYOLXXXx1N4
GLHtplSyfIa+8FRFvIe6mVkd9LjbAPuBTOYrY16x0qUqFyOsor7FjuVe/XEefaSeo
I30EUrI00t+ZrIfGTFLf+0ZPjnWSwrIwRpLQtg3H5I1n/z9U1Cd14wHISiyEL2VF
zalc/aatQVvcTD8X1pF9qdg8UyocO0bUd+ZDSsK3+EiizaljtSVrinIdgUVvhmnE
50Z4TDHmoX+nAXMKh++HiXLMOBWNAgMBAAG] g f4wgfswDgYDVROPAQH/BAQDAQGGG
MBOGA1UdJQQWMBQGCCsGAQUFBwMBBgg rBgEFBQCDAjASBgNVHRMBAfSECDAGAQH/
AgEAMBOGA1UdDgQWBBTHgGX9j0j ZADXNY6IQMSSgziP+IzAfBgNVHSMEGDAWGBTk
rysmcRorSCeFL1ImLO/wiRNxPjAOBggrBgEFBQcBAQQoMCYwIAYIKwYBBQUHMAKG
GGhOdHA6LY9pLNnBrasS5nb29nL3IxLmNydDArBgNVHR8EIDALIMCCgHgAchhpodHRw
0i8vYy5wa2kuz29vZy9yL3IxLmNybDATBgNVHSAEDDAKMAGGBmeBDAECATANBgkq
hkiG9wOBAQsFAAOCAGEANI1D1JQzSKcWbyXXrJSsgKMo6KG74TMghsuTg67a0FX0
2752+e13b5Ys0Jc8DVOHalwpOvbuPd15BUAEgIK4Va719j3J9M1/EjeWjGTM3Ros
zmBJGu820z6EWi5q75xeF+onImh2Hm98a/yJAI/mODXq5LofYCcQATfFKPIZMZu+Y
wW+/gHqyX2JhaOntv17i8S+11Y8CcKEqMINFK4s4EBYPRF j ZDawOHX7 fSchbSMVP
n5Nu@41rU6xufuZqRosEQw200UAyzDoyA52NXzITWr1G2FVg/0A9hdrQ/6fe9G31
67zKxNgXErs6MpHttEouGbpm2ftzrmcvruYxTfxc4G2GwBi3LFLozNpy©42gDfXB
zDynlstaWsy7+QnzMIR59Fz6jBOk5RALT+ma0+KjnfRhMh5T2ucm69HkvNQtDZ1V

altLUlzs0zLEdQSehTCjZ6SYsGt2bMVK6dvtxzcyCPOQDUFNNXCwgwl2+mGSkAuj
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40R1i8kMRpnL8UEjkNbdwIKL1eYbEC3DOGPue2Yk2AGhxkmcdm1BoOpO5kYw/Nngg
h7QV8DKyBTUHbjHOpX1L1i0sS0Y+CLh1eTM+Do6rSjqGnDQeUXylZmPCmuveaw381
VnBaa6Eiz6pngZ1u60e0/1Uz fhmyTmOn0G+9JZ3KS2Mq08isNgXHLnh1HIaphpE=
----- END CERTIFICATE-----
2 s:C = US, 0 = Google Trust Services LLC, CN = GTS Root R1
i:C = BE, 0 = GlobalSign nv-sa, OU = Root CA, CN = GlobalSign
a:PKEY: rsaEncryption, 4096 (bit); sigalg: RSA-SHA256
v:NotBefore: Jun 19 00:00:42 2020 GMT; NotAfter: Jan 28 00:00

MIIFYjCCBEqQAWIBAGIQd760NbNs2+RrqIQ/E8FjTDTANBgkqhkiGOwOBAQsFADBX
MQswCQYDVQQGEwJCRTEZMBCGALUEChMQR2xvYmFsU21nbiBudilzYTEQMA4GA1UE
CxMHUM9vdCBDQTEbMBKGALIUEAXMSR2xvYmFsU21nbiBSb290IENBMB4XDTIwWMDYX
0TAWMDAOMLoXDTI4MDEYODAWMDAOMLowRzELMAKGA1UEBhMCVVMXIjAgBgNVBAOT
GUdvb2dsZSBUcnVzdCBTZXJ2aWN1cyBMTEMxFDASBgNVBAMTCOdUUYBSb290IFIx
MIICIjANBgkqhkiGIwOBAQEFAAOCAGBAMIICCGKCAGEAThECix7]j0Xeb09y/1D63
ladAPKH9gv19MgaCcfb2jH/76Nu8aibX160MS/krorH5zoQds fnF197vufKj6bws
iVenqlKr+CMny6SxnGPb151+8Ape62im9MZaRwlNEDPj TrETo8gYbEvs/AmQ351k
KSUjB6G00jOuYODPOgmHU81I8E3CwnqIiru6z1kZ1q+PsAewn]jHxgsHA3y6mbwWwZ
DrXYfiYaRQM9sHmk1CitD38m5agI/pboPGiUU+6D00grFZYJsuB6jC511pzrplZk
j5ZPaK4918KEj 8C8QMALXL32h7M1bKwYUH+E4EZNKtMg6TO8UpmvMrUpsyUqtEj5
cuHKZPfmghCN6J3Cio]j60GaK/GP5Af14/Xtcd/p2h/ rs37E0eZVXtLOM79YBOesW
Cru0C7XFxYpVq90s6pFLKcwZpDI1TirxZUTQAs6qzkm06p98g7BAe+dDq6dso499
1YH6TKX/1Y7DzkvgtdizjkXPdsDtQCvIUw+wp9U7DbGKogPeMa3Md+pvez7W35E1L
Eua++tgy/BBjFFFy313WFp09KWgz7zpm7AeKIt8T11dleCfeXkkUAKIAf5qoIbap
sZWwpbkNFhHax2xIPEDgfglazVY80ZcFuctL7T1LnMQ/01UTbiSwlnH69MG6200b
9f6BQdgAmDO6YK56mDcYBZUCAWEAAaOCATgwggEOMA4GA1UdDWEB/WQEAWIBhjAP
BgNVHRMBAf8EBTADAQH/MBOGA1UdDgQWBBTkrysmcRorSCeFL1ImLO/wiRNxPjAf
BgNVHSMEGDAWgBRge2YaRQ2Xyo1QL30EzTSo//z952BgBgg rBgEFBQCBAQRUMFIw

IPV6 Connection

IP Used 2606:4700:440b

IP Version 6

depth=2 C = US, 0 = Google Trust Services LLC, CN = GTS Root R4
verify return:1
depth=1 C = US, 0 = Google Trust Services, CN = WE1l
verify return:1
depth=0 CN = airasia.com
verify return:1
CONNECTED (00000010)
Certificate chain
0 s:CN = airasia.com
i:C = US, 0 = Google Trust Services, CN = WEL
a:PKEY: id-ecPublicKey, 256 (bit); sigalg: ecdsa-with-SHA256
v:NotBefore: Jun 17 10:39:18 2026 GMT; NotAfter: Sep 15 11:38

MIIDpDCCAOqgAwIBAgIQO+qvel+2ngETinexxAoYeDAKBggghkjOPQQDAjA7MQsw
CQYDVQQGEwJVUzEeMBWGA1UEChMVR29vZ2x1IFRydXNOIFN1cnZpY2VzMQwwCgYD
VQQDEWNXRTEwHhcNMj YwNj E3MTAZOTE4WhcNMj YwOTEIMTEZODUOW] AWMRQWEGYD
VQQDEwthaXJhc21hLmNvbTBZMBMGBYqGSM49AgEGCCqGSM49AWEHAOIABNG1UZm4
8RE2rtnPDJ437FL142AfPOOUHrdAObTKT2pj u+mA70rySzul ZudmBxsvkH1pj G0z
GuDZNUYg91at9A2jggITMIICTzAOBgNVHQ8BAf8EBAMCB4AWEWYDVRO1BAWWCGYT
KwYBBQUHAWEWDAYDVROTAQH/BAIwADAdBgNVHQ4EFgQU7s1gh9hbu5W46ssVQbYx
nbSilqIwHwYDVROjBBgwFoAUkHeSNWTE/6jMqeZ72YB5e8yT+TgwXgYIKwYBBQUH
AQEEU;jBQMCcGCCsGAQUFBzABhhtodHRwOi8vby5wa2kuzZ29vZy9zL3dIMSIPLWBW
JQYIKwYBBQUHMAKGGWhOdHAGLY9pLNBrasS5nb29nL3d1MS5j cnQwJQYDVRORBBAW
HIILYWLyYXNpYS53jb22CDSouYWlyYXNpYS5jb20wEwYDVROgBAWWC j ATIBgZngQwB
AgEWNgYDVROfBC8WLTAroCmgJ4YlaHROcDovL2MucGtpLmdvb2cvd2UxLOtMUkZ4
U3F4YU13LmNybDCCAQQGCisGAQQB1nkCBAIEgfUEGfIA8ABIAMIXfldFGaNF7n84
3rKQQevHwiFaIr9/1bWtdprZD1LNAAABntVg68IAAAQDAEYWRAIGS7TZf4RAT7Y8
6kRgFuUHqF3rgBxbLsqrTKYE6vhcUlo4CIFAWKE6INnz/ ja+yQ9CnyFRjDhVQ1l/FCD
SNx3b17+tzhxAHcA2A1VO5RPev/IFh1v1E+Fq7D4/F6HVSYPFdEuCrtFSXQAAAGe
1WDr4AAABAMASDBGAiLEAK/1JemrVY23mkj4wk65BMLHXBVGwiKuT2vVchGWZ4qgC
IQC7eJ4S8W9/CXME6bBTOWgHggXSZIoTtqgks4cQyCFYjjzAKBggghkjOPQQDAgGNI
ADBFAiEAkx1EHa0BfUCeS58XRBTs8X1dvuOPVbOP/thV+yN+OhUCIGEt031CdNII
V87NelRzV+pRhxPoxybONCQRw8VNAVXS

1 s:C =US, 0 = Google Trust Services, CN = WE1
i:C = US, 0 = Google Trust Services LLC, CN = GTS Root R4
a:PKEY: id-ecPublicKey, 256 (bit); sigalg: ecdsa-with-SHA384
v:NotBefore: Dec 13 09:00:00 2023 GMT; NotAfter: Feb 20 14:00

MIICnzCCAiWgAwIBAQIQf/MZd5csIkp2FVOTttaF4zAKBggghkjOPQQDAZBHMQsw
CQYDVQQGEwJVUzEiMCAGALIUEChMZR29vZ2Xx1IFRydXNOIFNlcnZpY2VzIEXMQzEU
MBIGA1UEAXMLRIRTIFJIvb3QgUjQwHhcNMjMxMjEzMDkwMDAwWWhCNMj kwMj IwMTQw
MDAWWjA7MQswCQYDVQQGEwIVUzEeMBWGA1UEChMVR29vZ2x 1IFRydXNOIFNlcnZp
Y2VzMQwwCgYDVQQDEWNXRTEWWTATBgCcqhkjOPQIBBggqhkjOPQMBBWNCAARYZT r+

National IPv6 Readiness Monitor — https://ipv6.my6.my

Root CA

142 2028 GMT

116812:2560

:54 2026 GMT

100 2029 GMT
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Z1dHTCEDhUDCR127WECPQMFcF4XGGT fn1XzthkubgdnXGhO1CgP4mMTG6J7 /EFmP
LCaY9eYmIbsPAvpWo4H+MIH7MA4GA1UdDWEB/wQEAWIBhjAdBgNVHSUEF jAUBggr
BgEFBQcDAQYIKwYBBQUHAWIWEQYDVROTAQH/BAgwBgEB/wIBADAdBgNVHQ4EFgQU
kHeSNWFE/61MqeZ72YB5e8yT+TgwHwYDVROjBBgwFOAUGEZW63T/STaj1dj8tT7F
avCUHYwwNAYIKwYBBQUHAQEEKDAMMCQGCCsGAQUFBzAChhhodHRwOi8vaS5wa2ku
Z29vZy9yNC5j cnQwKwYDVROfBCQwI jAgoB6gHIYaaHROcDovL2MucGtpLmdvb2cv
Cci9yNC5j cmwwEwYDVROgBAwWWCjAIBgZngQwBAgEWCGYIK0ZIzjOEAWMDaAAWZQIx
A0cCq1HW900VznX+ORGU1cxAQXomvtgM8zItPZCuFQ8jSBIS]jz5keR0vIaYsAmSY
sQIwJonMaAFi54mrfhfoFNZEfuNMSQ6/bIBiNLiyoX46FohQvKeIoJ99cx7sUkFN
Tulw

2 s:C = US, 0 = Google Trust Services LLC, CN = GTS Root R4
i:C = BE, 0 = GlobalSign nv-sa, OU = Root CA, CN = GlobalSign Root CA
a:PKEY: id-ecPublicKey, 384 (bit); sigalg: RSA-SHA256
v:NotBefore: Nov 15 03:43:21 2023 GMT; NotAfter: Jan 28 00:00:42 2028 GMT

MIIDejCCAMKgAWIBAQIQf+UwvzMTQ77dghYQST2KGZANBgkghkiG9wOBAQsFADBX
MQswCQYDVQQGEwJICRTEZMBcGA1UEChMQR2xvYmFsU21nbiBudilzYTEQMA4GALUE
CxMHUmM9vdCBDQTEbMBKGALIUEAXMSR2xvYmFsU21nbiBShb290IENBMB4XDTIZMTEX
NTAzNDMyMVoXDTI4MDEyODAwWMDAOMLowRzELMAKGATUEBhMCVVMXIjAgBgNVBAOT
GUdvb2dsZSBUcnVzdCBTZXJ2aWN1cyBMTEMxFDASBgNVBAMTCOdUUYBSh290IFIO
MHYWEAYHK0ZIZzjOCAQYFK4EEACIDYgAE83Rzp2iLYK5DUDXFgTB7S@md+8Fhzube
RrlrlWEYNa5A3XP3iZEwWus870V80kB206nGUEfYKueSkWpz6bFy0Z8pn6KY019e
WIZ1D6GEZQbR3IvIx3PIjGov5cSrOR2Ko4H/MIH8MA4GA1UdDWEB/WQEAWIBhjAd
BgNVHSUEFjAUBggrBgEFBQcDAQYIKwYBBQUHAWIWDWYDVROTAQH/BAUWAWEB/ zAd
BgNVHQ4EFgQUQEZW63T/STaj 1dj8tT7FavCUHYwwHwYDVROj BBgwFoAUYHtMGKUN
189JUC99BMOOGP/8/UswNgYIKwYBBQUHAQEEK]AoMCYGCCsGAQUFBzAChhpodHRw
0i8vaS5waz2kuz29vZy9nc3IxLmNydDAtBgNVHRBE] jAkMCKgIKAehhxodHRwOi8v
Yy5wa2kuZ29vZy9yL2dzcjEuY3JIsMBMGA1UdIAQMMAowCAYGZ4EMAQIBMAOGCSGG
SIb3DQEBCWUAA4IBAQAYQrsPBtYDh5bjP20BDwmkoWhIDDkic574y04tfzHpn+c]
0dI2D4SseesQ6bDrarZ7C30ddLibZatoKiws3UL9xnELz4ct92vID24FfVbiIlhY
+SW6FoVHKNeWIPOGCbaM4C6uVdF5dTUsMVs/ZbzNnIdCp5Gxmx5ejvEau8otR/Cs
kGN+hr/W5GvT1tMBjgWKZ1i4//emhA1JG1BbPzoLJQvyEotc031XjTaCzv8mEbep
8RqZ7a2CPsgRbuvTPBwcOMBBmuFeU88+FSBX6+71P0i18b4Z0QFqIwwMHfs/L6K1
vepuoxtGzi4CzZ68zIpiqlUvSqTbFJjtbD4seiMH1

Server certificate

subject=CN = airasia.com

issuer=C = US, 0 = Google Trust Services, CN = WEL
No client certificate CA names sent

Peer signing digest: SHA256

Peer signature type: ECDSA

Server Temp Key: X25519, 253 bits

SSL handshake has read 2824 bytes and written 393 bytes
Verification: OK

New, TLSv1.3, Cipher is TLS_AES_256_GCM_SHA384
Server public key is 256 bit

Secure Renegotiation IS NOT supported

Compression: NONE

Expansion: NONE

No ALPN negotiated
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HTTP Response Evidence

IPv4 HTTP (port 80)

HTTP Status 403
Connected IP 104.18.37.96
Connect Time 26.24 ms
TTFB 72.03 ms
Total Time 72.14 ms

Response Headers:

"HTTP/1.1 301 Moved Permanently",

"Cache-Control: private",

"Location: https://airasia.com:443/",

"Content-Length: 0",

"Date: Fri, 03 Jul 2026 19:46:14 GMT",

"Content-Type: text/html; charset=UTF-8",

"HTTP/2 301",

"cache-control: private",

"location: https://www.airasia.com/",

"content-length: 0",

"date: Fri, 03 Jul 2026 19:46:14 GMT",

"content-type: text/html; charset=UTF-8",

"alt-svc: h3=\":443\"; ma=2592000,h3-29=\":443\"; ma=2592000",
"HTTP/2 403",

"date: Fri, 03 Jul 2026 19:46:14 GMT",

content-type: text/html; charset=UTF-8",

"cache-control: private, max-age=0, no-store, no-cache, must-revalidate, post-check=0, pre-check=0",
"expires: Thu, 01 Jan 1970 00:00:01 GMT",

"referrer-policy: same-origin",

"21": "set-cookie: _ cf_bm=H24L70axypjRRIGAS]jFQ4c6dL4IzPInIXTMWptiNv2Q-1783107974.0557926-1.0.1.1-
z2mgy8w22yz4woF6NH2AHoa9gMwzyKRmgKtx0ThY5zNY . MC. KYmaUgeF568bxbn9kLR.PGOA2PHPUP8H1cv6C.dsoDgADye9ESsstSoTATPQZj 1ZYBOINYR43GYmmTLN95tHgRIOaqj0tsXM4j44QP8FozaAu_211oNbMxXogpUc;
HttpOnly; Secure; Path=/; Domain=airasia.com; Expires=Fri, 03 Jul 2026 20:16:14 GMT",

"22": "set-cookie: _cfuvid=w6zUH7sPBTdd0OQY.tfktHBtsvFul3Gc7hVhzZVyD5g18-1783107974.0557926-1.0.1.1-G30Bg8VotEm7ScTW60YCcONSTIOMQ9 Cgktby6HrJzQs; HttpOnly;
SameSite=None; Secure; Path=/; Domain=airasia.com",

"23": "x-frame-options: SAMEORIGIN",

"24": "strict-transport-security: max-age=15552000; includeSubDomains; preload"

"25" x-content-type-options: nosniff",

"26": "x-cdn-geo-country: MY",

"27": "x-cdn-geo-city: Kuala Lumpur"

"28": "content-security-policy-report-only: default-src 'self' *.airasia.com; worker-src 'self' blob: *.airasia.com *.apiairasia.com
https://cdnjs.cloudflare.com; script-src 'self' 'unsafe-inline' 'unsafe-eval' https://tag.airasia.com *.airasia.com https://www.google-analytics.com
*.googletagservices.com *.googletagmanager.com https://www.googletagmanager.com https://*.clarity.ms *.recaptcha.net *.gstatic.com *.g.doubleclick.net
*.adtrafficquality.google *.googlesyndication.com *.cloudflareinsights.com https://cdnjs.cloudflare.com https://connect.facebook.net *.facebook.com *.fbcdn.net
https://analytics.tiktok.com https://ads.tiktok.com https://bat.bing.com https://cdn.moengage.com https://accounts.google.com https://iap.googleapis.com; style-src
‘self' 'unsafe-inline' *.airasia.com https://fonts.googleapis.com; img-src 'self' data: blob: *.airasia.com https://*.google.com https://www.googletagmanager.com
https://www.google.com.my https://www.google.co.in https://*.clarity.ms https://*.doubleclick.net https://tpc.googlesyndication.com
https://epl.adtrafficquality.google https://storage.googleapis.com https://*.bstatic.com https://i.travelapi.com/ https://pix8.agoda.net
https://photos.hotelbeds.com https://ak-d.tripcdn.com/ tm-prod-event-files-v3.s3.ap-southeast-1.amazonaws.com https://www.facebook.com *.facebook.com *.fbcdn.net
https://analytics.tiktok.com https://ads.tiktok.com https://bat.bing.com; font-src 'self' data: *.airasia.com https://fonts.gstatic.com; connect-src 'self' https:
wss://*.airasia.com https://tag.airasia.com *.airasia.com *.cloudflareinsights.com https://www.googletagmanager.com https://www.google-analytics.com
https://*.clarity.ms https://connect.facebook.net https://www.facebook.com *.facebook.com *.fbcdn.net https://analytics.tiktok.com https://ads.tiktok.com
https://business-api.tiktok.com https://airasia.cdn-gw-dv.vip https://airasia.ck123.io https://bat.bing.com; frame-src 'self' *.airasia.com
https://*.googlesyndication.com https://*.doubleclick.net https://*.google.com https://*.googleadservices.com https://*.recaptcha.net https://ls.cdn-gw-dv.vip
https://ep2.adtrafficquality.google; frame-ancestors 'self' *.airasia.com; base-uri 'self'; form-action 'self'; report-uri https://flights.airasia.com/fp/web/report-

"server: cloudflare",
"cf-ray: al586525dcce®b29-KUL",
"31": "alt-svc: h3=\":443\"; ma=86400"

IPv6 HTTP (port 80)

HTTP Status 403

Connected IP 2606:4700:440b: :6812:2560
Connect Time 0.95 ms

TTFB 5.95 ms

Total Time 6 ms

Response Headers:
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"HTTP/1.1 403 Forbidden",

"Date: Fri, 03 Jul 2026 19:46:13 GMT",

"Content-Type: text/html; charset=UTF-8",

"Connection: keep-alive",

"Cache-Control: private, max-age=0, no-store, no-cache, must-revalidate, post-check=0, pre-check=0",

"Expires: Thu, 01 Jan 1970 00:00:01 GMT",

"Referrer-Policy: same-origin",

"X-Frame-Options: SAMEORIGIN",

"X-Content-Type-Options: nosniff",

"set-cookie: _ cf_bm=QWX EYfuSrsnzImD579q_snyp8VIDfvPxIykwQofExM-1783107973.9698262-1.0.1.1-
QlsCmns.rjH0z2RW_8JXwYiED1.zgIRXR6eW0gOZ.Ipw7WpINDjSMNUSFcxnUuyxqeUNa. bLhBbxWXTBn8J3pyQHL psjtME4U7eYaXB8fMePyCyG75qF3gR8nz6WF1tu9HzpASkNqBYBVTIVOQ 00V3wrJHTSkRSuYR8DUCGI ;
HttpOnly; Path=/; Domain=airasia.com; Expires=Fri, 03 Jul 2026 20:16:13 GMT",

"Server: cloudflare",

"CF-RAY: al5865254b5bdac@-KUL",

"alt-svc: h3=\":443\"; ma=86400"

IPv4 HTTPS (port 443)

HTTP Status 403
Connected IP 104.18.37.96
Connect Time 12.81 ms
TTFB 46.53 ms
Total Time 46.59 ms

Response Headers:

"HTTP/2 301",
"cache-control: private",
"location: https://www.airasia.com/",
"content-length: 0",
"date: Fri, 03 Jul 2026 19:46:14 GMT",
"content-type: text/html; charset=UTF-8",
"alt-svc: h3=\":443\"; ma=2592000,h3-29=\":443\"; ma=2592000",
"HTTP/2 403",
"date: Fri, 03 Jul 2026 19:46:14 GMT",
"content-type: text/html; charset=UTF-8",

"11": "cache-control: private, max-age=0, no-store, no-cache, must-revalidate, post-check=0, pre-check=0"
"12": "expires: Thu, 01 Jan 1970 00:00:01 GMT"
"13": "referrer-policy: same-origin",

"14": "set-cookie: _ cf bm=rvY3FsBIRtVSkAaHO0adq717NAjTIG2mlG33d6zPEypo-1783107974.1025114-1.0.1.1-
bZTYFXEiz7651tJcB8w4_AywF5mtOujNG5IG74Zrvg8z5y.vQYj8CmbZCAOSVQZ1b3HtmXI rINSvrTIddknfLfNIELVKINNO63N6Zs3gCMuYVLEeeqzR. m6Y fKGCQ8UNz2UDH7uWZTzBsHpdXjFHakzz6KTLgr5IiRmtOGtWn_g;
HttpOnly; Secure; Path=/; Domain=airasia.com; Expires=Fri, 03 Jul 2026 20:16:14 GMT",

"15": "set-cookie: _cfuvid=zkTm2c1MgOH618Y3XIyqF3N93zgKZbrnLe9fXfp20Yw-1783107974.1025114-1.0.1.1-1iZ2d3a6fkE9eynrh7PwuxBANaVWV05y02e6E59ifXCg; HttpOnly;

SameSite=None; Secure; Path=/; Domain=airasia.com",

"16": "x-frame-options: SAMEORIGIN",

"17": “"strict-transport-security: max-age=15552000; includeSubDomains; preload"

g

"19": "x-cdn-geo-country: MY",

"x-content-type-options: nosniff",

"20": "x-cdn-geo-city: Kuala Lumpur"

"21": "content-security-policy-report-only: default-src 'self' *.airasia.com; worker-src 'self' blob: *.airasia.com *.apiairasia.com
https://cdnjs.cloudflare.com; script-src 'self' ‘'unsafe-inline' ‘'unsafe-eval' https://tag.airasia.com *.airasia.com https://www.google-analytics.com
*.googletagservices.com *.googletagmanager.com https://www.googletagmanager.com https://*.clarity.ms *.recaptcha.net *.gstatic.com *.g.doubleclick.net
*.adtrafficquality.google *.googlesyndication.com *.cloudflareinsights.com https://cdnjs.cloudflare.com https://connect.facebook.net *.facebook.com *.fbcdn.net
https://analytics.tiktok.com https://ads.tiktok.com https://bat.bing.com https://cdn.moengage.com https://accounts.google.com https://iap.googleapis.com; style-src
'self' 'unsafe-inline' *.airasia.com https://fonts.googleapis.com; img-src 'self' data: blob: *.airasia.com https://*.google.com https://www.googletagmanager.com
https://www.google.com.my https://www.google.co.in https://*.clarity.ms https://*.doubleclick.net https://tpc.googlesyndication.com
https://epl.adtrafficquality.google https://storage.googleapis.com https://*.bstatic.com https://i.travelapi.com/ https://pix8.agoda.net
https://photos.hotelbeds.com https://ak-d.tripcdn.com/ tm-prod-event-files-v3.s3.ap-southeast-1.amazonaws.com https://www.facebook.com *.facebook.com *.fbcdn.net
https://analytics.tiktok.com https://ads.tiktok.com https://bat.bing.com; font-src 'self' data: *.airasia.com https://fonts.gstatic.com; connect-src 'self' https:
wss://*.airasia.com https://tag.airasia.com *.airasia.com *.cloudflareinsights.com https://www.googletagmanager.com https://www.google-analytics.com
https://*.clarity.ms https://connect.facebook.net https://www.facebook.com *.facebook.com *.fbcdn.net https://analytics.tiktok.com https://ads.tiktok.com
https://business-api.tiktok.com https://airasia.cdn-gw-dv.vip https://airasia.ckl23.io https://bat.bing.com; frame-src ‘'self' *.airasia.com
https://*.googlesyndication.com https://*.doubleclick.net https://*.google.com https://*.googleadservices.com https://*.recaptcha.net https://ls.cdn-gw-dv.vip
https://ep2.adtrafficquality.google; frame-ancestors 'self' *.airasia.com; base-uri 'self'; form-action 'self'; report-uri https://flights.airasia.com/fp/web/report-

uri;",
"22": "server: cloudflare",
"23": "cf-ray: al5865262881lcc5f-KUL"
"24": "alt-svc: h3=\":443\"; ma=86400"
}

IPv6 HTTPS (port 443)

HTTP Status 403
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Connected IP 2606:4700:440b::6812:2560
Connect Time 1.24 ms
TTFB 13.92 ms
Total Time 13.95 ms

Response Headers:

"HTTP/2 403",

"date: Fri, 03 Jul 2026 19:46:13 GMT",

"content-type: text/html; charset=UTF-8",

"cache-control: private, max-age=0, no-store, no-cache, must-revalidate, post-check=0, pre-check=0",

"expires: Thu, 01 Jan 1970 00:00:01 GMT",

"referrer-policy: same-origin",

"x-frame-options: SAMEORIGIN",

"strict-transport-security: max-age=15552000; includeSubDomains; preload",

"x-content-type-options: nosniff",

"set-cookie: _ cf bm=L18vMNlaMr_1b0.Dvu.f.echV59H77rAq2G9VtCU1pM-1783107973.983866-1.0.1.1-
n15vi9ZSKKWy1ZEVi@mpRfx0pLhDu3ONrilfb.vA.LzMomNg04a4nsQkTLIXcODW11qCdIKntOYWUOIwWV1yWO FPGlw782niAWIMobboVQQx0T5S1o.uf0f7cn9CtPeVFf4a_gm8QHg2K1Lv93h50SCu9DGivDgIgAyjNshwlHls;
HttpOnly; Secure; Path=/; Domain=airasia.com; Expires=Fri, 03 Jul 2026 20:16:13 GMT",

"server: cloudflare",

"cf-ray: al5865256ebed964-KUL",

"alt-svc: h3=\":443\"; ma=86400"

Connectivity Test Evidence

Test Result
TCP Connect IPv4 - port 80 301 0.009367 0.019513
TCP Connect IPv6 - port 80 404 0.008027 0.030680
TCP Connect IPv4 - port 443 301 0.010340 0.038884
TCP Connect IPv6 - port 443 301 0.008984 0.057544

Test Node Network Evidence

Node Profile dual stack

Egress Connectivity
IPv4 Egress 76.13.221.142

IPv6 Egress 2202:4780:5e:2789::1

Sysctl IPv6 Flags

net.ipv6.conf.all.disable_ipvé 0

IPv6 Routes

2202:4780:5e::/48 dev eth0® proto kernel metric 256 pref medium
fe80::/64 dev eth® proto kernel metric 256 pref medium
default via 2a02:4780:5e::1 dev ethO® proto static metric 1024 pref medium

IPv4 Routes

default via 76.13.221.254 dev eth® proto static

10.6.101.0/24 dev wgd scope link

10.6.102.0/24 dev wgd scope link

76.13.221.0/24 dev eth® proto kernel scope link src 76.13.221.142
172.29.0.0/24 dev wgd scope link
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