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⚠
Partially Compliant

MGv6C-1.0

86%
Partial Support

IPV6-ONLY READINESS

Website: ✗ Not Ready

DNS: ✓ Ready

Email: ✓ Ready

IPV6 ADDRESSES

2a06:98c1:310b::ac40:96a0

2606:4700:440b::6812:2560

IPV4 ADDRESSES

34.54.254.237

Web Services (35%) 7 / 8

# CHECK RESULT DETAIL

1 AAAA Record PASS 2a06:98c1:310b::ac40:96a0, 2606:4700:440b::6812:2560

2 Globally Routable IPv6 PASS All addresses are globally routable.

3 HTTP over IPv6 PASS HTTP (port 80) responds over IPv6 — 6ms TTFB.

4 HTTPS over IPv6 PASS HTTPS (port 443) responds over IPv6 — 10ms TTFB.

5 IPv6-Only Reachability FAIL Site is not reachable when limited to IPv6-only.

6 TLS Certificate Valid (IPv6) PASS Certificate valid — issued by C = US, O = Let's Encrypt, CN = YE2, expires Nov 1 11:30:12 2026 GMT

7 Dual-Stack (IPv4 + IPv6) PASS Domain has both A and AAAA records.

8 HTTP/3 (QUIC) PASS Alt-Svc: h3 header detected.

DNS & DNSSEC (25%) 3 / 5

# CHECK RESULT DETAIL

1 NS Has AAAA Record PASS Nameserver has IPv6 address.

2 NS Reachable via IPv6 PASS Nameserver is reachable via IPv6 on port 53.

3 NS Answers Queries via IPv6 PASS DNS queries answered over IPv6.

4 DNSSEC Validated FAIL DNSSEC validation failed or zone is unsigned.

5 Reverse DNS (PTR) FAIL No PTR record found.

6 DS Record at Parent FAIL No DS record at parent.

7 RRSIG Valid FAIL No valid RRSIG found.

8 Signing Algorithm INFO No DNSKEY record found.

Email Services (25%) 6 / 6

# CHECK RESULT DETAIL

1 MX Record Exists PASS MX record found.

2 MX Server Has IPv6 PASS MX server has AAAA record.

3 SMTP Reachable via IPv6 PASS SMTP port 25 responds over IPv6.
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# CHECK RESULT DETAIL

4 STARTTLS over IPv6 PASS STARTTLS supported over IPv6.

5 SPF Record PASS SPF record found.

6 DKIM Selector INFO DKIM selector found: google._domainkey

7 DMARC Record PASS DMARC record found.

IPv4 Baseline (15%) 3 / 3

# CHECK RESULT DETAIL

1 A Record PASS 34.54.254.237

2 HTTP over IPv4 PASS HTTP (port 80) responds over IPv4 — 73ms TTFB.

3 HTTPS over IPv4 PASS HTTPS (port 443) responds over IPv4 — 41ms TTFB.
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Audit Trail & Evidence Record

Verification ID 8ecd7981-e0ec-44ab-ba84-8b7abeafb032

Domain airasia.com

Check Mode Manual

Status Completed

Started 08 Aug 2026, 18:29:44 MYT

Finished 08 Aug 2026, 18:29:51 MYT

Test Node Profile dual stack

Engine Version 2.0.0

MGv6C Version 1.0.0

Audit URL https://ipv6.my6.my/audit/8ecd7981-e0ec-44ab-ba84-8b7abeafb032

Integrity Verification

✓ INTEGRITY VERIFIED

Algorithm hmac-sha256-v1

Root Hash 4225228a438f3c301938f309f630002f9b54b73c16b605bfdbc06714760c2220

http_headers 53215bb4fd6a2c017db35a5cb1e2a9b61b0faece76b7c654d711c0c57f09b5bd

dns_responses e2991e8511e7bb048eb4ae5fcaf63142b537bae4b98fffea28f29b653d9f3e2a

tls_handshake 5298a92e09dff836985e3389c6b5b2e7d7cd2b5873d4ed65c583d59a75a7b832

connectivity_log ece27fe22cffe048ff41ac7b73024292ef3176336f4bbcac9c557cfb0d52d347

dns_resolution_times 87e3cdb3371f6049cd5a67a015dba6bc0646b79b94ae09dbe69e20d1241859cb

Test Node Identity

Os Linux srv1440888 6.8.0-136-generic #136-Ubuntu SMP PREEMPT_DYNAMIC Wed Jul 1 21:53:05 UTC 2026 x86_64

Hostname srv1440888

Php Version 8.3.33

Server Ipv4 76.13.221.142

Server Ipv6 2a02:4780:5e:2789::1

DNS Resolution Performance

Comparison of A (IPv4) vs AAAA (IPv6) query times across resolvers and transports. Shows median (p50) and 95th percentile (p95) of 3 samples per tuple.

Resolver Transport A p50 (ms) A p95 (ms) AAAA p50 (ms) AAAA p95 (ms) Delta (ms)

System Default 20.93 22.27 21.06 22.02 +0.1 

Google IPv4 221.82 439.85 145.19 214.04 -76.6 

Google IPv6 222.18 345.32 218 348.71 -4.2 

Cloudflare IPv4 25.8 25.9 28.44 33.9 +2.6 

Cloudflare IPv6 31.1 39.98 28.07 31.42 -3 
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DNS Evidence

A

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 39902
;; flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
airasia.com.		60	IN	A	34.54.254.237

DS

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 6241
;; flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; AUTHORITY SECTION:
com.			860	IN	SOA	a.gtld-servers.net. nstld.verisign-grs.com. 1786184919 1800 900 604800 900

MX

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 48551
;; flags: qr rd ra; QUERY: 1, ANSWER: 5, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
airasia.com.		59566	IN	MX	5 alt2.aspmx.l.google.com.
airasia.com.		59566	IN	MX	1 aspmx.l.google.com.
airasia.com.		59566	IN	MX	10 alt3.aspmx.l.google.com.
airasia.com.		59566	IN	MX	10 alt4.aspmx.l.google.com.
airasia.com.		59566	IN	MX	5 alt1.aspmx.l.google.com.

NS

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 23310
;; flags: qr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
airasia.com.		59542	IN	NS	vip8.alidns.com.
airasia.com.		59542	IN	NS	vip7.alidns.com.

TXT

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 30098
;; flags: qr rd ra; QUERY: 1, ANSWER: 15, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
airasia.com.		600	IN	TXT	"t5lPV-UMiRqny7jmLfUy"
airasia.com.		600	IN	TXT	"v=DMARC1; p=quarantine; pct=1; rua=mailto:dmarcadmin@airasia.com; ruf=dmarcadmin@airasia.com; fo=1; ri=86400"
airasia.com.		600	IN	TXT	"v=spf1 include:_spf.google.com include:a._spf.airasia.com include:a._spf1.airasia.com ~all"
airasia.com.		600	IN	TXT	"324b2cf4-68e3-47a5-9657-4ecd8b92227d"
airasia.com.		600	IN	TXT	"9ZUwo1B/v7zWU+kf/f2fv+UDhz3z/uLYiYpaoazRrWjlBvloBKYSN4lD+/pQEG+yYeaZQ4tCfGtWU4RDguPvOw=="
airasia.com.		600	IN	TXT	"MS=ms75146110"
airasia.com.		600	IN	TXT	"_j3x7ydhlqg6p9wfp7qsc6tmh98evepb"
airasia.com.		600	IN	TXT	"adobe-idp-site-verification=518ac3dd-b8ff-4549-90c5-59594db09e25"
airasia.com.		600	IN	TXT	"aliyun-site-verification=e325af9c-cda4-4b57-abe0-78c294ee8c66"
airasia.com.		600	IN	TXT	"amazonses:bzRL/BrusqDtM5uwVsV6qcal6ziHcD7cceJbEB2abqQ="
airasia.com.		600	IN	TXT	"apple-domain-verification=ZT1o1AIxbzRlSj5z"
airasia.com.		600	IN	TXT	"atlassian-domain-verification=+bHclXhkAYec2ntAemU5ZgfZ2Knj0b4uAiAVlnxWlXaXhPdHB3mGYZvzc/Z7tLRc"
airasia.com.		600	IN	TXT	"dtm-domain-verification=Jqd7E-DHc3A8Fe3tQSpfaXZJJlv-0P287l9VprJwFjs"
airasia.com.		600	IN	TXT	"facebook-domain-verification=ipx3te564cd9hs6wy5pyc2krjz8ivy"
airasia.com.		600	IN	TXT	"firebase=travel3sixty-deals"

AAAA

;; Got answer:
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;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 17861
;; flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; AUTHORITY SECTION:
airasia.com.		598	IN	SOA	vip7.alidns.com. hostmaster.hichina.com. 2025121011 3600 1200 86400 600

RRSIG

vip7.alidns.com. hostmaster.hichina.com. 2025121607 3600 1200 86400 600

DNSKEY

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 15814
;; flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; AUTHORITY SECTION:
airasia.com.		597	IN	SOA	vip7.alidns.com. hostmaster.hichina.com. 2025121011 3600 1200 86400 600

DNSSEC_VALIDATION

; unsigned answer
airasia.com.		596	IN	SOA	vip7.alidns.com. hostmaster.hichina.com. 2025121607 3600 1200 86400 600
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TLS Handshake Evidence

IPV4 Connection

IP Used 34.54.254.237

IP Version 4

depth=2 C = US, O = Google Trust Services LLC, CN = GTS Root R1
verify return:1
depth=1 C = US, O = Google Trust Services, CN = WR3
verify return:1
depth=0 CN = airasia.com
verify return:1
CONNECTED(00000010)
---
Certificate chain
 0 s:CN = airasia.com
   i:C = US, O = Google Trust Services, CN = WR3
   a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
   v:NotBefore: Jul 20 17:40:58 2026 GMT; NotAfter: Oct 18 18:35:33 2026 GMT
-----BEGIN CERTIFICATE----------END CERTIFICATE-----
 1 s:C = US, O = Google Trust Services, CN = WR3
   i:C = US, O = Google Trust Services LLC, CN = GTS Root R1
   a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
   v:NotBefore: Dec 13 09:00:00 2023 GMT; NotAfter: Feb 20 14:00:00 2029 GMT
-----BEGIN CERTIFICATE-----IPv6 Readiness Report
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h7QV8DKyBTUHbjH0pXlLiOsSOY+CLh1eTM+Do6rSjqGnDQeUXylZmPCmuveaw38I
VnBaa6Eiz6pngZ1u6OeO/1UzfhmyTm0n0G+9JZ3KS2Mq08isNgXHLnhlHJaphpE=
-----END CERTIFICATE-----
 2 s:C = US, O = Google Trust Services LLC, CN = GTS Root R1
   i:C = BE, O = GlobalSign nv-sa, OU = Root CA, CN = GlobalSign Root CA
   a:PKEY: rsaEncryption, 4096 (bit); sigalg: RSA-SHA256
   v:NotBefore: Jun 19 00:00:42 2020 GMT; NotAfter: Jan 28 00:00:42 2028 GMT
-----BEGIN CERTIFICATE-----IPV6 Connection

IP Used 2a06:98c1:310b::ac40:96a0

IP Version 6

depth=3 C = US, O = Internet Security Research Group, CN = ISRG Root X2
verify return:1
depth=2 C = US, O = ISRG, CN = Root YE
verify return:1
depth=1 C = US, O = Let's Encrypt, CN = YE2
verify return:1
depth=0 CN = airasia.com
verify return:1
CONNECTED(00000010)
---
Certificate chain
 0 s:CN = airasia.com
   i:C = US, O = Let's Encrypt, CN = YE2
   a:PKEY: id-ecPublicKey, 256 (bit); sigalg: ecdsa-with-SHA384
   v:NotBefore: Aug  3 11:30:13 2026 GMT; NotAfter: Nov  1 11:30:12 2026 GMT
-----BEGIN CERTIFICATE----------END CERTIFICATE-----
 1 s:C = US, O = Let's Encrypt, CN = YE2
   i:C = US, O = ISRG, CN = Root YE
   a:PKEY: id-ecPublicKey, 384 (bit); sigalg: ecdsa-with-SHA384
   v:NotBefore: Sep  3 00:00:00 2025 GMT; NotAfter: Sep  2 23:59:59 2028 GMT
-----BEGIN CERTIFICATE-----
MIICjDCCAhGgAwIBAgIQTfOxXdbAeExQfNN7WObxFTAKBggqhkjOPQQDAzAuMQsw
CQYDVQQGEwJVUzENMAsGA1UEChMESVNSRzEQMA4GA1UEAxMHUm9vdCBZRTAeFw0y
NTA5MDMwMDAwMDBaFw0yODA5MDIyMzU5NTlaMDMxCzAJBgNVBAYTAlVTMRYwFAYD
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-----END CERTIFICATE-----
 2 s:C = US, O = ISRG, CN = Root YE
   i:C = US, O = Internet Security Research Group, CN = ISRG Root X2
   a:PKEY: id-ecPublicKey, 384 (bit); sigalg: ecdsa-with-SHA384
   v:NotBefore: May 13 00:00:00 2026 GMT; NotAfter: Sep  2 23:59:59 2032 GMT
-----BEGIN CERTIFICATE----------END CERTIFICATE-----
 3 s:C = US, O = Internet Security Research Group, CN = ISRG Root X2
   i:C = US, O = Internet Security Research Group, CN = ISRG Root X1
   a:PKEY: id-ecPublicKey, 384 (bit); sigalg: RSA-SHA256
   v:NotBefore: May 13 00:00:00 2026 GMT; NotAfter: Sep  2 23:59:59 2032 GMT
-----BEGIN CERTIFICATE-----IPv6 Readiness Report
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HTTP Response Evidence

IPv4 HTTP (port 80)

HTTP Status 403

Connected IP 104.18.37.96

Connect Time 20.8 ms

TTFB 63.05 ms

Total Time 63.15 ms

Response Headers:

{
    "0": "HTTP/1.1 301 Moved Permanently",
    "1": "Cache-Control: private",
    "2": "Location: https://airasia.com:443/",
    "3": "Content-Length: 0",
    "4": "Date: Sat, 08 Aug 2026 10:29:51 GMT",
    "5": "Content-Type: text/html; charset=UTF-8",
    "7": "HTTP/2 301",
    "8": "cache-control: private",
    "9": "location: https://www.airasia.com/",
    "10": "content-length: 0",
    "11": "date: Sat, 08 Aug 2026 10:29:51 GMT",
    "12": "content-type: text/html; charset=UTF-8",
    "13": "alt-svc: h3=\":443\"; ma=2592000",
    "15": "HTTP/2 403",
    "16": "date: Sat, 08 Aug 2026 10:29:51 GMT",
    "17": "content-type: text/html; charset=UTF-8",
    "18": "cache-control: private, max-age=0, no-store, no-cache, must-revalidate, post-check=0, pre-check=0",
    "19": "expires: Thu, 01 Jan 1970 00:00:01 GMT",
    "20": "referrer-policy: same-origin",
    "21": "set-cookie: __cf_bm=Pf0N05Mr_3L2PQqK8V8puz_KCMiKo.CWS.MwuGr88qk-1786184991.3197613-1.0.1.1-
b2opsJwcYV5WjFcPy8XpSnpL.TOTl.7NIGu79DKNAaObFKxa0wYWViX7zk0aokVllv_DyDIbSF95J6dbjO_o6EPJDk0W.JyoPncboCKoIUduxvwSAjOKuu3Ak4zG7mxRwQ2GSLjLy2hbg8ad51pt4FM3Lmi3frjmDXwYywh2v9I; 
HttpOnly; Secure; Path=/; Domain=airasia.com; Expires=Sat, 08 Aug 2026 10:59:51 GMT",
    "22": "set-cookie: _cfuvid=UTu3WWQtVpBy0DdXzJK.wq23Xa4Vo4e5CmpkbawDalU-1786184991.3197613-1.0.1.1-p.jCAVrDORn3rckQmtzuyPiUe3LyCJowMTkJZJoc35I; HttpOnly; 
SameSite=None; Secure; Path=/; Domain=airasia.com",
    "23": "x-frame-options: SAMEORIGIN",
    "24": "strict-transport-security: max-age=15552000; includeSubDomains; preload",
    "25": "x-content-type-options: nosniff",
    "26": "x-cdn-geo-country: MY",
    "27": "x-cdn-geo-city: Kuala Lumpur",
    "28": "content-security-policy-report-only: default-src 'self' *.airasia.com; worker-src 'self' blob: *.airasia.com *.apiairasia.com 
https://cdnjs.cloudflare.com; script-src 'self' 'unsafe-inline' 'unsafe-eval' https://tag.airasia.com *.airasia.com https://www.google-analytics.com 
*.googletagservices.com *.googletagmanager.com https://www.googletagmanager.com https://*.clarity.ms *.recaptcha.net *.gstatic.com *.g.doubleclick.net 
*.adtrafficquality.google *.googlesyndication.com *.cloudflareinsights.com https://cdnjs.cloudflare.com https://connect.facebook.net *.facebook.com *.fbcdn.net 
https://analytics.tiktok.com https://ads.tiktok.com https://bat.bing.com https://cdn.moengage.com https://accounts.google.com https://iap.googleapis.com; style-src 
'self' 'unsafe-inline' *.airasia.com https://fonts.googleapis.com; img-src 'self' data: blob: *.airasia.com https://*.google.com https://www.googletagmanager.com 
https://www.google.com.my https://www.google.co.in https://*.clarity.ms https://*.doubleclick.net https://tpc.googlesyndication.com 
https://ep1.adtrafficquality.google https://storage.googleapis.com https://*.bstatic.com https://i.travelapi.com/ https://pix8.agoda.net https://photos.hotelbeds.com 
https://ak-d.tripcdn.com/ tm-prod-event-files-v3.s3.ap-southeast-1.amazonaws.com https://www.facebook.com *.facebook.com *.fbcdn.net https://analytics.tiktok.com 
https://ads.tiktok.com https://bat.bing.com; font-src 'self' data: *.airasia.com https://fonts.gstatic.com; connect-src 'self' https: wss://.airasia.com 
https://tag.airasia.com *.airasia.com *.cloudflareinsights.com https://www.googletagmanager.com https://www.google-analytics.com https://*.clarity.ms 
https://connect.facebook.net https://www.facebook.com *.facebook.com *.fbcdn.net https://analytics.tiktok.com https://ads.tiktok.com https://business-api.tiktok.com 
https://airasia.cdn-gw-dv.vip https://airasia.ck123.io https://bat.bing.com; frame-src 'self' *.airasia.com https://*.googlesyndication.com https://*.doubleclick.net 
https://*.google.com https://*.googleadservices.com https://*.recaptcha.net https://ls.cdn-gw-dv.vip https://ep2.adtrafficquality.google https://*.facebook.com 
https://connect.facebook.net; frame-ancestors 'self' *.airasia.com; base-uri 'self'; form-action 'self' https://www.facebook.com https://*.facebook.com; report-uri 
https://flights.airasia.com/fp/web/report-uri;",
    "29": "server: cloudflare",
    "30": "cf-ray: a27dd7a3b862068e-KUL",
    "31": "alt-svc: h3=\":443\"; ma=86400"
}

IPv6 HTTP (port 80)

HTTP Status 403

Connected IP 2a06:98c1:310b::ac40:96a0

Connect Time 8.07 ms

TTFB 29.87 ms

Total Time 29.93 ms

Response Headers:

[
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    "HTTP/1.1 403 Forbidden",
    "Date: Sat, 08 Aug 2026 10:29:51 GMT",
    "Content-Type: text/html; charset=UTF-8",
    "Connection: keep-alive",
    "Cache-Control: private, max-age=0, no-store, no-cache, must-revalidate, post-check=0, pre-check=0",
    "Expires: Thu, 01 Jan 1970 00:00:01 GMT",
    "Referrer-Policy: same-origin",
    "X-Frame-Options: SAMEORIGIN",
    "X-Content-Type-Options: nosniff",
    "set-cookie: __cf_bm=G_Yk9cz4AfBQUGPHWhzoL4Ih65YfmJ7Ny1dwwP3fZng-1786184991.2104917-1.0.1.1-
7acym0pwEJL8.ygCPRxPN7ZyKY984WivrGDpWPt5bWB7S3UTIWsqtGwViaLZDZOOqBIQQvX.foIBGoIhBhz0sJ7O4ErLCOTl4f.LOQQ_R5GSj497aGaUothDOgD5RC1T0D4EcnFSwyRYWcm_f81.VrKW_VUHLXJ7MzshUI9qPV8; 
HttpOnly; Path=/; Domain=airasia.com; Expires=Sat, 08 Aug 2026 10:59:51 GMT",
    "Server: cloudflare",
    "CF-RAY: a27dd7a308665ff9-SIN",
    "alt-svc: h3=\":443\"; ma=86400"
]

IPv4 HTTPS (port 443)

HTTP Status 403

Connected IP 172.64.150.160

Connect Time 11.61 ms

TTFB 43.36 ms

Total Time 43.45 ms

Response Headers:

{
    "0": "HTTP/2 301",
    "1": "cache-control: private",
    "2": "location: https://www.airasia.com/",
    "3": "content-length: 0",
    "4": "date: Sat, 08 Aug 2026 10:29:51 GMT",
    "5": "content-type: text/html; charset=UTF-8",
    "6": "alt-svc: h3=\":443\"; ma=2592000",
    "8": "HTTP/2 403",
    "9": "date: Sat, 08 Aug 2026 10:29:51 GMT",
    "10": "content-type: text/html; charset=UTF-8",
    "11": "cache-control: private, max-age=0, no-store, no-cache, must-revalidate, post-check=0, pre-check=0",
    "12": "expires: Thu, 01 Jan 1970 00:00:01 GMT",
    "13": "referrer-policy: same-origin",
    "14": "set-cookie: __cf_bm=v5Q.TaFAfAJN1eFQ_qNI.L7VfSpMgUiLP9ZXRrtXtiU-1786184991.3638654-1.0.1.1-
FhtMG_kQpmY7n_.sVKMmvzD.AGR9uBAtfVFWgoMzFGbxesyiKSgrZghN3_FWpXZqhTg_oWGo5ro3n6cYsuSU82Ci_osuAYm9YqVO9DsiTmyJYiVQiVli8R8yZFnFey_KRnQ9M6C65PyWQngpfcIOVTgDMQfh0u9oTtuDIzMOHw4; 
HttpOnly; Secure; Path=/; Domain=airasia.com; Expires=Sat, 08 Aug 2026 10:59:51 GMT",
    "15": "set-cookie: _cfuvid=On8YJ.K2x1RBtGcAUWjSiascV9lPuUgPk7fWikVLuAc-1786184991.3638654-1.0.1.1-771BOgzx9qRsQO_nlBdJGx1zRsV3uvDaMdOt5_Nm0MY; HttpOnly; 
SameSite=None; Secure; Path=/; Domain=airasia.com",
    "16": "x-frame-options: SAMEORIGIN",
    "17": "strict-transport-security: max-age=15552000; includeSubDomains; preload",
    "18": "x-content-type-options: nosniff",
    "19": "x-cdn-geo-country: MY",
    "20": "x-cdn-geo-city: Kuala Lumpur",
    "21": "content-security-policy-report-only: default-src 'self' *.airasia.com; worker-src 'self' blob: *.airasia.com *.apiairasia.com 
https://cdnjs.cloudflare.com; script-src 'self' 'unsafe-inline' 'unsafe-eval' https://tag.airasia.com *.airasia.com https://www.google-analytics.com 
*.googletagservices.com *.googletagmanager.com https://www.googletagmanager.com https://*.clarity.ms *.recaptcha.net *.gstatic.com *.g.doubleclick.net 
*.adtrafficquality.google *.googlesyndication.com *.cloudflareinsights.com https://cdnjs.cloudflare.com https://connect.facebook.net *.facebook.com *.fbcdn.net 
https://analytics.tiktok.com https://ads.tiktok.com https://bat.bing.com https://cdn.moengage.com https://accounts.google.com https://iap.googleapis.com; style-src 
'self' 'unsafe-inline' *.airasia.com https://fonts.googleapis.com; img-src 'self' data: blob: *.airasia.com https://*.google.com https://www.googletagmanager.com 
https://www.google.com.my https://www.google.co.in https://*.clarity.ms https://*.doubleclick.net https://tpc.googlesyndication.com 
https://ep1.adtrafficquality.google https://storage.googleapis.com https://*.bstatic.com https://i.travelapi.com/ https://pix8.agoda.net https://photos.hotelbeds.com 
https://ak-d.tripcdn.com/ tm-prod-event-files-v3.s3.ap-southeast-1.amazonaws.com https://www.facebook.com *.facebook.com *.fbcdn.net https://analytics.tiktok.com 
https://ads.tiktok.com https://bat.bing.com; font-src 'self' data: *.airasia.com https://fonts.gstatic.com; connect-src 'self' https: wss://.airasia.com 
https://tag.airasia.com *.airasia.com *.cloudflareinsights.com https://www.googletagmanager.com https://www.google-analytics.com https://*.clarity.ms 
https://connect.facebook.net https://www.facebook.com *.facebook.com *.fbcdn.net https://analytics.tiktok.com https://ads.tiktok.com https://business-api.tiktok.com 
https://airasia.cdn-gw-dv.vip https://airasia.ck123.io https://bat.bing.com; frame-src 'self' *.airasia.com https://*.googlesyndication.com https://*.doubleclick.net 
https://*.google.com https://*.googleadservices.com https://*.recaptcha.net https://ls.cdn-gw-dv.vip https://ep2.adtrafficquality.google https://*.facebook.com 
https://connect.facebook.net; frame-ancestors 'self' *.airasia.com; base-uri 'self'; form-action 'self' https://www.facebook.com https://*.facebook.com; report-uri 
https://flights.airasia.com/fp/web/report-uri;",
    "22": "server: cloudflare",
    "23": "cf-ray: a27dd7a40a5edce2-KUL",
    "24": "alt-svc: h3=\":443\"; ma=86400"
}

IPv6 HTTPS (port 443)

HTTP Status 403
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Connected IP 2a06:98c1:310b::ac40:96a0

Connect Time 8.03 ms

TTFB 35.43 ms

Total Time 35.47 ms

Response Headers:

[
    "HTTP/2 403",
    "date: Sat, 08 Aug 2026 10:29:51 GMT",
    "content-type: text/html; charset=UTF-8",
    "cache-control: private, max-age=0, no-store, no-cache, must-revalidate, post-check=0, pre-check=0",
    "expires: Thu, 01 Jan 1970 00:00:01 GMT",
    "referrer-policy: same-origin",
    "x-frame-options: SAMEORIGIN",
    "strict-transport-security: max-age=15552000; includeSubDomains; preload",
    "x-content-type-options: nosniff",
    "set-cookie: __cf_bm=g_QypLCg4WriAyC4_gQpSy1vT9VzwD9eRwVY7SlqhEU-1786184991.2534006-1.0.1.1-
iYQHWiAh1EaTvnV1DtmIsVrhvVdJfwJw0fzOgQkfIzeJ.msM_Asvj_W5qaWxQZBUYoMyGu3uMThiEzfIWe8OIN2Evpmva9_qr_ezLVY4TBhg0v7u_4ScLPR5pQo9EW0OVP2nDs7p76hIKzJ5Jm0NTIQWYwAi3mGExZnfg_C2.Kw; 
HttpOnly; Secure; Path=/; Domain=airasia.com; Expires=Sat, 08 Aug 2026 10:59:51 GMT",
    "server: cloudflare",
    "cf-ray: a27dd7a35bad1998-SIN",
    "alt-svc: h3=\":443\"; ma=86400"
]

Connectivity Test Evidence

Test Result

TCP Connect IPv4 → port 80 301 0.008307 0.017786

TCP Connect IPv6 → port 80 404 0.007766 0.042602

TCP Connect IPv4 → port 443 301 0.008769 0.035646

TCP Connect IPv6 → port 443 301 0.001081 0.066188

Test Node Network Evidence

Node Profile dual stack

Egress Connectivity

IPv4 Egress 76.13.221.142

IPv6 Egress 2a02:4780:5e:2789::1

Sysctl IPv6 Flags

net.ipv6.conf.all.disable_ipv6 0

IPv6 Routes

2a02:4780:5e::/48 dev eth0 proto kernel metric 256 pref medium
fd7a:115c:a1e0::1136:5807 dev tailscale0 proto kernel metric 256 pref medium
fe80::/64 dev eth0 proto kernel metric 256 pref medium
fe80::/64 dev tailscale0 proto kernel metric 256 pref medium
default via 2a02:4780:5e::1 dev eth0 proto static metric 1024 pref medium

IPv4 Routes

default via 76.13.221.254 dev eth0 proto static 
10.6.101.0/24 dev wg0 scope link 
10.6.102.0/24 dev wg0 scope link 
76.13.221.0/24 dev eth0 proto kernel scope link src 76.13.221.142 
172.29.0.0/24 dev wg0 scope link 
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