IPv6 Readiness Report Generated: 04 Jul 2026, 22:12 MYT
petronas.com — Enterprise Last Checked: 04 Jul 2026, 03:44 MYT

IPv6 Readiness Report

petronas.com — petronas.com

Scan to verify

Category: Enterprise ¢ Generated: 04 Jul 2026, 22:12 MYT « Last Checked: 04 Jul 2026, 03:44 MYT < Verification ID: 576491d2-e1bf-43c9-b7ec-5692294d0126
Report generated from National IPv6 Readiness Monitor — https://ipv6.my6.my
Audit trail: https://ipv6.my6.my/audit/576491d2-elbf-43c9-b7ec-5692294d0126

X IPV6-ONLY READINESS

4 3 % Website: X Not Ready

No IPv6 Support DNS: v Ready
Email: X Not Ready

Non-Compliant
MGV6C-1.0

IPV4 ADDRESSES
4.144.136.71

Network Information (WHOIS / RDAP)

IPv4 Network

Organization Microsoft Corporation

Country us

ASN AS8075

ASN Name MICROSOFT-CORP-MSN-AS-BLOCK - Microsoft Corporation, US

Network (CIDR) 4.144.0.0/12

Web Services (35%) 0/8
# CHECK RESULT DETAIL

1 AAAA Record FAIL No AAAA record found in DNS.

2 Globally Routable IPv6 FAIL IPv6 address is not globally routable.

3 HTTP over IPv6 FAIL HTTP is not accessible over IPv6.

4 HTTPS over IPv6 FAIL HTTPS is not accessible over IPv6.

5 IPv6-Only Reachability FAIL Site is not reachable when limited to IPv6-only.

6 TLS Certificate Valid (IPv6) FAIL TLS certificate is invalid, expired, or hostname mismatch over IPv6.
7 Dual-Stack (IPv4 + IPv6) FAIL Domain is IPv6-only or IPv4-only.

8 HTTP/3 (QUIC) FAIL No HTTP/3 support detected.

DNS & DNSSEC (25%) 3/5
# CHECK RESULT DETAIL

1 NS Has AAAA Record PASS Nameserver has IPv6 address.

2 NS Reachable via IPv6 PASS Nameserver is reachable via IPv6 on port 53.

3 NS Answers Queries via IPv6 PASS DNS queries answered over IPv6.

4 DNSSEC Validated FAIL DNSSEC validation failed or zone is unsigned.

5 Reverse DNS (PTR) FAIL No PTR record found.

6 DS Record at Parent FAIL No DS record at parent.

7 RRSIG Valid FAIL No valid RRSIG found.
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# CHECK

8 Signing Algorithm

Email Services (25%)

# CHECK

1 MX Record Exists

2 MX Server Has IPv6

3 SMTP Reachable via IPv6
4 STARTTLS over IPv6

5 SPF Record

6 DKIM Selector

7 DMARC Record

IPv4 Baseline (15%)
# CHECK

1 A Record

2 HTTP over IPv4

3 HTTPS over IPv4

National IPv6 Readiness Monitor — https://ipv6.my6.my

RESULT

INFO

RESULT

PASS

FAIL

FAIL

FAIL

PASS

INFO

PASS

RESULT

PASS

PASS

PASS

DETAIL

No DNSKEY record found.

DETAIL

MX record found.

MX server has no IPv6 address.

SMTP is not reachable over IPv6.
STARTTLS not available over IPv6.

SPF record found.

DKIM selector found: selectorl._domainkey

DMARC record found.

DETAIL
4.144.136.71

HTTP (port 80) responds over IPv4 — 143ms TTFB.

HTTPS (port 443) responds over IPv4 — 109ms TTFB.
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IPv6 Readiness Report Generated: 04 Jul 2026, 22:12 MYT

petronas.com — Enterprise Last Checked: 04 Jul 2026, 03:44 MYT

Audit Trail & Evidence Record

Verification ID 576491d2-elbf-43c9-b7ec-5692294d0126

Domain petronas.com

Check Mode Manual

Status Completed

Started 04 Jul 2026, 03:44:08 MYT

Finished 04 Jul 2026, 03:44:12 MYT

Test Node Profile dual stack

Engine Version 2.0.0

MGv6C Version 1.0.0

Audit URL https://ipv6.my6.my/audit/576491d2-elbf-43c9-b7ec-5692294d0126

Integrity Verification

v INTEGRITY VERIFIED

Algorithm hmac-sha256-v1

Root Hash c939eedeb6aabl8c4bObbadb610fc42a03449d27411d38798065bb826760d8e3
http_headers cff7e4185f0cf2786ce2c7a7495dbf93d9807c2blbe2c58f83a1913bf2c7c988
dns_responses 0879116c6eabac740baadel6fb01e472b775b09ee7412096576d0cc549c6221e
tls_handshake b40069d1b4987d1cf455efa802c748fe950872f5b099f4b037cb42cf09a27663
connectivity_log 532258a017e08d1c468e3ce099d10b2ceb86c4cfbae863ac6445d15bdb49ced6
dns_resolution_times 7c09b836c3fbddcbb39a99f401de8027cc7799cc888abdedcde71a2f4cc92ab9

Test Node Identity

Os Linux srv1440888 6.8.0-124-generic #124-Ubuntu SMP PREEMPT DYNAMIC Tue May 26 13:00:45 UTC 2026 x86 64
Hostname srv1440888

Php Version 8.3.32

Server lpv4 76.13.221.142

Server Ipv6 2202:4780:5e:2789::1

DNS Resolution Performance

Comparison of A (IPv4) vs AAAA (IPv6) query times across resolvers and transports. Shows median (p50) and 95th percentile (p95) of 3 samples per tuple.

Resolver Transport A p50 (ms) A p95 (ms) AAAA p50 (ms) AAAA p95 (ms) Delta (ms)
System Default 21.25 22.39 11.27 12.13 -10
Google IPv4 31.69 33.63 29.06 30.46 -2.6
Google IPV6 18.7 19.33 27.94 27.96 +9.2
Cloudflare IPv4 9.12 10.04 9.17 9.93 +0.1
Cloudflare IPv6 38.8 47.87 23.29 73.43 -15.5
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DNS Evidence

A

;5 Got answer:

;3 ->>HEADER<<- opcode: QUERY, status:

;3 flags: qr rd ra; QUERY: 1, ANSWER:
;3 OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232

;3 ANSWER SECTION:
petronas.com.[J[J3600JIN[JA4.144.136.71

DS

;5 Got answer:

;3 ->>HEADER<<- opcode: QUERY, status:

;; flags: qr rd ra; QUERY: 1, ANSWER:

;3 OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;3 AUTHORITY SECTION:

com.[JJ0898JIN[JSOA[Ja.gtld-servers.net. nstld.verisign-grs.com. 1783107821 1800 900 604800 900

MX

;5 Got answer:

;3 ->>HEADER<<- opcode: QUERY, status:

NOERROR, id: 17654

1, AUTHORITY: O, ADDITIONAL:

NOERROR, id: 37341

0, AUTHORITY: 1, ADDITIONAL:

NOERROR, id: 52120

1

;; flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 0, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;3 ANSWER SECTION:

petronas.com.[J[J3600IN[JMX]10 petronas-com.mail.protection.outlook.com.

NS

;3 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status

;3 OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;3 ANSWER SECTION:

: NOERROR, id: 50345
;3 flags: qr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: O, ADDITIONAL:

petronas.com.[J[J3600IN[NS[ns1.al.impervasecuredns.net.
petronas.com.[J[J3600[IN[NS[Ins1.a0.impervasecuredns.net.

TXT

;3 Truncated, retrying in TCP mode.
;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status

;3 OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
33 ANSWER SECTION:

petronas.com.[J36000INOTXT"google-site-verification=NPfMRjJI5Vz9Rm2vinjKYBa7ufHUMOIRjmMCHfaTao-0"
petronas.com.[JJ36000INOTXT[]"google-site-verification=9-6x9rz55XDQGS080T6q0_gflY9oWKZjHIeUrWuMRIo"

: NOERROR, id: 55699
;5 flags: gqr rd ra; QUERY: 1, ANSWER: 17, AUTHORITY: 0, ADDITIONAL: 1

1

petronas.com.[J36000INOTXTO"v=spfl include:spfint.petronas.com include:spfext.petronas.com include:spf.protection.outlook.com include:spf_c.oraclecloud.com

include:ap.rp.oracleemaildelivery.com include:spf.mailjet.com -all"

petronas. com.[JJ36000INOTXT[]"dtm-domain-verification=n_8QBd3-I96Td6ssTCTEfRVndUrVfrSyuPmzn7ciX1I"
petronas.com.[J[]36000INJTXT("apple-domain-verification=ZxTixvtMz4XnoXDR"
petronas.com.[J[J36000INJTXT]"sitecore-domain-verification=994e932a01874b18b2ee43b2efdd2b05"
petronas.com.[J[J36000INTXT["sitecore-domain-verification=3458clel8aa246b4bafad1823f00856e"

petronas.com.[JJ36000INOTXT]"_qb8tx3tx86m16y3mi86e6fldqc3n0g6"

petronas.com.[JJ36000INOTXT]"ms-domain-verification=8d4379ee-8d16-4902-9279-9bba623b85df"

petronas.com.[J[J36000INOTXT]"MS=ms47820606"
petronas.com.[JJ3600INJTXT]"gk6-g5f-ar2"

petronas.com.[J36000INOTXT"7pHss+hSISIKIbqxPmxOCv+pYbKW875qYwllAXPjvrByLY9+2FAnXztJ4MRFOOIzybZZKE1jDqBD+Wnj+SB2Ew=="

petronas.com.[J[]3600INJTXT]"ptsg-1cmsdbOl.azurewebsites.net"

petronas. com.[J36000INOTXT("miro-verification=a7fdc7b8f3aead47187e1bb8014ad6c84che5040"
petronas.com.[J[]36000INJTXT]"docusign=c63e3df6-5d91-4ece-b1l2e-036f340d851e"

petronas. com.[JJ36000INOTXT[]"docusign=63457d71-741e-4b40-adaa-20348a7a32eb"
petronas.com.[J36000INOTXT"PSWB6WFU7ZH151MC7TLBUING4X07RWLFEWG7QSUO"

AAAA

;3 Got answer:

National IPv6 Readiness Monitor — https://ipv6.my6.my
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;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 52079
;; flags: gqr rd ra; QUERY: 1, ANSWER: O, AUTHORITY: 1, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 AUTHORITY SECTION:

petronas.com.[J]3598[IN[JSOA[ns1.a0.impervasecuredns.net. sysadmin.petronas.com. 2013056900 10800 3600 604800 86400

RRSIG

nsl.a0.impervasecuredns.net. sysadmin.petronas.com. 2013056900 10800 3600 604800 86400

DNSKEY

;3 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 13435
;3 flags: gr rd ra; QUERY: 1, ANSWER: O, AUTHORITY: 1, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 AUTHORITY SECTION:

petronas.com.[J]3598IN[SOA[ns1.a0.impervasecuredns.net. sysadmin.petronas.com. 2013056900 10800 3600 604800 86400

DNSSEC_VALIDATION

; unsigned answer
petronas.com.[J[J3598[IN[JSOA[ns1.a0.impervasecuredns.net. sysadmin.petronas.com. 2013056900 10800 3600 604800 86400
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TLS Handshake Evidence

IPV4 Connection
IP Used 4.144.136.71

IP Version 4

depth=2 C = US, 0 = DigiCert Inc, OU = www.digicert.com, CN = DigiCert Global Root G2

verify return:1

depth=1 C = US, 0 = DigiCert Inc, CN = DigiCert Global G2 TLS RSA SHA256 2020 CAl

verify return:1

depth=0 C = MY, L = Kuala Lumpur, 0 = PETROLIAM NASIONAL BERHAD (PETRONAS), CN = www.petronas.com

verify return:1

CONNECTED (00000010)

Certificate chain

0 s:C = MY, L = Kuala Lumpur, 0 = PETROLIAM NASIONAL BERHAD (PETRONAS), CN = www.petronas.com

i:C = US, 0 = DigiCert Inc, CN = DigiCert Global G2 TLS RSA SHA256 2020 CAl
a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
v:NotBefore: Oct 22 00:00:00 2025 GMT; NotAfter: Oct 21 23:59:59 2026 GMT

MIIG5jCCBc6gAWIBAGIQDbK2HIUOIAXBDU rmEXycrjANBgkghkiGOwOBAQsFADBZ
MQswCQYDVQQGEwIVUzEVMBMGA1UEChMMRGLnaUN1cnQgSW5jMTMwMQYDVQQDEYpE
aWdpQ2VydCBHbGO1YWwgRzIgVEXTIFITQSBTSEEYNTYgMjAyMCBDQTEWHhCNM] Ux
MDIyMDAwWMDAwWhcNM]jYXMDIXMjM10TUSW]BuMQswCQYDVQQGEWINWTEVMBMGALUE
BXMMS3VhbGEGTHVt cHVYMSOwKwYDVQQKEYRQRVRSTOXJQUOGTKFTSUI0QUWgQKVS
SEFEIChQRVRSTO5BUYkxGTAXBgNVBAMTEHd3dy5wZXRyb25hcy5jb20wggEiMAGG
€SqGSIb3DQEBAQUAA4IBDWAWGIEKAOIBAQCWX9aPOChSCAUIlYI2MSLyby2v29/Q
hUwawP6BWt6P8cbVUdm7iaTeQW67RE+SVZHe9cmnLMEqJdCLFfQv8kDRMIXz0OV/C
rLZhLXcz3AW65030A1LZxv7uHIAKsu2f/1IWG5FTUpesQiEcuh®3EdIxY57 ro4e0x
zwkJLhHDbNo f1CK5vxLupVIL7Ec4eT9nQuoMok®P7YanDjI38LhOmvQy TWZSKMNY
244XY7MojbRlnnbfpxsz+v660crrPTDNAAdkaq6gEp1wrEFkgMc/ j4dOb2bhZiXa
hDJ0a7QKQ8nHWQB8e®3B3bmarHVaVNdv2jmZSeGz9EHGME3dTQOSFZXVAgMBAAG
ggO0TMIID]jzAfBgNVHSMEGDAWGBROhYDAZs f fN97PvSk3qgMdvu3NFzAdBgNVHQ4E
FgQUleDwAsgiKxCsrSxJ7eN3bGb7+sMwKQYDVRORBCIWIIIQd3d3LnBldHIvbmFz
LmNvbYIMcGVOCmIuYXMuY29tMD4GA1UdIAQ3MDUWMWYGZAEMAQICMCkwIwYIKwYB
BQUHAgEWG2hOdHA6LY93d3cuZGlnaWNlcnQuY29tLONQUzAOBgNVHQ8BATBEBAMC
BaAwEWYDVRO1BAwwCgYIKwYBBQUHAWEWGZ8GA1UdHWSB1zCB1DBIoEagRIZCaHRO
cDovL2NybDMuZGlnaWN1cnQuY29tLORpZ21DZXIOR2xvYmFsRzJUTFNSUOFTSEEY
NTYyMDIWQOEXLTEuUY3JsMEigRqBEhkJodHRw0i8vY3JsNC5kaWdpY2VydC5jb20v
RG1naUN1cnRHbGIiYWxHMIRMU1ITQVNIQTI1IN] IwMjBDQTELMS5jcmwwgYcGCCsG
AQUFBwWEBBHsweTAkBggrBgEFBQcwAYYYaHROcDovL29j c3AuZGlnaWNlcnQuY29t
MFEGCCsGAQUFBzAChkVodHRw0i8vY2FjZXJ0cy5kaWdpY2VydC5jb20vRGLnaUNL
cnRHbGY1YWXHMIRMU1ITQVNIQTIINj IwMjBDQTEtMSSj cnQwDAYDVROTAQH/BAIwW
ADCCAYEGCisGAQQB1nkCBAIEggFXBIIBbQF rAHcA1219ENGNIXfCx+1f1lwC/+YL]
M1p14dCzAXMXwMjFaXcAAAGaClzcIQAABAMASDBGALEAnbyUeNZzRTwimgx+XWkvS
E8XC1LFf5pQRbKIZ14ZYbDoCIQD6C1sUVgQA3s rROwWMIr17mOOKIUIFhwOi/OvXW
2rgmKQB3AMIXfldFGaNF7n843rKQQevHwiFaIr9/1bWtdprZD1LNAAABmgtc3F8A
AAQDAEgWRgIhAI72F1c5SNSmEdXLOYQNERdouqo/nyU@oUWsk4ZoF1CgAiEAIR8Y
9JW8MFyi/iC/wP1TRwcu3HcWI456;jVX2xPNKOSAAdwCUTKOH+uzB74HzGSQmgBh1
AcfTXzgCAT9yZ31VNy4Z2AAAAZOoLXNXBAAAEAWBIMEYCIQCiYxr8kkwDMv1TnrbY
HQvoqi5iA017bMLPOTquEegilAIhAPYMSRjhzIvBKOI1roVbaBC85502vKk1lveD
ONnkeGjKMABGCSqGSIb3DQEBCWUAA4IBAQAGINI1FH+WrZZ/+pd59saClsXK/Fwn
TXC2Hk3QY+8K1loudulS1Hvkw]/1BhUKA2H8eb25wPhQ61RBtpTMYaINTHXkvY7P7
XghkTgS1cjJPib3tvy0C07mngdJL1Qy0a979ivf0alYVC6zCg5T5DCQA%aw7 zeyC
ubNxKRG8vxj FIDoKTRz88sMb4gksabwsHuT29r344D0werQ8x20QveiN7BEPf2uf
BNSgNOxthc6dmsovzAFytJgzltrV2MTVn6ycLQNQPzpxDOHGUVr23UzB01BXsDzX
f3R7bsQuwtTYp4P6CN17KSLhBYd02/G2s1QaUE2ZSCtvta/FI2bVUiNh

1 s:C =US, 0 = DigiCert Inc, CN = DigiCert Global G2 TLS RSA SHA256 2020 CAl
i:C = US, 0 = DigiCert Inc, OU = www.digicert.com, CN = DigiCert Global Root G2
a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
v:NotBefore: Mar 30 00:00:00 2021 GMT; NotAfter: Mar 29 23:59:59 2031 GMT

MIIEyDCCA7CgAwIBAgIQDPWIBitWAVR6UFASI8zwZjANBgkghkiGOwOBAQsFADBh
MQswCQYDVQQGEwJVUzEVMBMGALUEChMMRG LnaUN1cnQgSW5 jMRkwFwYDVQQLEXB3
d3cuZGlnaWNlcnQuY29tMSAwHgYDVQQDExdEaWdpQ2VydCBHbGI1YWwgUmIvdCBH
MjAeFwOyMTAzMzAWMDAWMDBaFwOzMTAzMj kyMzUSNT laMFkxCzAJBgNVBAYTALVT j AUBggrBgEFBQcDAQYIKwYBBQUHAwWIwdgYIKwYBBQUHAQEEa]jBoMCQG
CCsGAQUFBzABhhhodHRw0i8vb2NzcC5kaWdpY2VydC5jb20wQAYIKwYBBQUHMAKG
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NGhOdHAGLY9j YWN1cnRzLmRpZ21jZXJOLmNvbS9EaWdpQ2VydEdsb2IhbFIvb3RH
Mi53jcnQwQgYDVROTBDswOTA30DWgM4YxaHROcDovL2NybDMuZGlnaWNlcnQuY29t
LORpZ21DZXJOR2xvYmFsUm9vdEcyLmNybDA9BgNVHSAENjAOMASGCWCGSAGG/WwC
ATAHBgVngQwBATAIBgZngQwBAGEWCAYGZ4EMAQICMAGGBmeBDAECAZANBgkghkiG
9wOBAQsFAAOCAQEAKPFwyyiXaZd8dP3A+iZ7U6utzWX9upwGnIrXWkOH7UIMV1+t
wcW1BSAuWdH/SvWgKtiwla3JLko716f2b4gp/DA/IIS7w7d7kwcsrddrdjPtAFVS
slme5LnQ89/nD/7d+MS5EHKBCQRfz5eel jJ1js+aWNIXMX43AYGYyZmOpGrFmCW3R
bpDOuUfovARTFXFZKAd19h6g4US5+LXUZtXMYnhIHUfoyMo5tS58aI7Dd8KvvwVVo4
chDYABPPTHPbqj c1qCmBaZx2vN4Ye5DUys/vZwP9BFohFrH/6j/f3IL16/RZkiMN
JCqVIUzKoZHm1Lesh3Sz8W2jmdv51b2EQI8HMA==

2 s:C = US, 0 = DigiCert Inc, OU = www.digicert.com, CN = DigiCert Global Root G2
i:C = US, 0 = DigiCert Inc, OU = www.digicert.com, CN = DigiCert Global Root G2
a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
v:NotBefore: Aug 1 12:00:00 2013 GMT; NotAfter: Jan 15 12:00:00 2038 GMT

MIIDjjCCAnagAwIBAgIQAZzrx5qcRqaC7KGSxHQN65TANBgkghkiGOwOBAQsFADBh
MQswCQYDVQQGEwIVUzEVMBMGA1UEChMMRGLnaUN1cnQgSW5 jMRkwFwYDVQQLEXB3
d3cuZGlnaWNlcnQuY29tMSAwHgYDVQQDExdEaWdpQ2VydCBHbGI1iYWwgUm9vdCBH
MjAeFwOxMzA4MDEXMj AwMDBaFw0z0DAXMTUxMjAwMDBaMGExCzAJBgNVBAYTALVT
MRUWEWYDVQQKEwxEaWdpQ2VydCBIbmMxGTAXBgNVBASTEHd3dy5kaWdpY2VydC5j
b20xIDAeBgNVBAMTFORPpZ21DZXJOIEdsb2IhbCBSb290IECcYMIIBI jANBgkghkiG
9wOBAQEFAAOCAQ8AMIIBCgKCAQEAuUz fNNNx7a8myalCtSnX/RrohCgiN9RIUyful
2/0u8jqIkTx65qsGGmvPrC30oXgkkRLpimn7Wo6h+4FR1IAWSULecYxpsMNzaHxmx
1x7e/dfgy5SDN67sHONO3Xss0OrOupS/kgbit0tSZpLY16ZtrAGCSYPIPIUKY92eQ
q2EGnI/yuum06ZIya7XzV+hdG82MHauVBIVI8zUt1uNIbd134/tIS7SsVQep]j5Wz
tCO7TG1F8PapspUwtPIMVYwnS1cUfIKdzX0S0xZKBgyMUNGPHgm+F6HMICcrog+uQ

National IPv6 Readiness Monitor — https://ipv6.my6.my Page 9 of 12



IPv6 Readiness Report Generated: 04 Jul 2026, 22:12 MYT
petronas.com — Enterprise Last Checked: 04 Jul 2026, 03:44 MYT

National IPv6 Readiness Monitor — https://ipv6.my6.my Page 10 of 12



IPv6 Readiness Report

petronas.com — Enterprise

Generated: 04 Jul 2026, 22:12 MYT
Last Checked: 04 Jul 2026, 03:44 MYT

HTTP Response Evidence

IPv4 HTTP (port 80)

HTTP Status 200
Connected IP 4.144.136.71
Connect Time 28.78 ms
TTFB 123.58 ms
Total Time 123.73 ms

Response Headers:

"HTTP/1.1 301 Moved Permanently",

"Content-Type: text/html",
"Content-Length: 195",
"Connection: keep-alive",
"Location: https://petronas.com",
"HTTP/1.1 301 Moved Permanently",

"Connection: keep-alive",
"Server: Apache",
"X-Frame-Options: SAMEORIGIN",
HTTP/1.1 200 OK",
"Connection: keep-alive",
"Server: Apache",
"X-Frame-Options: SAMEORIGIN",
"X-Drupal-Dynamic-Cache: HIT",

"X-UA-Compatible: IE=edge",
"Content-language: en",

"Date: Fri, 03 Jul 2026 19:44:12 GMT",
: "Content-Type: text/html; charset=iso-8859-1",

"Cache-Control: max-age=180, public",

"Server: Microsoft-Azure-Application-Gateway/v2",
"Date: Fri, 03 Jul 2026 19:44:12 GMT",

"Strict-Transport-Security: max-age=31536000; includeSubDomains",
"Location: https://www.petronas.com/",
"Date: Fri, 03 Jul 2026 19:44:12 GMT",

"Content-Type: text/html; charset=UTF-8",

"Strict-Transport-Security: max-age=31536000; includeSubDomains",

"X-Content-Type-Options: nosniff",
"Permissions-Policy: interest-cohort=()",
"Expires: Sun, 19 Nov 1978 05:00:00 GMT",

"Vary: Cookie",

X-Generator: Drupal 9 (https://www.drupal.org)",
"33": "Content-Security-Policy: script-src 'self'

‘unsafe-inline’

‘unsafe-eval' blob: https://cdnjs.cloudflare.com/ https://www.youtube.com/

https://cdn.jsdelivr.net/ https://www.googletagmanager.com/ https://www.google-analytics.com/ https://app-script.monsido.com/ https://cdn-apac.onetrust.com/
https://u.heatmap.it/ https://cdn.yellowmessenger.com/ https://www.google.com/ https://www.gstatic.com/ https://static.elfsight.com/platform/platform.js
https://elfsightcdn.com/platform.js https://www.petronas.com/608242b4-6b3e-4aff-8979-014519414d0c https://app-script.monsido.com/ https://static.elfsight.com/
https://api.swiftype.com/ https://geotargetly-api-1.com/ https://g10498469755.co/ https://code.jquery.com/; object-src 'none'; upgrade-insecure-requests",
"34": "Strict-Transport-Security: max-age=31536000",

35

"Referrer-Policy: strict-origin-when-cross-origin",

"36": "Feature-Policy: autoplay *; fullscreen *"

"37": "X-Drupal-Cache: HIT",

"38": "Last-Modified: Fri, 03 Jul 2026 13:43:18 GMT"

"39": "ETag: \"1783086198\""

IPv4 HTTPS (port 443)

HTTP Status 200
Connected IP 4.144.136.71
Connect Time 18.16 ms
TTFB 111.16 ms
Total Time 111.27 ms

Response Headers:

"HTTP/1.1 301 Moved Permanently",

"Connection: keep-alive",
"Server: Apache",

National IPv6 Readiness Monitor — https://ipv6.my6.my

"Date: Fri, 03 Jul 2026 19:44:12 GMT",
"Content-Type: text/html; charset=iso-8859-1",

"Strict-Transport-Security: max-age=31536000; includeSubDomains",
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"X-Frame-Options: SAMEORIGIN",
"Location: https://www.petronas.com/",
"HTTP/1.1 200 OK",

"10": "Date: Fri, 03 Jul 2026 19:44:12 GMT"
nyqe
"12": "Connection: keep-alive",

"13": "Server: Apache",

"Content-Type: text/html; charset=UTF-8",

"14": "Strict-Transport-Security: max-age=31536000; includeSubDomains"

"15": "X-Frame-Options: SAMEORIGIN",

"16": "Cache-Control: max-age=180, public"
"17": "X-Drupal-Dynamic-Cache: HIT",

"18": "X-UA-Compatible: IE=edge",

nygn
"20": "X-Content-Type-Options: nosniff",

Content-language: en",

"21": "Permissions-Policy: interest-cohort=()",
"22": "Expires: Sun, 19 Nov 1978 05:00:00 GMT"

3

Vary: Cookie",

"24": "X-Generator: Drupal 9 (https://www.drupal.org)",

"25": "Content-Security-Policy: script-src

'self' 'unsafe-inline' 'unsafe-eval' blob: https://cdnjs.cloudflare.com/ https://www.youtube.com/

https://cdn.jsdelivr.net/ https://www.googletagmanager.com/ https://www.google-analytics.com/ https://app-script.monsido.com/ https://cdn-apac.onetrust.com/
https://u.heatmap.it/ https://cdn.yellowmessenger.com/ https://www.google.com/ https://www.gstatic.com/ https://static.elfsight.com/platform/platform.js
https://elfsightcdn.com/platform.js https://www.petronas.com/608242b4-6b3e-4aff-8979-014519414d0c https://app-script.monsido.com/ https://static.elfsight.com/
https://api.swiftype.com/ https://geotargetly-api-1.com/ https://g10498469755.co/ https://code.jquery.com/; object-src 'none'; upgrade-insecure-requests",

"X-Drupal-Cache: HIT",

"ETag: \"1783086198\""

Connectivity Test Evidence

Test
TCP Connect IPv4 - port 80

TCP Connect IPv4 - port 443

Test Node Network Evidence

Node Profile

Egress Connectivity
IPv4 Egress

IPv6 Egress

Sysctl IPv6 Flags

net.ipv6.conf.all.disable_ipv6

IPv6 Routes

"Strict-Transport-Security: max-age=31536000",
"Referrer-Policy: strict-origin-when-cross-origin",
"Feature-Policy: autoplay *; fullscreen *",

"Last-Modified: Fri, 03 Jul 2026 13:43:18 GMT",

dual stack

76.13.221.142

2a02:4780:5e:2789::1

2a02:4780:5e::/48 dev eth® proto kernel metric 256 pref medium

fe80::/64 dev eth® proto kernel metric 256 pref

medium

default via 2a02:4780:5e::1 dev ethO proto static metric 1024 pref medium

IPv4 Routes

default via 76.13.221.254 dev eth® proto static
10.6.101.0/24 dev wgd scope link
10.6.102.0/24 dev wgd scope link
76.13.221.0/24 dev eth® proto kernel scope link
172.29.0.0/24 dev wgd scope link

National IPv6 Readiness Monitor — https://ipv6.my6.my

src 76.13.221.142

Result
301 0.008043 0.015403

301 0.016085 0.056470
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