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IPv6 Readiness Report

hlb.com.my — hlb.com.my

Scan to verify

Category: Banking * Generated: 03 Sep 2026, 02:38 MYT ¢ Last Checked: 08 Aug 2026, 18:01 MYT < Verification ID: bca40dc7-eb0d-442e-8001-9125e342e9bb
Report generated from National IPv6 Readiness Monitor — https://ipv6.my6.my
Audit trail: https://ipv6.my6.my/audit/bca40dc7-eb0d-442e-8001-9125e342e9bb

X IPV6-ONLY READINESS

2 8% Website: X Not Ready

No IPv6 Support DNS: X Not Ready
Email: X Not Ready

Non-Compliant

MGv6C-1.0

IPV4 ADDRESSES
113.23.142.18

Network Information (WHOIS / RDAP)

IPv4 Network

Organization Extreme Broadband

Country MY

ASN AS38182

ASN Name EXTREMEBB-AS-MY - Extreme Broadband - Total Broadband Experience, MY
Network (CIDR) 113.23.128.0/17

Web Services (35%) 0/8
# CHECK RESULT DETAIL

1 AAAA Record FAIL No AAAA record found in DNS.

2 Globally Routable IPv6 FAIL IPv6 address is not globally routable.

3 HTTP over IPv6 FAIL HTTP is not accessible over IPv6.

4 HTTPS over IPv6 FAIL HTTPS is not accessible over IPv6.

5 IPv6-Only Reachability FAIL Site is not reachable when limited to IPv6-only.

6 TLS Certificate Valid (IPv6) FAIL TLS certificate is invalid, expired, or hostname mismatch over IPv6.
7 Dual-Stack (IPv4 + IPv6) FAIL Domain is IPv6-only or IPv4-only.

8 HTTP/3 (QUIC) FAIL No HTTP/3 support detected.

DNS & DNSSEC (25%) 0/5
# CHECK RESULT DETAIL

1 NS Has AAAA Record FAIL No nameserver has an AAAA record.

2 NS Reachable via IPv6 FAIL No nameserver is reachable over IPv6.

3 NS Answers Queries via IPv6 FAIL Nameserver does not answer queries over IPv6.

4 DNSSEC Validated FAIL DNSSEC validation failed or zone is unsigned.

5 Reverse DNS (PTR) FAIL No PTR record found.

6 DS Record at Parent FAIL No DS record at parent.

7 RRSIG Valid PASS RRSIG signatures are current and valid.
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# CHECK

8 Signing Algorithm

Email Services (25%)

# CHECK

1 MX Record Exists

2 MX Server Has IPv6

3 SMTP Reachable via IPv6
4 STARTTLS over IPv6

5 SPF Record

6 DKIM Selector

7 DMARC Record

IPv4 Baseline (15%)
# CHECK

1 A Record

2 HTTP over IPv4

3 HTTPS over IPv4

National IPv6 Readiness Monitor — https://ipv6.my6.my

RESULT

INFO

RESULT

PASS

FAIL

FAIL

FAIL

PASS

INFO

PASS

RESULT

PASS

PASS

PASS

DETAIL

RSASHA256

DETAIL

MX record found.

MX server has no IPv6 address.

SMTP is not reachable over IPv6.

STARTTLS not available over IPv6.

SPF record found.

No common DKIM selector found.

DMARC record found.

DETAIL
113.23.142.18

HTTP (port 80) responds over IPv4 — 74ms TTFB.

HTTPS (port 443) responds over IPv4 — 79ms TTFB.
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Audit Trail & Evidence Record

Verification ID
Domain

Check Mode
Status

Started

Finished

Test Node Profile
Engine Version
MGvV6C Version

Audit URL

bcad0dc7-eb0d-442e-8001-9125e342e9bb
hlb.com.my

Manual

Completed

08 Aug 2026, 18:01:55 MYT

08 Aug 2026, 18:01:59 MYT

dual stack

2.0.0

1.0.0

https://ipv6.my6.my/audit/bcad0dc7-eb0d-442e-8001-9125e342e9bb

Integrity Verification

v INTEGRITY VERIFIED

Algorithm hmac-sha256-v1

Root Hash €694f9d9e14de6bb08c726334850ff70ce50207bbeb489bd7d33fbc76cfa5chl
http_headers acbbb725391fd5c52ae3c550bf0e5a99b2e6a9d734dd5c1c5ae242e1d806elad
dns_responses 919af0c3ced6086961354774597b4b2682050c207be27524504fee77da9b9225
tls_handshake 99a55585344badlldaf538laeabel2798bb063290b7d86e09f4fc834ca677bec
connectivity_log e4ddb3ce488c0b3636b740210fe7c1060712f77861bele77ecad749a98faeead

dns_resolution_times 3ab855f10e2ef25359e3a7a33a83f04385e51db0976d7a28e135643ed6a5576¢

Test Node Identity

Os Linux srv1440888 6.8.0-136-generic #136-Ubuntu SMP PREEMPT DYNAMIC Wed Jul 1 21:53:05 UTC 2026 x86 64
Hostname srv1440888
Php Version 8.3.33

Server lpv4 76.13.221.142

Server Ipv6 2202:4780:5e:2789::1

DNS Resolution Performance

Comparison of A (IPv4) vs AAAA (IPv6) query times across resolvers and transports. Shows median (p50) and 95th percentile (p95) of 3 samples per tuple.

Resolver Transport A p50 (ms) A p95 (ms) AAAA p50 (ms) AAAA p95 (ms) Delta (ms)
System Default 21.69 27.31 24.08 24.3 +2.4
Google IPv4 85.87 167.89 83.32 90.56 -2.6
Google IPv6 92.05 98.09 101.25 167.48 +9.2
Cloudflare IPv4 25.84 27.66 22.83 22.85 -3
Cloudflare IPv6 22.68 43.14 23.66 26.13 +1
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DNS Evidence

A

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 28280
;3 flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232
;3 ANSWER SECTION:
hlb.com.my.[0360INJAJ113.23.142.18

DS

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 55630
;3 flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 AUTHORITY SECTION:

com.my.[J003394[IN[SOAJe.nic.my. hostmaster.nic.my. 2026062856 1800 900 604800 3600

MX

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 12381
;3 flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: ©, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 ANSWER SECTION:

hlb.com.my.[J01730INOMX]10 mx.email-messaging.com.

NS

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 58618
;3 flags: qr rd ra; QUERY: 1, ANSWER: 3, AUTHORITY: ©, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 ANSWER SECTION:
hlb.com.my.[J01740IN[NS[ns1.al.impervasecuredns.net.
hlb.com.my.[JJ1740IN[NS[Ins1.a0.1impervasecuredns.net.
hlb.com.my.[J01740IN[ONS[Ins1.a2.impervasecuredns.net.

TXT

;3 Truncated, retrying in TCP mode.

;3 Got answer:

;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 15843

;3 flags: qr rd ra; QUERY: 1, ANSWER: 25, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 ANSWER SECTION:

hlb.com.my.[J01730INOTXT]"lds6d4dx127bsbqwr3t8ykwck7g4fqv2"
hlb.com.my.[01730INJTXT]"globalsign-domain-verification=Z5_hAuIzEU14M1ZZbdnMetsfeRpw80Q2yPh5q3tSGD"
hlb.com.my.[J01730INJTXT"VISA=0A54B3FBE2B710B5DFALEOBIOEG4EAEL"
hlb.com.my.[J01730INOTXTO"03+7IAxPhnm/J/3WP2668IMUWDUY82zQ0Fg0COQedBN8="

hlb.com.my.J01730INOTXTO" globalsign-domain-verification=fF1FyU9X2ZzNs7wvEhnTPUFA855GB19mOWIEMKLUWZ"
hlb.com.my.[01730INJTXT["VISA=5D02FFF91A967EF886B1E1DA208198F4"
hlb.com.my.J01730INJTXT]"globalsign-domain-verification=zgH4jW5E6gaUBVHaCoDefZaWR4ptKcDOyE VXNCBtR"
hlb.com.my.J01730INOTXTO"_globalsign-domain-verification=8IREAzUc_uW5d3kiyK90chYCetcJfYJeBf5arXAusi"
hlb.com.my.[01730INJTXT[]"VISA=E63BA35E1C3071868C2740A23061C495"

hlb.com.my.001730INOTXTO"v=spfl a ip4:219.92.246.242 ip4:211.24.167.75 ip4:211.24.167.73 ip4:210.187.104.139 ip4:113.23.142.75 ip4:58.26.230.133 ip4:211.24.167.71

include:email-messaging.com ~all"

hlb.com.my.[01730INJTXT"VISA=8592ABA763AAD6817303D7700743337E"
hlb.com.my.[J01730INJTXT[]"VISA=837889EDD78B8C8E57B6A7B4A3E50B82"

hlb.com.my.[01730INOTXT[" jwYGHZaM78+2sZ8BCeYCWtEdWI1xF70cI6sJaN7nhlo="
hlb.com.my.[01730INOTXT]"VISA=BB34F19760DB3EOB43CBBOA7D0O49A49C"
hlb.com.my.J01730INOTXT("_globalsign-domain-verification=3AZJPdQDI3kaiwOSwiin-mt4LjyhclkN-x14Edt306h"
hlb.com.my.[01730INJTXT"VISA=2E78754FA4B8FOD833C9E83606F32898"
hlb.com.my.J01730INOTXT("_globalsign-domain-verification=j8X4TpgbaDba32uLbt4aT3SQfoXnu479-DzFx2pgiK"
hlb.com.my.[01730INOTXT[]"VISA=77473278166F51C8CC82DE53CC7AADO9"

hlb.com.my.J01730INJTXT("VISA= 1BD44B3A768054FD867618D9CF28EEDF"
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hlb.com.my.J01730INOTXT]" reclaim-6s4zx0bvjjfmldaj86wd3cuqrxs6rtcf"
hlb.com.my.[J01730INOTXT]"ag9m46f3fm3esilfrvfmq76025"
hlb.com.my.[01730INOTXT"VISA=C825ABE5066AB11CBAA1633C5D710619"
hlb.com.my.[01730INJTXT[]"VISA=FF37B5C203A834E542C5068151CA4DD4"
hlb.com.my.[01730INJTXT]"globalsign-domain-verification=Ggb6MhQx_JqlZwZDhU7EGExkifR_2TQwwRxAnR_XNg"
hlb.com.my.[J01730INOTXTO"g12vzn1jv17cqp71sf2xn2vdsmiwbsmn"

AAAA

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 32998
;3 flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

;; OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 AUTHORITY SECTION:

hlb.com.my.[J0600JINSOA[ns1.a0.impervasecuredns.net. hostmaster.hlbgtmdc03.hlb.com.my. 2026072302 10800 3600 604800 60

RRSIG

nsl.hlb.com.my. hostmaster.hlbgtmdc03.hlb.com.my. 2026072302 10800 3600 604800 60

SOA 8 3 500 20280723140916 20260723140916 4128 hlb.com.my. m67qWZ2WgR3aMyFUeALyfSTbLS21rsjkvhNS4yoJKbSVSFE6D1iSbNWORM
9NV5PVWSG/L4qmoT2/gYCc3RIEHIQ1qLUSZYIX6VRVVeXI ImbIHUQFVHO hNDEXKDA4VypQPKFTViy3DCw0052Af6XIS4bOMbVQPUFSUps8FMjSAhz3
AZJ50DBgE1ZGVrSIDk1vB9h8iVKv5BLYdXmLOUVjMSYOQB26ZmWcgbgh 1Z0JDyYGweRRY fNrmkONWp+zcpP8ZazPhxxL1SZsQ5hfpAQ+x3MWjeVs
bgMfhJ6Z2bCU101SztvBSG1PVTiCT9kB9eI6eQYsIiMWxtx1IN6IBQWok 8velew==

DNSKEY

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 32334
;5 flags: gr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 ANSWER SECTION:

hlb.com.my.[JO01710INIDNSKEY[]256 3 8 AwEAAZ2Ku3csqEgLLHg117WDb/4tUPMyd7HWXLc6svEzaBc309HVAbrK 1jk8rpWZmADsHQssM1TzWh93PRF8uZj959H1AKKU4t4VDEY6y+27wfT8
n7tBdPmxDSmtLASdtKoObbF6n9RYhcr3GmKFG/ zVwTzWVIXCq2NXHGYX gIOabwkN37yPEy20ubgwfHUQHyr/1B7/dgVPVvUFyFr7BYukKWGv660unQ
BXjnB1lbBbA41UeYKnaHaG47bcO80orL5uAwLrDIN1130/9kk16jhQwdoi CguNlLcZ49340YjIGFPv/XUkoOmOcjJnp+Nw94DdxwuN1ZiAg5LV4Dwl CYLhgn2kCO0=
hlb.com.my.JO01710INIDNSKEY[]257 3 8 AwEAAc2mFXER2u7AZOk31/+WVtdbTcMXwrTHiVgl5nLGHCZ1p4hrieXQ /vBYp9msFcmHhK8Xnly+gpISJC225GkZH5LKDVWNACTkPaz1211094yp
DhbBByVumZKNUapXw0f69biZBjBPtclWFtN8nx9aB3408muqcUEIeKP8 W5WmtDgVeGBilZtJfDDFMx]jxHKo1SDuMrLYsh6qL20awkj48ecoK9QCE
k6JAd3R1z0Uz0OU62A0fdPUXgUXUsqPN1PJJ2cPBAXHCBQg6Y31unG008 93iRw88ABZzz3HCSJA1gReHk+syh+7budcln7C+m+Eg5tbuK9wjgej9o aCMlGetGOPU=

DNSSEC_VALIDATION

;; validating hlb.com.my/SOA: no valid signature found

; unsigned answer

hlb.com.my.03710INJSOAns1.hlb.com.my. hostmaster.hlbgtmdc@3.hlb.com.my. 2026072302 10800 3600 604800 60

hlb.com.my.[003710INJRRSIGSOA 8 3 500 20280723140916 20260723140916 4128 hlb.com.my. m67qWZ2WqR3aMyFUeALyfSTbLS21rsjkvhNS4yoIKbSVSF6DiSbNWORM
9NV5PVWSG/L4qmoT2/gYc3RIEH9Q1qLUSZYIX6VRVVeXIImbIHUQFVbO hNDEXKD4VYpQPKFTViy3DCw005zAf6XIS4bOMbVQPUFSUps8FMjSAhz3
AZJ50DBQE1ZGVrSIDk1vB9h8iVKv5BLYdXmLOUVIMSYOQB26ZmWcg6gh 1Z0JDyYGweRRY fNrmkONWp+zcpP8ZazPhxxL1SZsQ5hfpA0+x3MW]jeV5
bgMfhJ6Z2bCU101SztvBSG1PVTiCT9kB9eI6eQYsIiMWxtx1IN6IBQWok 8velew==
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TLS Handshake Evidence

IPV4 Connection
IP Used 113.23.142.18

IP Version 4

depth=2 OU = GlobalSign Root CA - R3, 0 = GlobalSign, CN = GlobalSign
verify return:1
depth=1 C = BE, 0 = GlobalSign nv-sa, CN = GlobalSign GCC R3 EV TLS CA 2025
verify return:1
depth=0 businessCategory = Private Organization, serialNumber = 97141-X, jurisdictionC = MY, C = MY, ST = Kuala Lumpur, L = Kuala Lumpur, street = Level 18 Menara
Hong Leong No. 6 Jalan Damanlela, 0 = Hong Leong Bank Berhad, CN = www.hlb.com.my
verify return:1
CONNECTED (00000010)
Certificate chain
0 s:businessCategory = Private Organization, serialNumber = 97141-X, jurisdictionC = MY, C = MY, ST = Kuala Lumpur, L = Kuala Lumpur, street = Level 18 Menara Hong
Leong No. 6 Jalan Damanlela, 0 = Hong Leong Bank Berhad, CN = www.hlb.com.my
i:C = BE, 0 = GlobalSign nv-sa, CN = GlobalSign GCC R3 EV TLS CA 2025
a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
v:NotBefore: Apr 24 03:56:14 2026 GMT; NotAfter: Nov 9 03:56:14 2026 GMT

MIIG9jCCBd6gAWIBAgIMXhZCATkZ+LaRIPTFMAOGCSqGSIb3DQEBCWUAMFMXCzAD
BgNVBAYTAkJFMRkwFwYDVQQKEXBHbGI1iYWxTaWduIG52LXNhMSkwIwYDVQQDEYBH
bG91iYWxTaWduIEdDQyBSMyBFViBUTFMgQOEgMj AyNTAeFwOyNjAOMjQwMzU2MTRa
FwOyNj ExMDkwMzU2MTRaMIH2MROWGWYDVQQPDBRQcm12YXR1IE9yZ2FuaXphdGlv
bjEQMA4GALIUEBRMHOTcxNDEtWDETMBEGCyY sGAQQBgj c8AGEDEWINWTELMAKGALUE
BhMCTVkxFTATBgNVBAGTDEt1YWxhIEx1bXB1cjEVMBMGALUEBXMMS3VhbGEGTHVt
CHVYMTkwNwYDVQQJEZzBMZXZ1bCAXOCBNZW5hcmEgSGOuZyBMZWIuZyBOby4gNiBK
YWxhbiBEYW1hbmx1bGExHzAdBgNVBAoTFkhvbmcgTGVvbmcgQmFuayBCZXJoYWQx
FzAVBgNVBAMTDNnd3dy50bGIuY29tLm15MIIBI jANBgkqhkiGOwOBAQEFAAOCAQSA
MIIBCgKCAQEAUDOtDQ5ZV0zGox0goPOaCd2QM3d/DU1h78dHfy1pgCSXwIhGVEGf
UfkfR9Ad4afzh1zAp034PIfvecvwhdDSeNRGBd6zDhPLFWGF10fL8/mO3dFZ/F61
1g8nfYv4n7h1UAQ+Ghq5IyEKqPF7RZKmIIJ2WdaDp/pMV3cm80WMtbwONDmaxL6H
afSrK73/ZZD7eWWAXZh8mIPO6ALo++HV5INSxnP34FvEBshgEOYDNCojWP5XoyQX
3XDdRMXp37EjtIG9x/DK1Zv5wShtEiQOhFEX7AanOhXE8BYmMEVVIn/6149IHGHAS
GHKGNFiJTHVPrz01h6TLh1KoZ008L6RDLQIDAQAB04IDIDCCAYAWDgYDVROPAQH/
BAQDAgWgMAWGALUdEWEB/wQCMAAwWgZMGCCsGAQUFBWEBBIGGMIGDMEYGCCSGAQUF
BzAChjpodHRw0i8vc2VjdXJ1Lmdsb2IhbHNpZ24uY29tL2NhY2VydC9nc2d]jY3Iz
ZXZObHNjYTIwM]jUuY3JOMDKGCCsGAQUFBzABhilodHRWO1i8vb2NzcC5nbGIiYWxz
aWduLmNvbS9nc2djY3IzZXZObHN]YTIwMjUwYwYDVROgBFwwWjAHBgVngQwBATBC
BgorBgEEAaAyCgEBMDQwMgYIKwYBBQUHAQEWImhOdHBZz0i8vd3d3Lmdsb2IhbHNp
Z24uY29tL331cG9zaXRvenkvMAsGCSsGAQQBoDIBATATBgNVHREEHjAcgg53d3cu
aGxilmNvbS5teYIKaGxilLmNvbS5teTAdBgNVHSUEFjAUBggrBgEFBQCcDAQYIKwYB
BQUHAwWIWHwYDVROjBBgwFoAUYXB/5CgzmvhHYF1Sf1cQx034FxYwHQYDVROOBBYE
FLpIfril/QgPjRMADyUaumBnnt2nMIIBfQYKKwYBBAHWeQIEAGSCAWOEGGFpPAWCA
dgDLOPcViXyEoURfW8Hd+81u8ppZzUcKaQWFsMsUwxRY5wAAAZ290g7 LAAAEAWBH
MEUCIQDDhSMveJaDHh/PkXiE1kXH1AoP2Ha4NEK] t5Yy208fXAIgHdVLSbw4GwL3
Ef70Up68RDIJRVCNS207Ush2hG1IJzQAdQDXbX0Q0af1d8LHEV/XAL/5g9skzWmXh
OLMBcxfAYMVpdwAAAZ290hHMAAAEAWBGMEQCIEV/A40LDOYMZEEHVOQGC/+2/3g1
sw04bkX7Qb8GOGI1A1AQbyx+06DQad4pBUXTjqb8++z661Dy3WkICYXRFzhr5gB2
AMijxH/Hs625NWsBP2p6Em3jOk5DpcZG+ZetOXWZHc+aAAABNb2iD rcAAAQDAECW
RQIhAK2DBE1lbDn2chykr5njpuY75V+wfa/CZ+3Y8HCWDDNZPAiAbJsntYlonRUTp
+grvKocqG33wU8ZfS0/B9HO8b+cNuzANBgkghkiGI9wOBAQs FAAOCAQEALogp7TjS
q8de3BUGTTU/AwIAWXtLybVtM4IsrgOMTsYkiLAUqd fHOWIhzHyP+m1bFFZ5+D4b
DjObqgsy0tc74k9/u0jB01ImGe90XzakgvSxBpHMztYCKOZqOPapDjibcNFObjGlg
Rb7sc/zXwypAFVWzEPXOIAJiBtI8CAFtVB8FA6Y1AeFbLdsXZgeNiK/ZQVnk]j1Ij
X1DaSEghbEB321Wqis15j00Gp0suVIGRg87UbbLsZkzZWkBOSaD/abtz0YbBj5qDH
Nh92QxdeN9gelJdj j 19GUAV6U4I1E6MEDKYXTs fzROQ99ZZaZ+XWA1+VLTj2NIGFI
hGu6zbz83+bDuA==

1 s:C = BE, 0 = GlobalSign nv-sa, CN = GlobalSign GCC R3 EV TLS CA 2025
i:0U = GlobalSign Root CA - R3, 0 = GlobalSign, CN = GlobalSign
a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
v:NotBefore: Jul 16 03:05:46 2025 GMT; NotAfter: Jul 16 00:00:00 2027 GMT

MIIE1zCCA3+gAwIBAgIRAIPahmyfUtUakxi400fAMWkwDQYJKoZIhvcNAQELBQAW
TDEgMB4GA1UECXMXR2xvYmFsU21nbiBSb290IENBICOgUjMxEZARBgNVBAOTCkds
b2JhbFNpZ24xEzARBgNVBAMTCkdsb2JhbFNpZ24wHhcNMj UwNzE2MDMwNTQ2WheN
Mj cwNzE2MDAWMDAWWj BTMQswCQYDVQQGEwICRTEZMBCGAIUEChMQR2xvYmFsU21n
biBudilzYTEpMCcGALIUEAXMgR2xvYmFsU21nbiBHQOMgUjMgRVYQVEXTIENBIDIW
MjUwggEiMAOGCSqGSIb3DQEBAQUAA4IBDWAWggEKAOIBAQDEG414CpUk556CyXIA
B3ihV2b8sWMNGwnWOwCpuaHHAS r1XpSWE1AD6r9hyGhQOrc45nP0j6Fvsqw8dFZw
FpAJz1k6FxhYP1lve8KPIvIpt6f5v28j01zfs8c7dI8ZmqKHBOZj6RbAVAIVAT2A3
jOmu+00XN3/QaFvVihDV/SRy0fFBLhPAsRk8y97tLPWx7/4YzfE6NSLKsUlyF+tf
BTttbaXTH/cWY/KQE3ZHTFRo6XouemjPBPICDXeTR11tm37Bgn3Q0j93FHdi11Ip
eNBGEOGVM8ghTV/77kDiUy0vsp4jZ0has6kIRn8nWK7 fCPNdFJYilCtvd7gnQlgB
1W71AgMBAAGjggFrMIIBZzAOBgNVHQ8BAT8EBAMCAYYwWHQYDVRO1BBYWFAYIKwYB
BQUHAWEGCCsGAQUFBWMCMBIGA1UdEWEB/wQIMAYBAf8CAQAWHQYDVROOBBYEFGMQ
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 j ZKxwF5151G06ap+09hfdbfMXDkTs fa+yXg
dIXZRCudOQEBTZAow0iCs3rf5wVALhhh2ePEwgxEm1LkUhvkIMLSCobYcJ+vXprK
JijbpPM602H1kgxNcD/nE7aCNm795GTaT04SCGY1QI32r9mhx34peuYz05pY+AA3
aVB22PDvfoNyGZyC1RtNt4KKg8dGI1YEhc3D

2 s:0U = GlobalSign Root CA - R3, 0 = GlobalSign, CN = GlobalSign
i:0U = GlobalSign Root CA - R3, 0 = GlobalSign, CN = GlobalSign
a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
v:NotBefore: Mar 18 10:00:00 2009 GMT; NotAfter: Mar 18 10:00:00 2029 GMT

MIIDXzCCAkegAwIBAgILBAAAAAABIVhTCKIWDQYJKoZIhvcNAQELBQAWTDEgGMBAG
ALUECXMXR2xvYmFsU21nbiBSb290TENBICOgUjMxEZARBgNVBAOTCkdsb2JhbFNp
Z24xEzARBgNVBAMTCkdsb2JhbFNpZ24wHhcNMDkwMzE4MTAWMDAWWh cNMj kwMzE4
MTAwWMDAWWj BMMSAWHgYDVQQLExdHbG91YWxTaWduIFJvb3QgQOEgLSBSMZETMBEG
ALUEChMKR2xvYmFsU21nbj ETMBEGA1IUEAXMKR2xvYmFsU21nbjCCASIwDQYJKoZI
hvcNAQEBBQADggEPADCCAQoCggEBAMwldpB5BngiFvXAg7aEyiie/QV2EcWtiHL8
RgJIDx7KKnQRfIMsuS+FggkbhUgsMgUdwbN1kOev1LKMPgjOMK66X17YUhhB5uzsT
gHeMCOFJOmpilx9e+pZo34knlTifBtc+ycsmwWQ1lz3rDI6SYOgxXG71uLOgRgykmm
KPZp0/bLyCiR5Z2KYVc3rHQU3HTgOu5yLy6c+9C7v/U9AOEGM+iCK65TpjoWc4dzd
QQ4g0sCOp6HPsk+QLjIg6VTLUQSSaGj10CZgdbKfd/+RFO+uIEn8rUAVSNECMWEZ
XriX7613t2Saer9fwRPvm2L7DWzgVGkWgQPabumDk3F2xmmFghcCAWEAAaNCMEAW
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HTTP Response Evidence

IPv4 HTTP (port 80)

HTTP Status 200
Connected IP 211.25.68.63
Connect Time 8.53 ms
TTFB 66.2 ms
Total Time 66.3 ms

Response Headers:

"HTTP/1.1 301 Moved Permanently",
"Date: Sat, 08 Aug 2026 10:01:58 GMT",
"2": "Content-Security-Policy: default-src 'self'; script-src 'self' 'unsafe-inline' 'unsafe-eval' data: https://www.google.com/ https://delivery-

ci360.tluat.hongleongconnect.com.my https://gms.hongleong.com.my execution-ci360.tluat.hongleongconnect.com.my https://uat.hlb.com.kh https://uat.hlbank.com.vn
https://uat.hlbank.com.sg https://docs.google.com https://youtu.be https://bid.g.doubleclick.net https://streetview.my https://safedepositboxjb.streetview.my
https://hlbmc.demdex.net https://tags.tiqcdn.com https://survey.hlb.com.my https://www.hlb.com.my https://www.hlisb.com.my https://www.hlbislamic.com.my
https://www.hlb.com.kh https://www.hlbank.com.sg https://www.hlbank.com.vn https://www.facebook.com https://www.vivocha.com https://www.youtube.com
https://staticxx.facebook.com https://www.googletagmanager.com https://gateway.hlb.com.my https://gateway.hlb.com.my:8446 https://www.google.com
https://optimize.google.com https://hongleongbank.sc.omtrdc.net https://dpm.demdex.net https://www.ecbanking.com.my https://gms.hongleong.com.my https://apply-
merchantl.hlb.com.my https://docs.google.com https://www.google-analytics.com https://assets.adobedtm.com https://connect.facebook.net
https://googleads.g.doubleclick.net https://fonts.googleapis.com https://fonts.gstatic.com https://cdnjs.cloudflare.com https://cdn.jsdelivr.net
https://code.jquery.com https://cdn.jsdelivr.net/npm/bootstrap-icons@l.4.1/font/ https://cdnjs.cloudflare.com/ajax/libs/font-awesome/5.10.0/css/all.min.css
https://td.doubleclick.net https://i-ap.ci360.marketing https://10.163.8.91 wss://10.103.8.91 https://survey.hlb.com.my https://sg-production-cdn.zoloz.com; style-
src 'self' 'unsafe-inline' https://www.google.com/ https://fonts.googleapis.com https://cdnjs.cloudflare.com https://www.hlb.com.my https://www.hlisb.com.my
https://www.hlbislamic.com.my https://www.hlb.com.kh https://www.hlbank.com.sg https://www.hlbank.com.vn https://survey.hlb.com.my https://sg-production-
cdn.zoloz.com; img-src 'self' data: https://cm.everesttech.net/ https://www.google.com/ https://delivery-ci360.tluat.hongleongconnect.com.my
https://gms.hongleong.com.my content-ci360.tluat.hongleongconnect.com.my https://docs.google.com https://youtu.be https://bid.g.doubleclick.net https://streetview.my
https://safedepositboxjb.streetview.my https://hlbmc.demdex.net https://tags.tiqcdn.com https://survey.hlb.com.my https://www.hlb.com.my https://www.hlisb.com.my
https://www.hlbislamic.com.my https://www.hlb.com.kh https://www.hlbank.com.sg https://www.hlbank.com.vn https://www.facebook.com https://www.vivocha.com
https://www.youtube.com https://staticxx.facebook.com https://www.googletagmanager.com https://gateway.hlb.com.my https://gateway.hlb.com.my:8446
https://www.google.com https://optimize.google.com https://hongleongbank.sc.omtrdc.net https://dpm.demdex.net https://www.ecbanking.com.my
https://gms.hongleong.com.my https://apply-merchantl.hlb.com.my https://docs.google.com https://youtu.be https://bid.g.doubleclick.net https://streetview.my
https://safedepositboxjb.streetview.my https://tags.tigcdn.com https://www.google-analytics.com https://assets.adobedtm.com https://connect.facebook.net
https://googleads.g.doubleclick.net https://fonts.googleapis.com https://fonts.gstatic.com https://cdnjs.cloudflare.com https://cdn.jsdelivr.net
https://code.jquery.com https://cdn.jsdelivr.net/npm/bootstrap-icons@l.4.1/font/ https://cdnjs.cloudflare.com/ajax/libs/font-awesome/5.10.0/css/all.min.css
https://td.doubleclick.net https://i-ap.ci360.marketing https://10.103.8.91 wss://10.103.8.91 https://img.youtube.com https://assets.adobedtm.com
https://survey.hlb.com.my https://sg-production-cdn.zoloz.com; font-src 'self' https://www.google.com/ https://fonts.gstatic.com https://cdnjs.cloudflare.com
https://www.hlb.com.my https://www.hlisb.com.my https://www.hlbislamic.com.my https://www.hlb.com.kh https://www.hlbank.com.sg https://www.hlbank.com.vn
https://survey.hlb.com.my https://sg-production-cdn.zoloz.com; frame-ancestors 'self' https://www.google.com/ https://gms.hongleong.com.my execution-
ci360.tluat.hongleongconnect.com.my *.ci360.sas.com https://td.doubleclick.net www.googletagmanager.com https://fonts.googleapis.com https://fonts.gstatic.com
https://cdnjs.cloudflare.com https://cdn.jsdelivr.net https://code.jquery.com https://10.103.8.91 wss://10.103.8.91 https://i-ap.ci360.marketing
https://survey.hlb.com.my https://www.hlb.com.my https://www.hlisb.com.my https://www.hlbislamic.com.my https://www.hlb.com.kh https://www.hlbank.com.sg
https://www.hlbank.com.vn https://assets.adobedtm.com https://survey.hlb.com.my https://sg-production-cdn.zoloz.com; connect-src 'self
https://stats.g.doubleclick.net/ https://www.google.com/ https://gms.hongleong.com.my https://delivery-ci360.tluat.hongleongconnect.com.my execution-
ci360.tluat.hongleongconnect.com.my *.adobedtm.com *.demdex.net wss://www.hlb.com.my https://10.103.8.91 wss://10.103.8.91 https://www.google-analytics.com
https://analytics.google.com https://www.google.com.my https://i-ap.ci360.marketing https://survey.hlb.com.my https://hongleongbank.sc.omtrdc.net
https://www.hlb.com.my https://www.hlisb.com.my https://www.hlbislamic.com.my https://www.hlb.com.kh https://www.hlbank.com.sg https://www.hlbank.com.vn
https://vi/personal-banking/ https://assets.adobedtm.com https://survey.hlb.com.my https://sg-production-cdn.zoloz.com; frame-src 'self' https://survey.hlb.com.my
https://www.google.com/ https://hlbmc.demdex.net/ https://sg-production-cdn.zoloz.com;",

"3": "X-Xss-Protection: 1; mode=block",
"X-Content-Type-Options: nosniff",
"Location: https://www.hlb.com.my/",
"Content-Type: text/html; charset=iso-8859-1",
"HTTP/1.1 200 OK",
"Date: Sat, 08 Aug 2026 10:01:58 GMT",
: "Content-Security-Policy: default-src 'self'; script-src 'self' 'unsafe-inline' 'unsafe-eval' data: https://www.google.com/ https://delivery-
ci360.tluat.hongleongconnect.com.my https://gms.hongleong.com.my execution-ci360.tluat.hongleongconnect.com.my https://uat.hlb.com.kh https://uat.hlbank.com.vn

https://uat.hlbank.com.sg https://docs.google.com https://youtu.be https://bid.g.doubleclick.net https://streetview.my https://safedepositboxjb.streetview.my
https://hlbmc.demdex.net https://tags.tiqcdn.com https://survey.hlb.com.my https://www.hlb.com.my https://www.hlisb.com.my https://www.hlbislamic.com.my
https://www.hlb.com.kh https://www.hlbank.com.sg https://www.hlbank.com.vn https://www.facebook.com https://www.vivocha.com https://www.youtube.com
https://staticxx.facebook.com https://www.googletagmanager.com https://gateway.hlb.com.my https://gateway.hlb.com.my:8446 https://www.google.com
https://optimize.google.com https://hongleongbank.sc.omtrdc.net https://dpm.demdex.net https://www.ecbanking.com.my https://gms.hongleong.com.my https://apply-
merchantl.hlb.com.my https://docs.google.com https://www.google-analytics.com https://assets.adobedtm.com https://connect.facebook.net
https://googleads.g.doubleclick.net https://fonts.googleapis.com https://fonts.gstatic.com https://cdnjs.cloudflare.com https://cdn.jsdelivr.net
https://code.jquery.com https://cdn.jsdelivr.net/npm/bootstrap-icons@l.4.1/font/ https://cdnjs.cloudflare.com/ajax/libs/font-awesome/5.10.0/css/all.min.css
https://td.doubleclick.net https://i-ap.ci360.marketing https://10.163.8.91 wss://10.103.8.91 https://survey.hlb.com.my https://sg-production-cdn.zoloz.com; style-
src 'self' 'unsafe-inline' https://www.google.com/ https://fonts.googleapis.com https://cdnjs.cloudflare.com https://www.hlb.com.my https://www.hlisb.com.my
https://www.hlbislamic.com.my https://www.hlb.com.kh https://www.hlbank.com.sg https://www.hlbank.com.vn https://survey.hlb.com.my https://sg-production-
cdn.zoloz.com; img-src 'self' data: https://cm.everesttech.net/ https://www.google.com/ https://delivery-ci360.tluat.hongleongconnect.com.my
https://gms.hongleong.com.my content-ci360.tluat.hongleongconnect.com.my https://docs.google.com https://youtu.be https://bid.g.doubleclick.net https://streetview.my
https://safedepositboxjb.streetview.my https://hlbmc.demdex.net https://tags.tiqcdn.com https://survey.hlb.com.my https://www.hlb.com.my https://www.hlisb.com.my
https://www.hlbislamic.com.my https://www.hlb.com.kh https://www.hlbank.com.sg https://www.hlbank.com.vn https://www.facebook.com https://www.vivocha.com
https://www.youtube.com https://staticxx.facebook.com https://www.googletagmanager.com https://gateway.hlb.com.my https://gateway.hlb.com.my:8446
https://www.google.com https://optimize.google.com https://hongleongbank.sc.omtrdc.net https://dpm.demdex.net https://www.ecbanking.com.my
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https://gms.hongleong.com.my https://apply-merchantl.hlb.com.my https://docs.google.com https://youtu.be https://bid.g.doubleclick.net https://streetview.my
https://safedepositboxjb.streetview.my https://tags.tiqgcdn.com https://www.google-analytics.com https://assets.adobedtm.com https://connect.facebook.net
https://googleads.g.doubleclick.net https://fonts.googleapis.com https://fonts.gstatic.com https://cdnjs.cloudflare.com https://cdn.jsdelivr.net
https://code.jquery.com https://cdn.jsdelivr.net/npm/bootstrap-icons@l.4.1/font/ https://cdnjs.cloudflare.com/ajax/libs/font-awesome/5.10.0/css/all.min.css
https://td.doubleclick.net https://i-ap.ci360.marketing https://10.103.8.91 wss://10.103.8.91 https://img.youtube.com https://assets.adobedtm.com
https://survey.hlb.com.my https://sg-production-cdn.zoloz.com; font-src 'self' https://www.google.com/ https://fonts.gstatic.com https://cdnjs.cloudflare.com
https://www.hlb.com.my https://www.hlisb.com.my https://www.hlbislamic.com.my https://www.hlb.com.kh https://www.hlbank.com.sg https://www.hlbank.com.vn
https://survey.hlb.com.my https://sg-production-cdn.zoloz.com; frame-ancestors 'self' https://www.google.com/ https://gms.hongleong.com.my execution-
ci360.tluat.hongleongconnect.com.my *.ci360.sas.com https://td.doubleclick.net www.googletagmanager.com https://fonts.googleapis.com https://fonts.gstatic.com
https://cdnjs.cloudflare.com https://cdn.jsdelivr.net https://code.jquery.com https://10.103.8.91 wss://10.103.8.91 https://i-ap.ci360.marketing
https://survey.hlb.com.my https://www.hlb.com.my https://www.hlisb.com.my https://www.hlbislamic.com.my https://www.hlb.com.kh https://www.hlbank.com.sg
https://www.hlbank.com.vn https://assets.adobedtm.com https://survey.hlb.com.my https://sg-production-cdn.zoloz.com; connect-src 'self
https://stats.g.doubleclick.net/ https://www.google.com/ https://gms.hongleong.com.my https://delivery-ci360.tluat.hongleongconnect.com.my execution-
ci360.tluat.hongleongconnect.com.my *.adobedtm.com *.demdex.net wss://www.hlb.com.my https://10.103.8.91 wss://10.163.8.91 https://www.google-analytics.com
https://analytics.google.com https://www.google.com.my https://i-ap.ci360.marketing https://survey.hlb.com.my https://hongleongbank.sc.omtrdc.net
https://www.hlb.com.my https://www.hlisb.com.my https://www.hlbislamic.com.my https://www.hlb.com.kh https://www.hlbank.com.sg https://www.hlbank.com.vn
https://vi/personal-banking/ https://assets.adobedtm.com https://survey.hlb.com.my https://sg-production-cdn.zoloz.com; frame-src 'self' https://survey.hlb.com.my
https://www.google.com/ https://hlbmc.demdex.net/ https://sg-production-cdn.zoloz.com;",

"11": "X-Xss-Protection: 1; mode=block",

"12": "X-Content-Type-Options: nosniff",

"13": "Strict-Transport-Security: max-age=31536000; includeSubDomains; preload"

"14": "X-Content-Type-Options: nosniff",

"15": "X-Frame-Options: SAMEORIGIN",

"16": "Cache-Control: max-age=30",

"17": "Expires: Sat, 08 Aug 2026 10:02:28 GMT"

"18": "X-XSS-Protection: 1; mode=block",

"19": "Access-Control-Allow-0Origin: https://sg-production-cdn.zoloz.com",

"20": "Content-Type: application/octet-stream"

"21": "Set-Cookie: HttpOnly;Secure"

IPv4 HTTPS (port 443)

HTTP Status 200
Connected IP 211.25.68.63
Connect Time 8.09 ms
TTFB 78.2 ms
Total Time 78.31 ms

Response Headers:

"0": "HTTP/1.1 301 Moved Permanently",

"1": "Date: Sat, 08 Aug 2026 10:01:58 GMT"

"2": "Content-Security-Policy: default-src 'self'; script-src 'self' 'unsafe-inline' 'unsafe-eval' data: https://www.google.com/ https://delivery-
ci360.tluat.hongleongconnect.com.my https://gms.hongleong.com.my execution-ci360.tluat.hongleongconnect.com.my https://uat.hlb.com.kh https://uat.hlbank.com.vn
https://uat.hlbank.com.sg https://docs.google.com https://youtu.be https://bid.g.doubleclick.net https://streetview.my https://safedepositboxjb.streetview.my
https://hlbmc.demdex.net https://tags.tiqcdn.com https://survey.hlb.com.my https://www.hlb.com.my https://www.hlisb.com.my https://www.hlbislamic.com.my
https://www.hlb.com.kh https://www.hlbank.com.sg https://www.hlbank.com.vn https://www.facebook.com https://www.vivocha.com https://www.youtube.com
https://staticxx.facebook.com https://www.googletagmanager.com https://gateway.hlb.com.my https://gateway.hlb.com.my:8446 https://www.google.com
https://optimize.google.com https://hongleongbank.sc.omtrdc.net https://dpm.demdex.net https://www.ecbanking.com.my https://gms.hongleong.com.my https://apply-
merchantl.hlb.com.my https://docs.google.com https://www.google-analytics.com https://assets.adobedtm.com https://connect.facebook.net
https://googleads.g.doubleclick.net https://fonts.googleapis.com https://fonts.gstatic.com https://cdnjs.cloudflare.com https://cdn.jsdelivr.net
https://code.jquery.com https://cdn.jsdelivr.net/npm/bootstrap-icons@l.4.1/font/ https://cdnjs.cloudflare.com/ajax/libs/font-awesome/5.10.0/css/all.min.css
https://td.doubleclick.net https://i-ap.ci360.marketing https://10.163.8.91 wss://10.103.8.91 https://survey.hlb.com.my https://sg-production-cdn.zoloz.com; style-
src 'self' 'unsafe-inline' https://www.google.com/ https://fonts.googleapis.com https://cdnjs.cloudflare.com https://www.hlb.com.my https://www.hlisb.com.my
https://www.hlbislamic.com.my https://www.hlb.com.kh https://www.hlbank.com.sg https://www.hlbank.com.vn https://survey.hlb.com.my https://sg-production-
cdn.zoloz.com; img-src 'self' data: https://cm.everesttech.net/ https://www.google.com/ https://delivery-ci360.tluat.hongleongconnect.com.my
https://gms.hongleong.com.my content-ci360.tluat.hongleongconnect.com.my https://docs.google.com https://youtu.be https://bid.g.doubleclick.net https://streetview.my
https://safedepositboxjb.streetview.my https://hlbmc.demdex.net https://tags.tiqcdn.com https://survey.hlb.com.my https://www.hlb.com.my https://www.hlisb.com.my
https://www.hlbislamic.com.my https://www.hlb.com.kh https://www.hlbank.com.sg https://www.hlbank.com.vn https://www.facebook.com https://www.vivocha.com
https://www.youtube.com https://staticxx.facebook.com https://www.googletagmanager.com https://gateway.hlb.com.my https://gateway.hlb.com.my:8446
https://www.google.com https://optimize.google.com https://hongleongbank.sc.omtrdc.net https://dpm.demdex.net https://www.ecbanking.com.my
https://gms.hongleong.com.my https://apply-merchantl.hlb.com.my https://docs.google.com https://youtu.be https://bid.g.doubleclick.net https://streetview.my
https://safedepositboxjb.streetview.my https://tags.tiqgcdn.com https://www.google-analytics.com https://assets.adobedtm.com https://connect.facebook.net
https://googleads.g.doubleclick.net https://fonts.googleapis.com https://fonts.gstatic.com https://cdnjs.cloudflare.com https://cdn.jsdelivr.net
https://code.jquery.com https://cdn.jsdelivr.net/npm/bootstrap-icons@l.4.1/font/ https://cdnjs.cloudflare.com/ajax/libs/font-awesome/5.10.0/css/all.min.css
https://td.doubleclick.net https://i-ap.ci360.marketing https://10.103.8.91 wss://10.103.8.91 https://img.youtube.com https://assets.adobedtm.com
https://survey.hlb.com.my https://sg-production-cdn.zoloz.com; font-src 'self' https://www.google.com/ https://fonts.gstatic.com https://cdnjs.cloudflare.com
https://www.hlb.com.my https://www.hlisb.com.my https://www.hlbislamic.com.my https://www.hlb.com.kh https://www.hlbank.com.sg https://www.hlbank.com.vn
https://survey.hlb.com.my https://sg-production-cdn.zoloz.com; frame-ancestors 'self' https://www.google.com/ https://gms.hongleong.com.my execution-
ci360.tluat.hongleongconnect.com.my *.ci360.sas.com https://td.doubleclick.net www.googletagmanager.com https://fonts.googleapis.com https://fonts.gstatic.com
https://cdnjs.cloudflare.com https://cdn.jsdelivr.net https://code.jquery.com https://10.103.8.91 wss://10.103.8.91 https://i-ap.ci360.marketing
https://survey.hlb.com.my https://www.hlb.com.my https://www.hlisb.com.my https://www.hlbislamic.com.my https://www.hlb.com.kh https://www.hlbank.com.sg
https://www.hlbank.com.vn https://assets.adobedtm.com https://survey.hlb.com.my https://sg-production-cdn.zoloz.com; connect-src 'self
https://stats.g.doubleclick.net/ https://www.google.com/ https://gms.hongleong.com.my https://delivery-ci360.tluat.hongleongconnect.com.my execution-
ci360.tluat.hongleongconnect.com.my *.adobedtm.com *.demdex.net wss://www.hlb.com.my https://10.103.8.91 wss://10.103.8.91 https://www.google-analytics.com
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https://analytics.google.com https://www.google.com.my https://i-ap.ci360.marketing https://survey.hlb.com.my https://hongleongbank.sc.omtrdc.net
https://www.hlb.com.my https://www.hlisb.com.my https://www.hlbislamic.com.my https://www.hlb.com.kh https://www.hlbank.com.sg https://www.hlbank.com.vn
https://vi/personal-banking/ https://assets.adobedtm.com https://survey.hlb.com.my https://sg-production-cdn.zoloz.com; frame-src 'self' https://survey.hlb.com.my
https://www.google.com/ https://hlbmc.demdex.net/ https://sg-production-cdn.zoloz.com;",

"X-Content-Type-Options: nosniff",

"Strict-Transport-Security: max-age=31536000; includeSubDomains; preload",

"Location: https://www.hlb.com.my/",

"Cache-Control: max-age=30",

"Expires: Sat, 08 Aug 2026 10:02:28 GMT",

"Content-Type: text/html; charset=iso-8859-1",

"Transfer-Encoding: chunked",

"HTTP/1.1 200 OK",

"Date: Sat, 08 Aug 2026 10:01:58 GMT",

"13": "Content-Security-Policy: default-src 'self'; script-src 'self' 'unsafe-inline' 'unsafe-eval' data: https://www.google.com/ https://delivery-

ci360.tluat.hongleongconnect.com.my https://gms.hongleong.com.my execution-ci360.tluat.hongleongconnect.com.my https://uat.hlb.com.kh https://uat.hlbank.com.vn
https://uat.hlbank.com.sg https://docs.google.com https://youtu.be https://bid.g.doubleclick.net https://streetview.my https://safedepositboxjb.streetview.my
https://hlbmc.demdex.net https://tags.tiqcdn.com https://survey.hlb.com.my https://www.hlb.com.my https://www.hlisb.com.my https://www.hlbislamic.com.my
https://www.hlb.com.kh https://www.hlbank.com.sg https://www.hlbank.com.vn https://www.facebook.com https://www.vivocha.com https://www.youtube.com
https://staticxx.facebook.com https://www.googletagmanager.com https://gateway.hlb.com.my https://gateway.hlb.com.my:8446 https://www.google.com
https://optimize.google.com https://hongleongbank.sc.omtrdc.net https://dpm.demdex.net https://www.ecbanking.com.my https://gms.hongleong.com.my https://apply-
merchantl.hlb.com.my https://docs.google.com https://www.google-analytics.com https://assets.adobedtm.com https://connect.facebook.net
https://googleads.g.doubleclick.net https://fonts.googleapis.com https://fonts.gstatic.com https://cdnjs.cloudflare.com https://cdn.jsdelivr.net
https://code.jquery.com https://cdn.jsdelivr.net/npm/bootstrap-icons@l.4.1/font/ https://cdnjs.cloudflare.com/ajax/libs/font-awesome/5.10.0/css/all.min.css
https://td.doubleclick.net https://i-ap.ci360.marketing https://10.163.8.91 wss://10.103.8.91 https://survey.hlb.com.my https://sg-production-cdn.zoloz.com; style-
src 'self' 'unsafe-inline' https://www.google.com/ https://fonts.googleapis.com https://cdnjs.cloudflare.com https://www.hlb.com.my https://www.hlisb.com.my
https://www.hlbislamic.com.my https://www.hlb.com.kh https://www.hlbank.com.sg https://www.hlbank.com.vn https://survey.hlb.com.my https://sg-production-
cdn.zoloz.com; img-src 'self' data: https://cm.everesttech.net/ https://www.google.com/ https://delivery-ci360.tluat.hongleongconnect.com.my
https://gms.hongleong.com.my content-ci360.tluat.hongleongconnect.com.my https://docs.google.com https://youtu.be https://bid.g.doubleclick.net https://streetview.my
https://safedepositboxjb.streetview.my https://hlbmc.demdex.net https://tags.tiqcdn.com https://survey.hlb.com.my https://www.hlb.com.my https://www.hlisb.com.my
https://www.hlbislamic.com.my https://www.hlb.com.kh https://www.hlbank.com.sg https://www.hlbank.com.vn https://www.facebook.com https://www.vivocha.com
https://www.youtube.com https://staticxx.facebook.com https://www.googletagmanager.com https://gateway.hlb.com.my https://gateway.hlb.com.my:8446
https://www.google.com https://optimize.google.com https://hongleongbank.sc.omtrdc.net https://dpm.demdex.net https://www.ecbanking.com.my
https://gms.hongleong.com.my https://apply-merchantl.hlb.com.my https://docs.google.com https://youtu.be https://bid.g.doubleclick.net https://streetview.my
https://safedepositboxjb.streetview.my https://tags.tigcdn.com https://www.google-analytics.com https://assets.adobedtm.com https://connect.facebook.net
https://googleads.g.doubleclick.net https://fonts.googleapis.com https://fonts.gstatic.com https://cdnjs.cloudflare.com https://cdn.jsdelivr.net
https://code.jquery.com https://cdn.jsdelivr.net/npm/bootstrap-icons@l.4.1/font/ https://cdnjs.cloudflare.com/ajax/libs/font-awesome/5.10.0/css/all.min.css
https://td.doubleclick.net https://i-ap.ci360.marketing https://10.103.8.91 wss://10.103.8.91 https://img.youtube.com https://assets.adobedtm.com
https://survey.hlb.com.my https://sg-production-cdn.zoloz.com; font-src 'self' https://www.google.com/ https://fonts.gstatic.com https://cdnjs.cloudflare.com
https://www.hlb.com.my https://www.hlisb.com.my https://www.hlbislamic.com.my https://www.hlb.com.kh https://www.hlbank.com.sg https://www.hlbank.com.vn
https://survey.hlb.com.my https://sg-production-cdn.zoloz.com; frame-ancestors 'self' https://www.google.com/ https://gms.hongleong.com.my execution-
ci360.tluat.hongleongconnect.com.my *.ci360.sas.com https://td.doubleclick.net www.googletagmanager.com https://fonts.googleapis.com https://fonts.gstatic.com
https://cdnjs.cloudflare.com https://cdn.jsdelivr.net https://code.jquery.com https://10.103.8.91 wss://10.103.8.91 https://i-ap.ci360.marketing
https://survey.hlb.com.my https://www.hlb.com.my https://www.hlisb.com.my https://www.hlbislamic.com.my https://www.hlb.com.kh https://www.hlbank.com.sg
https://www.hlbank.com.vn https://assets.adobedtm.com https://survey.hlb.com.my https://sg-production-cdn.zoloz.com; connect-src 'self
https://stats.g.doubleclick.net/ https://www.google.com/ https://gms.hongleong.com.my https://delivery-ci360.tluat.hongleongconnect.com.my execution-
ci360.tluat.hongleongconnect.com.my *.adobedtm.com *.demdex.net wss://www.hlb.com.my https://10.103.8.91 wss://10.103.8.91 https://www.google-analytics.com
https://analytics.google.com https://www.google.com.my https://i-ap.ci360.marketing https://survey.hlb.com.my https://hongleongbank.sc.omtrdc.net
https://www.hlb.com.my https://www.hlisb.com.my https://www.hlbislamic.com.my https://www.hlb.com.kh https://www.hlbank.com.sg https://www.hlbank.com.vn
https://vi/personal-banking/ https://assets.adobedtm.com https://survey.hlb.com.my https://sg-production-cdn.zoloz.com; frame-src 'self' https://survey.hlb.com.my
https://www.google.com/ https://hlbmc.demdex.net/ https://sg-production-cdn.zoloz.com;",

"14": "X-Xss-Protection: 1; mode=block",

"15": "X-Content-Type-Options: nosniff",

"16": "Strict-Transport-Security: max-age=31536000; includeSubDomains; preload"

"17": "X-Content-Type-Options: nosniff",

"18": "X-Frame-Options: SAMEORIGIN",

"19": "Cache-Control: max-age=30",

"20": "Expires: Sat, 08 Aug 2026 10:02:28 GMT"

"21": "X-XSS-Protection: 1; mode=block",

"22": "Access-Control-Allow-0Origin: https://sg-production-cdn.zoloz.com"

"23": "Content-Type: application/octet-stream"

"24": "Set-Cookie: HttpOnly;Secure"

Connectivity Test Evidence

Test Result
TCP Connect IPv4 - port 80 301 0.003400 0.012696
TCP Connect IPv4 - port 443 301 0.003376 0.058610
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Test Node Network Evidence

Node Profile dual stack

Egress Connectivity
IPv4 Egress 76.13.221.142

IPv6 Egress 2202:4780:5e:2789::1

Sysctl IPv6 Flags

net.ipv6.conf.all.disable_ipvé 0

IPv6 Routes

2a02:4780:5e::/48 dev eth0® proto kernel metric 256 pref medium
fd7a:115c:ale0::1136:5807 dev tailscale® proto kernel metric 256 pref medium
fe80::/64 dev eth® proto kernel metric 256 pref medium

feB80::/64 dev tailscale® proto kernel metric 256 pref medium

default via 2a02:4780:5e::1 dev eth® proto static metric 1024 pref medium

IPv4 Routes

default via 76.13.221.254 dev eth® proto static

10.6.101.0/24 dev wgd scope link

10.6.102.0/24 dev wg0 scope link

76.13.221.0/24 dev eth® proto kernel scope link src 76.13.221.142
172.29.0.0/24 dev wgd scope link
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