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✗
Non-Compliant

MGv6C-1.0

28%
No IPv6 Support

IPV6-ONLY READINESS

Website: ✗ Not Ready

DNS: ✗ Not Ready

Email: ✗ Not Ready

IPV4 ADDRESSES

211.25.68.63

Network Information (WHOIS / RDAP)

IPv4 Network

Organization TT DOTCOM SDN BHD

Country MY

ASN AS9930

ASN Name
TTNET-MY - TIME dotCom Berhad No. 14, Jalan Majistret U1/26 Hicom Glenmarie Industrial Park 40150 Shah Alam
Selangor, Malaysia, MY

Network (CIDR) 211.24.0.0/15

Web Services (35%) 0 / 8

# CHECK RESULT DETAIL

1 AAAA Record FAIL No AAAA record found in DNS.

2 Globally Routable IPv6 FAIL IPv6 address is not globally routable.

3 HTTP over IPv6 FAIL HTTP is not accessible over IPv6.

4 HTTPS over IPv6 FAIL HTTPS is not accessible over IPv6.

5 IPv6-Only Reachability FAIL Site is not reachable when limited to IPv6-only.

6 TLS Certificate Valid (IPv6) FAIL TLS certificate is invalid, expired, or hostname mismatch over IPv6.

7 Dual-Stack (IPv4 + IPv6) FAIL Domain is IPv6-only or IPv4-only.

8 HTTP/3 (QUIC) FAIL No HTTP/3 support detected.

DNS & DNSSEC (25%) 0 / 5

# CHECK RESULT DETAIL

1 NS Has AAAA Record FAIL No nameserver has an AAAA record.

2 NS Reachable via IPv6 FAIL No nameserver is reachable over IPv6.

3 NS Answers Queries via IPv6 FAIL Nameserver does not answer queries over IPv6.

4 DNSSEC Validated FAIL DNSSEC validation failed or zone is unsigned.

5 Reverse DNS (PTR) FAIL No PTR record found.

6 DS Record at Parent FAIL No DS record at parent.

7 RRSIG Valid PASS RRSIG signatures are current and valid.
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# CHECK RESULT DETAIL

8 Signing Algorithm INFO RSASHA256

Email Services (25%) 3 / 6

# CHECK RESULT DETAIL

1 MX Record Exists PASS MX record found.

2 MX Server Has IPv6 FAIL MX server has no IPv6 address.

3 SMTP Reachable via IPv6 FAIL SMTP is not reachable over IPv6.

4 STARTTLS over IPv6 FAIL STARTTLS not available over IPv6.

5 SPF Record PASS SPF record found.

6 DKIM Selector INFO No common DKIM selector found.

7 DMARC Record PASS DMARC record found.

IPv4 Baseline (15%) 3 / 3

# CHECK RESULT DETAIL

1 A Record PASS 211.25.68.63

2 HTTP over IPv4 PASS HTTP (port 80) responds over IPv4 — 61ms TTFB.

3 HTTPS over IPv4 PASS HTTPS (port 443) responds over IPv4 — 123ms TTFB.
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Audit Trail & Evidence Record

Verification ID bf9e633c-7728-447f-98b2-a20a676f4634

Domain hlb.com.my

Check Mode Scheduled

Status Completed

Started 04 Jul 2026, 03:03:29 MYT

Finished 04 Jul 2026, 03:03:38 MYT

Test Node Profile dual stack

Engine Version 2.0.0

MGv6C Version 1.0.0

Audit URL https://ipv6.my6.my/audit/bf9e633c-7728-447f-98b2-a20a676f4634

Integrity Verification

✓ INTEGRITY VERIFIED

Algorithm hmac-sha256-v1

Root Hash 106a425e3681b08aab8ac7b58eb61930efa5f34bf70171c036c4b4e1c666fa82

http_headers 728c2a6975ad5f3a3248ccc3caa57a9027d8ea88cd1abd42bb2633df4a916bf3

dns_responses 54514ccab6391d54f777e8867cca41daeb1b93fd3d24fccc506548342af26edd

tls_handshake f2faeca1735c162b05a18b669d4aa02fafe45656d014a7ade270339fe1a07c64

connectivity_log 863f375cb9d45dcbbed863cd510c7f895d15ad5a47ef6f32a9235a1ed2d2308f

dns_resolution_times 7cac8466631b48405b2afe543300c259fbc68714c3cc8e40daa2aa8f84a3af12

Test Node Identity

Os Linux srv1440888 6.8.0-124-generic #124-Ubuntu SMP PREEMPT_DYNAMIC Tue May 26 13:00:45 UTC 2026 x86_64

Hostname srv1440888

Php Version 8.3.32

Server Ipv4 76.13.221.142

Server Ipv6 2a02:4780:5e:2789::1

DNS Resolution Performance

Comparison of A (IPv4) vs AAAA (IPv6) query times across resolvers and transports. Shows median (p50) and 95th percentile (p95) of 3 samples per tuple.

Resolver Transport A p50 (ms) A p95 (ms) AAAA p50 (ms) AAAA p95 (ms) Delta (ms)

System Default 52.08 56.43 35.81 38.31 -16.3 

Google IPv4 51.8 53.44 50.23 53.21 -1.6 

Google IPv6 55.1 56.96 53.1 56.92 -2 

Cloudflare IPv4 25.47 35.55 31.07 40.07 +5.6 

Cloudflare IPv6 40.09 61.37 52.12 69.92 +12 
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DNS Evidence

A

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 45297
;; flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
hlb.com.my.		30	IN	A	113.23.142.18

DS

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 54866
;; flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; AUTHORITY SECTION:
com.my.			3562	IN	SOA	e.nic.my. hostmaster.nic.my. 2026052750 1800 900 604800 3600

MX

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 22807
;; flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
hlb.com.my.		300	IN	MX	10 mx.email-messaging.com.

NS

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 39699
;; flags: qr rd ra; QUERY: 1, ANSWER: 4, AUTHORITY: 0, ADDITIONAL: 5

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
hlb.com.my.		300	IN	NS	ns7.hlb.com.my.
hlb.com.my.		300	IN	NS	ns1.hlb.com.my.
hlb.com.my.		300	IN	NS	ns4.hlb.com.my.
hlb.com.my.		300	IN	NS	ns2.hlb.com.my.

TXT

;; communications error to 127.0.0.1#5335: timed out
;; Truncated, retrying in TCP mode.
;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 18554
;; flags: qr rd ra; QUERY: 1, ANSWER: 25, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
hlb.com.my.		300	IN	TXT	"_globalsign-domain-verification=fFlFyU9X2ZzNs7wvEhnTPUFA855GB19m0wIEMkLUWz"
hlb.com.my.		300	IN	TXT	"VISA=C825ABE5066AB11CBAA1633C5D710619"
hlb.com.my.		300	IN	TXT	"reclaim-6s4zx0bvjjfm1daj86w03cuqrxs6rtcf"
hlb.com.my.		300	IN	TXT	"globalsign-domain-verification=Ggb6MhQx_Jq1ZwZDhU7EGExkifR_2TQwwRxAnR_XNq"
hlb.com.my.		300	IN	TXT	"g12vzn1jvl7cqp71sf2xn2vdsm4w6smn"
hlb.com.my.		300	IN	TXT	"_globalsign-domain-verification=3AZJPdQDI3kaiw0Swiin-mt4Ljyhc1kN-xl4Edt30h"
hlb.com.my.		300	IN	TXT	"VISA=FF37B5C203A834E542C5068151CA4DD4"
hlb.com.my.		300	IN	TXT	"VISA=2E78754FA4B8F0D833C9E83606F32898"
hlb.com.my.		300	IN	TXT	"_globalsign-domain-verification=j8X4Tpg0aDba32uLbt4aT3SQfoXnu479-DzFx2pgiK"
hlb.com.my.		300	IN	TXT	"VISA=5D02FFF91A967EF886B1E1DA208198F4"
hlb.com.my.		300	IN	TXT	"VISA=77473278166F51C8CC82DE53CC7AAD09"
hlb.com.my.		300	IN	TXT	"VISA=0A54B3FBE2B710B5DFA1E0B90E64EAE1"
hlb.com.my.		300	IN	TXT	"VISA=E63BA35E1C3071868C2740A23061C495"
hlb.com.my.		300	IN	TXT	"VISA=837889EDD78B8C8E57B6A7B4A3E50B82"
hlb.com.my.		300	IN	TXT	"globalsign-domain-verification=Z5_hAuIzEUl4MlZZbdnMetsfeRpw8oQ2yPh5q3tSGD"
hlb.com.my.		300	IN	TXT	"globalsign-domain-verification=zgH4jW5E6gaUBVHaCoDefZaWR4ptKcDOyE_VXNCBtR"
hlb.com.my.		300	IN	TXT	"VISA= 1BD44B3A768054FD867618D9CF28EEDF"
hlb.com.my.		300	IN	TXT	"jwYGHZaM78+2sZ8BCeYCWtEdWIlxF7ocI6sJaN7nh1o="
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hlb.com.my.		300	IN	TXT	"VISA=8592ABA763AAD6817303D7700743337E"
hlb.com.my.		300	IN	TXT	"_globalsign-domain-verification=8IREAzUc_uW5d3kiyK9OchYCetcJfYJeBf5arXAusi"
hlb.com.my.		300	IN	TXT	"lds6d4dxl27bsbqwr3t8ykwck7g4fqv2"
hlb.com.my.		300	IN	TXT	"v=spf1 a ip4:219.92.246.242 ip4:211.24.167.75 ip4:211.24.167.73 ip4:210.187.104.139 ip4:113.23.142.75 ip4:58.26.230.133 ip4:211.24.167.71 
include:email-messaging.com ~all"
hlb.com.my.		300	IN	TXT	"ag9m46f3fm3esilfrvfmq76025"
hlb.com.my.		300	IN	TXT	"VISA=BB34F19760DB3E0B43CBB0A7D049A49C"
hlb.com.my.		300	IN	TXT	"0j+7JAxPhnm/J/3WP2668JMUWDuY8zQoFgOC0QedBN8="

AAAA

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 23269
;; flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; AUTHORITY SECTION:
hlb.com.my.		58	IN	SOA	ns1.a0.impervasecuredns.net. hostmaster.hlbgtmdc03.hlb.com.my. 2026062602 10800 3600 604800 60

RRSIG

ns1.hlb.com.my. hostmaster.hlbgtmdc03.hlb.com.my. 2026062602 10800 3600 604800 60
SOA 8 3 500 20280625155145 20260625155145 51828 hlb.com.my. L1r6+NevsWeSuBCTsqnEn4pI5G/21x/JregQQvVsSj6wwYlcPYiL90Gd 
TqHMiKJN+6ctmwfHS8diXrJitgY2NDhMR/jFh5ecfLRHt+IDmhWoRPP7 qyJh68Us45I9xRWx0UHNZE9HFSAKst4Z5YvgbxTPFc6dLQXMxo7pX1fA 
WoWKUP/20SH0wMwPmq7+akKVrCQ+AAp68RQkauUG8k/3D5F/ZnP1tUDY C/cKommQM6QUQ3ORf1sk9Q2rSVxm3E6ZmJeC727+t6tTJpRNpIu9Wj3V 
kfK4ZOLIsQd3aQRMwgj9gHTxIJbtKjJX2y61FewmyeZs0u9gIes0E3M4 edfjsw==
SOA 8 3 500 20280625155145 20260625155145 4128 hlb.com.my. ZN7hTun0gTq6f92DOhbPOqoFVWNOMQtaKiPtYVGtyGWW1tr9oi7csNaq 
ohfbI5QtVBL9APzKZN72HQNWZs5Xl0uQFijA3b03jZbtnwgCVXFQFSKd vcnpe4CUs5gifagYq6tzWRL0J1hrnz3yDlw+Jy2BjEl2ASNBc6MrndYL 
+d6V182h/P/+8on9UdZEKpfuGPD9sDtqtbZM3Iv1sISV82mR/yJZvJWW vuw3Yx/bPX8poPTAWtSQMibRvHxYTOXCvUPYmxlyBlisoUxRuFwTxAR3 
a4kQq43rwn3kZ+zLhXJ1ZA56GK8AbqTGYilDAvfRYeoBAbFm1i3T8djW v1JOpA==

DNSKEY

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 3944
;; flags: qr rd ra; QUERY: 1, ANSWER: 4, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
hlb.com.my.		293	IN	DNSKEY	256 3 8 AwEAAa81JU4iKW4uAFJkzPMOmu49UQBnHDzFk7eeZc6Z5t1VUXfGHugl LxxYbDqUTQs27XOFzKuqWmNtxqBQkqXxRvsDTXhac3P0zKIdjwnt/mF2 
bxhO2jArYGIszPMA/SXJPMYAd2NAHlR1Xg+xg5ge5Y9iIcrphLBe7jhe kcLA4asShG12bW/cs9UA0GcZynMSEYRBU+55tFBrMGnlgETgnxcWYgZU 
YipMMt/xBuXevlPMRxonZegQXt+/gC1Odpm2hU5bikTSV8FyUcoR++tP /RsWqnWthEy6YGthycnBVW54RKbuvymqn3wc2uCL6HRbUSDFWGpogriS +YaNpoIlYz8=
hlb.com.my.		293	IN	DNSKEY	256 3 8 AwEAAZ2Ku3csqEgLLHg117WDb/4tUPMyd7HWXLc6svEzaBc3O9HVAbrK ljk8rpWZmADsHQssM1TzWh93PRF8uZj959HlAKKU4t4VDEy6y+27wfT8 
n7tBdPmxDSmtLASdtKo0bbF6n9RYhcr3GmKFG/zVwTzWVIXCq2NXHGyX gIOabwkN37yPEy20ubgwfHUQHyr/lB7/dgVPvUFyFr7BYuKWGv66ounQ 
BXjnB1bBbA41UeYKnaHaG47bc08orL5uAwLrD1N11J0/9kkl6jhQwdoi CguNlLcZ4934OYjIGFPv/XUkoOmOcjJnp+Nw94DdxwuN1ZiAg5LV4Dw1 CYLhqn2kC00=
hlb.com.my.		293	IN	DNSKEY	257 3 8 AwEAAc7Nob7nzB+X4tm0KuFL02vzwmw3q3WLGvf6ow3REl3OteHLo+jF OXZDvWTZ7Dv+6vJZL0b9esqmuYn+uRCYLqeu1DAHJFPfpljgO8uK+ctf 
W9QSugxxlo5W4C0ltWB0FcQh3+uomfEXgOdFXaxlZ6ZQdkTk5wS5FKZI YLaRu1U5cqPAFE7CSpasEFMOGEbosXAcEUJviv7aWJoZ4937A98PVW7M 
ppPcOoLuy65d+3Bw4V921Tw/mE/yvAmFoDxCK/I1QQf0TE+JPvEckxI1 EH/InDH924CorDC+kRk4hofqkMOwtHlm0KVaPlWulQweFpj/8BnSTsov /flPbevdBI8=
hlb.com.my.		293	IN	DNSKEY	257 3 8 AwEAAc2mFxER2u7AZ0k3l/+WVtdbTcMXwrTHiVgl5nLGHCZlp4hrieXQ /vBYp9msFcmHhK8Xn1y+gpISJC225GkZH5LKDvWnACfkPaZl21l094yp 
DhbBByVumZKNUapXwOf69biZBjBPtclWFtN8nx9aB34O8muqcUEIeKP8 W5WmtDgVeGBilZtJfDDFMxjxHKo1SDuMrLYsh6qL20awkj48ecoK9QCE 
k6JAd3R1zoUz0U62AOfdPUxgUXUsqPNlPJJ2cPBAXHCBQg6V31unGOO8 93iRw88ABZzz3HCSJA1gReHk+syh+7bu4cln7C+m+Eg5tbuK9wjgej9o aCMlGetGOPU=

DNSSEC_VALIDATION

;; validating hlb.com.my/SOA: no valid signature found
; unsigned answer
hlb.com.my.		493	IN	SOA	ns1.hlb.com.my. hostmaster.hlbgtmdc03.hlb.com.my. 2026062602 10800 3600 604800 60
hlb.com.my.		493	IN	RRSIG	SOA 8 3 500 20280625155145 20260625155145 4128 hlb.com.my. ZN7hTun0gTq6f92DOhbPOqoFVWNOMQtaKiPtYVGtyGWW1tr9oi7csNaq 
ohfbI5QtVBL9APzKZN72HQNWZs5Xl0uQFijA3b03jZbtnwgCVXFQFSKd vcnpe4CUs5gifagYq6tzWRL0J1hrnz3yDlw+Jy2BjEl2ASNBc6MrndYL 
+d6V182h/P/+8on9UdZEKpfuGPD9sDtqtbZM3Iv1sISV82mR/yJZvJWW vuw3Yx/bPX8poPTAWtSQMibRvHxYTOXCvUPYmxlyBlisoUxRuFwTxAR3 
a4kQq43rwn3kZ+zLhXJ1ZA56GK8AbqTGYilDAvfRYeoBAbFm1i3T8djW v1JOpA==
hlb.com.my.		493	IN	RRSIG	SOA 8 3 500 20280625155145 20260625155145 51828 hlb.com.my. L1r6+NevsWeSuBCTsqnEn4pI5G/21x/JregQQvVsSj6wwYlcPYiL90Gd 
TqHMiKJN+6ctmwfHS8diXrJitgY2NDhMR/jFh5ecfLRHt+IDmhWoRPP7 qyJh68Us45I9xRWx0UHNZE9HFSAKst4Z5YvgbxTPFc6dLQXMxo7pX1fA 
WoWKUP/20SH0wMwPmq7+akKVrCQ+AAp68RQkauUG8k/3D5F/ZnP1tUDY C/cKommQM6QUQ3ORf1sk9Q2rSVxm3E6ZmJeC727+t6tTJpRNpIu9Wj3V 
kfK4ZOLIsQd3aQRMwgj9gHTxIJbtKjJX2y61FewmyeZs0u9gIes0E3M4 edfjsw==
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TLS Handshake Evidence

IPV4 Connection

IP Used 211.25.68.63

IP Version 4

depth=2 OU = GlobalSign Root CA - R3, O = GlobalSign, CN = GlobalSign
verify return:1
depth=1 C = BE, O = GlobalSign nv-sa, CN = GlobalSign GCC R3 EV TLS CA 2025
verify return:1
depth=0 businessCategory = Private Organization, serialNumber = 97141-X, jurisdictionC = MY, C = MY, ST = Kuala Lumpur, L = Kuala Lumpur, street = Level 18 Menara 
Hong Leong No. 6 Jalan Damanlela, O = Hong Leong Bank Berhad, CN = www.hlb.com.my
verify return:1
CONNECTED(00000010)
---
Certificate chain
 0 s:businessCategory = Private Organization, serialNumber = 97141-X, jurisdictionC = MY, C = MY, ST = Kuala Lumpur, L = Kuala Lumpur, street = Level 18 Menara Hong 
Leong No. 6 Jalan Damanlela, O = Hong Leong Bank Berhad, CN = www.hlb.com.my
   i:C = BE, O = GlobalSign nv-sa, CN = GlobalSign GCC R3 EV TLS CA 2025
   a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
   v:NotBefore: Apr 24 03:56:14 2026 GMT; NotAfter: Nov  9 03:56:14 2026 GMT
-----BEGIN CERTIFICATE----------END CERTIFICATE-----
 1 s:C = BE, O = GlobalSign nv-sa, CN = GlobalSign GCC R3 EV TLS CA 2025
   i:OU = GlobalSign Root CA - R3, O = GlobalSign, CN = GlobalSign
   a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
   v:NotBefore: Jul 16 03:05:46 2025 GMT; NotAfter: Jul 16 00:00:00 2027 GMT
-----BEGIN CERTIFICATE-----IPv6 Readiness Report
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-----END CERTIFICATE-----
 2 s:OU = GlobalSign Root CA - R3, O = GlobalSign, CN = GlobalSign
   i:OU = GlobalSign Root CA - R3, O = GlobalSign, CN = GlobalSign
   a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
   v:NotBefore: Mar 18 10:00:00 2009 GMT; NotAfter: Mar 18 10:00:00 2029 GMT
-----BEGIN CERTIFICATE-----IPv6 Readiness Report
hlb.com.my — Banking

Generated: 04 Jul 2026, 22:40 MYT
Last Checked: 04 Jul 2026, 03:03 MYT

National IPv6 Readiness Monitor — https://ipv6.my6.my Page 9 of 14



IPv6 Readiness Report
hlb.com.my — Banking

Generated: 04 Jul 2026, 22:40 MYT
Last Checked: 04 Jul 2026, 03:03 MYT

National IPv6 Readiness Monitor — https://ipv6.my6.my Page 10 of 14



HTTP Response Evidence

IPv4 HTTP (port 80)

HTTP Status 200

Connected IP 113.23.142.18

Connect Time 9.39 ms

TTFB 53.39 ms

Total Time 53.81 ms

Response Headers:

{
    "0": "HTTP/1.1 301 Moved Permanently",
    "1": "Date: Fri, 03 Jul 2026 19:03:37 GMT",
    "2": "Content-Security-Policy: default-src 'self'; script-src 'self' 'unsafe-inline' 'unsafe-eval' data: https://www.google.com/ https://delivery-
ci360.t1uat.hongleongconnect.com.my https://gms.hongleong.com.my execution-ci360.t1uat.hongleongconnect.com.my https://uat.hlb.com.kh https://uat.hlbank.com.vn 
https://uat.hlbank.com.sg https://docs.google.com https://youtu.be https://bid.g.doubleclick.net https://streetview.my https://safedepositboxjb.streetview.my 
https://hlbmc.demdex.net https://tags.tiqcdn.com https://survey.hlb.com.my https://www.hlb.com.my https://www.hlisb.com.my https://www.hlbislamic.com.my 
https://www.hlb.com.kh https://www.hlbank.com.sg https://www.hlbank.com.vn https://www.facebook.com https://www.vivocha.com https://www.youtube.com 
https://staticxx.facebook.com https://www.googletagmanager.com https://gateway.hlb.com.my https://gateway.hlb.com.my:8446 https://www.google.com 
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https://survey.hlb.com.my https://www.hlb.com.my https://www.hlisb.com.my https://www.hlbislamic.com.my https://www.hlb.com.kh https://www.hlbank.com.sg 
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ci360.t1uat.hongleongconnect.com.my *.adobedtm.com *.demdex.net wss://www.hlb.com.my https://10.103.8.91 wss://10.103.8.91 https://www.google-analytics.com 
https://analytics.google.com https://www.google.com.my https://i-ap.ci360.marketing https://survey.hlb.com.my https://hongleongbank.sc.omtrdc.net 
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    "14": "X-Xss-Protection: 1; mode=block",
    "15": "X-Content-Type-Options: nosniff",
    "16": "Strict-Transport-Security: max-age=31536000; includeSubDomains; preload",
    "17": "X-Content-Type-Options: nosniff",
    "18": "X-Frame-Options: SAMEORIGIN",
    "19": "Cache-Control: max-age=30",
    "20": "Expires: Fri, 03 Jul 2026 19:04:08 GMT",
    "21": "X-XSS-Protection: 1; mode=block",
    "22": "Access-Control-Allow-Origin: https://sg-production-cdn.zoloz.com",
    "23": "Content-Type: application/octet-stream",
    "24": "Set-Cookie: HttpOnly;Secure"
}

Connectivity Test Evidence

Test Result

TCP Connect IPv4 → port 80 301 0.003550 0.012540

TCP Connect IPv4 → port 443 301 0.003811 0.069865
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Test Node Network Evidence

Node Profile dual stack

Egress Connectivity

IPv4 Egress unreachable

IPv6 Egress unreachable

Sysctl IPv6 Flags

net.ipv6.conf.all.disable_ipv6 0

IPv6 Routes

2a02:4780:5e::/48 dev eth0 proto kernel metric 256 pref medium
fe80::/64 dev eth0 proto kernel metric 256 pref medium
default via 2a02:4780:5e::1 dev eth0 proto static metric 1024 pref medium

IPv4 Routes

default via 76.13.221.254 dev eth0 proto static 
10.6.101.0/24 dev wg0 scope link 
10.6.102.0/24 dev wg0 scope link 
76.13.221.0/24 dev eth0 proto kernel scope link src 76.13.221.142 
172.29.0.0/24 dev wg0 scope link 
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