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⚠
Partially Compliant

MGv6C-1.0

77%
Partial Support

IPV6-ONLY READINESS

Website: ✗ Not Ready

DNS: ✓ Ready

Email: ✗ Not Ready

IPV6 ADDRESSES

2606:4700::6812:19e0

2606:4700::6812:18e0

IPV4 ADDRESSES

104.18.25.224

104.18.24.224

Network Information (WHOIS / RDAP)

IPv6 Network IPv4 Network

Organization Cloudflare, Inc. Cloudflare, Inc.

Country US US

ASN AS13335 AS13335

ASN Name CLOUDFLARENET - Cloudflare, Inc., US CLOUDFLARENET - Cloudflare, Inc., US

Network (CIDR) 2606:4700::/32 104.16.0.0/12

Web Services (35%) 7 / 8

# CHECK RESULT DETAIL

1 AAAA Record PASS 2606:4700::6812:19e0, 2606:4700::6812:18e0

2 Globally Routable IPv6 PASS All addresses are globally routable.

3 HTTP over IPv6 PASS HTTP (port 80) responds over IPv6 — 17ms TTFB.

4 HTTPS over IPv6 PASS HTTPS (port 443) responds over IPv6 — 33ms TTFB.

5 IPv6-Only Reachability FAIL Site is not reachable when limited to IPv6-only.

6 TLS Certificate Valid (IPv6) PASS
Certificate valid — issued by C = US, O = Google Trust Services, CN = WE1, expires Aug 25 21:15:08 2026
GMT

7 Dual-Stack (IPv4 + IPv6) PASS Domain has both A and AAAA records.

8 HTTP/3 (QUIC) PASS Alt-Svc: h3 header detected.

DNS & DNSSEC (25%) 3 / 5

# CHECK RESULT DETAIL

1 NS Has AAAA Record PASS Nameserver has IPv6 address.

2 NS Reachable via IPv6 PASS Nameserver is reachable via IPv6 on port 53.

3 NS Answers Queries via IPv6 PASS DNS queries answered over IPv6.

4 DNSSEC Validated FAIL DNSSEC validation failed or zone is unsigned.

5 Reverse DNS (PTR) FAIL No PTR record found.

6 DS Record at Parent FAIL No DS record at parent.
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# CHECK RESULT DETAIL

7 RRSIG Valid PASS RRSIG signatures are current and valid.

8 Signing Algorithm INFO ECDSAP256SHA256

Email Services (25%) 4 / 6

# CHECK RESULT DETAIL

1 MX Record Exists PASS MX record found.

2 MX Server Has IPv6 PASS MX server has AAAA record.

3 SMTP Reachable via IPv6 FAIL SMTP is not reachable over IPv6.

4 STARTTLS over IPv6 FAIL STARTTLS not available over IPv6.

5 SPF Record PASS SPF record found.

6 DKIM Selector INFO DKIM selector found: google._domainkey

7 DMARC Record PASS DMARC record found.

IPv4 Baseline (15%) 3 / 3

# CHECK RESULT DETAIL

1 A Record PASS 104.18.25.224, 104.18.24.224

2 HTTP over IPv4 PASS HTTP (port 80) responds over IPv4 — 22ms TTFB.

3 HTTPS over IPv4 PASS HTTPS (port 443) responds over IPv4 — 11ms TTFB.
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Audit Trail & Evidence Record

Verification ID 2c6a902a-b36a-4d86-a1e7-2cd68ce56add

Domain carsome.my

Check Mode Manual

Status Completed

Started 04 Jul 2026, 03:43:10 MYT

Finished 04 Jul 2026, 03:44:08 MYT

Test Node Profile dual stack

Engine Version 2.0.0

MGv6C Version 1.0.0

Audit URL https://ipv6.my6.my/audit/2c6a902a-b36a-4d86-a1e7-2cd68ce56add

Integrity Verification

✓ INTEGRITY VERIFIED

Algorithm hmac-sha256-v1

Root Hash 67dbf2a4aa1873d4dad36ec9bf0950b0d212588831f23d29930f21317b80a199

http_headers f8d84253f479ed4db717fd554fb15cc3369a778b871e0977709c7b8a9e088ac6

dns_responses 09eb51eefcfb7dc4fe3a5265cdc0ae1cbfee28a40b48d9d12985b47f4c2e73cf

tls_handshake 30591ba23804453711539c44b059b043c833403c5d31561e0fb679c34e0114ee

connectivity_log a239042cf42ffeeae8cbb9194509dd3d7b652f550c7b04c18b4eb6fcaab6b334

dns_resolution_times b11b07b87e32ac27c01855cdf149f715d7b93148dfd6c96575ec0dd4c99d1eb1

Test Node Identity

Os Linux srv1440888 6.8.0-124-generic #124-Ubuntu SMP PREEMPT_DYNAMIC Tue May 26 13:00:45 UTC 2026 x86_64

Hostname srv1440888

Php Version 8.3.32

Server Ipv4 76.13.221.142

Server Ipv6 2a02:4780:5e:2789::1

DNS Resolution Performance

Comparison of A (IPv4) vs AAAA (IPv6) query times across resolvers and transports. Shows median (p50) and 95th percentile (p95) of 3 samples per tuple.

Resolver Transport A p50 (ms) A p95 (ms) AAAA p50 (ms) AAAA p95 (ms) Delta (ms)

System Default 16.18 23.07 10.3 22.01 -5.9 

Google IPv4 23.55 30.03 32.19 33.83 +8.6 

Google IPv6 19.74 39.86 20.05 23.04 +0.3 

Cloudflare IPv4 9.09 10.49 16 22.24 +6.9 

Cloudflare IPv6 21.71 31.1 21.54 29.75 -0.2 
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DNS Evidence

A

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 63154
;; flags: qr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
carsome.my.		300	IN	A	104.18.24.224
carsome.my.		300	IN	A	104.18.25.224

DS

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 57465
;; flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; AUTHORITY SECTION:
my.			2902	IN	SOA	e.nic.my. hostmaster.nic.my. 2026052755 1800 900 604800 3600

MX

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 3470
;; flags: qr rd ra; QUERY: 1, ANSWER: 6, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
carsome.my.		300	IN	MX	10 mx.email-messaging.com.
carsome.my.		300	IN	MX	5 alt1.aspmx.l.google.com.
carsome.my.		300	IN	MX	5 alt2.aspmx.l.google.com.
carsome.my.		300	IN	MX	1 aspmx.l.google.com.
carsome.my.		300	IN	MX	10 alt3.aspmx.l.google.com.
carsome.my.		300	IN	MX	10 alt4.aspmx.l.google.com.

NS

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 19811
;; flags: qr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
carsome.my.		86400	IN	NS	autumn.ns.cloudflare.com.
carsome.my.		86400	IN	NS	dexter.ns.cloudflare.com.

TXT

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 27326
;; flags: qr rd ra; QUERY: 1, ANSWER: 13, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
carsome.my.		300	IN	TXT	"MS=ms48562066TTL:3600"
carsome.my.		300	IN	TXT	"Probely=6afbeb97-32a9-4391-a14f-c81c7feb00cb"
carsome.my.		300	IN	TXT	"brevo-code:bf9e7dcae02fa7be92960b67dc8cc9a4"
carsome.my.		300	IN	TXT	"facebook-domain-verification=8wijh977vx3ce6a7u9cym93goqvqw2"
carsome.my.		300	IN	TXT	"google-site-verification=3HTOxygBRf1rulZ3_h-T-zdvOFPEMJsiXAvh9960qTM"
carsome.my.		300	IN	TXT	"google-site-verification=B2yAoh2lT41EaAHHLjnyiHrrIsq7__QkYac4jIhEwOg"
carsome.my.		300	IN	TXT	"google-site-verification=ITpLp2oPrAhEwDQym496bhoXvHkxnYc-ENkHyMzQDfo"
carsome.my.		300	IN	TXT	"google-site-verification=bhxpEDgt7J5NKWVzvhHe1dAOU1fthJicZcZC1I0twy4"
carsome.my.		300	IN	TXT	"google-site-verification=qXX01M0cbCPGND-HCKVFmR8b3ErKD2oXarTLqHg2B3s"
carsome.my.		300	IN	TXT	"google-site-verification=r4M5rJZKwoKYqaw5MFZ5AbvPO34pQCKfldsjzFgqZI0"
carsome.my.		300	IN	TXT	"heritage=external-dns,external-dns/owner=my-prod-b2c,external-dns/resource=ingress/b2c-cms-my/listing-frontend-ssr-mono-ingress"
carsome.my.		300	IN	TXT	"v=spf1 ip4:180.87.182.9 include:_spf.google.com include:spf.zoho.com include:transmail.net include:spf.mandrillapp.com include:spf.brevo.com 
~all"
carsome.my.		300	IN	TXT	"EZv9qxOuL0QTY4/rXVseaMZrK5OOF6C8iTZpA8rrFXQ="
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AAAA

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 14543
;; flags: qr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
carsome.my.		300	IN	AAAA	2606:4700::6812:19e0
carsome.my.		300	IN	AAAA	2606:4700::6812:18e0

RRSIG

autumn.ns.cloudflare.com. dns.cloudflare.com. 2407077009 10000 2400 604800 1800
SOA 13 2 1800 20260704204310 20260702184310 34505 carsome.my. 1qKXsNxQGhRdqF2IHyr3k/VcgV6E3zSbamUVK/maYqGSD7gQduuk3sNH zI/K7eV96m2gi6uzv6XYxe27DQy3Vg==

DNSKEY

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 40623
;; flags: qr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
carsome.my.		3543	IN	DNSKEY	257 3 13 mdsswUyr3DPW132mOi8V9xESWE8jTo0dxCjjnopKl+GqJxpVXckHAeF+ KkxLbxILfDLUT0rAK9iUzy1L53eKGQ==
carsome.my.		3543	IN	DNSKEY	256 3 13 oJMRESz5E4gYzS/q6XDrvU1qMPYIjCWzJaOau8XNEZeqCYKD5ar0IRd8 KqXXFJkqmVfRvMGPmM1x8fGAa2XhSA==

DNSSEC_VALIDATION

;; validating carsome.my/SOA: no valid signature found
; unsigned answer
carsome.my.		1743	IN	SOA	autumn.ns.cloudflare.com. dns.cloudflare.com. 2407077009 10000 2400 604800 1800
carsome.my.		1743	IN	RRSIG	SOA 13 2 1800 20260704204310 20260702184310 34505 carsome.my. 1qKXsNxQGhRdqF2IHyr3k/VcgV6E3zSbamUVK/maYqGSD7gQduuk3sNH 
zI/K7eV96m2gi6uzv6XYxe27DQy3Vg==
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TLS Handshake Evidence

IPV4 Connection

IP Used 104.18.25.224

IP Version 4

depth=2 C = US, O = Google Trust Services LLC, CN = GTS Root R4
verify return:1
depth=1 C = US, O = Google Trust Services, CN = WE1
verify return:1
depth=0 CN = carsome.my
verify return:1
CONNECTED(00000010)
---
Certificate chain
 0 s:CN = carsome.my
   i:C = US, O = Google Trust Services, CN = WE1
   a:PKEY: id-ecPublicKey, 256 (bit); sigalg: ecdsa-with-SHA256
   v:NotBefore: May 27 20:15:51 2026 GMT; NotAfter: Aug 25 21:15:08 2026 GMT
-----BEGIN CERTIFICATE----------END CERTIFICATE-----
 1 s:C = US, O = Google Trust Services, CN = WE1
   i:C = US, O = Google Trust Services LLC, CN = GTS Root R4
   a:PKEY: id-ecPublicKey, 256 (bit); sigalg: ecdsa-with-SHA384
   v:NotBefore: Dec 13 09:00:00 2023 GMT; NotAfter: Feb 20 14:00:00 2029 GMT
-----BEGIN CERTIFICATE----------END CERTIFICATE-----
 2 s:C = US, O = Google Trust Services LLC, CN = GTS Root R4
   i:C = BE, O = GlobalSign nv-sa, OU = Root CA, CN = GlobalSign Root CA
   a:PKEY: id-ecPublicKey, 384 (bit); sigalg: RSA-SHA256
   v:NotBefore: Nov 15 03:43:21 2023 GMT; NotAfter: Jan 28 00:00:42 2028 GMT
-----BEGIN CERTIFICATE-----IPv6 Readiness Report
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Oi8vaS5wa2kuZ29vZy9nc3IxLmNydDAtBgNVHR8EJjAkMCKgIKAehhxodHRwOi8v
Yy5wa2kuZ29vZy9yL2dzcjEuY3JsMBMGA1UdIAQMMAowCAYGZ4EMAQIBMA0GCSqG
SIb3DQEBCwUAA4IBAQAYQrsPBtYDh5bjP2OBDwmkoWhIDDkic574y04tfzHpn+cJ
odI2D4SseesQ6bDrarZ7C30ddLibZatoKiws3UL9xnELz4ct92vID24FfVbiI1hY
+SW6FoVHkNeWIP0GCbaM4C6uVdF5dTUsMVs/ZbzNnIdCp5Gxmx5ejvEau8otR/Cs
kGN+hr/W5GvT1tMBjgWKZ1i4//emhA1JG1BbPzoLJQvyEotc03lXjTaCzv8mEbep
8RqZ7a2CPsgRbuvTPBwcOMBBmuFeU88+FSBX6+7iP0il8b4Z0QFqIwwMHfs/L6K1
vepuoxtGzi4CZ68zJpiq1UvSqTbFJjtbD4seiMHl
-----END CERTIFICATE-----
---
Server certificate
subject=CN = carsome.my
issuer=C = US, O = Google Trust Services, CN = WE1
---
No client certificate CA names sent
Peer signing digest: SHA256
Peer signature type: ECDSA
Server Temp Key: X25519, 253 bits
---
SSL handshake has read 2821 bytes and written 392 bytes
Verification: OK
---
New, TLSv1.3, Cipher is TLS_AES_256_GCM_SHA384
Server public key is 256 bit
Secure Renegotiation IS NOT supported
Compression: NONE
Expansion: NONE
No ALPN negotiated

IPV6 Connection

IP Used 2606:4700::6812:19e0

IP Version 6

depth=2 C = US, O = Google Trust Services LLC, CN = GTS Root R4
verify return:1
depth=1 C = US, O = Google Trust Services, CN = WE1
verify return:1
depth=0 CN = carsome.my
verify return:1
CONNECTED(00000010)
---
Certificate chain
 0 s:CN = carsome.my
   i:C = US, O = Google Trust Services, CN = WE1
   a:PKEY: id-ecPublicKey, 256 (bit); sigalg: ecdsa-with-SHA256
   v:NotBefore: May 27 20:15:51 2026 GMT; NotAfter: Aug 25 21:15:08 2026 GMT
-----BEGIN CERTIFICATE----------END CERTIFICATE-----
 1 s:C = US, O = Google Trust Services, CN = WE1
   i:C = US, O = Google Trust Services LLC, CN = GTS Root R4
   a:PKEY: id-ecPublicKey, 256 (bit); sigalg: ecdsa-with-SHA384
   v:NotBefore: Dec 13 09:00:00 2023 GMT; NotAfter: Feb 20 14:00:00 2029 GMT
-----BEGIN CERTIFICATE-----
MIICnzCCAiWgAwIBAgIQf/MZd5csIkp2FV0TttaF4zAKBggqhkjOPQQDAzBHMQsw
CQYDVQQGEwJVUzEiMCAGA1UEChMZR29vZ2xlIFRydXN0IFNlcnZpY2VzIExMQzEU
MBIGA1UEAxMLR1RTIFJvb3QgUjQwHhcNMjMxMjEzMDkwMDAwWhcNMjkwMjIwMTQw
MDAwWjA7MQswCQYDVQQGEwJVUzEeMBwGA1UEChMVR29vZ2xlIFRydXN0IFNlcnZp
Y2VzMQwwCgYDVQQDEwNXRTEwWTATBgcqhkjOPQIBBggqhkjOPQMBBwNCAARvzTr+
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-----END CERTIFICATE-----
 2 s:C = US, O = Google Trust Services LLC, CN = GTS Root R4
   i:C = BE, O = GlobalSign nv-sa, OU = Root CA, CN = GlobalSign Root CA
   a:PKEY: id-ecPublicKey, 384 (bit); sigalg: RSA-SHA256
   v:NotBefore: Nov 15 03:43:21 2023 GMT; NotAfter: Jan 28 00:00:42 2028 GMT
-----BEGIN CERTIFICATE----------END CERTIFICATE-----
---
Server certificate
subject=CN = carsome.my
issuer=C = US, O = Google Trust Services, CN = WE1
---
No client certificate CA names sent
Peer signing digest: SHA256
Peer signature type: ECDSA
Server Temp Key: X25519, 253 bits
---
SSL handshake has read 2820 bytes and written 392 bytes
Verification: OK
---
New, TLSv1.3, Cipher is TLS_AES_256_GCM_SHA384
Server public key is 256 bit
Secure Renegotiation IS NOT supported
Compression: NONE
Expansion: NONE
No ALPN negotiated
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HTTP Response Evidence

IPv4 HTTP (port 80)

HTTP Status 403

Connected IP 104.18.25.224

Connect Time 4.61 ms

TTFB 18.24 ms

Total Time 18.29 ms

Response Headers:

{
    "0": "HTTP/1.1 301 Moved Permanently",
    "1": "Date: Fri, 03 Jul 2026 19:44:08 GMT",
    "2": "Content-Type: text/html; charset=UTF-8",
    "3": "Connection: keep-alive",
    "4": "Location: https://carsome.my/",
    "5": "X-Content-Type-Options: nosniff",
    "6": "set-cookie: __cf_bm=uMhghk31WVuutTwm1I_.QeoYZReVuMq1e68n_ICKFFo-1783107848.5203958-1.0.1.1-
t9Z1fSqLjKu3ISl7lazWtNXG7UQXL2yZFTrWA52saTHqISLDnWM7FNg2Uxa.EUllkAqZ7MP_ouM9AHls4BDC.w0q_e2ZoLLNG.0I0vaFMnRx.xfhFQG6KxiifPMHHFNq; HttpOnly; Path=/; 
Domain=carsome.my; Expires=Fri, 03 Jul 2026 20:14:08 GMT",
    "7": "Server: cloudflare",
    "8": "CF-RAY: a158621538bff004-KUL",
    "9": "alt-svc: h3=\":443\"; ma=86400",
    "11": "HTTP/2 403",
    "12": "date: Fri, 03 Jul 2026 19:44:08 GMT",
    "13": "content-type: text/html; charset=UTF-8",
    "14": "content-length: 5336",
    "15": "accept-ch: Sec-CH-UA-Bitness, Sec-CH-UA-Arch, Sec-CH-UA-Full-Version, Sec-CH-UA-Mobile, Sec-CH-UA-Model, Sec-CH-UA-Platform-Version, Sec-CH-UA-Full-
Version-List, Sec-CH-UA-Platform, Sec-CH-UA, UA-Bitness, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform-Version, UA-Platform, UA",
    "16": "cf-mitigated: challenge",
    "17": "content-security-policy: default-src 'none'; script-src 'nonce-WSUGS0BBoswUYGrprJQEwS' 'unsafe-eval' https://challenges.cloudflare.com; script-src-attr 
'none'; style-src 'unsafe-inline'; img-src 'self' https://challenges.cloudflare.com; connect-src 'self' https://challenges.cloudflare.com; frame-src 'self' 
https://challenges.cloudflare.com blob:; child-src 'self' https://challenges.cloudflare.com blob:; worker-src blob:; form-action http: https:; base-uri 'self'",
    "18": "server: cloudflare",
    "19": "critical-ch: Sec-CH-UA-Bitness, Sec-CH-UA-Arch, Sec-CH-UA-Full-Version, Sec-CH-UA-Mobile, Sec-CH-UA-Model, Sec-CH-UA-Platform-Version, Sec-CH-UA-Full-
Version-List, Sec-CH-UA-Platform, Sec-CH-UA, UA-Bitness, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform-Version, UA-Platform, UA",
    "20": "cross-origin-embedder-policy: require-corp",
    "21": "cross-origin-opener-policy: same-origin",
    "22": "cross-origin-resource-policy: same-origin",
    "23": "origin-agent-cluster: ?1",
    "24": "permissions-policy: accelerometer=(),camera=(),clipboard-read=(),clipboard-
write=(),geolocation=(),gyroscope=(),hid=(),magnetometer=(),microphone=(),payment=(),publickey-credentials-get=(),screen-wake-lock=(),serial=(),sync-
xhr=(),usb=(),xr-spatial-tracking=*",
    "25": "referrer-policy: same-origin",
    "26": "server-timing: chlray;desc=\"a15862155db60a32\"",
    "27": "x-content-type-options: nosniff",
    "28": "x-frame-options: SAMEORIGIN",
    "29": "strict-transport-security: max-age=15552000; includeSubDomains",
    "30": "set-cookie: __cf_bm=DFWvEq4ObUvFzVs0ee5FUgjIrXwqaLq8.5BA5koAfRc-1783107848.5329182-1.0.1.1-
FUkF0ZH.CQMAloUNlAZ1TpVCbUM.AfpXe4jHYVmNXLvtL4Lnjd88le1HCd99Yo8P71w8IKaP5usev3qqWIR9IxrDPgkbrgO_KB.EnLLPOMLzqKXHlCqf9TQTTicI6q2R; HttpOnly; Secure; Path=/; 
Domain=carsome.my; Expires=Fri, 03 Jul 2026 20:14:08 GMT",
    "31": "cf-ray: a15862155db60a32-KUL",
    "32": "alt-svc: h3=\":443\"; ma=86400"
}

IPv6 HTTP (port 80)

HTTP Status 403

Connected IP 2606:4700::6812:19e0

Connect Time 17.42 ms

TTFB 58.71 ms

Total Time 59.21 ms

Response Headers:

{
    "0": "HTTP/1.1 301 Moved Permanently",
    "1": "Date: Fri, 03 Jul 2026 19:44:08 GMT",
    "2": "Content-Type: text/html; charset=UTF-8",
    "3": "Connection: keep-alive",
    "4": "Location: https://carsome.my/",
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    "5": "X-Content-Type-Options: nosniff",
    "6": "set-cookie: __cf_bm=RlR6hPtSWZptcFhbUn9vyZBCVLKjJK8wM3jzH3T75Aw-1783107848.4323347-1.0.1.1-
oiygRk7TWMbcrvKnRj85vboxn5IMZh96YmSsFwkp.3RFIarV4ivd0sVBhbxZXnEi4bU5zbrtX1_gZfdMsnC7YdIqZk0UNgyfh2C08jcsUX3A.m9hG5U9A.YTc7Xfe.Zy; HttpOnly; Path=/; 
Domain=carsome.my; Expires=Fri, 03 Jul 2026 20:14:08 GMT",
    "7": "Server: cloudflare",
    "8": "CF-RAY: a1586214bca27d87-SIN",
    "9": "alt-svc: h3=\":443\"; ma=86400",
    "11": "HTTP/2 403",
    "12": "date: Fri, 03 Jul 2026 19:44:08 GMT",
    "13": "content-type: text/html; charset=UTF-8",
    "14": "content-length: 5358",
    "15": "accept-ch: Sec-CH-UA-Bitness, Sec-CH-UA-Arch, Sec-CH-UA-Full-Version, Sec-CH-UA-Mobile, Sec-CH-UA-Model, Sec-CH-UA-Platform-Version, Sec-CH-UA-Full-
Version-List, Sec-CH-UA-Platform, Sec-CH-UA, UA-Bitness, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform-Version, UA-Platform, UA",
    "16": "cf-mitigated: challenge",
    "17": "content-security-policy: default-src 'none'; script-src 'nonce-gHZZdnzP4EoIteOgP8ahZM' 'unsafe-eval' https://challenges.cloudflare.com; script-src-attr 
'none'; style-src 'unsafe-inline'; img-src 'self' https://challenges.cloudflare.com; connect-src 'self' https://challenges.cloudflare.com; frame-src 'self' 
https://challenges.cloudflare.com blob:; child-src 'self' https://challenges.cloudflare.com blob:; worker-src blob:; form-action http: https:; base-uri 'self'",
    "18": "server: cloudflare",
    "19": "critical-ch: Sec-CH-UA-Bitness, Sec-CH-UA-Arch, Sec-CH-UA-Full-Version, Sec-CH-UA-Mobile, Sec-CH-UA-Model, Sec-CH-UA-Platform-Version, Sec-CH-UA-Full-
Version-List, Sec-CH-UA-Platform, Sec-CH-UA, UA-Bitness, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform-Version, UA-Platform, UA",
    "20": "cross-origin-embedder-policy: require-corp",
    "21": "cross-origin-opener-policy: same-origin",
    "22": "cross-origin-resource-policy: same-origin",
    "23": "origin-agent-cluster: ?1",
    "24": "permissions-policy: accelerometer=(),camera=(),clipboard-read=(),clipboard-
write=(),geolocation=(),gyroscope=(),hid=(),magnetometer=(),microphone=(),payment=(),publickey-credentials-get=(),screen-wake-lock=(),serial=(),sync-
xhr=(),usb=(),xr-spatial-tracking=*",
    "25": "referrer-policy: same-origin",
    "26": "server-timing: chlray;desc=\"a1586214efe6ff8d\"",
    "27": "x-content-type-options: nosniff",
    "28": "x-frame-options: SAMEORIGIN",
    "29": "strict-transport-security: max-age=15552000; includeSubDomains",
    "30": "set-cookie: __cf_bm=_JWcS4ApH7_3QCn_zYOksEA4AN6pE_vPPTj_gwqcF_M-1783107848.4703631-1.0.1.1-
L80EpXDzu06hBxUTUtgHA7gChTtB_Y24GmGdy2NHvmTz5s_xlFWVnxf8ouXE8FYBhdCDXlUQaZqrZljd_.hlwAAaa1Kpukr8DipSAu3IOxMJgmMLMHi3tA3cvD0oqGik; HttpOnly; Secure; Path=/; 
Domain=carsome.my; Expires=Fri, 03 Jul 2026 20:14:08 GMT",
    "31": "cf-ray: a1586214efe6ff8d-SIN",
    "32": "alt-svc: h3=\":443\"; ma=86400"
}

IPv4 HTTPS (port 443)

HTTP Status 403

Connected IP 104.18.25.224

Connect Time 1.66 ms

TTFB 18.5 ms

Total Time 18.55 ms

Response Headers:

[
    "HTTP/2 403",
    "date: Fri, 03 Jul 2026 19:44:08 GMT",
    "content-type: text/html; charset=UTF-8",
    "content-length: 5336",
    "accept-ch: Sec-CH-UA-Bitness, Sec-CH-UA-Arch, Sec-CH-UA-Full-Version, Sec-CH-UA-Mobile, Sec-CH-UA-Model, Sec-CH-UA-Platform-Version, Sec-CH-UA-Full-Version-
List, Sec-CH-UA-Platform, Sec-CH-UA, UA-Bitness, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform-Version, UA-Platform, UA",
    "cf-mitigated: challenge",
    "content-security-policy: default-src 'none'; script-src 'nonce-0JESP4z9R167BMkyYO5VYm' 'unsafe-eval' https://challenges.cloudflare.com; script-src-attr 'none'; 
style-src 'unsafe-inline'; img-src 'self' https://challenges.cloudflare.com; connect-src 'self' https://challenges.cloudflare.com; frame-src 'self' 
https://challenges.cloudflare.com blob:; child-src 'self' https://challenges.cloudflare.com blob:; worker-src blob:; form-action http: https:; base-uri 'self'",
    "server: cloudflare",
    "critical-ch: Sec-CH-UA-Bitness, Sec-CH-UA-Arch, Sec-CH-UA-Full-Version, Sec-CH-UA-Mobile, Sec-CH-UA-Model, Sec-CH-UA-Platform-Version, Sec-CH-UA-Full-Version-
List, Sec-CH-UA-Platform, Sec-CH-UA, UA-Bitness, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform-Version, UA-Platform, UA",
    "cross-origin-embedder-policy: require-corp",
    "cross-origin-opener-policy: same-origin",
    "cross-origin-resource-policy: same-origin",
    "origin-agent-cluster: ?1",
    "permissions-policy: accelerometer=(),camera=(),clipboard-read=(),clipboard-
write=(),geolocation=(),gyroscope=(),hid=(),magnetometer=(),microphone=(),payment=(),publickey-credentials-get=(),screen-wake-lock=(),serial=(),sync-
xhr=(),usb=(),xr-spatial-tracking=*",
    "referrer-policy: same-origin",
    "server-timing: chlray;desc=\"a15862157f8bcf0c\"",
    "x-content-type-options: nosniff",
    "x-frame-options: SAMEORIGIN",
    "strict-transport-security: max-age=15552000; includeSubDomains",
    "set-cookie: __cf_bm=2W1LyQMy0bWfGEYHDwbrIdL0NWsSh2PbLRixp_Jy0_o-1783107848.5521803-1.0.1.1-
KwQF0aJlRasmiEPuAmhh49b3JUFDcDWX0sgpHjQNKcONkYZDZgMXagpxZliFc9ALahffMe5qmr0yOIYxIq9L0Sm9xum.1m9a0Y4eoNMNLB4X6yjQXrvK.E4deo.2ZgkT; HttpOnly; Secure; Path=/; 
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Domain=carsome.my; Expires=Fri, 03 Jul 2026 20:14:08 GMT",
    "cf-ray: a15862157f8bcf0c-KUL",
    "alt-svc: h3=\":443\"; ma=86400"
]

IPv6 HTTPS (port 443)

HTTP Status 403

Connected IP 2606:4700::6812:19e0

Connect Time 7.8 ms

TTFB 40.62 ms

Total Time 41.87 ms

Response Headers:

[
    "HTTP/2 403",
    "date: Fri, 03 Jul 2026 19:44:08 GMT",
    "content-type: text/html; charset=UTF-8",
    "content-length: 5358",
    "accept-ch: Sec-CH-UA-Bitness, Sec-CH-UA-Arch, Sec-CH-UA-Full-Version, Sec-CH-UA-Mobile, Sec-CH-UA-Model, Sec-CH-UA-Platform-Version, Sec-CH-UA-Full-Version-
List, Sec-CH-UA-Platform, Sec-CH-UA, UA-Bitness, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform-Version, UA-Platform, UA",
    "cf-mitigated: challenge",
    "content-security-policy: default-src 'none'; script-src 'nonce-e4exMJKyzbZOUx3ZW33Ahh' 'unsafe-eval' https://challenges.cloudflare.com; script-src-attr 'none'; 
style-src 'unsafe-inline'; img-src 'self' https://challenges.cloudflare.com; connect-src 'self' https://challenges.cloudflare.com; frame-src 'self' 
https://challenges.cloudflare.com blob:; child-src 'self' https://challenges.cloudflare.com blob:; worker-src blob:; form-action http: https:; base-uri 'self'",
    "server: cloudflare",
    "critical-ch: Sec-CH-UA-Bitness, Sec-CH-UA-Arch, Sec-CH-UA-Full-Version, Sec-CH-UA-Mobile, Sec-CH-UA-Model, Sec-CH-UA-Platform-Version, Sec-CH-UA-Full-Version-
List, Sec-CH-UA-Platform, Sec-CH-UA, UA-Bitness, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform-Version, UA-Platform, UA",
    "cross-origin-embedder-policy: require-corp",
    "cross-origin-opener-policy: same-origin",
    "cross-origin-resource-policy: same-origin",
    "origin-agent-cluster: ?1",
    "permissions-policy: accelerometer=(),camera=(),clipboard-read=(),clipboard-
write=(),geolocation=(),gyroscope=(),hid=(),magnetometer=(),microphone=(),payment=(),publickey-credentials-get=(),screen-wake-lock=(),serial=(),sync-
xhr=(),usb=(),xr-spatial-tracking=*",
    "referrer-policy: same-origin",
    "server-timing: chlray;desc=\"a15862152bd944af\"",
    "x-content-type-options: nosniff",
    "x-frame-options: SAMEORIGIN",
    "strict-transport-security: max-age=15552000; includeSubDomains",
    "set-cookie: __cf_bm=NGG09nsGDCV017a2vg7h_0n9_fugOwFAt8cmMF0RH9k-1783107848.50743-1.0.1.1-
GyN16CFJ2jwGZ1pGhg_KeX81GzqEoPqiQVvS6epMvwo6COY8fSlz1NpcXRdPS3dwPnEDlkM89D6iw3Js6Cj7w_c5_VVUOT1aK3r5ijJkHeagarQ8DOibUlgLnoNKBdlu; HttpOnly; Secure; Path=/; 
Domain=carsome.my; Expires=Fri, 03 Jul 2026 20:14:08 GMT",
    "cf-ray: a15862152bd944af-SIN",
    "alt-svc: h3=\":443\"; ma=86400"
]

Connectivity Test Evidence

Test Result

TCP Connect IPv4 → port 80 301 0.001003 0.006286

TCP Connect IPv6 → port 80 301 0.008798 0.021107

TCP Connect IPv4 → port 443 403 0.001030 0.025873

TCP Connect IPv6 → port 443 403 0.009534 0.045464
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Test Node Network Evidence

Node Profile dual stack

Egress Connectivity

IPv4 Egress 76.13.221.142

IPv6 Egress 2a02:4780:5e:2789::1

Sysctl IPv6 Flags

net.ipv6.conf.all.disable_ipv6 0

IPv6 Routes

2a02:4780:5e::/48 dev eth0 proto kernel metric 256 pref medium
fe80::/64 dev eth0 proto kernel metric 256 pref medium
default via 2a02:4780:5e::1 dev eth0 proto static metric 1024 pref medium

IPv4 Routes

default via 76.13.221.254 dev eth0 proto static 
10.6.101.0/24 dev wg0 scope link 
10.6.102.0/24 dev wg0 scope link 
76.13.221.0/24 dev eth0 proto kernel scope link src 76.13.221.142 
172.29.0.0/24 dev wg0 scope link 
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