IPv6 Readiness Report Generated: 04 Jul 2026, 22:33 MYT
tonton.com.my — Media Last Checked: 04 Jul 2026, 03:41 MYT

IPv6 Readiness Report

tonton.com.my — tonton.com.my

Scan to verify

Category: Media ¢ Generated: 04 Jul 2026, 22:33 MYT ¢ Last Checked: 04 Jul 2026, 03:41 MYT « Verification ID: 3661db79-0c76-4e65-bael-50c0aa85dbbd
Report generated from National IPv6 Readiness Monitor — https://ipv6.my6.my
Audit trail: https://ipv6.my6.my/audit/3661db79-0c76-4e65-bael-50c0aa85dbbd

: IPV6-ONLY READINESS

7 3 % Website: v Ready

Partial Support DNS: v Ready
Email: X Not Ready

Partially Compliant

MGv6C-1.0

IPV6 ADDRESSES IPV4 ADDRESSES

2606:4700::6812:14e9 35.241.14.17
2606:4700::6812:15e9

Network Information (WHOIS / RDAP)

IPv6 Network IPv4 Network
Organization Cloudflare, Inc. Google LLC
Country us us
ASN AS13335 AS396982
ASN Name CLOUDFLARENET - Cloudflare, Inc., US GOOGLE-CLOUD-PLATFORM - Google LLC, US
Network (CIDR) 2606:4700::/32 35.208.0.0/12
Web Services (35%) 7/8
# CHECK RESULT DETAIL
1 AAAA Record PASS 2606:4700::6812:14€9, 2606:4700::6812:15e9
2 Globally Routable IPv6 PASS All addresses are globally routable.
3 HTTP over IPv6 PASS HTTP (port 80) responds over IPv6.
4 HTTPS over IPv6 PASS HTTPS (port 443) responds over IPv6.
5 IPv6-Only Reachability PASS Site is fully reachable via IPv6-only.
6 TLS Certificate Valid (IPv6) FAIL TLS certificate is invalid, expired, or hostname mismatch over IPv6.
7 Dual-Stack (IPv4 + IPv6) PASS Domain has both A and AAAA records.
8 HTTP/3 (QUIC) PASS Alt-Svc: h3 header detected.
DNS & DNSSEC (25%) 3/5
# CHECK RESULT DETAIL
1 NS Has AAAA Record PASS Nameserver has IPv6 address.
2 NS Reachable via IPv6 PASS Nameserver is reachable via IPv6 on port 53.
3 NS Answers Queries via IPv6 PASS DNS queries answered over IPv6.
4 DNSSEC Validated FAIL DNSSEC validation failed or zone is unsigned.
5 Reverse DNS (PTR) FAIL No PTR record found.
6 DS Record at Parent FAIL No DS record at parent.
7 RRSIG Valid FAIL No valid RRSIG found.
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# CHECK

8 Signing Algorithm

Email Services (25%)

# CHECK

1 MX Record Exists

2 MX Server Has IPv6

3 SMTP Reachable via IPv6
4 STARTTLS over IPv6

5 SPF Record

6 DKIM Selector

7 DMARC Record

IPv4 Baseline (15%)
# CHECK

1 A Record

2 HTTP over IPv4

3 HTTPS over IPv4

National IPv6 Readiness Monitor — https://ipv6.my6.my

RESULT

INFO

RESULT

PASS

PASS

FAIL

FAIL

FAIL

INFO

PASS

RESULT

PASS

PASS

PASS

DETAIL

No DNSKEY record found.

DETAIL

MX record found.

MX server has AAAA record.

SMTP is not reachable over IPv6.
STARTTLS not available over IPv6.

No SPF record found.

DKIM selector found: google._domainkey

DMARC record found.

DETAIL
35.241.14.17

HTTP (port 80) responds over IPv4 — 140ms TTFB.

HTTPS (port 443) responds over IPv4 — 77ms TTFB.
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tonton.com.my — Media Last Checked: 04 Jul 2026, 03:41 MYT

Audit Trail & Evidence Record

Verification ID 3661db79-0c76-4e65-bael-50c0aa85dbbd

Domain tonton.com.my

Check Mode Manual

Status Completed

Started 04 Jul 2026, 03:41:14 MYT

Finished 04 Jul 2026, 03:41:40 MYT

Test Node Profile dual stack

Engine Version 2.0.0

MGv6C Version 1.0.0

Audit URL https://ipv6.my6.my/audit/3661db79-0c76-4e65-bael-50c0aa85dbbd

Integrity Verification

v INTEGRITY VERIFIED

Algorithm hmac-sha256-v1

Root Hash a85ee1340e00954165933ee2750bc5851a029bec8ac4c8a43d9217d5fb152506
http_headers 67ae3328f444ada0f79446ee69ach13f8da66da7e63218708c1058077felef3f
dns_responses 37648e8f2716e7b14fccbc65edb918bc53f1b1b934bfec519b004c7f06e8d006
tls_handshake a202805c23f5375f1fd790e412af696dal2d37d152fc7bec910f8bc308b633ed
connectivity_log 049362b4a53598367e045d9ea615dc81088b871cald0dchd873fefaded4e87541
dns_resolution_times fde44f3faab3612985a531086c38c5a737822208b803a4624e5a81e0cacl72cl

Test Node Identity

Os Linux srv1440888 6.8.0-124-generic #124-Ubuntu SMP PREEMPT DYNAMIC Tue May 26 13:00:45 UTC 2026 x86 64
Hostname srv1440888

Php Version 8.3.32

Server lpv4 76.13.221.142

Server Ipv6 2202:4780:5e:2789::1

DNS Resolution Performance

Comparison of A (IPv4) vs AAAA (IPv6) query times across resolvers and transports. Shows median (p50) and 95th percentile (p95) of 3 samples per tuple.

Resolver Transport A p50 (ms) A p95 (ms) AAAA p50 (ms) AAAA p95 (ms) Delta (ms)
System Default 21.17 24.36 8.98 20.22 -12.2
Google IPv4 19.83 29.86 29.92 30.63 +10.1
Google IPv6 31.21 31.99 32.84 34.12 +1.6
Cloudflare IPv4 8.95 10.86 22.1 30.52 +13.2
Cloudflare IPv6 22.59 30.61 21.11 21.37 -1.5
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DNS Evidence

A

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 24679
;3 flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232
;3 ANSWER SECTION:
tonton.com.my.[JJ300JINJA]35.241.14.17

DS

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 39586
;3 flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 AUTHORITY SECTION:

com.my.[JJ02828IN[SOAJe.nic.my. hostmaster.nic.my. 2026052755 1800 900 604800 3600

MX

;5 Got answer:

->>HEADER<<- opcode: QUERY, status: NOERROR, id: 8370
; flags: qr rd ra; QUERY: 1, ANSWER: 5, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;3 ANSWER SECTION:

tonton.
tonton.
tonton.
tonton.
tonton.

NS

com.my
com.my
com.my
com.my
com.my

.[J03000INOMX]5 altl.aspmx.l.google.com.
.003060INOMXJ16 alt3.aspmx.l.google.com.
.[J03000INOMX]10 alt4.aspmx.l.google.com.
.[J03000INOMXJ1 alt2.aspmx.l.google.com.
.003000INOMXJ1 aspmx.l.google.com.

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 35059
;3 flags: gr rd ra; QUERY: 1, ANSWER: 4, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;3 ANSWER SECTION:

tonton.
tonton.
tonton.
tonton.

TXT

com.my
com.my
com.my
com.my

.[00216000INNS[ns-cloud-a3.googledomains.com.
.[J021600[IN[NS[ns-cloud-a4.googledomains. com.
.0021600IN[NS[ns-cloud-a2.googledomains.com.
.[J0216000INONS[ns-cloud-al.googledomains.com.

;3 Got answer:

->>HEADER<<- opcode: QUERY, status: NOERROR, id: 30177

;5 flags: gqr rd ra; QUERY: 1, ANSWER: 15, AUTHORITY: 0, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
33 ANSWER SECTION:

tonton.
tonton.
tonton.
tonton.
tonton.
tonton.
tonton.
tonton.
tonton.
tonton.
tonton.
tonton.
tonton.
tonton.
tonton.

com.my
com.my

com.my.
com.my.
com.my.

com.my

com.my.
com.my.
com.my.
com.my.
com.my.
com.my.
com.my.
com.my.
com.my.

.[J03000INJTXT"adobe-idp-site-verification=5c6cbl16c40bcdafed1l22a®acbe3bl0ffa7bad77cd30dc8c2caf7b3ad4479eelf"
.[003000INJTXT"google-site-verification=IEgu86rQZtRvcwNIwG] WPzCLnAso7ccTB6f3M08j1Q"
[O03000INOTXTO"dppRLEObgLVLEGRVRiYtj7z+EE8CUHrRv63u+EnMeX/kqNOXWc+pULO6DM36TKIa+hjai/XhSUoWQTY7X3zGeQ=="
[003660INOTXT" facebook-domain-verification=1cvo7m401srtsv2txn6081k1951gbe"
[J03000INOTXT"google-site-verification=T4usoyT WzwASweqVKPPvp_QOuOFQ_rqftY8rC15PTk"
.[J03000INOTXT"google-site-verification=8ulAV3F-Wi-QNvxpIoDjrvfxXn4fHUOeNNFdWhNr5bc"
[J03660INOTXT["google-site-verification=qUkvIeIwvxhrW6-wfufIq7nAdeVZvw6-k175AA7Jq_8"

J03660INOTXTO" firebase=mp-altmedia"

[03660INOTXTO"d6t1q5f8hx464dgb7hq85j83b0dg5gqp"
[J03000INOTXT"ppe-4fleac56fb1307f81lbedf06ce02529fald50fh96"
[J03600INOTXTO"google-site-verification=6ZpEU-rBc9LWv1v33sWIN6ABKCLjbLG77C_k8CHOJ00"
[J03660INOTXTO"include:_spf.google.com ~all"

O03000INOTXT"MS=ms82291546"
[J03660INOTXT["google-site-verification=kGKOENSB_WR5fKUcOZcieEV3z6-aAE9KqL1In8ttgIM"
[J03000INOTXTO"dailymotion-domain-verification=dmyd780zuwcdkka9di"
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AAAA

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 46904
;3 flags: gr rd ra; QUERY: 1, ANSWER: O, AUTHORITY: 1, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 AUTHORITY SECTION:

tonton.com.my.[J08750IN[SOA[ns-cloud-al.googledomains.com. awsdns-hostmaster.amazon.com. 1 7200 900 1209600 86400

RRSIG

ns-cloud-al.googledomains.com. awsdns-hostmaster.amazon.com. 1 7200 900 1209600 86400

DNSKEY

;3 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 55950
;3 flags: gqr rd ra; QUERY: 1, ANSWER: O, AUTHORITY: 1, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 AUTHORITY SECTION:

tonton.com.my.[J08750IN[SOA[ns-cloud-al.googledomains.com. awsdns-hostmaster.amazon.com. 1 7200 900 1209600 86400

DNSSEC_VALIDATION

; unsigned answer

tonton.com.my.[J08750INJSOA[Jns-cloud-al.googledomains.com. awsdns-hostmaster.amazon.com. 1 7200 900 1209600 86400
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TLS Handshake Evidence

IPV4 Connection
IP Used 35.241.14.17

IP Version 4

depth=2 C = US, 0 = Google Trust Services LLC, CN = GTS Root R1

verify return:1

depth=1 C = US, 0 = Google Trust Services, CN = WR3

verify return:1

depth=0 CN = xtra.com.my

verify return:1

CONNECTED (00000010)

Certificate chain

0 s:CN = xtra.com.my

i:C = US, 0 = Google Trust Services, CN = WR3
a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
v:NotBefore: Jun 4 00:20:00 2026 GMT; NotAfter: Sep 2 01:13

MIIFMDCCBBigAwIBAgIRAPV1sv9IEFd7Eid6d+0+Z5EwDQYJIK0oZIhvcNAQELBQAW
0zELMAKGA1UEBhMCVVMxHjAcBgNVBAoTFUdvb2dsZSBUcnVzdCBTZXJ2aWNlczEM
MAOGA1UEAXMDV1IzMB4XDTI2MDYwWNDAwWMjAwMFoXDTI2MDkwMjAXMTM1M1owF jEU
MBIGA1UEAXMLeHRYYS5jb20ubXkwggEiMAOGCSqGSIb3DQEBAQUAA4IBDWAWGGEK
A0IBAQCLLWVLFOMYSZVuU6rMKcVrrATWyOu/ZkuVgnUQmow6BQxTOhJtLKOUdTN3
DTVSNr104wloVU2;jT3+eLQDAEYSM7F00YSnSsRxhPnN118tZC6SwfqWbEe6WLGDD
hVgDkPKmfzFG2mA5Ts tqv3KHO6dMV/1ZgNaKSc/phehAW5uVL1cOugINCTdTM/Cz
q8XRm1QT6VAJ/BVykLmIGwkFbs2Mh4syXu8wdSKzRYhaXwCKgWUp2sKEPj CNQw8q
2IrZNJRpUrtEJF9EULfmvMtoNWC1J1j/0oHIcx6kfh0IWeReipQ5hZMgv3Vmtc5He
AzNDOmyWrCX1LTF3HAVuoV romtb9NAgMBAAG] ggJSMIICTjAOBgNVHQ8BATS8EBAMC
BaAwEwYDVRO1BAwwCgYIKwYBBQUHAWEWDAYDVROTAQH/BAIWADAdBgNVHQ4EFgQU
cHMVzkBpkF80dtnXcAekRsdYv+gwHwYDVROjBBgwFoAUx4H1/Y6I2QA8TWOiUDEK
oM4j /iMwXgYIKwYBBQUHAQEEUjBQMCcGCCsGAQUFBzABhhtodHRwOi8vby5wa2ku
Z29vZy9z1L 3dyMy8tX1UwJQYIKwYBBQUHMAKGGWhOdHAGLY9pLNBraS5nb29nL3dy
My53 cnQwJQYDVRORBB4WHIILeHRyYS5]jb20ubXmCDXRvbnRvbi5jb20ubXkwEwYD
VROgBAwwC jAIBgZngQwBAgEWNgYDVROfBC8WLTAroCmgJ4YlaHROcDovL2MucGtp
Lmdvb2cvd3IzL3FBd1o5MTBNTVpILmNybDCCAQMGCisGAQQB1nkCBAIEGFQEGTEA
7wB1ANdtfRDRp/V3ws fpX9cAv/mCyTNaZeHQswFzF8DIXW13AAABnpA3QOOAAAQD
AEYWRAIgNAKjmqhCxHOAKrGHg8j fFsKidGsPIDQGEo®2DvyuVEYCICv+htRbZMr5
GEpMMvpYE6L7HwWYuxuEtP/Qgr2t5zHetAHYAyzj3FY18hKFEX1vB3fvIbvKaWc1H
CmkFhbDLFMMUWOcAAAGekDdDhwAABAMARZBFA1EArH2RKP728Gwh3V+KHdUXaGMc
3J72PFmMCZChAy0eSNoCIAhYh/m/QdT3cH51p+H60yS9Jao5eICyHhCxLCjeBL/Y
MABGCSqGSIb3DQEBCWUAA4IBAQA+e6x12VIabHOroGNU4K1F4Dceb2IZdeXI9Y rK
LsaNTI2WB4D+Tj2PZSgY6VURLbZtT97N7eAi+N9SQ6StpHMK7Z]jIboCWrxpGPIu9
nd2uUFxkpSTGnDRnzth4dRtPu+j fWObIbfWONz1mFUZq6PdyRa+XMKWVMZMsUhau
GB/dOLWOL6C]j8FCw4H1g5+Nm8Hhj rOvdg3T4Isz0iorYLHp3WkmrP80OpA1VSYRW
I1ArJf1g8sABDBIWHIAIX/G2pa®K73n+3VwrelZr+TOP6sCS1X1y39FS104/01h2
Nkv5ZSTyNjuQVWtOuMxJ1vIYNDIXgGA2T2pokNDWktHApGgT

i:C = US, 0 = Google Trust Services LLC, CN = GTS Root R1
a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
v:NotBefore: Dec 13 09:00:00 2023 GMT; NotAfter: Feb 20 14:00

MIIFCzCCAVOGAWIBAGIQf/AFqRV01jq8IoYWhKpLWjANBgkqhkiGOwOBAQsFADBH
MQswCQYDVQQGEwJVUZEiMCAGALUEChMZR29vZ2x1IFRYdXNOIFNlcnZpY2VZIEXM
QzEUMBIGA1UEAXMLRIRTIFJvb3QgUjEwHhcNMjMxMjEzMDkwMDAWWhCNM] kwMj Iw
MTQwMDAWWjA7MQswCQYDVQQGEwIVUzEeMBwGA1UEChMVR29vZ2x 1IFRydXNOIFN1
€nZpY2VzMQuwCgYDVQQDEWNXUjMwggE iMAGGCSqGSIh3DQEBAQUAA4IBDWAWGQEK
A0IBAQCPNHWHr4RyFIOHEJFvA6zx1Ag1mhnymxiJINGyYj3rU3eoF6N4bfIXUErpS
ivsYDQ18nP0900SoXsYzy0alb0ag6TdjjdzM1ZdOMq17HSMFufV7SUOYOLXXXx1N4
GLHtplSyfIa+8FRFvIe6mVkd9LjbAPuBTOYrY16x0qUqFyOsor7FjuVe/XEefaSeo
I30EUrI00t+ZrIfGTFLf+0ZPjnWSwrIwRpLQtg3H5I1n/z9U1Cd14wHISiyEL2VF
zalc/aatQVvcTD8X1pF9qdg8UyocO0bUd+ZDSsK3+EiizaljtSVrinIdgUVvhmnE
50Z4TDHmoX+nAXMKh++HiXLMOBWNAgMBAAG] g f4wgfswDgYDVROPAQH/BAQDAQGGG
MBOGA1UdJQQWMBQGCCsGAQUFBwMBBgg rBgEFBQCDAjASBgNVHRMBAfSECDAGAQH/
AgEAMBOGA1UdDgQWBBTHgGX9j0j ZADXNY6IQMSSgziP+IzAfBgNVHSMEGDAWGBTk
rysmcRorSCeFL1ImLO/wiRNxPjAOBggrBgEFBQcBAQQoMCYwIAYIKwYBBQUHMAKG
GGhOdHA6LY9pLNnBrasS5nb29nL3IxLmNydDArBgNVHR8EIDALIMCCgHgAchhpodHRw
0i8vYy5wa2kuz29vZy9yL3IxLmNybDATBgNVHSAEDDAKMAGGBmeBDAECATANBgkq
hkiG9wOBAQsFAAOCAGEANI1D1JQzSKcWbyXXrJSsgKMo6KG74TMghsuTg67a0FX0
2752+e13b5Ys0Jc8DVOHalwpOvbuPd15BUAEgIK4Va719j3J9M1/EjeWjGTM3Ros
zmBJGu820z6EWi5q75xeF+onImh2Hm98a/yJAI/mODXq5LofYCcQATfFKPIZMZu+Y
wW+/gHqyX2JhaOntv17i8S+11Y8CcKEqMINFK4s4EBYPRF j ZDawOHX7 fSchbSMVP
n5Nu@41rU6xufuZqRosEQw200UAyzDoyA52NXzITWr1G2FVg/0A9hdrQ/6fe9G31
67zKxNgXErs6MpHttEouGbpm2ftzrmcvruYxTfxc4G2GwBi3LFLozNpy©42gDfXB
zDynlstaWsy7+QnzMIR59Fz6jBOk5RALT+ma0+KjnfRhMh5T2ucm69HkvNQtDZ1V
altLUlzs0zLEdQSehTCjZ6SYsGt2bMVK6dvtxzcyCPOQDUFNNXCwgwl2+mGSkAuj

National IPv6 Readiness Monitor — https://ipv6.my6.my

:53 2026 GMT

100 2029 GMT

Page 8 of 14



IPv6 Readiness Report Generated: 04 Jul 2026, 22:33 MYT
tonton.com.my — Media Last Checked: 04 Jul 2026, 03:41 MYT

40R1i8kMRpnL8UEjkNbdwIKL1eYbEC3DOGPue2Yk2AGhxkmcdm1BoOpO5kYw/Nngg
h7QV8DKyBTUHbjHOpX1L1i0sS0Y+CLh1eTM+Do6rSjqGnDQeUXylZmPCmuveaw381
VnBaa6Eiz6pngZ1u60e0/1Uz fhmyTmOn0G+9JZ3KS2Mq08isNgXHLnh1HIaphpE=
----- END CERTIFICATE-----
2 s:C = US, 0 = Google Trust Services LLC, CN = GTS Root R1
i:C = BE, 0 = GlobalSign nv-sa, OU = Root CA, CN = GlobalSign Root CA
a:PKEY: rsaEncryption, 4096 (bit); sigalg: RSA-SHA256
v:NotBefore: Jun 19 00:00:42 2020 GMT; NotAfter: Jan 28 00:00:42 2028 GMT

MIIFYjCCBEqQAWIBAGIQd760NbNs2+RrqIQ/E8FjTDTANBgkqhkiGOwOBAQsFADBX
MQswCQYDVQQGEwJCRTEZMBCGALUEChMQR2xvYmFsU21nbiBudilzYTEQMA4GA1UE
CxMHUM9vdCBDQTEbMBKGALIUEAXMSR2xvYmFsU21nbiBSb290IENBMB4XDTIwWMDYX
0TAWMDAOMLoXDTI4MDEYODAWMDAOMLowRzELMAKGA1UEBhMCVVMXIjAgBgNVBAOT
GUdvb2dsZSBUcnVzdCBTZXJ2aWN1cyBMTEMxFDASBgNVBAMTCOdUUYBSb290IFIx
MIICIjANBgkqhkiGIwOBAQEFAAOCAGBAMIICCGKCAGEAThECix7]j0Xeb09y/1D63
ladAPKH9gv19MgaCcfb2jH/76Nu8aibX160MS/krorH5zoQds fnF197vufKj6bws
iVenqlKr+CMny6SxnGPb151+8Ape62im9MZaRwlNEDPj TrETo8gYbEvs/AmQ351k
KSUjB6G00jOuYODPOgmHU81I8E3CwnqIiru6z1kZ1q+PsAewn]jHxgsHA3y6mbwWwZ
DrXYfiYaRQM9sHmk1CitD38m5agI/pboPGiUU+6D00grFZYJsuB6jC511pzrplZk
j5ZPaK4918KEj 8C8QMALXL32h7M1bKwYUH+E4EZNKtMg6TO8UpmvMrUpsyUqtEj5
cuHKZPfmghCN6J3Cio]j60GaK/GP5Af14/Xtcd/p2h/ rs37E0eZVXtLOM79YBOesW
Cru0C7XFxYpVq90s6pFLKcwZpDI1TirxZUTQAs6qzkm06p98g7BAe+dDq6dso499
1YH6TKX/1Y7DzkvgtdizjkXPdsDtQCvIUw+wp9U7DbGKogPeMa3Md+pvez7W35E1L
Eua++tgy/BBjFFFy313WFp09KWgz7zpm7AeKIt8T11dleCfeXkkUAKIAf5qoIbap
sZWwpbkNFhHax2xIPEDgfglazVY80ZcFuctL7T1LnMQ/01UTbiSwlnH69MG6200b
9f6BQdgAmDO6YK56mDcYBZUCAWEAAaOCATgwggEOMA4GA1UdDWEB/WQEAWIBhjAP
BgNVHRMBAf8EBTADAQH/MBOGA1UdDgQWBBTkrysmcRorSCeFL1ImLO/wiRNxPjAf
BgNVHSMEGDAWgBRge2YaRQ2Xyo1QL30EzTSo//z952BgBgg rBgEFBQCBAQRUMFIw

IPV6 Connection
IP Used 2606:4700::6812:14e9

IP Version 6

depth=2 C = US, 0 = SSL Corporation, CN = SSL.com TLS Transit ECC CA R2
verify error:num=20:unable to get local issuer certificate
verify return:1
depth=1 C = US, 0 = "CLOUDFLARE, INC.", CN = Cloudflare TLS Issuing ECC CA 1
verify return:1
depth=0 CN = tonton.com.my
verify return:1
CONNECTED (00000010)
Certificate chain
0 s:CN = tonton.com.my
i:C = US, 0 = "CLOUDFLARE, INC.", CN = Cloudflare TLS Issuing ECC CA 1
a:PKEY: id-ecPublicKey, 256 (bit); sigalg: ecdsa-with-SHA256
v:NotBefore: Apr 7 04:11:31 2026 GMT; NotAfter: Oct 23 04:11:30 2026 GMT

MIIEUzCCA/igAwIBAQIQOP2c6dmV4RI3PXEb4Umk8TAKBggghkjOPQQDAjBSMQsw
CQYDVQQGEwJVUZEZMBCcGATUECgwQQOXPVURGTEFSRSwgSUSDL j EOMCYGALUEAwW T
Q2xvdWRmbGFyZSBUTFMgSXNzdWluZyBFQOMgQOEgMTAeFwOyNjAOMDcwNDEXMzFa
FwOyNj EwMjMwNDEXMzBaMBgxF j AUBgNVBAMMDXRvbnRvbi5jb20ubXkwWTATBgCcq
hkjOPQIBBggghkjOPQMBBWNCAAT2sh2XJI3pARY6eD/ rHaIHFzYt+Bbu9jZDwlKgh]
n6r1hJMd8JLOTQ3HWwVBVVzmPvktIQmX6Vam626dxAIgC/nGE8aJiRRaypyTxMap
ZIwbh79I3dXES0zdYZZ70uIAdQDLOPCcViXyEoURTW8Hd+81u8ppZzUcKaQWFsMsU
WXRY5WAAAZ1mLIobAAAEAWBGMEQCIAYJP4Q++XkkqFIeH08dpK+xU3DONPQYLGtD
bsWWa50qAiB8YjQLDgFNhkbMcQVdi0OqUTd3BQgoAGQY1PZZwwEDLgwB2AIR0Q4T6
7MHvgfMZJICaoGGUBXINTOAIBP3InfVU3LhnYAAABNWYsmkMAAAQDAEcwRQIgK0O00
JrY8TU3hY7F2W4vz73Fhawga32evKk2ss1f3vVoCIQDPVeyc5qKnWmLW4BgAg7Pm
ungNGHw5baXQyDOKH8IZ4jAKBggqhk jOPQQDAgNIJADBGAiIEAKBhI4TUXTPbz7Nmd
7/wC1hZzRdNBY6n+VqqYXFbJQX0oCIQCIT3YAZzyelSY+pOmId3y7bgI95n0fkj9o
cTIHbq7qQg==

»»»»» END CERTIFICATE-----

1 s:C=US, 0= "CLOUDFLARE, INC.", CN = Cloudflare TLS Issuing ECC CA 1
i:C = US, 0 = SSL Corporation, CN = SSL.com TLS Transit ECC CA R2
a:PKEY: id-ecPublicKey, 256 (bit); sigalg: ecdsa-with-SHA384
v:NotBefore: Oct 31 17:17:49 2023 GMT; NotAfter: Oct 28 17:17:48 2033 GMT
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MIIC5DCCAmqgAwIBAgQIQLD+iaS9BE707 f+W2BLSATTAKBggghkjOPQQDAZBPMQsw
CQYDVQQGEwJVUZEYMBYGA1UECgwPUINMIENvcnBvcmFOaW9uMSYwJAYDVQQDDBIT
UOwuY29tIFRMUyBUcmFuc210IEVDQyBDQSBSMjAeFwOyMzEwMzEXNZE3NDlaFwOz
MzEwMjgxNzE3NDhaMFIxCzAJBgNVBAYTALVTMRkwFwYDVQQKDBBDTEOVREZMQVIF
LCBITkMuMSgwJgYDVQQDDBIDbGI1ZGZsYXITIFRMUYBIc3N1aW5nIEVDQyBDQSAX
MFkwEwYHK0ZIzjOCAQYIK0ZIZzjODAQcDQQAEBYHHIHYtNSzTS+F3JA7hHMDGd2cp
CcY9i3MLTKmE6DITKc6IwvW50pwKodvd2Qj4RAAY2jSejsVgws5jeh6syt3KOCASMw
9gEfMBIGA1UdEWEB/WQIMAYBAf8CAQAWHWYDVRO]jBBgwFOoAUMqLH2FiL/3/APPIV
aTPszswfvIcwSAYIKwYBBQUHAQEEPDA6MDgGCCSGAQUFBZAChixodHRwOi8vY2Vy
dC5zc2wuY29tL1INTTC5jb20tVEXTLVQtRUNDLVIYLmMN1cjARBgNVHSAECjAIMAYG
BFUdIAAWHQYDVRO1BBYwFAYIKwYBBQUHAWIGCCsGAQUFBWMBMDOGA1UdHWQ2MDQw
MgAwoC6GLGhOAHAGLY9j cmxzLnNzbC5jb20vUINMLMNVbS1UTFMtVC1FQOMtUj Iu
Y3JsMBOGA1UdDgQWBBScxAlyRxgXe6caib0SNdXhA4z+kjAOBgNVHQ8BAf8EBAMC
AYYwCgYIKoZIZzjOEAWMDaAAWZQIXALOSk3RweR6uGlaSHF3IgHQptubP9xoZyUmz
HSa+SSdY5wTGSx5qAowrLPCpLio2PAIwXQGgYzf5QzD/1Bsu87WrUcIVtLixr5KQ
wKBaFAyIJ700iWgWOHV/NAlUeuSe0zmN

2 s:C = US, 0 = SSL Corporation, CN = SSL.com TLS Transit ECC CA R2
i:C = GB, ST = Greater Manchester, L = Salford, 0 = Comodo CA Limited, CN = AAA Certificate Services
a:PKEY: id-ecPublicKey, 384 (bit); sigalg: RSA-SHA256
v:NotBefore: Jun 21 00:00:00 2024 GMT; NotAfter: Dec 31 23:59:59 2028 GMT

MIIDODCCArigAwIBAgIRAK2NLfZGgaDTZEfqqU+ic8EwDQYJIKoZIhvcNAQELBQAwW
ezELMAKGA1UEBhMCROIXGzAZBgNVBAGMEkdyZWFOZXIgTWFuY2hlc3R1cjEQMA4G
ALUEBwwHU2FsZm9yZDEaMBgGALUECgwRQ29tb2RVIENBIEXpbWLOZWQXITATBgNV
BAMMGEFBQSBDZXJ0aWZpY2FO0ZSBTZXJ2aWN1czAeFwOyNDA2Mj EwMDAwWMDBaFwOy
ODEyMzEyMzU5SNT1aME8XCzAJBgNVBAYTATVTMRgwWFgYDVQQKDAITUOWgQ29y Gy
YXRpb24xJjAKBgNVBAMMHVNTTC5j b20gVEXTIFRyYW52zaXQgRUNDIENBIFIyMHYw
EAYHK0ZIzjOCAQYFKAEEACIDYQAEZOdIMQNTXIEe6V]jYI62hvyziY4nvKG]j27dfw
7Ktorncr5HaXG1Dr21koLW+4NrmrjZfKTCKe7onZAj/9enM6kI0OrzC86N4PaDbQt
RRtzcgl1X3ghPeelZj9H/Qkp1hQPo4IBJzCCASMwHWYDVROjBBgwFoAUOBEKIZ6W
8Qfs4q8p74K1f9AwpLQWHQYDVROOBBYEFDKix9hYi/9/wDzyVWkz7M7MH7yXMA4G
A1UdDwEB/wQEAwIBhjASBgNVHRMBAf8ECDAGAQH/AgEBMBOGA1UAIQQWMBQGCCSG
AQUFBWMBBgg rBgEFBQCDAj Aj BgNVHSAEHDAaMAGGBmeBDAECATAOBgwrBgEEAYKp
MAEDAQEwQwYDVROfBDwwOjA4oDagNIYyaHROcDovL2NybC5jb21vZG9jYS5]b20v
QUFBQ2VydGlmaWNhdGVTZXJ2aWNlcy5]j cmwwNAYIKwYBBQUHAQEEKDAMMCQGCCSG
AQUFBzABhhhodHRw0i8vb2NzcC5jb21vZG9]jYS5)b20wDQYIKoZIhvcNAQELBQAD
g9gEBAB40L4ChKaKGZVZK8UAXj j8wvFdm45uvhU/ t14QeH5bwETeKiQQXBga4/Nyz
zvpfuoEycantX+tH1/muwpmuHTOZ6IKYoICaMx0IktcTF4qHVXQW2WItHj0glrT]j
qLXIXVL+3HC060TEL0oSX8eUGsqfLQkc//z3Lb4gz117+fkDbnPt8+2REq3SCvaAG
hlh/lwwWfHqTAiHed/qqzBSYqqvfjNLhIfXnPnhfAv/PpOU01PmxCEAEY rg+VoS+0
+EBd1zkTOV7CfrPpj30cAMs2h+k4pPMwclLuB3Ku4TncBTRyt5K0gbJI3pQORKIHMU
w0z5QAZ+2n1g4T1ApIzBfwF rCDg=

-END CERTIFICATE-----

Server certificate
subject=CN = tonton.com.my
issuer=C = US, 0 = "CLOUDFLARE, INC.

, CN = Cloudflare TLS Issuing ECC CA 1
No client certificate CA names sent

Peer signing digest: SHA256

Peer signature type: ECDSA

Server Temp Key: X25519, 253 bits

SSL handshake has read 3154 bytes and written 395 bytes
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HTTP Response Evidence

IPv4 HTTP (port 80)

HTTP Status 200
Connected IP 65.8.76.56
Connect Time 34.94 ms
TTFB 143.13 ms
Total Time 143.33 ms

Response Headers:

"HTTP/1.1 301 Moved Permanently",
"Server: nginx/1.10.3 (Ubuntu)",
"Date: Fri, 03 Jul 2026 19:41:40 GMT",
"Content-Type: text/html",
"Content-Length: 194",
"Location: https://tonton.com.my/",
: 1.1 google",
"HTTP/2 301",
"server: nginx/1.20.1",
"date: Fri, 03 Jul 2026 19:41:40 GMT",
"content-type: text/html",
"content-length: 169",
"location: https://www.tonton.com.my/",
"via: 1.1 google",
"alt-svc: h3=\":443\"; ma=2592000,h3-29=\":443\"; ma=2592000",
HTTP/2 302",
"date: Fri, 03 Jul 2026 19:41:40 GMT",
"content-type: text/html; charset=UTF-8",
"location: https://watch.tonton.com.my/#/?deferLogin=1",
"strict-transport-security: max-age=2592000; includeSubDomains; preload",
"x-content-type-options: nosniff",
"referrer-policy: strict-origin-when-cross-origin",
"x-frame-options: SAMEORIGIN",
"server: cloudflare",
"cf-ray: al585e76ebef26f2-KUL",
"alt-svc: h3=\":443\"; ma=86400",
"HTTP/2 200",
"content-type: text/html",
"content-length: 6546",
"strict-transport-security: max-age=31536000; includeSubDomains",
last-modified: Wed, 17 Jun 2026 00:21:43 GMT",
"accept-ranges: bytes",
"date: Fri, 03 Jul 2026 19:41:35 GMT",
"cache-control: public, max-age=300",
"etag: \"6a31e897-1992\"",
"x-cache: Hit from cloudfront",
"via: 1.1 919clcf6445ad4c37fadd418864abcla.cloudfront.net (CloudFront)",
"x-amz-cf-pop: SIN3-P1",
"x-amz-cf-id: gqNv7JhZrX7GoFuEFOxpRm6peFZ36tAz58zusk75ME-S-KygdgMwNPw==""
"age: 5",

"vary: Origin"

IPv6 HTTP (port 80)

HTTP Status 301

Connected IP 2606:4700::6812:14e9

Connect Time 8.41 ms

TTFB 32.26 ms

Total Time 33.54 ms

Error Could not resolve host: tonton.com.my

Response Headers:

"HTTP/1.1 301 Moved Permanently",
"Date: Fri, 03 Jul 2026 19:41:40 GMT",
"Content-Type: text/html",
"Connection: keep-alive",

"Server: cloudflare",
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"X-Frame-Options: SAMEORIGIN",

"Location: https://tonton.com.my/",

"Via: 1.1 google",

"cf-cache-status: DYNAMIC",
"X-Content-Type-Options: nosniff",
"Referrer-Policy: strict-origin-when-cross-origin",
"CF-RAY: al585e75aed3c613-SIN",

"alt-svc: h3=\":443\"; ma=86400"

IPv4 HTTPS (port 443)

HTTP Status 200
Connected IP 65.8.76.56
Connect Time 23.75 ms
TTFB 86.15 ms
Total Time 86.29 ms

Response Headers:

"HTTP/2 301",
"server: nginx/1.20.1",
"date: Fri, 03 Jul 2026 19:41:40 GMT",
"content-type: text/html",
"content-length: 169",
"location: https://www.tonton.com.my/",
"via: 1.1 google",
"alt-svc: h3=\":443\"; ma=2592000",
"HTTP/2 302",
: Fri, 03 Jul 2026 19:41:40 GMT",

"content-type: text/html; charset=UTF-8",

"location: https://watch.tonton.com.my/#/?deferLogin=1",
"strict-transport-security: max-age=2592000; includeSubDomains; preload",
"x-content-type-options: nosniff",

"referrer-policy: strict-origin-when-cross-origin",
"x-frame-options: SAMEORIGIN",

"server: cloudflare",

"cf-ray: al585e776a526312-KUL",

"alt-svc: h3=\":443\"; ma=86400",

"HTTP/2 200",

"content-type: text/html",

"content-length: 6546",

"strict-transport-security: max-age=31536000; includeSubDomains",
"last-modified: Wed, 17 Jun 2026 00:21:43 GMT",

accept-ranges: bytes",

"date: Fri, 03 Jul 2026 19:41:35 GMT",

"cache-control: public, max-age=300",

"etag: \"6a31e897-1992\"",

"x-cache: Hit from cloudfront",

"via: 1.1 1502587ee82c44074ab8468c1517e044.cloudfront.net (CloudFront)",
"x-amz-cf-pop: SIN3-P1",

"x-amz-cf-id: b_uTsSCie7GIP2RPIDM_DM6FWR32I4HqNIBOS1LUQnAOzLwa®IxkcQ==",
"age: 5",

"vary: Origin"

IPv6 HTTPS (port 443)

HTTP Status 302

Connected IP 2606:4700::6812:15e9

Connect Time 12.31 ms

TTFB 63.03 ms

Total Time 64.31 ms

Error Could not resolve host: watch.tonton.com.my

Response Headers:

"Q": "HTTP/2 301",
"date: Fri, 03 Jul 2026 19:41:40 GMT",
"content-type: text/html",

"location: https://www.tonton.com.my/",
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"server: cloudflare",

"via: 1.1 google",

"alt-svc: h3=\":443\"; ma=86400",

"cf-cache-status: DYNAMIC",

"strict-transport-security: max-age=2592000; includeSubDomains; preload",
"x-content-type-options: nosniff",

"referrer-policy: strict-origin-when-cross-origin",

"x-frame-options: SAMEORIGIN",

"cf-ray: al585e75d891dce2-KUL",

"HTTP/2 302",

"date: Fri, 03 Jul 2026 19:41:46 GMT",

"content-type: text/html; charset=UTF-8",

"location: https://watch.tonton.com.my/#/?deferLogin=1",
"strict-transport-security: max-age=2592000; includeSubDomains; preload",
"x-content-type-options: nosniff",

"referrer-policy: strict-origin-when-cross-origin",

x-frame-options: SAMEORIGIN",

“server: cloudflare",

"cf-ray: al585e762bccc579-SIN",

"alt-svc: h3=\":443\"; ma=86400"

Connectivity Test Evidence

Test Result

TCP Connect IPv4 - port 80 301 0.011694 0.028019

TCP Connect IPv6 - port 80 301 0.008769 0.044859

TCP Connect IPv4 - port 443 301 0.011774 0.039716

TCP Connect IPv6 - port 443 000 0.000906 0.000000

Test Node Network Evidence
Node Profile dual stack

Egress Connectivity

IPv4 Egress 76.13.221.142

IPv6 Egress 2202:4780:5e:2789::1
Sysctl IPv6 Flags

net.ipv6.conf.all.disable_ipvé 0

IPv6 Routes

2a02:4780:5e::/48 dev eth® proto kernel metric 256 pref medium
fe80::/64 dev eth® proto kernel metric 256 pref medium
default via 2a02:4780:5e::1 dev ethO® proto static metric 1024 pref medium

IPv4 Routes

default via 76.13.221.254 dev eth® proto static

10.6.101.0/24 dev wg0 scope link

10.6.102.0/24 dev wgd scope link

76.13.221.0/24 dev eth® proto kernel scope link src 76.13.221.142
172.29.0.0/24 dev wgd scope link
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