IPv6 Readiness Report Generated: 03 Sep 2026, 02:31 MYT
tonton.com.my — Media Last Checked: 08 Aug 2026, 18:28 MYT

IPv6 Readiness Report

tonton.com.my — tonton.com.my

Scan to verify

Category: Media * Generated: 03 Sep 2026, 02:31 MYT < Last Checked: 08 Aug 2026, 18:28 MYT < Verification ID: c55c¢7a28-30b1-42d5-bc80-79f5e0127cd2
Report generated from National IPv6 Readiness Monitor — https://ipv6.my6.my
Audit trail: https://ipv6.my6.my/audit/c55c7a28-30b1-42d5-bc80-79f5e0127cd2

: IPV6-ONLY READINESS

8 6% Website: v Ready

Partial Support DNS: v Ready
Email: v Ready

Partially Compliant

MGv6C-1.0

IPV6 ADDRESSES IPV4 ADDRESSES

2606:4700::6812:14e9 35.241.14.17
2606:4700::6812:15e9

Network Information (WHOIS / RDAP)

IPv6 Network IPv4 Network
Organization Cloudflare, Inc. Google LLC
Country us us
ASN AS13335 AS396982
ASN Name CLOUDFLARENET - Cloudflare, Inc., US GOOGLE-CLOUD-PLATFORM - Google LLC, US
Network (CIDR) 2606:4700::/32 35.208.0.0/12
Web Services (35%) 8/8
# CHECK RESULT DETAIL
1 AAAA Record PASS 2606:4700::6812:14e9, 2606:4700::6812:15e9
2 Globally Routable IPv6 PASS All addresses are globally routable.
3 HTTP over IPv6 PASS HTTP (port 80) responds over IPv6.
4 HTTPS over IPv6 PASS HTTPS (port 443) responds over IPv6.
5 IPv6-Only Reachability PASS Site is fully reachable via IPv6-only.
6 TLS Certificate Valid (IPV6) PASS Certificate valid — issued by C = US, O = Google Trust Services, CN = WE1, expires Nov 2 06:34:43 2026
GMT
7 Dual-Stack (IPv4 + IPv6) PASS Domain has both A and AAAA records.
8 HTTP/3 (QUIC) PASS Alt-Svc: h3 header detected.
DNS & DNSSEC (25%) 3/5
# CHECK RESULT DETAIL
1 NS Has AAAA Record PASS Nameserver has IPv6 address.
2 NS Reachable via IPv6 PASS Nameserver is reachable via IPv6 on port 53.
3 NS Answers Queries via IPv6 PASS DNS queries answered over IPv6.
4 DNSSEC Validated FAIL DNSSEC validation failed or zone is unsigned.
5 Reverse DNS (PTR) FAIL No PTR record found.
6 DS Record at Parent FAIL No DS record at parent.
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# CHECK

7 RRSIG Valid

8 Signing Algorithm

Email Services (25%)

# CHECK

1 MX Record Exists

2 MX Server Has IPv6

3 SMTP Reachable via IPv6
4 STARTTLS over IPv6

5 SPF Record

6 DKIM Selector

7 DMARC Record

IPv4 Baseline (15%)
# CHECK

1 A Record

2 HTTP over IPv4

3 HTTPS over IPv4

National IPv6 Readiness Monitor — https://ipv6.my6.my

RESULT

FAIL

INFO

RESULT

PASS

PASS

PASS

PASS

FAIL

INFO

PASS

RESULT

PASS

PASS

PASS

DETAIL

No valid RRSIG found.

No DNSKEY record found.

DETAIL

MX record found.

MX server has AAAA record.

SMTP port 25 responds over IPv6.
STARTTLS supported over IPv6.

No SPF record found.

DKIM selector found: google._domainkey

DMARC record found.

DETAIL
35.241.14.17

HTTP (port 80) responds over IPv4 — 135ms TTFB.

HTTPS (port 443) responds over IPv4 — 75ms TTFB.
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tonton.com.my — Media Last Checked: 08 Aug 2026, 18:28 MYT

Audit Trail & Evidence Record

Verification ID c55c7a28-30b1-42d5-bc80-79f5e0127cd2

Domain tonton.com.my

Check Mode Manual

Status Completed

Started 08 Aug 2026, 18:27:56 MYT

Finished 08 Aug 2026, 18:28:02 MYT

Test Node Profile dual stack

Engine Version 2.0.0

MGv6C Version 1.0.0

Audit URL https://ipv6.my6.my/audit/c55c7a28-30b1-42d5-bc80-79f5e0127cd2

Integrity Verification

v INTEGRITY VERIFIED

Algorithm hmac-sha256-v1

Root Hash 80b580ad828cfdd6135f56903d64d5aalaléeclbcOcaca3a7baf2782543ccfc
http_headers aba7077248fee3c9ea702aaaad6c0fa8d04735d36b232b59f3aef869147279d9
dns_responses 66efe3d50b8fde885949ed4a212d6abb365e6aac0012306c68126fae7529828a
tls_handshake 5ab0f7f52a890a5f53f0dd171c9cabbe24ea69d4d8676a72f61c2ff6e8f74b17
connectivity_log c11b5427db5ea3113d420b87c25e4ced4cd363dcb19b8661fec7ab4e039b1lda57
dns_resolution_times 98c87d7b821e57¢31d4ce6222f15018987a823a5756643be0943e7c61bf10639

Test Node Identity

Os Linux srv1440888 6.8.0-136-generic #136-Ubuntu SMP PREEMPT DYNAMIC Wed Jul 1 21:53:05 UTC 2026 x86 64
Hostname srv1440888

Php Version 8.3.33

Server lpv4 76.13.221.142

Server Ipv6 2202:4780:5e:2789::1

DNS Resolution Performance

Comparison of A (IPv4) vs AAAA (IPv6) query times across resolvers and transports. Shows median (p50) and 95th percentile (p95) of 3 samples per tuple.

Resolver Transport A p50 (ms) A p95 (ms) AAAA p50 (ms) AAAA p95 (ms) Delta (ms)
System Default 22.76 22.92 24.63 27.56 +1.9
Google IPv4 91.48 92.82 30.89 84.05 -60.6
Google IPv6 33.78 81.22 88.16 106.78 +54.4
Cloudflare IPv4 49.4 66.72 31.04 35.5 -18.4
Cloudflare IPv6 31.25 39.43 41.19 47.04 +9.9
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DNS Evidence

A

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 36650
;3 flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232
;3 ANSWER SECTION:
tonton.com.my.[JJ300JINJA]35.241.14.17

DS

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 7600
;3 flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 AUTHORITY SECTION:

com.my.[JJ03206[IN[JSOAJe.nic.my. hostmaster.nic.my. 2026062862 1800 900 604800 3600

MX

;5 Got answer:

->>HEADER<<- opcode: QUERY, status: NOERROR, id: 44744
; flags: qr rd ra; QUERY: 1, ANSWER: 5, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;3 ANSWER SECTION:

tonton.
tonton.
tonton.
tonton.
tonton.

NS

com.my
com.my
com.my
com.my
com.my

.[J03000INMX]10 alt4.aspmx.l.google.com.
.003060INOMXJ16 alt3.aspmx.l.google.com.
.[J03000INOMXJ1 aspmx.l.google.com.

.[J03000INOMX]5 altl.aspmx.l.google.com.
.003000INOMXJ1 alt2.aspmx.l.google.com.

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 33255
;3 flags: gr rd ra; QUERY: 1, ANSWER: 4, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;3 ANSWER SECTION:

tonton.
tonton.
tonton.
tonton.

TXT

com.my
com.my
com.my
com.my

.[0216000INNS[ns-cloud-a2.googledomains.com.
.[J021600[IN[NS[ns-cloud-a3.googledomains.com.
.0021600IN[NS[ns-cloud-a4.googledomains.com.
.[J0216000INONS[ns-cloud-al.googledomains.com.

;3 Got answer:

->>HEADER<<- opcode: QUERY, status: NOERROR, id: 58093

;5 flags: gqr rd ra; QUERY: 1, ANSWER: 15, AUTHORITY: 0, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
33 ANSWER SECTION:

tonton.
tonton.
tonton.
tonton.
tonton.
tonton.
tonton.
tonton.
tonton.
tonton.
tonton.
tonton.
tonton.
tonton.
tonton.

com.my
com.my

com.my.
com.my.
com.my.

com.my

com.my.
com.my.
com.my.

com.my

com.my.
com.my.

com.my

com.my.
com.my.

.[J03000INJTXT"google-site-verification=IEqu86rQZtRvcwNIwG] WPzCLnAso7ccTB6f3M08j1Q"

.[J03060INITXT" dppRIEObgLVLEGRVRiYtj7z+EE8CUHrRV63u+EnMeX/kqNOXWc+pULO6DM36TKIa+hjai/XhSUoWQTY7X32GeQ=="
J03060INOTXT"ppe-4fleac56fb1307f81lbe4 f06ce02529fald50fb96"
[003660INJTXT]"dailymotion-domain-verification=dmyd780zuwcdkka9di"

00360eINOTXTO" firebase=mp-altmedia"

.003660INOTXTO"google-site-verification=T4usoyT WzwASweqVKPPvp_QOuOFQ rqftY8rCl5PTk"
O03060INITXT["d6t1g5f8hx464dgb7hq85183b0dg5gqp”
[J03060INOTXT"adobe-idp-site-verification=5c6cb116c40bcdafed122abacbe3bl0ffa7bad77cd30dc8c2caf7b3a4479eelf"
[J03660INOTXT["google-site-verification=8ulAV3F-Wi-QNvxpIoDjrvfxXn4fHUOeNNFdWhNr5bc"
.[03000INJTXT"MS=ms82291546"

[J03660INOTXTO"include: spf.google.com ~all"

[J03060INOTXT["google-site-verification=6ZpEU- rBc9LWv1v33sWIN6ABKCLjbLG77C_k8CHOJ0O"
.003660INJTXTO"google-site-verification=kGKOENSB_WR5fKUc0ZcieEV3z6-aAE9KqL1In8ttgIM"

[J03660INJTXT" facebook-domain-verification=1cvo7m401srtsv2txn6081k1951gbe"
[J03000INOTXT("google-site-verification=qUkvIeIwvxhrW6-wfufIq7nAdeVZvw6-k175AA7Jq_8"
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AAAA

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 34403
;3 flags: gr rd ra; QUERY: 1, ANSWER: O, AUTHORITY: 1, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 AUTHORITY SECTION:

tonton.com.my.[J08970IN[SOA[ns-cloud-al.googledomains.com. awsdns-hostmaster.amazon.com. 1 7200 900 1209600 86400

RRSIG

ns-cloud-al.googledomains.com. awsdns-hostmaster.amazon.com. 1 7200 900 1209600 86400

DNSKEY

;3 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 47127
;3 flags: gqr rd ra; QUERY: 1, ANSWER: O, AUTHORITY: 1, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 AUTHORITY SECTION:

tonton.com.my.[J08970IN[SOA[ns-cloud-al.googledomains.com. awsdns-hostmaster.amazon.com. 1 7200 900 1209600 86400

DNSSEC_VALIDATION

; unsigned answer

tonton.com.my.[J08970INJSOA[Jns-cloud-al.googledomains.com. awsdns-hostmaster.amazon.com. 1 7200 900 1209600 86400
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TLS Handshake Evidence

IPV4 Connection
IP Used 35.241.14.17

IP Version 4

depth=2 C = US, 0 = Google Trust Services LLC, CN = GTS Root R1

verify return:1

depth=1 C = US, 0 = Google Trust Services, CN = WR3

verify return:1

depth=0 CN = xtra.com.my

verify return:1

CONNECTED (00000010)

Certificate chain

0 s:CN = xtra.com.my

i:C = US, 0 = Google Trust Services, CN = WR3
a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
v:NotBefore: Jul 28 09:40:00 2026 GMT; NotAfter: Oct 26 10:33

MIIFCTCCA/GQAWIBAgIQWWT1fXPgI+0Qm5swU8QdcjANBgkqhkiGIwOBAQsFADA7
MQswCQYDVQQGEwJIVUzEeMBWGALUEChMVR29vZ2x1IFRYdXNOIFNlcnZpY2VzMQww
CgYDVQQDEWNXUjMwHhcNMj YwNzI4MDkOMDAWWhCNM] YXMDI2MTAZzMzUyWj AWMRQw
EQYDVQQDEwt4dHIhLmNvbS5teTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoC
9gEBAOAeUSrcCF24/dMs0YoQitYX3SXEGLjaaXobfbwULFcalA6zxbNCkZ4EJEmk
jVSpj9dmh6QPey7+N/9E00irkXVbgluqgjDROoLLFROKPaVeQeC4wBwSh5zepRpXA
A7mgYGAZ3Ki///pdH10ysoKOsN2pbds3cdaGL6xdx72nAAuByRqgEhbRvq/BY9rc
6VXS9PQzIelZZfgClYP8G/zjSbgX42w9qW1356R81/ j SRpenN2cpCKKhKRMNeQEY
ubQbIT9ATsQB802wM/aYXBnJ3+38jj1jVmIMTr3spQiXNzftEolE/apjVwmp7j0a
3QWj+75SdiAaBn6rQOwrQCN5DTFUCAWEAAaOCAiwwggIoMA4GA1UdDWEB/WQEAWIF
oDATBgNVHSUEDDAKBgg rBgEFBQcDATAMBgNVHRMBAf8EAjAAMBOGA1UdDgQWBBS
aCP6hoh/ rkf+C3Ub5TG814umy TAFBgNVHSMEGDAWGBTHG X973 0 ZADXNY6IQMSSg
z1P+IzA1BggrBgEFBQcBAQQpMCcwIQYIKwYBBQUHMAKGGWhOdHA6LY9pLNBraSsn
b29nL3dyMy5j cnQwJQYDVRORBB4WHIILeHRyYS5jb20ubXmCDXRvbnRvbi5jb20u
bXkwEwYDVROgBAwwC jAIBgZngQwBAgEWNgYDVROfBC8WLTAroCmgJ4YlaHROcDov
L2MucGtpLmdvb2cvd3IzLOtKUk1pekdXQnQOLmNybDCCAQYGCisGAQQB1nkCBAIE
gfcEgfQA8gB3ANgIVTuUUT3r/yBYZb5RPhauw+Pxeh1UmDxXRLNK7RUSUAAABNGhP
W9AAAAQDAEgWRgIhAPOpdk04F1RkaQUohVfkms8hL/E/sGIj7CqIIRjT7 fUUALEA
XxKSjPONUXVqQ3LkdFWQEF90J3arpk4biBptUgAR/ rt8AdwDIo8R/x70tuTVrAT9q
ehJt4zp0Q6XGRvVMXrT11mR3PmgAAAZ+0T1upAAAEAWBIMEYCIQCpBcikh9xjtPnb
YXjx4tRSVWKZtkB2100wdUR+7hOPbgIhALYdvKtui7DigMtob6md rBIJFaGRox0Vc
ogmd 1DWMF10tMAOGCSqGSIb3DQEBCWUAA4IBAQBQLS5dgEZMYD1ZHNPOEMhIZ82ZP/
gOP1h88FjSE1IPss8j3JYNAtpgmICYVS79SIvyWNi5mrSkoll8grieyNNwzOAWCB
e09aqf5xwnFCki6vpnTTMQL1gxgT8VOCMRIX/CIWY6csmrK120tu7d7b0DI6WOSwW
CcAGOyv8fQHgZ40Y1t247R8cFt5iGRcdgHgycitCH6T2bwBeKO/KPiPgJtmXJhGLZ
£1QY0q2m7PkPHgZi3/WjDLLn2sV/PJIpZrmP4J6YQmau+WTceaSiir7k47xeWS1ID
YtphWcLTxnTI9HHhhzwjxI2Th8EyKKrOIhUShKOGN6Zo5nb8fhdiQoqs1Zz3

1 s:C =US, 0 = Google Trust Services, CN = WR3
i:C = US, 0 = Google Trust Services LLC, CN = GTS Root R1
a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
v:NotBefore: Dec 13 09:00:00 2023 GMT; NotAfter: Feb 20 14:00

MIIFCzCCAVOgAWIBAGIQf/AFqRV01jq8IoYWhKpLWjANBgkghkiGOwOBAQsFADBH
MQswCQYDVQQGEwJVUzEiMCAGALUEChMZR29vZ2x1IFRYdXNOIFNlcnZpY2VZzIEXM
QzEUMBIGA1UEAXMLRIRTIFJvb3QqUjEwHhcNMjMxMjEzMDkwMDAWWhCNM] kwMj Iw
MTQWMDAWWj A7MQswCQYDVQQGEwJIVUzEeMBWGATUEChMVR29vZ2x TIFRYdXNOIFNT
cnZpY2VzMQwwCgYDVQQDEWNXUjMwggEiMAOGCSqGSIb3DQEBAQUAA4IBDWAWGQEK
AoIBAQCPNHWHr4RyFIOHEJFVA6zx1Ag1mhnymxiINGyYj3rU3eoF6N4bfIXUErp5
ivsYDQ18nP0900SoXsYzyPalbOag6TdjjdzM1ZdOMq17HSMFufV7SUOYOLXXx1N4
GLHtpl1SyfIa+8FRFvIe6mVkd9LjbAPuBTOYrY16x0qUqFyOsor7FjuVe/XEefasSeo
I30EUrI00t+ZrIfGTF1f+0ZPjnWSwrIwRpLQtg3H5I1n/z9UlCdl4wHISiyEL2V T
zalc/aatQVvcTD8X1pF9qdg8UyocO0bUd+ZDSsK3+EiizaljtSVrinIdgUVvhmnE
50Z4TDHmoX+nAXMKh++HiXLMOBWNAgMBAAGj g f4wg f swDgYDVROPAQH/BAQDAQGG
MBOGA1UdJQQWMBQGCCsGAQUFBwWMBBggrBgEFBQcDAjASBgNVHRMBAf8ECDAGAQH/
AgEAMBOGA1UdDgQWBBTHgX9j 0j ZADXNY6IQMSSgziP+IzAfBgNVHSMEGDAWGBTK
rysmcRorSCeFL1ImLO/wiRNxPjA0BggrBgEFBQcBAQQOMCYwIAYIKwYBBQUHMAKG
GGhOdHAGLY9pLnBras5nb29nL3IxLmNydDArBgNVHR8EIDAIMCCgHgAchhpodHRw
0i8vYy5wa2kuz29vZy9yL3IxLmNybDATBgNVHSAEDDAKMAGGBmeBDAECATANBgkq
hkiG9wOBAQsFAAOCAGEANI1D1JQzSKcWbyXXrJSsgKMo6KG74TMghsuTg67a0FXe0
2752+e1Jb5Ys0Jc8DVOHalwpOvbuPd15BUAEgIK4Va719j3J9M1/EjeWjGTM3Ros
zmBJGu820z6EWi5q75xeF+onImh2Hm98a/yJAI/mODXq5LofYCcQIATfKPOZMZu+Y
wW+/qHqyX2JhaOntv17i8S+11Y8CcKEqQMINFK4s4EBYPRFj ZDawOHX7 fSchbSMVP
n5Nu@41ru6xufuZqRosEQw200UAYzDoyA52NXzITWr1G2FVg/0A9hdrQ/6fe9G31
67zKxNgXErs6MpHt tEouGbpm2ftzrmcvruYxTfxc4G2GwBi3LFLozNpy042gDfXB
zDynlstaWsy7+QnzMLR59Fz6jBOk5R4LT+ma0+KjnfRhMh5T2ucm69HkvNQtDZ1V
altLUlzs0zLEdQSehTCjZ6SYsGt2bMVK6dvtxzcyCPOQDUFNNXCwgwl2+mGSkAuj
40R1i8kMRpnL8UEj kNbdwIKL1eYbEC3DOGPue2Yk2AGhxkmcdm1BoOpO5kYw/Nngg
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h7QV8DKyBTUHbjHOpX1Li0sS0Y+CLh1eTM+Do6rSjqGnDQeUXy1ZmPCmuveaw381
VnBaabEiz6pngZ1lu60e0/1UzfhmyTmOn0G+93Z3KS2Mq08isNgXHLnh1HJaphpE=

2 s:C = US, 0 = Google Trust Services LLC, CN = GTS Root R1
i:C = BE, 0 = GlobalSign nv-sa, OU = Root CA, CN = GlobalSign
a:PKEY: rsaEncryption, 4096 (bit); sigalg: RSA-SHA256
v:NotBefore: Jun 19 00:00:42 2020 GMT; NotAfter: Jan 28 00:00

MIIFYjCCBEqgAWIBAGIQd70NbNs2+RrqIQ/E8Fj TDTANBgkqhkiGOwOBAQSFADBX
MQswCQYDVQQGEwICRTEZMBcGALUEChMQR2xvYmFsU21nbiBudilzYTEQMA4GALUE
CxMHUmM9vdCBDQTEbMBKGALUEAXMSR2xvYmFsU21nbiBSh290IENBMBAXDTIWMDY X
0TAWMDAOMLoXDTI4MDEYyODAWMDAOM1owRzELMAKGA1UEBhMCVVMXIjAgBgNVBAOT
GUdvb2dsZSBUcnVzdCBTZXJ2aWN1cyBMTEMxFDASBgNVBAMTCOdUUYBSh290IFIxX
MIICIjANBgkqhkiGIwOBAQEFAAOCAGBAMIICCGKCAGEALhECix7]j0Xeb09y/1D63
ladAPKHI9gv19MgaCcfb2jH/76Nu8ai6X160MS/kr9rH5zoQds fnF197vufKj6bwS
1V6nqlKr+CMny6SxnGPb151+8Ape62im9MZaRwlNEDPj TrETo8gYbEvs/AmQ351k
KSUjB6G00jOuYODPOgMHU81I8E3CwnqIiru6z1kZ1g+PsAewnjHxgsHA3y6mbWwZ
DrXyfiYaRQM9sHmk1CitD38m5agI/pboPGilU+6D00grFZYIsuB6jC511pzrplZk
j5ZPaK4918KE j 8C8QMALXL32h7M1bKwYUH+E4EzNktMg6TO8UpmvMrUpsyUqtEj5
cuHKZPfmghCN6J3Cio]j60GaK/GP5Af14/Xtcd/p2h/ rs37E0eZVXtLOM79YBOesW
Cru0C7XFxYpVq90s6pFLKcwZpDI1TirxZUTQAs6qzkm06p98g7BAe+dDq6dso499
1YH6TKX/1Y7DzkvgtdizjkXPdsDtQCv9Uw+wp9U7DbGKogPeMa3Md+pvez7W35EL
Eua++tgy/BBjFFFy313WFp09KWgz7zpm7AeKIt8T11dleCfeXkkUAKIAf5qoIbap
sZwWwpbkNFhHax2xIPEDgfglazVY80ZcFuctL7TlLnMQ/01UTbiSwlnH69MG6Zz00b
9f6BQdgAmDO6YK56mDcYBZUCAWEAAaOCATgwggEOMA4GA1UdDWEB/WQEAWIBhjAP
BgNVHRMBAf8EBTADAQH/MBOGA1UdDgQWBBTkrysmcRorSCeFL1ImLO/wiRNxPjAf
BgNVHSMEGDAWgBRge2YaRQ2XyolQL30EzTS0//z95zBgBgg rBgEFBQCBAQRUMFIw
JQYIKwYBBQUHMAGGGWhOdHAGLY9VY3NwLNnBrasS5nb29nL2dzcjEwKQYIKwYBBQUH

IPV6 Connection

Root CA

142 2028 GMT

IP Used 2606:4700::6812:14e9

IP Version 6

depth=2 C = US, 0 = Google Trust Services LLC, CN = GTS Root R4

verify return:1

depth=1 C = US, 0 = Google Trust Services, CN = WE1l

verify return:1

depth=0 CN = tonton.com.my

verify return:1

CONNECTED (00000010)

Certificate chain

0 s:CN = tonton.com.my

i:C = US, 0 = Google Trust Services, CN = WEL
a:PKEY: id-ecPublicKey, 256 (bit); sigalg: ecdsa-with-SHA256
v:NotBefore: Aug 4 05:34:45 2026 GMT; NotAfter: Nov 2 06:34

MIIDgzCCAymgAwIBAgIRANK7t7]jkTDH7DgJG2uRzgFEWCgYIK0oZIzjOEAWIWOZEL
MAKGA1UEBhMCVVMxHjAcBgNVBAoTFUdvb2dsZSBUcnVzdCBTZXJ2aWN1czEMMAOG
A1UEAXMDVOUXMB4XDTI2MDgwNDAIMzQONVoXDTI2MTEWMjA2MzQOM1owGDEWMBQG
ALUEAXMNdG9udG9uLmNvbS5teTBZMBMGBY qGSM49AgEGCCqGSM49AWEHAOIABD /7
TZAWlMIn4VdDjmH4YMRQEE1iD94tVOmgmTbODIpRFsCnWatzbTHFa6VidpdBEWC4A
KJIX5QBpvTyilojLEV30jggIvMIICKzAOBgNVHQ8BAT8EBAMCB4AWEWYDVROTBAWW
CgYIKwYBBQUHAWEWDAYDVROTAQH/BAIWADAdBGNVHQ4EFgQUI1Tozs6eaNbZTC1f
YOn+GKePdSswHwYDVROj BBgwFoAUkHeSNWTE/6jMqeZ72YB5e8yT+TgwNQYIKwYB
BQUHAQEEKTANMCUGCCsGAQUFBzAChhlodHRwOi8vaS5wa2kuzZ29vZy93ZTEuUY310
MCkGA1UdEQQiMCCCDXRvbnRvbi5jb20ubXmCDyoudGOudGOuLmNvbS5teTATBgNV
HSAEDDAKMAgGBmeBDAECATA2BgNVHR8EL zAtMCugKaAnhiVodHRwO1i8vYy5wa2ku
Z29vZy93ZTEvcGwOWGLUaINEU2suY3IsMIIBBQYKKwYBBAHWeQIEAgSBIgSB8wDX
AHYA2A1VO5RPev/IFhlv1E+Fq7D4/F6HVSYPFAEucrtFSxQAAAGTY3tZdgAABAMA
RzBFAiATuUMINpFLbjqs95YZXELQ7PuMS5ym5nTwIb7v2kRBgQIhAPXtRLIom5V1
BFmP rwMAPfHDvCs6RkUrm+97aiDUBoQYAHCAyzj3FY18hKFEX1vB3fvIbvKaWc1H
CmkFhbDLFMMUWOCAAAGfy3tZVgAABAMASDBGALIEASK/AwdtgE271k+fNq/Q5YL3q
j0ojx/ZxxciVIXsWTFLkCIQD8X1SfRiXd+YMwAsFZcPXmh+XcKSmOvhY5+z5LnYeD
mTAKBggqhkjOPQQDAgNIADBFAiB/ 1 TmpETPoCA8vDiBxZBEbI58Xxawfe5/Vmhrq
ZLIaQwIhALNRuz+UGvt8w91jhPpXQv215m+HLMSth2ugxwpzK03n

1 s:C =US, 0 = Google Trust Services, CN = WE1
i:C = US, 0 = Google Trust Services LLC, CN = GTS Root R4
a:PKEY: id-ecPublicKey, 256 (bit); sigalg: ecdsa-with-SHA384
v:NotBefore: Dec 13 09:00:00 2023 GMT; NotAfter: Feb 20 14:00

MIICnzCCAiWgAWIBAGIQf/MZd5csIkp2FVOTttaF4zAKBggqhkjOPQQDAZBHMQswW
CQYDVQQGEWJIVUzEiMCAGALUEChMZR29vZ2Xx1IFRYdXNOIFNlcnZpY2VzIEXMQzEU
MBIGA1UEAXMLRIRTIFJvb3QgUjQwHhcNMjMxMjEzMDkwMDAwWhCNM] kwMj IwMTQw
MDAwWWjA7MQswCQYDVQQGEwIVUzEeMBwGA1UEChMVR29vZ2x 1IFRydXNOIFNlcnZp
Y2VzMQwwCgYDVQQDEWNXRTEWWTATBgcqhkjOPQIBBggqhkjOPQMBBWNCAARVZTr+
Z1dHTCEDhUDCR127WECPQMFcF4XGGTfn1XzthkubgdnXGhO1CgP4mMTG6J7/EFmP
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LCaY9eYmJIbsPAvpWo4H+MIH7MA4GA1UdDWEB/wQEAWIBh j AdBgNVHSUEF jAUBggr
BgEFBQCcDAQYIKwYBBQUHAWIWEQYDVROTAQH/BAgwBgEB/WwIBADAdBgNVHQ4EFgQU
kHeSNWfE/6jMqeZ72YB5e8yT+TgwHwYDVROjBBgwFoAUQEZW63T/STajldj8tT7F
avCUHYwwNAY IKwYBBQUHAQEEKDAMMCQGCCsGAQUFBzAChhhodHRwOi8vaS5wa2ku
Z29vZy9yNC53j cnQwKwYDVROTBCQwIjAgoB6gHIYaaHROcDovL2MucGtpLmdvb2cv
Ci9yNC5j cmwwEwYDVROgBAWWC jAIBgZngQwBAgEWCGYIK0ZIzZj OEAWMDaAAWZQIX
A0cCqlHW900VZznX+ORGULcxAQXomvtgM8zItPZCuFQ8jSBIS]jz5keR0OvIaYsAm5Y
sQIwJonMaAFi54mrfhfoFNZEfuNMSQ6/bIBiNLiyoX46FohQvKeIoJ99cx7sUkFN
TuIw

2 s:C = US, 0 = Google Trust Services LLC, CN = GTS Root R4
i:C = BE, 0 = GlobalSign nv-sa, OU = Root CA, CN = GlobalSign Root CA
a:PKEY: id-ecPublicKey, 384 (bit); sigalg: RSA-SHA256
v:NotBefore: Nov 15 03:43:21 2023 GMT; NotAfter: Jan 28 00:00:42 2028 GMT

MIIDejCCAMKgAWIBAGIQf+UwvzMTQ77dghYQST2KGZANBgkghkiGOwOBAQS FADBX
MQswCQYDVQQGEwICRTEZMBCGALUEChMQR2xvYmFsU21nbiBudilzYTEQMA4GALUE
CxMHUmM9vdCBDQTEbMBKGA1UEAXMSR2xvYmFsU21nbiBShb290IENBMBAXDTIzMTEX
NTAzNDMyMVoXDTI4MDEyODAwWMDAOMLowRzELMAKGATUEBhMCVVMXI jAgBgNVBAOT
GUdvb2dsZSBUcnVzdCBTZXJ2aWN1cyBMTEMxFDASBgNVBAMTCOdUUYBSb290IFIO
MHYWEAYHK0ZIZzjOCAQYFK4EEACIDYQAE83Rzp2ilYK5DUDXFgTB7S0md+8Fhzube
Rr1rlWEYNa5A3XP3iZEwWus870V80kB206nGUEfYKueSkWpz6bFy0Z8pn6KY019e
WIZ1D6GEZQbR3IvIX3PIjGov5cSroR2Ko4H/MIH8MA4GALUdDWEB/WQEAWIBh]jAd
BgNVHSUEF j AUBgg rBgEFBQcDAQYIKwYBBQUHAWIWDWYDVROTAQH/BAUWAWEB/ zAd
BgNVHQ4EFgQUQEZW63T/STaj1dj8tT7FavCUHYwwHwYDVROjBBgwFoAUYHtmGKUN
189JUC99BMOOqP/8/UswNgYIKwYBBQUHAQEEK]AoMCYGCCsGAQUFBzAChhpodHRw
0i8vaS5wa2kuzZ29vZy9nc3IxLmNydDAtBgNVHRBE] jAkMCKgIKAehhxodHRwOi8v
Yy5wa2kuZ29vZy9yL2dzcjEuY3JsMBMGA1UdIAQMMAOWCAYGZ4EMAQIBMAOGCSAG
SIb3DQEBCWUAA4IBAQAYQrsPBtYDh5bjP20BDwmkoWhIDDkic574y04tfzHpn+c]
0dI2D4SseesQ6bDrarz7C30ddLibZatoKiws3ULIXnELz4ct92vID24FfVbiIlhY
+SW6FoVHKNeWIPOGChaM4C6uVdF5dTUsMVs/ZbzNnIdCp5Gxmx5ejvEau8otR/Cs
kGN+hr/W5GvT1tMBjgWKZ1i4//emhA1JG1BbPzoLJQvyEotc®31XjTaCzv8mEbep
8RqZ7a2CPsgRbuvTPBwcOMBBmuFeU88+FSBX6+71P0i18b4Z0QFqIwwMHfs/L6K1
vepuoxtGzi4CzZ68zIpiqlUvSqTbFJjtbD4seiMH1

Server certificate

subject=CN = tonton.com.my

issuer=C = US, 0 = Google Trust Services, CN = WE1l
No client certificate CA names sent

Peer signing digest: SHA256

Peer signature type: ECDSA

Server Temp Key: X25519, 253 bits

SSL handshake has read 2791 bytes and written 395 bytes
Verification: 0K

New, TLSv1.3, Cipher is TLS AES 256 GCM SHA384

Server public key is 256 bit

Secure Renegotiation IS NOT supported

Compression: NONE

Expansion: NONE

No ALPN negotiated

Early data was not sent
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HTTP Response Evidence

IPv4 HTTP (port 80)

HTTP Status 200
Connected IP 65.8.76.56
Connect Time 30.77 ms
TTFB 97.27 ms
Total Time 97.45 ms

Response Headers:

"HTTP/1.1 301 Moved Permanently",
"Server: nginx/1.10.3 (Ubuntu)",
"Date: Sat, 08 Aug 2026 10:28:01 GMT",
"Content-Type: text/html",
"Content-Length: 194",
"Location: https://tonton.com.my/",
: 1.1 google",
"HTTP/2 301",
"server: nginx/1.20.1",
"date: Sat, 08 Aug 2026 10:28:01 GMT",
"content-type: text/html",
"content-length: 169",
"location: https://www.tonton.com.my/",
"via: 1.1 google",
"alt-svc: h3=\":443\"; ma=2592000",
HTTP/2 302",
"date: Sat, 08 Aug 2026 10:28:01 GMT",
"content-type: text/html; charset=UTF-8",
"location: https://watch.tonton.com.my/#/?deferLogin=1",
"strict-transport-security: max-age=2592000; includeSubDomains; preload",
"x-content-type-options: nosniff",
"referrer-policy: strict-origin-when-cross-origin",
"x-frame-options: SAMEORIGIN",
"server: cloudflare",
"cf-ray: a27dd4f87bf8e454-KUL",
"alt-svc: h3=\":443\"; ma=86400",
"HTTP/2 200",
"content-type: text/html",
"content-length: 6546",
"strict-transport-security: max-age=31536000; includeSubDomains",
last-modified: Wed, 15 Jul 2026 00:30:39 GMT",
"date: Sat, 08 Aug 2026 10:27:57 GMT",
"cache-control: public, max-age=300",
"etag: \"6a56d4af-1992\"",
"x-cache: Hit from cloudfront",
"via: 1.1 e6b3ae038339bbdd6879f2bf72152596.cloudfront.net (CloudFront)",
"x-amz-cf-pop: SIN3-P1",
"x-amz-cf-id: hS4D1_mT7c72LwulOazqlLgtDMSrOw3HtS0jB2BoDGjKAviYZgw-UCA==",
"age: 5",
"vary: Origin"

IPv6 HTTP (port 80)

HTTP Status 301

Connected IP 2606:4700::6812:14e9

Connect Time 1.03 ms

TTFB 26.85 ms

Total Time 28.13 ms

Error Could not resolve host: tonton.com.my

Response Headers:

"HTTP/1.1 301 Moved Permanently",
"Date: Sat, 08 Aug 2026 10:28:01 GMT",
"Content-Type: text/html",
"Connection: keep-alive",

"Server: cloudflare",
"X-Frame-Options: SAMEORIGIN",
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"Location: https://tonton.com.my/",

"Via: 1.1 google",

"cf-cache-status: DYNAMIC",
"X-Content-Type-Options: nosniff",
"Referrer-Policy: strict-origin-when-cross-origin",
"CF-RAY: a27dd4f7ae88d964-KUL"

"alt-svc: h3=\":443\"; ma=86400"

IPv4 HTTPS (port 443)

HTTP Status 200
Connected IP 65.8.76.9
Connect Time 21.47 ms
TTFB 81.17 ms
Total Time 81.29 ms

Response Headers:

{
"HTTP/2 301",
"server: nginx/1.20.1",
"date: Sat, 08 Aug 2026 10:28:02 GMT",
"content-type: text/html",
"content-length: 169",
"location: https://www.tonton.com.my/",
"via: 1.1 google",
"alt-svc: h3=\":443\"; ma=2592000,h3-29=\":443\"; ma=2592000",
"HTTP/2 302",
"date: Sat, 08 Aug 2026 10:28:02 GMT",
content-type: text/html; charset=UTF-8",
"12": "location: https://watch.tonton.com.my/#/?deferLogin=1"
"13": "strict-transport-security: max-age=2592000; includeSubDomains; preload",
"14": "x-content-type-options: nosniff",
"15": "referrer-policy: strict-origin-when-cross-origin"
"16": "x-frame-options: SAMEORIGIN",
"17": "server: cloudflare"
"18": "cf-ray: a27dd4f90flaa319-KUL"
"19": "alt-svc: h3=\":443\"; ma=86400"
"21": "HTTP/2 200",
"22": "content-type: text/html",
"23": "content-length: 6546",
"24": "strict-transport-security: max-age=31536000; includeSubDomains"
"25": "last-modified: Wed, 15 Jul 2026 00:30:39 GMT"
"26": "date: Sat, 08 Aug 2026 10:27:57 GMT"
"27" cache-control: public, max-age=300",
"28": "etag: \"6a56d4af-1992\"",
"29": "x-cache: Hit from cloudfront",
"via: 1.1 29d93033026eblcal0@d105c8b8c716da.cloudfront.net (CloudFront)",
"31": "x-amz-cf-pop: SIN3-P1"
"32": "x-amz-cf-id: rCT3tb7DICZetRzcrGo8CK4K90Bi2dDw938uI_rP-HAbhFbDGOHfEg=="
"33": "age: 5",
"34": "vary: Origin"
}

IPv6 HTTPS (port 443)

HTTP Status 302

Connected IP 2606:4700::6812:14e9

Connect Time 3.94 ms

TTFB 37.15ms

Total Time 38.35 ms

Error Could not resolve host: watch.tonton.com.my

Response Headers:

"HTTP/2 301",

"date: Sat, 08 Aug 2026 10:28:01 GMT",
"content-type: text/html",

"location: https://www.tonton.com.my/",
"server: cloudflare",

via: 1.1 google",
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"alt-svc: h3=\":443\"; ma=86400",

"cf-cache-status: DYNAMIC",

"strict-transport-security: max-age=2592000; includeSubDomains; preload",
"9 "x-content-type-options: nosniff"

"10": "referrer-policy: strict-origin-when-cross-origin"

"11": "x-frame-options: SAMEORIGIN",

"12": "cf-ray: a27dd4f7e9b3cOc2-KUL",

"14": "HTTP/2 302",

"15": "date: Sat, 08 Aug 2026 10:28:01 GMT",

"16": "content-type: text/html; charset=UTF-8"

"17": "location: https://watch.tonton.com.my/#/?deferLogin=1"

"18": "strict-transport-security: max-age=2592000; includeSubDomains; preload",
nygn
"20": "referrer-policy: strict-origin-when-cross-origin"
"21": "x-frame-options: SAMEORIGIN",

"22": "server: cloudflare"

"23" cf-ray: a27dd4f80d25cc5f-KuL",

"24": "alt-svc: h3=\":443\"; ma=86400"

x-content-type-options: nosniff",

Connectivity Test Evidence

Test Result
TCP Connect IPv4 - port 80 301 0.009401 0.024085
TCP Connect IPv6 - port 80 301 0.000903 0.020861
TCP Connect IPv4 - port 443 301 0.009784 0.050216
TCP Connect IPv6 - port 443 301 0.000911 0.041502

Test Node Network Evidence

Node Profile dual stack

Egress Connectivity
IPv4 Egress 76.13.221.142

IPv6 Egress 2a02:4780:5e:2789::1

Sysctl IPv6 Flags

net.ipv6.conf.all.disable_ipvé 0

IPv6 Routes

2a02:4780:5e::/48 dev eth0® proto kernel metric 256 pref medium
fd7a:115c:ale0::1136:5807 dev tailscale® proto kernel metric 256 pref medium
feB80::/64 dev eth® proto kernel metric 256 pref medium

fe80::/64 dev tailscale® proto kernel metric 256 pref medium

default via 2a02:4780:5e::1 dev ethO® proto static metric 1024 pref medium

IPv4 Routes

default via 76.13.221.254 dev eth® proto static

10.6.101.0/24 dev wg0 scope link

10.6.102.0/24 dev wgd scope link

76.13.221.0/24 dev eth® proto kernel scope link src 76.13.221.142
172.29.0.0/24 dev wgd scope link
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