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IPv6 Readiness Report

dosm.gov.my — dosm.gov.my

Scan to verify

Category: Government ¢ Generated: 04 Jul 2026, 22:33 MYT < Last Checked: 04 Jul 2026, 03:33 MYT « Verification ID: 9fda707d-ad13-4fb5-b360-816cd2b8dadl
Report generated from National IPv6 Readiness Monitor — https://ipv6.my6.my
Audit trail: https://ipv6.my6.my/audit/9fda707d-ad13-4fb5-b360-816cd2b8da9l

X IPV6-ONLY READINESS

4 3 % Website: X Not Ready

No IPv6 Support DNS: v Ready
Email: X Not Ready

Non-Compliant
MGV6C-1.0

IPV4 ADDRESSES
202.75.7.189

Network Information (WHOIS / RDAP)

IPv4 Network

Organization GITN Sdn. Bhd.

Country MY

ASN AS17564

ASN Name GITN-PCN-AS-AP - GITN (M) Sdn. Bhd., MY

Network (CIDR) 202.75.4.0/22

Web Services (35%) 0/8
# CHECK RESULT DETAIL

1 AAAA Record FAIL No AAAA record found in DNS.

2 Globally Routable IPv6 FAIL IPv6 address is not globally routable.

3 HTTP over IPv6 FAIL HTTP is not accessible over IPv6.

4 HTTPS over IPv6 FAIL HTTPS is not accessible over IPv6.

5 IPv6-Only Reachability FAIL Site is not reachable when limited to IPv6-only.

6 TLS Certificate Valid (IPv6) FAIL TLS certificate is invalid, expired, or hostname mismatch over IPv6.
7 Dual-Stack (IPv4 + IPv6) FAIL Domain is IPv6-only or IPv4-only.

8 HTTP/3 (QUIC) FAIL No HTTP/3 support detected.

DNS & DNSSEC (25%) 4/5
# CHECK RESULT DETAIL

1 NS Has AAAA Record PASS Nameserver has IPv6 address.

2 NS Reachable via IPv6 PASS Nameserver is reachable via IPv6 on port 53.

3 NS Answers Queries via IPv6 PASS DNS queries answered over IPv6.

4 DNSSEC Validated PASS DNSSEC fully validated.

5 Reverse DNS (PTR) FAIL No PTR record found.

6 DS Record at Parent PASS DS record found at parent zone.

7 RRSIG Valid PASS RRSIG signatures are current and valid.
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# CHECK RESULT DETAIL
8 Signing Algorithm INFO RSASHA256
Email Services (25%) 3/6
# CHECK RESULT DETAIL
1 MX Record Exists PASS MX record found.
2 MX Server Has IPv6 FAIL MX server has no IPv6 address.
3 SMTP Reachable via IPv6 FAIL SMTP is not reachable over IPv6.
4 STARTTLS over IPv6 FAIL STARTTLS not available over IPv6.
5 SPF Record PASS SPF record found.
6 DKIM Selector INFO DKIM selector found: default._domainkey
7 DMARC Record PASS DMARC record found.
IPv4 Baseline (15%) 2/3
# CHECK RESULT DETAIL
1 A Record PASS 202.75.7.189
2 HTTP over IPv4 FAIL HTTP is not accessible over IPv4.
3 HTTPS over IPv4 PASS HTTPS (port 443) responds over IPv4 — 110ms TTFB.
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Audit Trail & Evidence Record

Verification ID 9fda707d-ad13-4fb5-b360-816cd2b8dadl

Domain dosm.gov.my

Check Mode Manual

Status Completed

Started 04 Jul 2026, 03:33:31 MYT

Finished 04 Jul 2026, 03:33:58 MYT

Test Node Profile dual stack

Engine Version 2.0.0

MGv6C Version 1.0.0

Audit URL https://ipv6.my6.my/audit/9fda707d-ad13-4fb5-b360-816cd2b8dagl

Integrity Verification

v INTEGRITY VERIFIED

Algorithm hmac-sha256-v1

Root Hash 7323f4362d3dfefclec75f6c5236b5b15bb1d29e439057efd8a2127d0d7ef51c
http_headers 6465953749e23ac9b0850d3c4c208be206T997fbcel8c7aalbclOeeebcfbadfo
dns_responses 8ccald7e47beOb7bc9c3eadbafl187c544ad69c4chb4a852ca7a8796b163db019
tls_handshake a5d4c934c2f8645b9b7e3aaeba7285d337d73cf3513f4460d9137d13fe07098f
connectivity_log 4e6f12525907b55d3671420c38b8ee8dcd5b8aa25e504e9f44110d9ca52b9bbc
dns_resolution_times a51102ac7d69298e83b11bel181107c84836cf8e25f61735e7418ffc4ad46865

Test Node Identity

Os Linux srv1440888 6.8.0-124-generic #124-Ubuntu SMP PREEMPT DYNAMIC Tue May 26 13:00:45 UTC 2026 x86 64
Hostname srv1440888

Php Version 8.3.32

Server lpv4 76.13.221.142

Server Ipv6 2202:4780:5e:2789::1

DNS Resolution Performance

Comparison of A (IPv4) vs AAAA (IPv6) query times across resolvers and transports. Shows median (p50) and 95th percentile (p95) of 3 samples per tuple.

Resolver Transport A p50 (ms) A p95 (ms) AAAA p50 (ms) AAAA p95 (ms) Delta (ms)
System Default 10.86 20.87 11.25 21.21 +0.4
Google IPv4 15.11 32.86 43.78 45.29 +28.7
Google IPv6 30.53 45.95 34.78 43.54 +4.3
Cloudflare IPv4 9.67 10.81 13.1 20.91 +3.4
Cloudflare IPv6 22.6 42.19 21.41 48.42 -1.2
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DNS Evidence

A

d

; Got answer:
; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 21896
; flags: qr rd ra ad; QUERY: 1, ANSWER: 1, AUTHORITY: O, ADDITIONAL: 1

; OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

; ANSWER SECTION:
osm.gov.my.[J]3600INJA[J202.75.7.189

DS

dosm.gov.my.[J]86389JIN[JDS[]46300 8 1 710FC1207BB4833A28C19C6D23B227C5991649F1
dosm.gov.my.[J086389JINIDS[]46300 8 2 30008C5FA7BOE4D5F5F4C9F0273B072BA568B17F6167D2B4CCCE3799 D85EE855

;5 Got answer:

->>HEADER<<- opcode: QUERY, status: NOERROR, id: 30329
flags: qr rd ra ad; QUERY: 1, ANSWER: 2, AUTHORITY: @, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232

; ANSWER SECTION:

MX

; Got answer:
; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 44082
; flags: qr rd ra ad; QUERY: 1, ANSWER: 3, AUTHORITY: O, ADDITIONAL: 1

; OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 ANSWER SECTION:

dosm.gov.my.[JJ36000INOMX[5 spass.dosm.gov.my.
dosm.gov.my.[J036000INMX]10 isvwl.dosm.gov.my.
dosm.gov.my.[J]3600[IN[JMX[J20 isvw2.dosm.gov.my.

NS

;3 Got answer:

->>HEADER<<- opcode: QUERY, status: NOERROR, id: 32580
; flags: qr rd ra ad; QUERY: 1, ANSWER: 2, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;3 ANSWER SECTION:

dosm.gov.my.[JJ3600IN[NSdns2.gitn.net.my.
dosm.gov.my.[J36000INNSdnsl.gitn.net.my.

TXT

;5 Got answer:
->>HEADER<<- opcode: QUERY, status: NOERROR, id: 29181

;3 flags: gr rd ra ad; QUERY: 1, ANSWER: 5, AUTHORITY: 6, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232
;3 ANSWER SECTION:

dosm.gov.
dosm.gov.
dosm.gov.
.my.[JO036000INJTXT]"86S-t71-h16"

< < <

dosm. go

dosm.gov.my.[JJ36000INJTXT"globalsign-domain-verification=02t2mJwIwL8GDqIpdbt-KMW_40Im-dOA-ggUw3Dolf"

AAAA

;3 Got answer:
->>HEADER<<- opcode: QUERY, status: NOERROR, id: 35135

;3 OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;3 AUTHORITY SECTION:

dosm.gov.my.[J]36000IN[JSOAJdns1l.gitn.net.my. planning.gitn.com.my. 2026062639 10800 3600 604800 38400

RRSIG

dnsl.gitn.net.my. planning.gitn.com.my. 2026062639 10800 3600 604800 38400

National IPv6 Readiness Monitor — https://ipv6.my6.my

my . [J036000INOTXT["MS=54E2E8B27824DE160D2491EA65D0454CDICC7A27"
my .[J036000INOTXT"v=spfl mx a:mail.dosm.gov.my a:spass.dosm.gov.my a:relay.dosm.gov.my a:mta.sprm.gov.my ip4:150.242.181.69 -all"
my . (J036000INOTXT"globalsign-domain-verification=Q48QXNr3jd_77eY9s1mVLcgbiAe4CQGfnvMILyhRmQ"

; flags: qr rd ra ad; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1
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SOA 8 3 3600 20260802145106 20260703135106 58104 dosm.gov.my. Efj7V6e+GI3C4vMZQIHUWIUaIS6J08xJaAk4su]jYkzWPErc6CInkAnye
VNFSXLhr100DKTYfWKUWFJp191wVeyRkjphQ1pFNk3TjGhMISpABPIRa JvK+fWp/+kZxhPhPCRrh9S1luinGG2FwuGbd/SOpTBib5kE0o7ABvVIcDq C+0=

DNSKEY

Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 52250
;3 flags: qr rd ra ad; QUERY: 1, ANSWER: 2, AUTHORITY: ©, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232

;; ANSWER SECTION:
dosm.gov.my.[35890INIDNSKEY[]256 3 8 AwEAAaYDbkOAQk8BZ/0lNTg6ZvmdwfA4EgrmaPUOX20Kj315p/K/14fR 5hDhrTUBajB+fyPpA4u3L48U69y11TCyBELAB+LQ2z+Jyz1p6ROPRIZ1

3FZ17+10MnAJetYNPK5Msnqo4Zs3/ptsBGDQ529Zb9Rj iXZKGAAPN8rH WLhTfYMR
dosm.gov.my.[JJ3589JIN[IDNSKEY[]257 3 8 AwEAAcsB95cSQLSTYLxNg3idlvjPsXAEApvTyMp8LtSR/Xql20gmw+MG 1XvfTeoo8zg/kbfufRZIeBmr547zH1QBnjvklTLPbvOm3pTCvbZtzIzB

r9ka91k0kLOgDMw8mxXmDiMNj f50yTIxTCednzWIJIMy1Z0sKkqYzyHoo 6CCO/EDqZNkoxdcGIN2vQKruEINnYqZJ2UtnVT+CkdF3G+Gh79F8utCO
j3Y51CzYEJeEoPpkxST3bzS0KkGdTzyBHryK1G/NQItWZcXMnMCrsD6CL gCuBn+HOIXcbrT/0X5Qs1hpoSub954EPPUAjBt3COK03tININABinXN4 aPMGLZKHgAs=

DNSSEC_VALIDATION

; fully validated
dosm.gov.my.[J035890IN[JSOA[Jdns1.gitn.net.my. planning.gitn.com.my. 2026062639 10800 3600 604800 38400
dosm.gov.my.[J035890INJRRSIGJSOA 8 3 3600 20260802145106 20260703135106 58104 dosm.gov.my. Efj7V6e+GI3C4vMZQIHUwIUaIS6]o8xJaAk4sujYkzWPErc6CInkAnye

vNFSXLhr10oDKTYfWKUWFJIp191wVeyRk]jphQ1pFNk3TjGhMISpA8PIRa JvK+fWp/+kZxhPhPCRrh9S1uinGG2FwuGbd/SOpTBib5kEo7ABVVIcDg C+0=
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TLS Handshake Evidence

IPV4 Connection
IP Used 202.75.7.189

IP Version 4

depth=0 C = MY, ST = Putrajaya, L = Putrajaya, 0 = Jabatan Perangkaan Malaysia, CN = *.dosm.gov.my
verify error:num=20:unable to get local issuer certificate
verify return:1
depth=0 C = MY, ST = Putrajaya, L = Putrajaya, 0 = Jabatan Perangkaan Malaysia, CN = *.dosm.gov.my
verify error:num=21:unable to verify the first certificate
verify return:1
depth=0 C = MY, ST = Putrajaya, L = Putrajaya, 0 = Jabatan Perangkaan Malaysia, CN = *.dosm.gov.my
verify return:1
CONNECTED (00000016)
Certificate chain
0 s:C = MY, ST = Putrajaya, L = Putrajaya, 0 = Jabatan Perangkaan Malaysia, CN = *.dosm.gov.my
i:C = BE, 0 = GlobalSign nv-sa, CN = GlobalSign RSA OV SSL CA 2018
a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
v:NotBefore: Jan 12 09:42:04 2026 GMT; NotAfter: Feb 13 09:42:03 2027 GMT

MIIGnjCCBYagAwIBAgIMTP41wllvOBrXFz/gMABGCSqGSIb3DQEBCWUAMFAXCZAJD
BgNVBAYTAkJFMRkwFwYDVQQKEXBHbGI1iYWxTaWduIG52LXNhMSYwJAYDVQQDEX1H
bG9iYWxTaWduIFJTQSBPViBTUOwgQOEgMjAxODAeFwOYNjAXMTIwOTQyMDRaFwOy
NzAyMTMwOTQyMDNaMHMxCzAJBgNVBAYTAk1ZMRIWEAYDVQQIEw1QdXRyYWpheWEx
EjAQBgNVBACTCVB1dHIhamF5YTEKMCIGA1IUEChMbSmFiYXRhbiBQZXJhbmd rYWFu IKwYB
BAGgMgEUMDQwMgY IKwYBBQUHAQEWImhOdHBz0i8vd3d3Lmdsb2JhbHNpZ24uY29t
L3J1cG9zaXRvcnkvMAgGBmeBDAECA jA/BgNVHR8EODA2MDSgMgAwhi50dHRwO1i8v
Y3JsLmdsb2JhbHNpZ24uY29tL2dzcnNhb3Zzc2xj YTIWMTguY3JsMCUGALUAEQQe
MByCDSouZG9zbS5nb3YubXmCC2Rvc20uZ292Lm15MBOGA1UdIQQWMBQGCCSGAQUF
BwMBBgg rBgEFBQCcDAjAfBgNVHSMEGDAWgBT473/yzXhngN5vjySNiPGHAWKz6zAd
BgNVHQ4EFgQUzZy+6hNFOWZjRH4+bRooC1DC8QwwggF9BgorBgEEAdZ5AgQCBIIB
bQSCAWkBZwB3ABY faCzp+vBFaVD4G5akh93bMhDYTObIsuOCUkrEz1mfAAABM7GV
PNKAAAQDAEgWRg IhANs FOUSKGBUQbXHGPpEUKKGnIwPqtKmyUUVAC28uWFNOAIEA
4NtvvsCx7CH/y09JAXRp1CaOKITAGt]/Y/iW87xsxk8AdQBMY9yY5Zwdq4j2Ho09
3g6Pg0SjN3tfm5TD+6Gc/MG+IgAAAZUX1aTKAAAEAWBGMEQCIDKpIKHPZpgKRzGX
ZFF5W7ugXSQeZPuPHaESI+0rwtZuAiAAs fuWpr9gbWkardEuu+5wuBcWM+8UimM3
Yc4rjS1tnwB1AGBMmq96f3dfAdQG/IINyInrCxx9+M1SG/ r6F3c714vIAAABM7GY
pTgAAAQDAEYWRAIQBYNA3N5/j9EZ7TnNgfa0E941fbDoY fcwVKOYmkx4BMICIGNY
YilZOuuWlDVtJQgtdrjNYnc9T4/oLeWC2x05YNtsMAOGCSqGSIb3DQEBCWUAA4IB
AQBA5TcSiKwx1SncYfm5h0x93AUBQk1jus5+VI9nIV5XVD88I/HVhCn7jL89+NNh
+M2boizbL4pszIrpIjBbj7jl/1YZCP4pBEVA681ZWUX3EUanVWuXJ3tObLXE7eg5
ih1fh45r/P/amzQipXbyhSovxEqgKd1iJQatwz 1COFWDVXZQS6MXxL2nILb/ THRH5
bKseZKh/0cwDE2F7YkrSTXwtyBcVeqN801n7dnoGrYs9UQoF/9WB8KvbAZLGsn85
YjBaCM2ImnJFLsXMimw]SaBfQbDPVdJzlwFCn3j6uAysXh6RIznlbtee3bbAYd4G
9gwcR7GyUeEweWwbhLYEw3J0

1 s:C =US, 0="Entrust, Inc.", OU = See www.entrust.net/legal-terms, OU = "(c) 2012 Entrust, Inc.
- L1K
i:C = US, 0 = "Entrust, Inc.", OU = See www.entrust.net/legal-terms, OU = "(c) 2009 Entrust, Inc.
Authority - G2
a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
v:NotBefore: Oct 5 19:13:56 2015 GMT; NotAfter: Dec 5 19:43:56 2030 GMT
 YXRpb24gQXV0aG9IyaXR5ICOGTDFLMIIBI j ANBgkqhkiGOwOBAQEFAAOCAQSA
MIIBCgKCAQEA2j+WOE25L0Tn2z1em1DuXKVh2kFnUwmgAJqOV38pa9vH4SEkqjrQ
jUcjOulyFvCRIdIdt7hLqIOPt5EyaM/0JZMssn2XyP7BtBe6CZ4DkIN7 fFEMDImiK
m95HwzGYei59QAvS7z7Tsoyqj0ip/wDoKVgG97aTWpRzIiatWA71QrjVenN5SZGhT
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- for authorized use only", CN

- for authorized use only", CN

Entrust Certification Authority

Entrust Root Certification
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JbiEZz5R6rgZFDKNrTdDGVuoYpDbwkrK6HIiP011/915tgxyd8B/lwIbdpXiSPbBt
LOrJz5RBGXFEaLpHPATpXbo+8DX3Fbae814VH]j9HyMg4p3NFXU2w07GOFyk36t0F
ASK71DYqjVs1/1MZLwhGwSqzGmIdTivZGwIDAQAB0o4IBDDCCAQgwDgYDVROPAQH/
BAQDAgEGMBIGA1UdEWEB/WQIMAYBAT8CAQAWMWY IKwYBBQUHAQEEJZATMCMGCCsSG
AQUFBzABhhdodHRw018vb2NzcC51bnRydXNOLmM5 LdDAWBgNVHRBEKTANMCWgI6Ah
hh9odHRw0i8vY3JsLmVudHI1c3QubmVOL2cyY2EuY3JIsMDsGALUdIAQOMDIWMAYE
VROgADAOMCYGCCsGAQUFBWIBFhpodHRw0i8vd3d3LmVudHI1c3QubmVOL3IwYTAd
BgNVHQ4EFgQUgqJIwdN28Uz/Pe9T3zX+nYMYKTL8wHWYDVROjBBgwFoAUanImetAe
733n021R1GyNn5ASZqswDQYJKoZIhvcNAQELBQADGGEBADNV j piDYcgsYINwHRKw
y/YJIrMxplcncNOHYMg/vdMNY9ngnCTQI1ZIv19+40/00gemknNM/TWgrFTEKFcxS
BJPok1DD2bHi4Wi30g108TRYCj93mEC45m]j/XeTIRsXsgdfIghhcg85x2Ly/rikC
k9uUmITSnKal/ly78EqvIazCPOkkZ9Yujs+szGQVGHL1bHfTUqi53Y2sAE01GdRv
Cc6N172tkw+CNgxKhiucOhk3YtCAbvmqljEtoZuMrx1gL+1YQ1JH7HdMXWBCMRONL
exCdtTix9qrkKgWRs6PLigVWXUX/hwidQosk8WwBD91lu51aX8/wdQQGcHsFXwt35u
Lcw=

2 s:C = BE, 0 = GlobalSign nv-sa, CN = Trusted Root TLS CA SHA256 G3
i:0U = GlobalSign Root CA - R3, 0 = GlobalSign, CN = GlobalSign
a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
v:NotBefore: Jul 5 00:00:00 2020 GMT; NotAfter: Apr 25 11:00:00 2027 GMT

MIIEqTCCASGgAWIBAGIQd70ONdT8uGWAb1U4KAKRGd jANBgkghkiGOwOBAQs FADBM
MSAwHgYDVQQLEXxdHbGIiYWxTaWduIFJvb3QgQOEgLSBSMzETMBEGALIUEChMKR2xV
YmFsU21nbjETMBEGATUEAXMKR2xvYmFsU21nbjAeFwOyMDA3MDUWMDAWMDBaFwOy
NzAOMj UXMTAwMDBaMFAxCzAJBgNVBAYTAkJFMRkwFwYDVQQKEXBHbGIiYWxTaWdu
IG52LXNhMSYwJAYDVQQDEXx1UcnVzdGVkIFIvb3QgVEXTIENBIFNIQTI1INiBHMzCC
ASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAKXRe6ZnoR+4xcoJL/S5vx1D
qMMe4LCFB+zMMOCi5stfYUFK6bBgilYKilk42F852501eLKUfj4ycGfnalVLdSs j
waP1HMlobr2xBMiH9+q1KgyWuilv8KRv+IhdPaxRojgLLM4j 1PL1HvgvorcmGHQL
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HTTP Response Evidence

IPv4 HTTP (port 80)
HTTP Status
Connected IP
Connect Time
TTFB
Total Time

Error

IPv4 HTTPS (port 443)
HTTP Status
Connected IP
Connect Time
TTFB

Total Time

Response Headers:

National IPv6 Readiness Monitor — https://ipv6.my6.my

0
202.75.7.189
7.11ms

0ms
10002.58 ms

Operation timed out after 10002 milliseconds with 0 bytes received

200
202.75.7.189
13.54 ms
105.41 ms

105.52 ms

Page 11 of 13



IPv6 Readiness Report Generated: 04 Jul 2026, 22:33 MYT
dosm.gov.my — Government Last Checked: 04 Jul 2026, 03:33 MYT

"HTTP/1.1 301 Moved Permanently",

"Server: nginx",

"Date: Fri, ©3 Jul 2026 19:33:58 GMT",

"Content-Type: text/html",

"Content-Length: 162",

"Connection: keep-alive",

"Location: https://www.dosm.gov.my/",

"Upgrade: HTTP/2.0",

"Connection: Upgrade",

"9": "Access-Control-Allow-Methods: GET, POST, OPTIONS, HEAD"

"10": "Access-Control-Allow-Headers: DNT,User-Agent,X-Requested-With,If-Modified-Since,Cache-Control,Content-Type,Range",
"11": "Access-Control-Expose-Headers: Content-Length,Content-Range",

"12": "Access-Control-Max-Age: 31536000",

"13": "X-Content-Type-Options: nosniff",

"14": "X-Frame-Options: SAMEORIGIN"

"15" X-XSS-Protection: 1; mode=block",

"16": "Strict-Transport-Security: max-age=31536000; includeSubDomains; preload"

"17": "X-Permitted-Cross-Domain-Policies: master-only",

"18": "Content-Security-Policy: default-src 'self'; script-src 'self' ‘'unsafe-inline' ‘'unsafe-eval' blob: *; img-src 'self' data: *; style-src 'self' ‘'unsafe-

inline' *; connect-src 'self' *; font-src 'self' data: *; frame-src 'self' *; object-src 'none'; media-src 'self' *; frame-ancestors 'self';",
"19": "Permissions-Policy: geolocation=(), microphone=(), camera=(), fullscreen=*, autoplay=(self)",
"20": "Referrer-Policy: strict-origin-when-cross-origin"
1
"22": "Content-Security-Policy: upgrade-insecure-requests"
"23": "Set-Cookie: Path=/; HttpOnly; Secure"
"24": "Set-Cookie: cookiesessionl=678B28A316F559888F1352F6B8E36349;Expires=Sat, 03 Jul 2027 19:33:57 GMT;Path=/;HttpOnly",
"26": "HTTP/1.1 200 OK",
"27": "Server: nginx",
"28": "Date: Fri, 03 Jul 2026 19:33:58 GMT"
"29": "Content-Type: text/html; charset=UTF-8"
n3gn
"31": "Vary: Accept-Encoding",
"32": "Upgrade: HTTP/2.0",
"33": "Connection: Upgrade"
"34" Access-Control-Allow-Methods: GET, POST, OPTIONS, HEAD"
"35": "Access-Control-Allow-Headers: DNT,User-Agent,X-Requested-With,If-Modified-Since,Cache-Control,Content-Type,Range",
"36": "Access-Control-Expose-Headers: Content-Length,Content-Range"
"37": "Access-Control-Max-Age: 31536000"
"38": "X-Content-Type-Options: nosniff",
"39": "X-Frame-Options: SAMEORIGIN"
"40": "X-XSS-Protection: 1; mode=block",
"41": “"Strict-Transport-Security: max-age=31536000; includeSubDomains; preload"
"42": "X-Permitted-Cross-Domain-Policies: master-only"

"Expect-CT: enforce; max-age=3600",

"Connection: keep-alive",

"43": "Content-Security-Policy: default-src 'self'; script-src 'self' 'unsafe-inline' 'unsafe-eval' blob: *; img-src 'self' data: *; style-src 'self' 'unsafe-
inline' *; connect-src 'self' *; font-src 'self' data: *; frame-src 'self' *; object-src 'none'; media-src 'self' *; frame-ancestors 'self';",

"44": "Permissions-Policy: geolocation=(), microphone=(), camera=(), fullscreen=*, autoplay=(self)",

"45": “"Referrer-Policy: strict-origin-when-cross-origin"

"46": "Expect-CT: enforce; max-age=3600"

"47": "Content-Security-Policy: upgrade-insecure-requests"
"48" Set-Cookie: Path=/; HttpOnly; Secure",
"49": "Set-Cookie: cookiesessionl=678B28A3AFC19A2C91ABA9750D4D26B3;Expires=Sat, 03 Jul 2027 19:33:57 GMT;Path=/;HttpOnly"

Connectivity Test Evidence

Test Result
TCP Connect IPv4 - port 80 301 0.004720 0.009772
TCP Connect IPv4 - port 443 000 0.005629 0.000000
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Test Node Network Evidence

Node Profile dual stack

Egress Connectivity
IPv4 Egress 76.13.221.142

IPv6 Egress 2202:4780:5e:2789::1

Sysctl IPv6 Flags

net.ipv6.conf.all.disable_ipvé 0

IPv6 Routes

2a02:4780:5e::/48 dev eth0® proto kernel metric 256 pref medium
feB80::/64 dev eth® proto kernel metric 256 pref medium
default via 2a02:4780:5e::1 dev ethO proto static metric 1024 pref medium

IPv4 Routes

default via 76.13.221.254 dev eth® proto static

10.6.101.0/24 dev wgd scope link

10.6.102.0/24 dev wg0 scope link

76.13.221.0/24 dev eth® proto kernel scope link src 76.13.221.142
172.29.0.0/24 dev wg0 scope link
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