IPv6 Readiness Report Generated: 03 Sep 2026, 02:45 MYT
sinchew.com.my — News Portal Last Checked: 08 Aug 2026, 18:21 MYT

IPv6 Readiness Report

sinchew.com.my — sinchew.com.my

Scan to verify

Category: News Portal ¢ Generated: 03 Sep 2026, 02:45 MYT + Last Checked: 08 Aug 2026, 18:21 MYT « Verification ID: 6c1ledb7-97a4-4e4e-bbd5-0a657605ca72
Report generated from National IPv6 Readiness Monitor — https://ipv6.my6.my
Audit trail: https://ipv6.my6.my/audit/6c11ledb7-97a4-4e4e-bbd5-0a657605ca72

: IPV6-ONLY READINESS

69% Website: X Not Ready
Partially Compliant

Partial Support DNS: v Ready
MGV6C-1.0 .
Email: X Not Ready
IPV6 ADDRESSES IPV4 ADDRESSES
2606:4700:10: :ac42:aea3 104.20.43.161
2606:4700:10::6814:2bal 172.66.174.163

Network Information (WHOIS / RDAP)

IPv6 Network IPv4 Network
Organization Cloudflare, Inc. Cloudflare, Inc.
Country us us
ASN AS13335 AS13335
ASN Name CLOUDFLARENET - Cloudflare, Inc., US CLOUDFLARENET - Cloudflare, Inc., US
Network (CIDR) 2606:4700::/32 104.16.0.0/12
Web Services (35%) 6/8
# CHECK RESULT DETAIL
1 AAAA Record PASS 2606:4700:10::ac42:aea3, 2606:4700:10::6814:2bal
2 Globally Routable IPv6 PASS All addresses are globally routable.
3 HTTP over IPv6 PASS HTTP (port 80) responds over IPv6 — 19ms TTFB.
4 HTTPS over IPv6 PASS HTTPS (port 443) responds over IPv6 — 38ms TTFB.
5 IPv6-Only Reachability FAIL Site is not reachable when limited to IPv6-only.
6 TLS Certificate Valid (IPv6) PASS Certificate valid — issued by C = US, O = Let's Encrypt, CN = YE2, expires Oct 2 18:49:49 2026 GMT
7 Dual-Stack (IPv4 + IPv6) PASS Domain has both A and AAAA records.
8 HTTP/3 (QUIC) FAIL No HTTP/3 support detected.
DNS & DNSSEC (25%) 3/5
# CHECK RESULT DETAIL
1 NS Has AAAA Record PASS Nameserver has IPv6 address.
2 NS Reachable via IPv6 PASS Nameserver is reachable via IPv6 on port 53.
3 NS Answers Queries via IPv6 PASS DNS queries answered over IPv6.
4 DNSSEC Validated FAIL DNSSEC validation failed or zone is unsigned.
5 Reverse DNS (PTR) FAIL No PTR record found.
6 DS Record at Parent FAIL No DS record at parent.
7 RRSIG Valid PASS RRSIG signatures are current and valid.
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# CHECK

8 Signing Algorithm

Email Services (25%)

# CHECK

1 MX Record Exists

2 MX Server Has IPv6

3 SMTP Reachable via IPv6
4 STARTTLS over IPv6

5 SPF Record

6 DKIM Selector

7 DMARC Record

IPv4 Baseline (15%)
# CHECK

1 A Record

2 HTTP over IPv4

3 HTTPS over IPv4

National IPv6 Readiness Monitor — https://ipv6.my6.my

RESULT

INFO

RESULT

PASS

FAIL

FAIL

FAIL

PASS

INFO

PASS

RESULT

PASS

PASS

PASS

DETAIL

ECDSAP2565HA256

DETAIL

MX record found.

MX server has no IPv6 address.

SMTP is not reachable over IPv6.

STARTTLS not available over IPv6.

SPF record found.

No common DKIM selector found.

DMARC record found.

DETAIL
104.20.43.161, 172.66.174.163

HTTP (port 80) responds over IPv4 — 19ms TTFB.

HTTPS (port 443) responds over IPv4 — 27ms TTFB.

Page 2 of 14



IPv6 Readiness Report Generated: 03 Sep 2026, 02:45 MYT
sinchew.com.my — News Portal Last Checked: 08 Aug 2026, 18:21 MYT

Audit Trail & Evidence Record

Verification ID 6clledb7-97a4-4e4e-bbd5-0a657605ca72

Domain sinchew.com.my

Check Mode Manual

Status Completed

Started 08 Aug 2026, 18:21:54 MYT

Finished 08 Aug 2026, 18:21:57 MYT

Test Node Profile dual stack

Engine Version 2.0.0

MGv6C Version 1.0.0

Audit URL https://ipv6.my6.my/audit/6clledb7-97a4-4ede-bbd5-0a657605ca72

Integrity Verification

v INTEGRITY VERIFIED

Algorithm hmac-sha256-v1

Root Hash 8b840caadcf6ca29e5190755092df083e3197083d00c51d8cd8654e41b790f4a
http_headers 5665dfc276e65c09ac606clcced34f7al3768c3a783471bacleef96a974e6ebb
dns_responses d3b3247dcae5c31d0064548e7clbdadf975eacha295be4518a120dc699dcd89a
tls_handshake dd5e4883e0657e9412186594b294638164184ab812bcbb42a241019bf6e8547b
connectivity_log 5317felflfbc945al67aa2aal270237d6dd04646b636593c0585f46e03d3e7fb
dns_resolution_times fb1a64828e33c202883ee1b9a291928873a747777164c07db10ee4d08b864b9b

Test Node Identity

Os Linux srv1440888 6.8.0-136-generic #136-Ubuntu SMP PREEMPT DYNAMIC Wed Jul 1 21:53:05 UTC 2026 x86 64
Hostname srv1440888
Php Version 8.3.33

Server Ipv4d -

Server Ipv6 —

DNS Resolution Performance

Comparison of A (IPv4) vs AAAA (IPv6) query times across resolvers and transports. Shows median (p50) and 95th percentile (p95) of 3 samples per tuple.

Resolver Transport A p50 (ms) A p95 (ms) AAAA p50 (ms) AAAA p95 (ms) Delta (ms)
System Default 25.81 31.13 31.06 33.32 +5.3
Google IPv4 100.35 102.98 93.76 97.48 -6.6
Google IPv6 88.16 96.01 89.01 96 +0.9
Cloudflare IPv4 20.79 22.97 22.17 24.52 +1.4
Cloudflare IPv6 20.26 21.72 30.44 30.7 +10.2
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DNS Evidence

A

;5 Got answer:

;; flags: qr rd ra; QUERY: 1, ANSWER:

;3 OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;3 ANSWER SECTION:

->>HEADER<<- opcode: QUERY, status:

NOERROR, id: 19534
2, AUTHORITY: O, ADDITIONAL: 1

sinchew.com.my.[JJ3000INJA]172.66.174.163
sinchew.com.my.[J0300JINJA[]104.20.43.161

DS

;3 Got answer:

;3 ->>HEADER<<- opcode: QUERY, status
;3 flags: gr rd ra; QUERY: 1, ANSWER:

;3 OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;3 AUTHORITY SECTION:

com.my.[J0035710IN[SOAJe.nic.my. hostmaster.nic.my. 2026062862 1800 900 604800 3600

MX

Got answer:

;3 ->>HEADER<<- opcode: QUERY, status:

;3 flags: gr rd ra; QUERY: 1, ANSWER:

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232
;3 ANSWER SECTION:
sinchew.com.my.[J03000INOMX05 d217429b
sinchew.com.my.[J03000INOMXO5 d217429a

NS

;3 Got answer:

;3 flags: qr rd ra; QUERY: 1, ANSWER:

;3 OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
ANSWER SECTION:

->>HEADER<<- opcode: QUERY, status:

: NOERROR, id: 14712

0, AUTHORITY: 1, ADDITIONAL: 1

NOERROR, id: 45580
2, AUTHORITY: O, ADDITIONAL: 1

.ess.barracudanetworks.com.
.ess.barracudanetworks.com.

NOERROR, id: 23917
2, AUTHORITY: O, ADDITIONAL: 1

sinchew.com.my.[J059286[INONS[roxy.ns.cloudflare.com.
sinchew.com.my.[J]59286[JIN[NS[Jseth.ns.cloudflare.com.

TXT

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status

;5 flags: qr rd ra; QUERY: 1, ANSWER: 9, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;3 ANSWER SECTION:

sinchew.com.my.[JJ3000INJTXT[]"globalsign-domain-verification=0A8C47AFC6265D1ABD5F45BBIE5E9586"

sinchew. com.my.[J03000INOTXT[]"google-site-verification=YgMHtEIOa2vxcqQGxyNy1lFAjaLehTUQZzIswvs9apI4"
.my.[J03000INJTXT["google-site-verification=gqMwuFrXubN1Yd7Gewqtnzolx-x0ivKKsMLjtOMtOmk"

.my .[JO3000INJTXT[]"google-site-verification=qiP-xXmoc90iwl310grxb_HGAhcUv48i5RU8xAnLfgu"

.my.[J03000INOTXTO"v=spfl a mx ip4:203.106.2.76 a:scpmx.sinchew.com.my include: spf.elasticemail.com include:spf.mandrillapp.com include:servers.mcsv.net

sinchew.co

3

sinchew. co

3

sinchew. col

3

include:virtualnewspaper.it mx ~all"

sinchew.com.my.[J03000INJTXT["2769btsh
sinchew. com.my.[J03000INOTXTO"_7np6y70
sinchew. com.my.[J03000INOTXTO"_pbjOrmq
sinchew.com.my.[J03000INJTXT" ca3-1c47

AAAA

;3 Got answer:
->>HEADER<<- opcode: QUERY, status

;3 flags: qr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
ANSWER SECTION:

National IPv6 Readiness Monitor — https://ipv6

: NOERROR, id: 16437

8t31m3ft5458k56bbv13x3wc"
z4h23yzglgoOymktj9o35duy"
8znjcq09si9igjb2z915ie8w"
a67bcd244d30b2577c3d96e10bb1"

: NOERROR, id: 13874

my6.my
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sinchew.com.my.[J03000INJAAAA[J2606:4700:10: :6814:2bal
sinchew.com.my.[JJ300IN[JAAAA[]2606:4700:10: :ac42:aea3

RRSIG

roxy.ns.cloudflare.com. dns.cloudflare.com. 2411558047 10000 2400 604800 1800
SOA 13 3 1800 20260809112154 20260807092154 34505 sinchew.com.my. kl10ufo8i8PKw9OIRzWSLmMKTY/t51xYeiBWMI0GoWZ42n7tnZajmgkgNX dDFg5koN6x4qbYkXbCvNeFj/ulktlg==

DNSKEY

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 44281
;5 flags: gqr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 ANSWER SECTION:

sinchew.com.my.[J03599IN[DNSKEY[]257 3 13 mdsswUyr3DPW132m0i8VIXESWE8]jTo0dxCjjnopKl+GqIlxpVXckHAeF+ KkxLbxILfDLUTOrAK9iUzyllL53eKGQ==
sinchew. com.my.[J035990INIDNSKEY[]256 3 13 0JMRESz5E4gYzS/q6XDrvU1qMPYIjCWzJa0au8XNEZeqCYKD5ar0IRd8 KqXXFIkqmVFRVMGPMM1x8fGAa2XhSA==

DNSSEC_VALIDATION

;3 validating sinchew.com.my/SOA: no valid signature found

; unsigned answer
sinchew.com.my.[J0J17990IN[SOAJroxy.ns.cloudflare.com. dns.cloudflare.com. 2411558047 10000 2400 604800 1800
sinchew.com.my.[J017990INJRRSIG[SOA 13 3 1800 20260809112154 20260807092154 34505 sinchew.com.my. klOufo8i8PKw9OIRzWSLmMKTY/t51xYeiBWMI0GoWZ42n7tnZajmgkgNX

dDFg5koN6x4gbYkXbCvNeFj/ulktlg==
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TLS Handshake Evidence

IPV4 Connection
IP Used 104.20.43.161

IP Version 4

depth=3 C = US, 0 = Internet Security Research Group, CN = ISRG Root X2

verify return:1

depth=2 C = US, 0 = ISRG, CN = Root YE

verify return:1

depth=1 C = US, 0 = Let's Encrypt, CN = YE2

verify return:1

depth=0 CN = sinchew.com.my

verify return:1

CONNECTED (00000016)

Certificate chain

0 s:CN = sinchew.com.my

i:C = US, 0 = Let's Encrypt, CN = YE2
a:PKEY: id-ecPublicKey, 256 (bit); sigalg: ecdsa-with-SHA384
v:NotBefore: Jul 4 18:49:50 2026 GMT; NotAfter: Oct 2 18:49:49 2026 GMT

MIIFaDCCBO6gAWIBAgISBfT1vq27mFdHUgZeLVaKwW8gMAoGCCqGSM49BAMDMDMX
CzAJBgNVBAYTATVTMRYwFAYDVQQKEw1MZXQncyBFbmNyeXBOMQwwCgYDVQQDEWNZ
RTIwHhCcNMj YwNZAOMTgOOTUWWhCNMj YXMDAYMTgOOTQ5Wj AZMRcwFQYDVQQDEWS 2
aW5jaGV3LmNvbS5teTBZMBMGBY qGSM49AgEGCCqGSM49AWEHAOIABKRbhXK6 /MGZ
xBOA4tBtp008x6LDOPtd2WIyCh3RugV20DdHbCEVIKrI0dTYLdyRvgDO8dMGIwQw
kOCXUQIfFIyjggP6MIID9jA0BgNVHQ8BATfS8EBAMCB4AWEWYDVRO1BAWWCGYIKwWYB
BQUHAWEWDAYDVROTAQH/BAIwWADAdBgNVHQ4EFgQUCcXM6vqCPEOG7 JA9GEFTIOXgU
+rswHwYDVRO]jBBgwFoAUuVNyjs8i8IbTNOj/dhQYuoLYVYcwMwYIKwYBBQUHAQEE] ci5vemcvMzMuY3JsMIIBCwYKKwYB
BAHWeQIEAgSB/ASB+QD3AHYAyzj3FY18hKFEX1vB3fvJIbvKaWc1HCmkFhbDLFMMU
WOCAAAGTLQy79gAABAMARZBFA1BEY7nN7YNQMNHOIX6XN66x+fISRSzLrjZDKkTwf
X+n9TwIhAPOLVKk3sqHk8hVOWLVAIB+r1vbXhMiByX1b6qzcTxeeAHOAGoudaw/ +
v4G0eTnGOjEKhtbRAtTWRUIYLI3jX14mJe8AAAGTLqy+dgATAAAFACYuuXgEAWBG
MEQCIEii7/XtJ9J7GeqR8nXESTHOVgkCaqD7Cer8pLA6HyamAiBbrOtN8vR33ahw
jL1j3908hWSW1/kwWv8CbmOT5p]+ydjAKBggqhkjOPQQDAWNOADBLAjAmCU/Dubxh
h12ftnFoAbbJy0Gt6HFHMHQqHVaevE510bOqGMOcKb2Ebi2+YFg+bPgCMQC4t2V8
HHSDOodilVixGZDyDUJ4xtTFNLT89t7zuX/YUQV/JAVhpituUfzOLtTelLes=
----- END CERTIFICATE-----
1 s:C=US, 0= Let's Encrypt, CN = YE2

i:C = US, 0 = ISRG, CN = Root YE

a:PKEY: id-ecPublicKey, 384 (bit); sigalg: ecdsa-with-SHA384

v:NotBefore: Sep 3 00:00:00 2025 GMT; NotAfter: Sep 2 23:59:59 2028 GMT

MIICjDCCAhGgAwIBAQIQTfOxXdbAeEXQFNN7WObxFTAKBggqhkjOPQQDAZAUMQsw
CQYDVQQGEwJVUZENMASGALUEChMESVNSRZEQMA4GATUEAXMHUMOvACBZRTAeFwOy
NTASMDMwMDAWMDBaFw@yODASMDIyMzUSNT 1aMDMxCzAJBgNVBAYTATVTMRYwFAYD
VQQKEw1MZXQncyBFbmNyeXBOMQwwCgYDVQQDEWNZRTIwdjAQBgcqhkjOPQIBBgUr
gQQAIgNiAARXmrQzkdbEEL3MgXt3dJQttYc47axkdDTHUd5TPqM2z5uSD5cmkOWr
HlWXvnlvqBLqgiB34kluxIbmMyAiq3/YD6e80/vV259K8XQId]jFX1loY0a®mIU71f7
HQO9PVYD1lw+]jgedwgeswDgYDVROPAQH/BAQDAgGGMBMGA1UdJIQQMMA0GCCsGAQUF
BwMBMBIGA1UdEWEB/wQIMAYBAf8CAQAWHQYDVROOBBYEFL1Z807PIvCGOzdI/3YU
GLqC2FWHMB8GA1UdIwQYMBaAFKPIJ1q0oUzQNWP8myPI0q5W809WMDIGCCsGAQUF
BwEBBCYwJDAiBggrBgEFBQcwAoYWaHROcDovL311LmkubGVuY3Iub3InLzATBgNV
HSAEDDAKMAgGBmeBDAECATANBgNVHR8EIDAeMBygGqAYhhZodHRwOi8veWUuYy5s
ZW5j ci5vemcvMAoGCCqGSM49BAMDAZKAMGYCMQDIcnw5dcZLNIf fynXnnkLD/1itS
JEycJIPb3sRkzeqBowup7v0sAwaqoCnNn/jh9wycCMQCIM6CP1a0C4pQYYbItVPYb
DKrIb2EKKSNpOpE6G/XttQYZV/39ilB91+Cc/DOVwmyg=

2 s:C =US, 0 = ISRG, CN = Root YE
i:C = US, 0 = Internet Security Research Group, CN = ISRG Root X2
a:PKEY: id-ecPublicKey, 384 (bit); sigalg: ecdsa-with-SHA384
v:NotBefore: May 13 00:00:00 2026 GMT; NotAfter: Sep 2 23:59:59 2032 GMT

MIICpjCCAiugAwIBAQIRAIchZfwOtuX7qK3Vs3BftTowCqYIKoZIzjOEAWMWTZEL
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MAKGA1UEBhMCVVMXKTANBgNVBAOTIELudGVybmVOIFN1Y3VyaXR5IFJI1c2VhcmNo
IEdyb3VWMRUWEWYDVQQDEwxJU1JHIFIvb3QgWDIwHhcNMj YwNTEZMDAWMDAwWWhCN
MzIwOTAyMjM10TU5SWjAuMQswCQYDVQQGEwIVUZENMASGATUEChMESVNSRZEQMA4G
ALUEAXMHUM9vdCBZRTB2MBAGBYqGSM49AgEGBSUBBAALIA2IABDWS/6vhrcVqchBo
+wgdI3fwn9x7DNIJOY/1TOtiOvkwuRN87RhEhTH17E7XyFjWsPYhIPt/wz0qxTd2
b+4ZINy9ID04YywF9U5zasDVyGSNErVNtz8uSGh5izW87j77Ga0B6zCB6DA0OBGNY
HQ8BAfBEBAMCAQYWEWYDVRO1BAwwCgYIKwYBBQUHAWEWDWYDVROTAQH/BAUWAWEB
/zAdBgNVHQ4EFgQUo8gmWo6hTNA1Y/ybI8g6rlbzT1YwHwWYDVROjBBgwFoAUfEKW
rt5LSDvekviejMIti6lyN5UwMgYIKwYBBQUHAQEEJ jAKMCIGCCSGAQUFBzAChhZo
dHRw0i8veDIuaS5sZW5jci5vemcvMBMGALUdIAQMMAowCAYGZ4EMAQIBMCcGALUd
HwQgMB4WHKAa0B1GFMhOJHAGLY94Mi5j Lmx LbmNyLmOyZy8wCgYIKoZIzj OEAWMD
aQAwZgIxAMUL9WCtmxVND8UHBZRoma49Z7jPs64Dma0eTul0ChVbB/237GV3nvYK
Ax54uk1G9QIxA00MiLVIu8PLNiXXXkiE/gsK3CTRTF/ae04bMX42Zw40csRUBAC2
6hSW1/IWaas6dg==

3 s:C = US, 0 = Internet Security Research Group, CN = ISRG Root X2
i:C = US, 0 = Internet Security Research Group, CN = ISRG Root X1
a:PKEY: id-ecPublicKey, 384 (bit); sigalg: RSA-SHA256
v:NotBefore: May 13 00:00:00 2026 GMT; NotAfter: Sep 2 23:59:59 2032 GMT

MIIECDCCAligAwIBAgIQbI8dxyfHEX97r4U6yYD52TANBgkghkiGOwOBAQSFADBP
MQswCQYDVQQGEwJIVUzEpMCcGALUEChMgSW50ZXJuzXQgU2VjdXJIpdHkgUmVzZWFy
Y29ggR3JvdXAxFTATBgNVBAMTDE1TUkcgUm9vdCBYMTAeFwOyNjAIMTMWMDAWMDBa
FwOzMjASMDIyMzUSNT1aME8xCzAIBgNVBAYTATVTMSkwIwYDVQQKEYBIbnRlcm51
dCBTZWN1cml0eSBSZXN1YXJjaCBHcm91cDEVMBMGA1UEAXMMSVNSRYBSb290IFgy
MHYWEAYHK0ZIZzjOCAQYFK4EEACIDYgAEZZvVn4CDCuw]SVMWS]j5cz3es3mcFDROH
ttwW+1gLFNvicWDEuKWVEYmO6gbf9yoWHKS5xcUy4APgHoIYOIvXRdgKam7mAHT7
ALF9ItgKbppbd9/w+kHs0dx1ymgHDB/qo4H1MIHyMA4GA1UdDWEB/WQEAWIBB]Ad

IPV6 Connection
IP Used 2606:4700:10: :ac42:aea3

IP Version 6

depth=3 C = US, 0 = Internet Security Research Group, CN = ISRG Root X2

verify return:1

depth=2 C = US, 0 = ISRG, CN = Root YE

verify return:1

depth=1 C = US, 0 = Let's Encrypt, CN = YE2

verify return:1

depth=0 CN = sinchew.com.my

verify return:1

CONNECTED (00000010)

Certificate chain

0 s:CN = sinchew.com.my

i:C = US, 0 = Let's Encrypt, CN = YE2
a:PKEY: id-ecPublicKey, 256 (bit); sigalg: ecdsa-with-SHA384
v:NotBefore: Jul 4 18:49:50 2026 GMT; NotAfter: Oct 2 18:49:49 2026 GMT

MIIFaDCCBO6gAwIBAgISBfT1vq27mFdHUgZelVaKwW8gMAoGCCqGSM49BAMDMDMX
CzAJBgNVBAYTALVTMRYwFAYDVQQKEwW1MZXQncyBFbmNyeXBOMQwwCgYDVQQDEWNZ
RTIwHhCcNMj YwNZAOMTgOOTUWWhCNMj YXMDAYMTgOOTQ5Wj AZMRcwFQYDVQQDEWS 2
aW5jaGV3LmNvbS5teTBZMBMGBY qGSM49AgEGCCqGSM49AWEHAOIABKRbhXK6 /MGZ
XxB0A4tBtp008x6LDOPtd2WIyCb3RugV20DdHbCEVIKrJ0dTYLdyRvgDO8dMGIwQw
kOCxUQIfFIyjggP6MIID9jA0BgNVHQBBATSEBAMCBAAWEWYDVRO1BAWWCGYIKWYB
BQUHAWEWDAYDVROTAQH/BAIWADAdBgNVHQ4EFgQUCcXM6vqCPEOG7jA96EFTIOXgU
+rswHwYDVROj BBgwFoAUUVNy j s8i8IbTNOj /dhQYuoLYVY cwMwYIKwYBBQUHAQEE ci5vemcvMzMuY3JsMIIBCwYKKwYB
BAHWeQIEAgSB/ASB+QD3AHYAyzj3FY18hKFEX1vB3fvIbvKaWc1HCmkFhbDLFMMU
WOCAAAGTLQy79gAABAMARZBFA1BEY7nN7YNQMNHOIX6XN66x+fISRSzLrjZDKTwf
X+n9TwIhAPOLVKk3sqHk8hVOWLVA9B+r1vbXhMiByX1b6qzcTxeeAHOAGoudaw/+
v4G0eTnGOj EKhtbRAtTWRUIYLI3jX14mIe8AAAGTLqY+dgATAAAFACYUUXgEAWBG
MEQCIEii7/XtJ9J7GeqR8nXESTHOVgkCaqD7Cer8pLA6HyamAiBbrotN8vR33ahw
jL1j3908hWSW1/kWV8CbmOT5pj+ydjAKBggghkjOPQQDAWNOADBLA] ACU/DuDxh
h12ftnFoAbbJy0Gt6HFHMHQqHVaevE510b0qGMOcKb2Ebi2+YFg+bPgCMQC4t2V8
HHSDO0odilVixGZDyDUJ4xtTFNLT89t7zuX/YUQV/JAVhpituUfzOLtTelLes=
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i:C = US, 0 = ISRG, CN = Root YE
a:PKEY: id-ecPublicKey, 384 (bit); sigalg: ecdsa-with-SHA384
v:NotBefore: Sep 3 00:00:00 2025 GMT; NotAfter: Sep 2 23:59:59 2028 GMT

MIICjDCCAhGGAWIBAQIQTfOxXdbAeExQfNN7WObxFTAKBggghkjOPQQDAZAUMQsw
CQYDVQQGEwJVUZENMAsGA1UEChMESVNSRZEQMA4GATUEAXMHUM9vACBZRTAeFwOy
NTA5MDMwMDAWMDBaFw@yO0DASMDIyMzU5SNT LaMDMxCzAJBgNVBAYTALVTMRYwFAYD
VQQKEw1MZXQncyBFbmNyeXBOMQuwCgYDVQQDEWNZRTIwd j AQBgcqhkjOPQIBBgUr
9QQAIgNiAARXmMrQzkdbEEL3MgXt3dJQttYc47axkdDTHUd5TPqM22z5uSD5cmkOwWr
HlWXvnlvgBLqiB34kluxIbmMyAiq3/YD6e86/vV259K8XQIdjFX1oY0admIU71f7
HQO9PVYD1lw+jgedwgeswDgYDVROPAQH/BAQDAgGGMBMGA1UdIQQMMA0GCCsGAQUF
BwMBMBIGA1UdEWEB/WQIMAYBAf8CAQAWHQYDVROOBBYEFL1Z807PIvCGOzdI/3YU
GLqC2FWHMB8GA1UdIwQYMBaAFKPIJI1q0oUzQNWP8myPI0q5W809WMDIGCCsGAQUF
BwEBBCYwJDAiBggrBgEFBQcwAoYWaHROcDovL311LmkubGVuY3Iub3InLzATBgNV
HSAEDDAKMAgGBmeBDAECATANBgNVHR8EIDAeMBygGgAYhhZodHRwOi8veWUuYy5s
ZW5j ci5vemcvMAoGCCqGSM49BAMDA2KAMGYCMQDIcnw5dcZLNIffynXnnkLD/itS
JEycJPb3sRkzeqBowup7v0sAwaqoCnNn/jh9wycCMQCIM6CP1a0C4pQYYbItVPYb
DKrIb2EKKSNpOPE6/XttQYZV/3gilBIL+Cc/DOVwmyg=

2 s:C = US, 0 = ISRG, CN = Root YE
i:C = US, 0 = Internet Security Research Group, CN = ISRG Root X2
a:PKEY: id-ecPublicKey, 384 (bit); sigalg: ecdsa-with-SHA384
v:NotBefore: May 13 00:00:00 2026 GMT; NotAfter: Sep 2 23:59:59 2032 GMT

MIICpjCCAiugAwIBAQIRAIchZfwOtuX7qK3Vs3BftTowCgYIKoZIzjOEAWMWT ZEL
MAKGA1UEBhMCVVMXKTANBgNVBAOTIELudGVybmVOIFN1Y3VyaXR5IFJ1c2VhcmNo
IEdyb3VWMRUWEWYDVQQDEwxJU1JHIFIvb3QgWDIwHhcNMj YwNTEZzMDAWMDAwWWhCN
MzIwOTAyMjM10TU5SWjAuMQswCQYDVQQGEwIVUZENMASGATUEChMESVNSRZEQMA4G
ALUEAXMHUM9vdCBZRTB2MBAGBYqGSM49AgEGBSUBBAALIA2IABDWS/6vhrcVqchBo
+wgdI3fwn9x7DNIJOY/1TOtiOvkwuRN87RhEhTH17E7XyFjWsPYhIPt/wz0qxTd2
b+4ZINy9IDO4YywFIU52asDVyGSNE rVNtz8uSGh5izW87377Ga0B6zCB6DAOBGNY
HQ8BAfBEBAMCAQYWEWYDVRO1BAwwCgYIKwYBBQUHAWEWDWYDVROTAQH/BAUWAWEB
/zAdBgNVHQ4EFgQUo8gmWo6hTNALY/ybI8g6rlbzT1YwHwYDVRO]jBBgwFoAUTEKW
rt5LSDv6kviejMIti6lyN5UwMgYIKwYBBQUHAQEEJ jAKMCIGCCSGAQUFBzAChhZo
dHRw0i8veDIuaS5sZW5j ci5vemcvMBMGA1UdIAQMMAowWCAYGZ4EMAQIBMCcGALUd
HwQgMB4wHKAa0BiGFmhOdHAGLY94Mi5j Lmx 1bmNyLm9yZy8wCgYIKoZIzjOEAWMD
aQAwZgIxAMU19WCtmxVND8UHBZRoma49Z7jPs64Dma0eTul0ChVbB/237GV3nvYK
Ax54uk1G9QIxA00MiLVIu8PLNiXXXkiE/gsK3CTRTF/ae04bMX42Zw40csRUGAC2
6hSW1/IWaas6dg==

»»»»» END CERTIFICATE-----

3 s:C = US, 0 = Internet Security Research Group, CN = ISRG Root X2
i:C = US, 0 = Internet Security Research Group, CN = ISRG Root X1
a:PKEY: id-ecPublicKey, 384 (bit); sigalg: RSA-SHA256
v:NotBefore: May 13 00:00:00 2026 GMT; NotAfter: Sep 2 23:59:59 2032 GMT

MIIECDCCAligAwIBAgIQbI8dxyfHEX97r4U6yYD52TANBgkghkiGOwOBAQSFADBP
MQswCQYDVQQGEwIVUzEpMCcGA1IUEChMgSW50ZXJuZXQgU2VjdXIpdHkgUmVzZWFy
Y2ggR3JvdXAxFTATBgNVBAMTDE1TUkcgUm9vdCBYMTAeFwOyNjAIMTMwMDAWMDBa
FwOzMjASMDIyMzUSNT1aME8xCzAIBgNVBAYTATVTMSkwIwYDVQQKEYBIbnRlcm51
dCBTZWN1cm10eSBSZXN1YXJjaCBHcm91cDEVMBMGALUEAXMMSVNSRYBSb290IFgy
MHYWEAYHK0ZIZzjOCAQYFK4EEACIDYgAEZZvVn4CDCuw]SVMWS]j5cz3es3mcFDROH
ttwW+1gLFNvicWDEUKWVEYmO6gbf9yoWHKS5xcUy4APgHOIYOIvXRdgKam7mAHT7
ALF9ItgKbppbd9/w+kHs0dx1ymgHDB/qo4H1MIHyMA4GA1UdDWEB/wQEAWIBBjAd
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HTTP Response Evidence

IPv4 HTTP (port 80)

HTTP Status 403
Connected IP 104.20.43.161
Connect Time 6.94 ms

TTFB 15.25 ms
Total Time 15.28 ms

Response Headers:

"HTTP/1.1 403 Forbidden",

"Date: Sat, 08 Aug 2026 10:21:57 GMT",

"Content-Type: text/html; charset=UTF-8",

"Content-Length: 5127",

"Connection: close",

"Accept-Ch: Sec-CH-UA-Bitness, Sec-CH-UA-Arch, Sec-CH-UA-Full-Version, Sec-CH-UA-Mobile, Sec-CH-UA-Model, Sec-CH-UA-Platform-Version, Sec-CH-UA-Full-Version-
List, Sec-CH-UA-Platform, Sec-CH-UA, UA-Bitness, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform-Version, UA-Platform, UA",

"Cf-Mitigated: challenge",

"Content-Security-Policy: default-src 'none'; script-src 'nonce-xiWN5UbaQyJWkuXcVdCGKr' 'unsafe-eval' https://challenges.cloudflare.com; script-src-attr 'none';
style-src 'unsafe-inline'; img-src 'self' https://challenges.cloudflare.com; connect-src 'self' https://challenges.cloudflare.com; frame-src 'self'
https://challenges.cloudflare.com blob:; child-src 'self' https://challenges.cloudflare.com blob:; worker-src blob:; form-action http: https:; base-uri 'self'",

"Server: cloudflare",

"Critical-Ch: Sec-CH-UA-Bitness, Sec-CH-UA-Arch, Sec-CH-UA-Full-Version, Sec-CH-UA-Mobile, Sec-CH-UA-Model, Sec-CH-UA-Platform-Version, Sec-CH-UA-Full-Version-
List, Sec-CH-UA-Platform, Sec-CH-UA, UA-Bitness, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform-Version, UA-Platform, UA",

"Cross-0rigin-Embedder-Policy: require-corp",

"Cross-0rigin-Opener-Policy: same-origin",

"Cross-0rigin-Resource-Policy: same-origin",

"Origin-Agent-Cluster: 71",

"Permissions-Policy: accelerometer=(),camera=(),clipboard-read=(),clipboard-
write=(),geolocation=(),gyroscope=(),hid=(),magnetometer=(),microphone=(),payment=(),publickey-credentials-get=(),screen-wake-lock=(),serial=(),sync-
xhr=(),usb=(),xr-spatial-tracking=*",

"Referrer-Policy: same-origin",

"Server-Timing: chlray;desc=\"a27dccO0fdaab7235\"",

"X-Content-Type-Options: nosniff",

"X-Frame-Options: SAMEORIGIN",

"Expect-CT: enforce, max-age=43200",

"Feature-Policy: camera 'none'; microphone 'self'",

"Strict-Transport-Security: max-age=31536000",

"X-Permitted-Cross-Domain-Policies: none",

"X-XSS-Protection: 1",

"CF-RAY: a27dccOfdaab7235-SIN"

IPv6 HTTP (port 80)

HTTP Status 403

Connected IP 2606:4700:10: :ac42:aeal3
Connect Time 6.77 ms

TTFB 15.95 ms

Total Time 16.01 ms

Response Headers:

"HTTP/1.1 403 Forbidden",

"Date: Sat, 08 Aug 2026 10:21:57 GMT",

"Content-Type: text/html; charset=UTF-8",

"Content-Length: 5148",

"Connection: close",

"Accept-Ch: Sec-CH-UA-Bitness, Sec-CH-UA-Arch, Sec-CH-UA-Full-Version, Sec-CH-UA-Mobile, Sec-CH-UA-Model, Sec-CH-UA-Platform-Version, Sec-CH-UA-Full-Version-
List, Sec-CH-UA-Platform, Sec-CH-UA, UA-Bitness, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform-Version, UA-Platform, UA",

"Cf-Mitigated: challenge",

"Content-Security-Policy: default-src 'none'; script-src 'nonce-1xa8fepE6uRpOysHedyWSY' 'unsafe-eval' https://challenges.cloudflare.com; script-src-attr 'none';
style-src 'unsafe-inline'; img-src 'self' https://challenges.cloudflare.com; connect-src 'self' https://challenges.cloudflare.com; frame-src 'self'
https://challenges.cloudflare.com blob:; child-src 'self' https://challenges.cloudflare.com blob:; worker-src blob:; form-action http: https:; base-uri 'self'",

"Server: cloudflare",

"Critical-Ch: Sec-CH-UA-Bitness, Sec-CH-UA-Arch, Sec-CH-UA-Full-Version, Sec-CH-UA-Mobile, Sec-CH-UA-Model, Sec-CH-UA-Platform-Version, Sec-CH-UA-Full-Version-
List, Sec-CH-UA-Platform, Sec-CH-UA, UA-Bitness, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform-Version, UA-Platform, UA",

"Cross-0rigin-Embedder-Policy: require-corp",

"Cross-0rigin-Opener-Policy: same-origin",
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"Cross-0Origin-Resource-Policy: same-origin",

"Origin-Agent-Cluster: ?1",

"Permissions-Policy: accelerometer=(),camera=(),clipboard-read=(),clipboard-
write=(),geolocation=(),gyroscope=(),hid=(),magnetometer=(),microphone=(),payment=(),publickey-credentials-get=(),screen-wake-lock=(),serial=(),sync-
xhr=(),usb=(),xr-spatial-tracking=*",

"Referrer-Policy: same-origin",

"Server-Timing: chlray;desc=\"a27dcc0f89a88b16\"",

"X-Content-Type-Options: nosniff",

"X-Frame-Options: SAMEORIGIN",

"Expect-CT: enforce, max-age=43200",

"Feature-Policy: camera 'none'; microphone 'self'",

"Strict-Transport-Security: max-age=31536000",

"X-Permitted-Cross-Domain-Policies: none",

"X-XSS-Protection: 1",

"CF-RAY: a27dcc0f89a88b16-SIN"

IPv4 HTTPS (port 443)

HTTP Status 403
Connected IP 104.20.43.161
Connect Time 7.66 ms

TTFB 31.69 ms
Total Time 31.74 ms

Response Headers:

"HTTP/2 403",

"date: Sat, 08 Aug 2026 10:21:57 GMT",

"content-type: text/html; charset=UTF-8",

"content-length: 5170",

"accept-ch: Sec-CH-UA-Bitness, Sec-CH-UA-Arch, Sec-CH-UA-Full-Version, Sec-CH-UA-Mobile, Sec-CH-UA-Model, Sec-CH-UA-Platform-Version, Sec-CH-UA-Full-Version-
List, Sec-CH-UA-Platform, Sec-CH-UA, UA-Bitness, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform-Version, UA-Platform, UA",

"cf-mitigated: challenge",

"content-security-policy: default-src 'none'; script-src 'nonce-Kx7zKn9eDwulAyEM8BZ68h' 'unsafe-eval' https://challenges.cloudflare.com; script-src-attr 'none’
style-src 'unsafe-inline'; img-src 'self' https://challenges.cloudflare.com; connect-src 'self' https://challenges.cloudflare.com; frame-src 'self'
https://challenges.cloudflare.com blob:; child-src 'self' https://challenges.cloudflare.com blob:; worker-src blob:; form-action http: https:; base-uri 'self'",

"server: cloudflare",

“critical-ch: Sec-CH-UA-Bitness, Sec-CH-UA-Arch, Sec-CH-UA-Full-Version, Sec-CH-UA-Mobile, Sec-CH-UA-Model, Sec-CH-UA-Platform-Version, Sec-CH-UA-Full-Version-
List, Sec-CH-UA-Platform, Sec-CH-UA, UA-Bitness, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform-Version, UA-Platform, UA",

"cross-origin-embedder-policy: require-corp",

"cross-origin-opener-policy: same-origin",

"cross-origin-resource-policy: same-origin",

"origin-agent-cluster: ?1",

"permissions-policy: accelerometer=(),camera=(),clipboard-read=(),clipboard-
write=(),geolocation=(),gyroscope=(),hid=(),magnetometer=(),microphone=(),payment=(),publickey-credentials-get=(),screen-wake-lock=(),serial=(),sync-
xhr=(),usb=(),xr-spatial-tracking=*",

"referrer-policy: same-origin",

"server-timing: chlray;desc=\"a27dcc100fb83e62\"",

"x-content-type-options: nosniff",

"x-frame-options: SAMEORIGIN",

"expect-ct: enforce, max-age=43200",

"feature-policy: camera 'none'; microphone ‘'self'",

"strict-transport-security: max-age=31536000",

"x-permitted-cross-domain-policies: none",

"x-xss-protection: 1",

"cf-ray: a27dccl00fb83e62-SIN"

IPv6 HTTPS (port 443)

HTTP Status 403

Connected IP 2606:4700:10: :ac42:aea3
Connect Time 7.06 ms

TTFB 34 ms

Total Time 34.04 ms

Response Headers:

"HTTP/2 403",
"date: Sat, 08 Aug 2026 10:21:57 GMT",
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"content-type: text/html; charset=UTF-8",
"content-length: 5191",

"accept-ch: Sec-CH-UA-Bitness, Sec-CH-UA-Arch, Sec-CH-UA-Full-Version, Sec-CH-UA-Mobile, Sec-CH-UA-Model, Sec-CH-UA-Platform-Version, Sec-CH-UA-Full-Version-
List, Sec-CH-UA-Platform, Sec-CH-UA, UA-Bitness, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform-Version, UA-Platform, UA",

"cf-mitigated: challenge",

"content-security-policy: default-src 'none'; script-src 'nonce-ystS6t87sAe4YvhvgIMF3o0'

‘unsafe-eval' https://challenges.cloudflare.com; script-src-attr 'none';

style-src 'unsafe-inline'; img-src 'self' https://challenges.cloudflare.com; connect-src 'self' https://challenges.cloudflare.com; frame-src 'self'

https://challenges.cloudflare.com blob:; child-src 'self' https://challenges.cloudflare.com blob:; worker-src blob:; form-action http: https:; base-uri 'self'",

"server: cloudflare",

"critical-ch: Sec-CH-UA-Bitness, Sec-CH-UA-Arch, Sec-CH-UA-Full-Version, Sec-CH-UA-Mobile, Sec-CH-UA-Model, Sec-CH-UA-Platform-Version, Sec-CH-UA-Full-Version-
List, Sec-CH-UA-Platform, Sec-CH-UA, UA-Bitness, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform-Version, UA-Platform, UA",

"cross-origin-embedder-policy: require-corp",
"cross-origin-opener-policy: same-origin",
"cross-origin-resource-policy: same-origin",
"origin-agent-cluster: 71",

"permissions-policy: accelerometer=(),camera=(),clipboard-read=(),clipboard-

write=(),geolocation=(),gyroscope=(),hid=(),magnetometer=(),microphone=(),payment=(),publickey-credentials-get=(),screen-wake-lock=(),serial=(),sync-

xhr=(),usb=(),xr-spatial-tracking=*",
"referrer-policy: same-origin",
"server-timing: chlray;desc=\"a27dccOfbc718bce\"",
"x-content-type-options: nosniff",
"x-frame-options: SAMEORIGIN",
"expect-ct: enforce, max-age=43200",
"feature-policy: camera 'none'; microphone 'self'",
"strict-transport-security: max-age=31536000",
"x-permitted-cross-domain-policies: none",
"x-xss-protection: 1",
"cf-ray: a27dccOfbc718bce-SIN"

Connectivity Test Evidence

Test

TCP Connect IPv4 - port 80
TCP Connect IPv6 - port 80
TCP Connect IPv4 - port 443

TCP Connect IPv6 - port 443

Test Node Network Evidence

Node Profile dual stack

Egress Connectivity
IPv4 Egress unreachable

IPv6 Egress unreachable

Sysctl IPv6 Flags

net.ipv6.conf.all.disable_ipvé 0

IPv6 Routes

2a02:4780:5e::/48 dev eth® proto kernel metric 256 pref medium
fd7a:115c:ale0::1136:5807 dev tailscale® proto kernel metric 256 pref medium
feB80::/64 dev eth® proto kernel metric 256 pref medium

fe80::/64 dev tailscaleO proto kernel metric 256 pref medium

default via 2a02:4780:5e::1 dev ethO® proto static metric 1024 pref medium

IPv4 Routes

default via 76.13.221.254 dev eth® proto static

10.6.101.0/24 dev wg0 scope link

10.6.102.0/24 dev wgb scope link

76.13.221.0/24 dev eth® proto kernel scope link src 76.13.221.142
172.29.0.0/24 dev wgd scope link
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Result
403 0.006731 0.020193
403 0.006752 0.017816
403 0.007677 0.045518

403 0.007201 0.040216
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