IPv6 Readiness Report Generated: 04 Jul 2026, 22:24 MYT
thevibes.com — News Portal Last Checked: 04 Jul 2026, 03:29 MYT

IPv6 Readiness Report

thevibes.com — thevibes.com

Scan to verify

Category: News Portal ¢ Generated: 04 Jul 2026, 22:24 MYT < Last Checked: 04 Jul 2026, 03:29 MYT « Verification ID: 4eel5eld-2cc5-40cb-8504-cd45clacbhcda
Report generated from National IPv6 Readiness Monitor — https://ipv6.my6.my
Audit trail: https://ipv6.my6.my/audit/4eel5eld-2cc5-40cb-8504-cd45clacbcda

: IPV6-ONLY READINESS

7 3 % Website: X Not Ready
Partially Compliant

Partial Support DNS: v Ready
MGV6C-1.0 ,
Email: X Not Ready
IPV6 ADDRESSES IPV4 ADDRESSES
2606:4700:20: :681a:704 104.26.7.4
2606:4700:20::681a:604 172.67.74.124
2606:4700:20: :ac43:4a7c 104.26.6.4

Network Information (WHOIS / RDAP)

IPv6 Network IPv4 Network
Organization Cloudflare, Inc. Cloudflare, Inc.
Country us us
ASN AS13335 AS13335
ASN Name CLOUDFLARENET - Cloudflare, Inc., US CLOUDFLARENET - Cloudflare, Inc., US
Network (CIDR) 2606:4700::/32 104.16.0.0/12
Web Services (35%) 7/8
# CHECK RESULT DETAIL
1 AAAA Record PASS 2606:4700:20::681a:704, 2606:4700:20::681a:604, 2606:4700:20::ac43:4a7c
2 Globally Routable IPv6 PASS All addresses are globally routable.
3 HTTP over IPv6 PASS HTTP (port 80) responds over IPv6 — 66ms TTFB.
4 HTTPS over IPv6 PASS HTTPS (port 443) responds over IPv6 — 30ms TTFB.
5 IPv6-Only Reachability FAIL Site is not reachable when limited to IPv6-only.
6 TLS Certificate Valid (IPv6) PASS Certificate valid — issued by C = US, O = Google Trust Services, CN = WEL, expires Sep 25 03:18:56 2026
GMT
7 Dual-Stack (IPv4 + IPv6) PASS Domain has both A and AAAA records.
8 HTTP/3 (QUIC) PASS Alt-Svc: h3 header detected.
DNS & DNSSEC (25%) 3/5
# CHECK RESULT DETAIL
1 NS Has AAAA Record PASS Nameserver has IPv6 address.
2 NS Reachable via IPv6 PASS Nameserver is reachable via IPv6 on port 53.
3 NS Answers Queries via IPv6 PASS DNS queries answered over IPv6.
4 DNSSEC Validated FAIL DNSSEC validation failed or zone is unsigned.
5 Reverse DNS (PTR) FAIL No PTR record found.
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# CHECK
6 DS Record at Parent
7 RRSIG Valid

8 Signing Algorithm

Email Services (25%)

# CHECK

1 MX Record Exists

2 MX Server Has IPv6

3 SMTP Reachable via IPv6
4 STARTTLS over IPv6

5 SPF Record

6 DKIM Selector

7 DMARC Record

IPv4 Baseline (15%)
# CHECK

1 A Record

2 HTTP over IPv4

3 HTTPS over IPv4

National IPv6 Readiness Monitor — https://ipv6.my6.my

RESULT

FAIL

PASS

INFO

RESULT

PASS

PASS

FAIL

FAIL

PASS

INFO

FAIL

RESULT

PASS

PASS

PASS

DETAIL
No DS record at parent.
RRSIG signatures are current and valid.

ECDSAP256SHA256

DETAIL

MX record found.

MX server has AAAA record.

SMTP is not reachable over IPv6.

STARTTLS not available over IPv6.

SPF record found.

DKIM selector found: selectorl._domainkey

No DMARC record found.

DETAIL
104.26.7.4,172.67.74.124, 104.26.6.4

HTTP (port 80) responds over IPv4 — 75ms TTFB.

HTTPS (port 443) responds over IPv4 — 40ms TTFB.
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Audit Trail & Evidence Record

Verification ID 4eel5eld-2cc5-40cb-8504-cd45clacbcda

Domain thevibes.com

Check Mode Scheduled

Status Completed

Started 04 Jul 2026, 03:28:39 MYT

Finished 04 Jul 2026, 03:29:06 MYT

Test Node Profile dual stack

Engine Version 2.0.0

MGv6C Version 1.0.0

Audit URL https://ipv6.my6.my/audit/4eel5eld-2cc5-40cb-8504-cd45clachcda

Integrity Verification

v INTEGRITY VERIFIED

Algorithm hmac-sha256-v1

Root Hash 0335df2626d414497eaefcf11b8810b05661a4e04f353cfd7c4calclb37ce82d
http_headers af35a6a079b11771858864240ea2d295bc5b754b2b07fa94ce5391c4396Td3e4
dns_responses 6b8ce6d7a42dd7c2cd4351222b4fb05f7acc3033161bc4425fdcO2efdled7241
tls_handshake 10205ch8a28d7fef4el6dc50505f6ec73aae5df88e9f79cd9cf46f1lc77a75¢c49
connectivity_log d85f8582¢c6031e301d1f31e2b0444ae397fb6T643d4e5bfedbca762dcbbfcchd
dns_resolution_times 6363342dbd697c9fe24117426fa8682e7bleech3aeb45510d4d63d11f9b31273

Test Node Identity

Os Linux srv1440888 6.8.0-124-generic #124-Ubuntu SMP PREEMPT DYNAMIC Tue May 26 13:00:45 UTC 2026 x86 64
Hostname srv1440888

Php Version 8.3.32

Server lpv4 76.13.221.142

Server Ipv6 2202:4780:5e:2789::1

DNS Resolution Performance

Comparison of A (IPv4) vs AAAA (IPv6) query times across resolvers and transports. Shows median (p50) and 95th percentile (p95) of 3 samples per tuple.

Resolver Transport A p50 (ms) A p95 (ms) AAAA p50 (ms) AAAA p95 (ms) Delta (ms)
System Default 20.74 23.68 22.61 23.03 +1.9
Google IPv4 27.71 38.6 24.79 27.47 -2.9
Google IPV6 24.7 35.48 24.13 24.48 -0.6
Cloudflare IPv4 12.05 22.54 11.67 22.86 -0.4
Cloudflare IPv6 23.1 26.53 18.08 21.68 -5
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DNS Evidence

A

;5 Got answer:
->>HEADER<<- opcode: QUERY, status: NOERROR, id: 17328

;; flags: qr rd ra; QUERY: 1, ANSWER: 3, AUTHORITY: O, ADDITIONAL:

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232
;3 ANSWER SECTION:
thevibes.com.[JJ3000INJA]104.26.7.4
thevibes. com.[JJ3000INJA]104.26.6.4
thevibes.com.[JJ3000INJA172.67.74.124

DS

;5 Got answer:
->>HEADER<<- opcode: QUERY, status: NOERROR, id: 17854

;3 flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL:

;3 OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;3 AUTHORITY SECTION:

com.[JJ0886[JIN[JSOA[Ja.gtld-servers.net. nstld.verisign-grs.com. 1783106906 1800 900 604800 9600

MX

;3 Got answer:
->>HEADER<<- opcode: QUERY, status: NOERROR, id: 34397

;3 flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
33 ANSWER SECTION:

1

thevibes. com.[JJ3000INOMXJ0 thevibes-com.mail.protection.outlook.com.

NS

;5 Got answer:
->>HEADER<<- opcode: QUERY, status: NOERROR, id: 19692

;3 flags: qr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

33 ANSWER SECTION:

thevibes. com.[JJ86400IN[NS[coco.ns.cloudflare.com.
thevibes. com.[JJ86400JIN[NS[Jpaul.ns.cloudflare.com.

TXT

;3 Got answer:
->>HEADER<<- opcode: QUERY, status: NOERROR, id: 17822

;3 OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;3 ANSWER SECTION:

thevibes.com.[J03000INOTXT[]"google-site-verification=kSF1fpabSY2SY2RSXaZ3 rwwWwRWV93yQncIty ysBZA"
thevibes. com.[JJ3000INOTXTO"v=spfl include:spf.protection.outlook.com -all"

thevibes.com.[JJ3000INJTXT]"MS=ms81896977"
thevibes.c

o

thevibes.c

o

AAAA

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 24282

;; flags: qr rd ra; QUERY: 1, ANSWER: 3, AUTHORITY: 0, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 ANSWER SECTION:
thevibes.com.[JJ300JINJAAAA[]2606:4700:20: :ac43:4a7c
thevibes. com.[JJ3000INJAAAAJ2606:4700:20: : 681a: 704

National IPv6 Readiness Monitor — https://ipv6.my6.my

; flags: qr rd ra; QUERY: 1, ANSWER: 8, AUTHORITY: O, ADDITIONAL: 1

m.[JO03000INJTXT[" facebook-domain-verification=atx13gh6tmecmdxw@st4pkt3ul347m"

m.[J03000INJTXT[]"google-site-verification=788vKKr3b3oL8WU4WORtblabniUAJe6SMrZAFcnQ8Fc"
thevibes.com.[J03000INOTXT[]"google-site-verification=BOOwYG5_ SYXEbsoAuR7yTjOKcTaCQTP2c6Pp7-ypFx4"
thevibes. com.[JJ3000INJTXT]"google-site-verification=SzyshYW96aTFlvealDIsx8eDNir7C6xsHzvxEUIVZ_g"
thevibes.com.[J03000INOTXT[)"google-site-verification=WTwGsDuIJq_ATArte-ohxH7]f_ IAMVUfOelFtFBGNOk"
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thevibes. com.[JJ3000INJAAAA[J2606:4700:20: :681a: 604

RRSIG

coco.ns.cloudflare.com. dns.cloudflare.com. 2408016144 10000 2400 604800 1800
SOA 13 2 1800 20260704202839 20260702182839 34505 thevibes.com. sAxhDoXspH7mwEBN9Z72950tSVm+9wgxYVeMQRIrf+ofIHMq+uIjmNTZ CffvdwFRzbWHaqaNvuClZjTES/24VA==

DNSKEY

Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 58343
;3 flags: qr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: 0, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 ANSWER SECTION:

thevibes.com.[J035750IN[DNSKEY[]256 3 13 0JMRESz5E4gYzS/q6XDrvUlgMPYIjCWzJa0au8XNEZeqCYKD5ar0IRd8 KgXXFJIkgmVfRvMGPmM1x8fGAa2XhSA==

thevibes. com.[JJ35750IN[DNSKEY[J257 3 13 mdsswUyr3DPW132m0i8VIXESWE8jTo0dxCjjnopKl+GqlxpVXckHAeF+ KkxLbxILfDLUTOrAK9iUzylL53eKGQ==

DNSSEC_VALIDATION

;3 validating thevibes.com/SOA: no valid signature found

; unsigned answer
thevibes.com.[J017750INJSOAcoco.ns.cloudflare.com. dns.cloudflare.com. 2408016144 10000 2400 604800 1800
thevibes.com.[JJ17750INJRRSIG[JSOA 13 2 1800 20260704202839 20260702182839 34505 thevibes.com. sAxhDoXspH7mwEBN9Z72950tSVm+9wqxYVeMQRIrf+ofIHMg+uIljmNTZ

CffvdwFRzbWHaqaNvuClZjTES/24VA==
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TLS Handshake Evidence

IPV4 Connection
IP Used 104.26.7.4

IP Version 4

depth=2 C = US, 0 = Google Trust Services LLC, CN = GTS Root R4

verify return:1

depth=1 C = US, 0 = Google Trust Services, CN = WE1l

verify return:1

depth=0 CN = thevibes.com

verify return:1

CONNECTED (00000010)

Certificate chain

0 s:CN = thevibes.com

i:C = US, 0 = Google Trust Services, CN = WEL
a:PKEY: id-ecPublicKey, 256 (bit); sigalg: ecdsa-with-SHA256
v:NotBefore: Jun 27 02:20:13 2026 GMT; NotAfter: Sep 25 03:18:56 2026 GMT

MIIDfjCCAySgAWIBAGIQCIXLfRBMPPIOemtEO01sRjAKBggghkjOPQQDAjA7MQswW
CQYDVQQGEwIVUzEeMBWGALUEChMVR29vZ2x1IFRydXNOIFN1cnZpY2VzMQwwCgYD
VQQDEWNXRTEwHhcNMj YwNj I3MDIyMDEZzWhcNMj YwOTI1IMDMxODU2Wj AXMRUWEWYD
VQQDEwx0aGV2aW]lcy5jb20wWTATBgcqhkjOPQIBBggqhkjOPQMBBWNCAATVOjvL
tIIBQZwOFanILONZfIKNrIXNFnUn8oe®IvBTO+7vpRzIfWaim6L4p+MpOcSMmgKQ
8y8tchmXw8WjmmTjo4ICLDCCAigwDgYDVROPAQH/BAQDAgeAMBMGA1UdIQQMMACG
CCsGAQUFBwMBMAWGA1UdEWEB/wQCMAAWHQYDVROOBBYEFHr4kTu9v5gY rvwpyzy/
uM/QyYHNMB8GA1UdIwQYMBaAFJIB3kjVnxP+ozKnme9mAeXvMk/k4MDUGCCsGAQUF
BwEBBCkwJzA1BggrBgEFBQcwAoYZaHROcDovL2kucGtpLmdvb2cvd2UxLmNydDAn
BgNVHREEIDAeggx0aGV2aWllcy5jb22CDioudGhldmliZXMuY29tMBMGA1UdIAQM
MAowCAYGZ4EMAQIBMDYGA1UdHWQVMCOWK6ApoCeGIWhOdHAGLY9]jLnBraS5nb29n
L3dIMS9uMGR4N1YXR2Jiby5j cmwwggEEBgo rBgEEAdZ5AgQCBIH1BIHYAPAAdGDC
MX5XRRmjRe5/0N6ykEHrx8IhWiK/ fOW1lrXaa2Q55zQAAAZ8HF5VVAAAEAWBHMEUC
IQCoxSIfgoISacDAXwgmrXvIc02gxwaln7KSr7sxytrb8QIgbk3Cv7alL1PPUIKV
y4mi5Fr043gF1z8CkpYSx/g1B3cAdgDYCVU71E96/8gWGW+UTAWrsPj8XodVIg8V
0S5yu@VLFAAAAZ8HF5VZAAAEAWBHMEUCICcwS5YNS51AZhmKZFkMrh587Uiox10S0E
FItiPWv3Gi6JAiEAOCMMGSSakbBd4R2/HjGj01SFF7ZF2Ct9LIp+u/COwngwCgYI
KoZIzjOEAWIDSAAWRQIgBYIHQi5Fp3iJGUIFT8]e3VU3SLInWbKBmFeCEfz7SIkC
IQDDbnOGKV+WmnSmSFHMBKEdXOrHPcmUp2hB7Ltadk602w==

1 s:C=US, 0= Google Trust Services, CN = WE1
i:C = US, 0 = Google Trust Services LLC, CN = GTS Root R4
a:PKEY: id-ecPublicKey, 256 (bit); sigalg: ecdsa-with-SHA384
v:NotBefore: Dec 13 09:00:00 2023 GMT; NotAfter: Feb 20 14:00:00 2029 GMT

MIICnzCCAiWgAwIBAQIQf/MZd5csIkp2FVOTttaF4zAKBggghkjOPQQDAZBHMQsw
CQYDVQQGEwJIVUzEiMCAGALIUEChMZR29vZ2Xx1IFRydXNOIFNlcnZpY2VzIEXMQzEU
MBIGA1UEAXMLRIRTIFJvb3QgUjQwHhcNMjMxMjEzMDkwMDAwWhcNMj kwMj IwMTQw
MDAWWjA7MQswCQYDVQQGEwJVUzEeMBWGATUEChMVR29vZ2x1IFRYdXNOIFNlcnZp
Y2VzMQwwCgYDVQQDEWNXRTEWWTATBgcghkjOPQIBBggqghkjOPQMBBWNCAARVZTr+
Z1dHTCEDhUDCR127WECPQMFcF4XGGTfn1XzthkubgdnXGhO1CgP4mMTG6J7/EFmP
LCaY9eYmIbsPAvpWo4H+MIH7MA4GA1UdDWEB/wQEAWIBhjAdBgNVHSUEF jAUBggr
BgEFBQcDAQYIKwYBBQUHAWIWEQYDVROTAQH/BAgwBgEB/wIBADAdBgNVHQ4EFgQU
kHeSNWFE/6iMqeZ72YB5e8yT+TgwHwYDVROjBBgwFoAUgEZW63T/STaj1dj8tT7F
avCUHYwwNAYIKwYBBQUHAQEEKDAMMCQGCCsGAQUFBzAChhhodHRwOi8vaS5wa2ku
Z29vZy9yNC5j cnQwKwYDVROBCQwI jAgoB6gHIYaaHROcDovL2MucGtpLmdvb2cv
c19yNC5j cmwwEwYDVROgBAwWWC jAIBgZngQwBAgEWCgYIK0ZIzjOEAWMDaAAWZQIx
A0cCq1HW900VznX+ORGU1cxAQXomvtgM8zItPZCuFQ8jSBIS]jz5keR0vIaYsAm5Y
sQIwJonMaAFi54mrfhfoFNZEfuNMSQ6/bIBiNLiyoX46FohQvKeIoJ99cx7sUKFN
Tulw

2 s:C = US, 0 = Google Trust Services LLC, CN = GTS Root R4
i:C = BE, 0 = GlobalSign nv-sa, OU = Root CA, CN = GlobalSign Root CA
a:PKEY: id-ecPublicKey, 384 (bit); sigalg: RSA-SHA256
v:NotBefore: Nov 15 03:43:21 2023 GMT; NotAfter: Jan 28 00:00:42 2028 GMT

MIIDejCCAMKgAWIBAQIQf+UwvzMTQ77dghYQST2KGZANBgkghkiGOwOBAQsFADBX
MQswCQYDVQQGEwJCRTEZMBCGALUEChMQR2xvYmFsU21nbiBudilzYTEQMA4GA1UE
CxMHUmM9vdCBDQTEbMBKGALIUEAXMSR2xvYmFsU21nbiBSh290IENBMBAXDTIZMTEX
NTAzNDMyMVoXDTI4MDEyODAwMDAOMLowRzELMAKGATUEBhMCVVMxXI jAgBgNVBAOT
GUdvb2dsZSBUcnVzdCBTZXJ2aWN1cyBMTEMxFDASBgNVBAMTCOdUUYBSh290IFIO
MHYWEAYHK0ZIZzjOCAQYFK4EEACIDYgAE83Rzp2ilYK5DUDXFgTB7S0md+8Fhzube
Rr1rlWEYNa5A3XP3iZEwWus870V80kB206nGUEfYKueSkWpz6bFy0Z8pn6KY019e
WIZ1D6GEZQbR3IvIx3PIjGov5cSrOR2Ko4H/MIH8MA4GA1UdDWEB/WQEAWIBhjAd
BgNVHSUEFjAUBggrBgEFBQcDAQYIKwYBBQUHAwIwDWYDVROTAQH/BAUWAWEB/ zAd
BgNVHQ4EFgQUQEZW63T/STaj 1dj8tT7FavCUHYwwHwYDVROj BBgwFoAUYHtMGKUN
18gJUC99BMOOGP/8/UswNgYIKwYBBQUHAQEEK]AoMCYGCCsGAQUFBzAChhpodHRw
0i8vaS5wa2kuz29vZy9Inc3IxLmNydDAtBgNVHREEJ jAKMCKgIKAehhxodHRwOi8v
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Yy5wa2kuZ29vZy9yL2dzcjEuY3JIsMBMGA1UdIAQMMAowCAYGZ4EMAQIBMAOGCSG
SIb3DQEBCWUAA4IBAQAYQrsPBtYDh5bjP20BDwmkoWhIDDkic574y04tfzHpn+c]
0dI2D4SseesQ6bDrarz7C30ddLibZatoKiws3ULIXnELz4ct92vID24FfVbiIlhY
+SW6FoVHKNeWIPOGChbaM4C6uVdF5dTUSMVs/ZbzNnIdCp5Gxmx5ejvEau8otR/Cs
kGN+hr/W5GvT1tMBjgWKZ1i4//emhA1JG1BbPzoLJQvyEotc®31XjTaCzv8mEbep
8RqZ7a2CPsgRbuvTPBwcOMBBmuFeU88+FSBX6+71P0i18b4Z0QFqIwwMHfs/L6K1
vepuoxtGzi4CZ68zJpiqlUvSqTbFJljtbD4seiMHl

Server certificate

subject=CN = thevibes.com

issuer=C = US, 0 = Google Trust Services, CN = WEl
No client certificate CA names sent

Peer signing digest: SHA256

Peer signature type: ECDSA

Server Temp Key: X25519, 253 bits

SSL handshake has read 2786 bytes and written 394 bytes
Verification: 0K

New, TLSv1.3, Cipher is TLS AES 256 GCM SHA384
Server public key is 256 bit

Secure Renegotiation IS NOT supported

Compression: NONE

Expansion: NONE

No ALPN negotiated

Early data was not sent

IPV6 Connection
IP Used 2606:4700:20::681a:704

IP Version 6

depth=2 C = US, 0 = Google Trust Services LLC, CN = GTS Root R4

verify return:1

depth=1 C = US, 0 = Google Trust Services, CN = WE1l

verify return:1

depth=0 CN = thevibes.com

verify return:1

CONNECTED (00000010)

Certificate chain

0 s:CN = thevibes.com

i:C = US, 0 = Google Trust Services, CN = WEL
a:PKEY: id-ecPublicKey, 256 (bit); sigalg: ecdsa-with-SHA256
v:NotBefore: Jun 27 02:20:13 2026 GMT; NotAfter: Sep 25 03:18:56 2026 GMT

MIIDfjCCAySgAwIBAgIQC1XLfRBmMPPIOemtEO01sRjAKBggqhkjOPQQDAjA7MQsw
CQYDVQQGEwJVUzEeMBWGA1UEChMVR29vZ2x1IFRydXNOIFN1cnZpY2VzMQwwCgYD
VQQDEWNXRTEwHhcNMj YwNj I3MDIyMDEZzWhcNMj YwOTI1IMDMxODU2Wj AXMRUWEWYD
VQQDEwx0aGV2aW]1cy5jb20wWTATBgcghkjOPQIBBggqhkj OPQMBBWNCAATVO] vL
tIIBQZwOFanILONZfIKNrIXNFnUn8oe®IvBTO+7vpRzIfWaim6L4p+MpOcSMmgKQ
8y8tchmXw8WjmmTjo4ICLDCCAigwDgYDVROPAQH/BAQDAgeAMBMGA1UdIQQMMACG
CCsGAQUFBwMBMAWGA1UdEWEB/wQCMAAWHQYDVROOBBYEFHr4kTu9v5gY rvwpyzy/
uM/QyYHNMB8GA1UdIwQYMBaAFJIB3kjVnxP+ozKnme9mAeXvMk/k4MDUGCCsGAQUF
BwEBBCkwJzA1BggrBgEFBQcwAoYZaHROcDovL2kucGtpLmdvb2cvd2UxLmNydDAn
BgNVHREEIDAeggx0aGV2aWllcy5jb22CDioudGhldmlizXMuY29tMBMGA1UAIAQM
MAowCAYGZ4EMAQIBMDYGA1UdHWQVMCOWK6ApoCeGIWhOdHAGLY9jLnBrasS5nb29n
L3dIMS9UMGR4N1YXR2J1by5j cmwwggEEBgo rBgEEAdZ5AgQCBIH1BIHYAPAAdGDC
MX5XRRmjRe5/0N6ykEHrx8IhWiK/ fOW1lrXaa2Q55zQAAAZ8HF5VVAAAEAWBHMEUC
IQCoxSIfgoISacDAXwgmrXvIc02gxwaln7KSr7sxytrb8QIgbk3Cv7alL1PPUIKV
y4mi5Fr043gF1z8CkpYSx/g1B3cAdgDYCVU71E96/8gWGW+UT4WrsPj8XodVIg8V
0S5yu@VLFAAAAZBHF5VZAAAEAWBHMEUCICcw5YNS1AZhmKZFkMrh587Uiox10S0E
FItiPWv3Gi6JAiEAOcMmGsSaKbBd4R2/HjGjO1SFF7ZF2Ct9LIp+u/COwngwCgYI
KoZIzjOEAWIDSAAWRQIgBYIHQi5Fp31iJGUIFT8]e3VU3SLInWbKBmFeCEfz7SIkC
IQDDbnOGKV+WmnSmSFHMBKEdXOrHPcmUp2hB7Ltadk602w==

1 s:C =US, 0 = Google Trust Services, CN = WE1
i:C = US, 0 = Google Trust Services LLC, CN = GTS Root R4
a:PKEY: id-ecPublicKey, 256 (bit); sigalg: ecdsa-with-SHA384
v:NotBefore: Dec 13 09:00:00 2023 GMT; NotAfter: Feb 20 14:00:00 2029 GMT

MIICnzCCAiWgAWIBAGIQf/MZd5csIkp2FVOTttaF4zAKBggqhkjOPQQDAZBHMQswW
CQYDVQQGEWJIVUzEiMCAGALUEChMZR29vZ2Xx1IFRYdXNOIFNlcnZpY2VzIEXMQzEU
MBIGA1UEAXMLRIRTIFJvb3QgUjQwHhcNMjMxMjEzMDkwMDAwWhCNM] kwMj IwMTQw
MDAwWWjA7MQswCQYDVQQGEwIVUzEeMBwGA1UEChMVR29vZ2x 1IFRydXNOIFNlcnZp
Y2VzMQwwCgYDVQQDEWNXRTEWWTATBgcqhkjOPQIBBggqhkjOPQMBBWNCAARVZTr+
Z1dHTCEDhUDCR127WECPQMFcF4XGGTfn1XzthkubgdnXGhO1CgP4mMTG6J7/EFmP
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LCaY9eYmJIbsPAvpWo4H+MIH7MA4GA1UdDWEB/wQEAWIBh j AdBgNVHSUEF jAUBggr
BgEFBQCcDAQYIKwYBBQUHAWIWEQYDVROTAQH/BAgwBgEB/WwIBADAdBgNVHQ4EFgQU
kHeSNWfE/6jMqeZ72YB5e8yT+TgwHwYDVROjBBgwFoAUQEZW63T/STajldj8tT7F
avCUHYwwNAY IKwYBBQUHAQEEKDAMMCQGCCsGAQUFBzAChhhodHRwOi8vaS5wa2ku
Z29vZy9yNC53j cnQwKwYDVROTBCQwIjAgoB6gHIYaaHROcDovL2MucGtpLmdvb2cv
Ci9yNC5j cmwwEwYDVROgBAWWC jAIBgZngQwBAgEWCGYIK0ZIzZj OEAWMDaAAWZQIX
A0cCqlHW900VZznX+ORGULcxAQXomvtgM8zItPZCuFQ8jSBIS]jz5keR0OvIaYsAm5Y
sQIwJonMaAFi54mrfhfoFNZEfuNMSQ6/bIBiNLiyoX46FohQvKeIoJ99cx7sUkFN
TuIw

2 s:C = US, 0 = Google Trust Services LLC, CN = GTS Root R4
i:C = BE, 0 = GlobalSign nv-sa, OU = Root CA, CN = GlobalSign Root CA
a:PKEY: id-ecPublicKey, 384 (bit); sigalg: RSA-SHA256
v:NotBefore: Nov 15 03:43:21 2023 GMT; NotAfter: Jan 28 00:00:42 2028 GMT

MIIDejCCAMKgAWIBAGIQf+UwvzMTQ77dghYQST2KGZANBgkghkiGOwOBAQS FADBX
MQswCQYDVQQGEwICRTEZMBCGALUEChMQR2xvYmFsU21nbiBudilzYTEQMA4GALUE
CxMHUmM9vdCBDQTEbMBKGA1UEAXMSR2xvYmFsU21nbiBShb290IENBMBAXDTIzMTEX
NTAzNDMyMVoXDTI4MDEyODAwWMDAOMLowRzELMAKGATUEBhMCVVMXI jAgBgNVBAOT
GUdvb2dsZSBUcnVzdCBTZXJ2aWN1cyBMTEMxFDASBgNVBAMTCOdUUYBSb290IFIO
MHYWEAYHK0ZIZzjOCAQYFK4EEACIDYQAE83Rzp2ilYK5DUDXFgTB7S0md+8Fhzube
Rr1rlWEYNa5A3XP3iZEwWus870V80kB206nGUEfYKueSkWpz6bFy0Z8pn6KY019e
WIZ1D6GEZQbR3IvIX3PIjGov5cSroR2Ko4H/MIH8MA4GALUdDWEB/WQEAWIBh]jAd
BgNVHSUEF j AUBgg rBgEFBQcDAQYIKwYBBQUHAWIWDWYDVROTAQH/BAUWAWEB/ zAd
BgNVHQ4EFgQUQEZW63T/STaj1dj8tT7FavCUHYwwHwYDVROjBBgwFoAUYHtmGKUN
189JUC99BMOOqP/8/UswNgYIKwYBBQUHAQEEK]AoMCYGCCsGAQUFBzAChhpodHRw
0i8vaS5wa2kuzZ29vZy9nc3IxLmNydDAtBgNVHRBE] jAkMCKgIKAehhxodHRwOi8v
Yy5wa2kuZ29vZy9yL2dzcjEuY3JsMBMGA1UdIAQMMAOWCAYGZ4EMAQIBMAOGCSAG
SIb3DQEBCWUAA4IBAQAYQrsPBtYDh5bjP20BDwmkoWhIDDkic574y04tfzHpn+c]
0dI2D4SseesQ6bDrarz7C30ddLibZatoKiws3ULIXnELz4ct92vID24FfVbiIlhY
+SW6FoVHKNeWIPOGChaM4C6uVdF5dTUsMVs/ZbzNnIdCp5Gxmx5ejvEau8otR/Cs
kGN+hr/W5GvT1tMBjgWKZ1i4//emhA1JG1BbPzoLJQvyEotc®31XjTaCzv8mEbep
8RqZ7a2CPsgRbuvTPBwcOMBBmuFeU88+FSBX6+71P0i18b4Z0QFqIwwMHfs/L6K1
vepuoxtGzi4CzZ68zIpiqlUvSqTbFJjtbD4seiMH1

Server certificate

subject=CN = thevibes.com

issuer=C = US, 0 = Google Trust Services, CN = WE1l
No client certificate CA names sent

Peer signing digest: SHA256

Peer signature type: ECDSA

Server Temp Key: X25519, 253 bits

SSL handshake has read 2785 bytes and written 394 bytes
Verification: 0K

New, TLSv1.3, Cipher is TLS AES 256 GCM SHA384

Server public key is 256 bit

Secure Renegotiation IS NOT supported

Compression: NONE

Expansion: NONE

No ALPN negotiated

Early data was not sent
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HTTP Response Evidence

IPv4 HTTP (port 80)

HTTP Status 403
Connected IP 104.26.7.4
Connect Time 17.54 ms
TTFB 71.09 ms
Total Time 71.69 ms

Response Headers:

"HTTP/1.1 301 Moved Permanently",
"Date: Fri, 03 Jul 2026 19:29:05 GMT",
"Content-Type: text/html; charset=UTF-8",
"Connection: keep-alive",
"Location: https://thevibes.com/",
"Report-To: {\"group\":\"cf-
nel\",\"max_age\":604800,\"endpoints\": [{\"url\":\"https://a.nel.cloudflare.com/report/v4?s=1021W2h830EUa50%2FM31xeqYUDKdUQt1zsWfZ0900LkbY7xJc4r%2BUmqlh043YLu8BEzAthF2RZpZqIxXBly.
"Nel: {\"report_to\":\"cf-nel\",\"success fraction\":0.0,\"max_age\":604800}",
"Server: cloudflare",
"CF-RAY: al584c0b4b943f7a-SIN",
"alt-svc: h3=\":443\"; ma=86400",

"HTTP/2 403",

"date: Fri, 03 Jul 2026 19:29:05 GMT",

"content-type: text/html; charset=UTF-8",

"content-length: 5168",

accept-ch: Sec-CH-UA-Bitness, Sec-CH-UA-Arch, Sec-CH-UA-Full-Version, Sec-CH-UA-Mobile, Sec-CH-UA-Model, Sec-CH-UA-Platform-Version, Sec-CH-UA-Full-
Version-List, Sec-CH-UA-Platform, Sec-CH-UA, UA-Bitness, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform-Version, UA-Platform, UA",

"16": "cf-mitigated: challenge",

"17": "content-security-policy: default-src 'none'; script-src 'nonce-YTnC5TXJImjDVLb9rdvePSr' ‘'unsafe-eval' https://challenges.cloudflare.com; script-src-attr
‘none'; style-src 'unsafe-inline'; img-src 'self' https://challenges.cloudflare.com; connect-src 'self' https://challenges.cloudflare.com; frame-src 'self
https://challenges.cloudflare.com blob:; child-src 'self' https://challenges.cloudflare.com blob:; worker-src blob:; form-action http: https:; base-uri 'self'",

"18": "server: cloudflare"

"19": "critical-ch: Sec-CH-UA-Bitness, Sec-CH-UA-Arch, Sec-CH-UA-Full-Version, Sec-CH-UA-Mobile, Sec-CH-UA-Model, Sec-CH-UA-Platform-Version, Sec-CH-UA-Full-
Version-List, Sec-CH-UA-Platform, Sec-CH-UA, UA-Bitness, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform-Version, UA-Platform, UA",

"20": "cross-origin-embedder-policy: require-corp"
"21": "cross-origin-opener-policy: same-origin",
"22": "cross-origin-resource-policy: same-origin",

"23": "origin-agent-cluster: ?1"

"24": “"permissions-policy: accelerometer=(),camera=(),clipboard-read=(),clipboard-
write=(),geolocation=(),gyroscope=(),hid=(),magnetometer=(),microphone=(),payment=(),publickey-credentials-get=(),screen-wake-lock=(),serial=(),sync-
xhr=(),usb=(),xr-spatial-tracking=*",

"25": "referrer-policy: same-origin",

"26": "server-timing: chlray;desc=\"al584c0b9c9a3dd5\"",

"27": "x-content-type-options: nosniff",

"28": "x-frame-options: SAMEORIGIN",

"29": "report-to: {\"group\":\"cf-
nel\",\"max_age\":604800,\"endpoints\": [{\"url\":\"https://a.nel.cloudflare.com/report/v4?s=mktNaTxccwhoB%2F75mbTk%2BhM7P60XWmtsHqp3%2BftKYSMyE1T2%2F%2BXNheWbXUU6y8f87yEz8hB1BBb

"30": "nel: {\"report_to\":\"cf-nel\",\"success fraction\":0.0,\"max_age\":604800}",

"31": "cf-ray: al584c®b9c9a3dd5-SIN",

"32": "alt-svc: h3=\":443\"; ma=86400"

IPv6 HTTP (port 80)

HTTP Status 403

Connected IP 2606:4700:20::681a:604
Connect Time 17.76 ms

TTFB 73.8 ms

Total Time 74.28 ms

Response Headers:

"0": "HTTP/1.1 301 Moved Permanently",

"Date: Fri, 03 Jul 2026 19:29:05 GMT",

"Content-Type: text/html; charset=UTF-8",

"Connection: keep-alive",

"Location: https://thevibes.com/",

"Report-To: {\"group\":\"cf-

nel\",\"max_age\":604800,\"endpoints\": [{\"url\":\"https://a.nel.cloudflare.com/report/v4?s=260eZtbDs%2FSRiJAhiJRwZmynjD6a6dFLX82%2BF433QiZIWwkmHh9IGdAnYwX9%2BDWpWaoEigk@UOh1dCQj’
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Vers

‘non
http

Vers

writ

"Nel: {\"report_to\":\"cf-nel\",\"success fraction\":0.0,\"max_age\":604800}",

"Server: cloudflare",

"CF-RAY: al584c0a9cfe9c5c-SIN",

"9 "alt-svc: h3=\":443\"; ma=86400"

"11": "HTTP/2 403",

"12": “"date: Fri, 03 Jul 2026 19:29:05 GMT",

"13": "content-type: text/html; charset=UTF-8"

"14": “"content-length: 5189",

"15": "accept-ch: Sec-CH-UA-Bitness, Sec-CH-UA-Arch, Sec-CH-UA-Full-Version, Sec-CH-UA-Mobile, Sec-CH-UA-Model, Sec-CH-UA-Platform-Version, Sec-CH-UA-Full-
ion-List, Sec-CH-UA-Platform, Sec-CH-UA, UA-Bitness, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform-Version, UA-Platform, UA",

"16": "cf-mitigated: challenge",

"17": "content-security-policy: default-src 'none'; script-src 'nonce-5Fs5gkzS3JCmhhLTFxCYqt' 'unsafe-eval' https://challenges.cloudflare.com; script-src-attr
e'; style-src 'unsafe-inline'; img-src 'self' https://challenges.cloudflare.com; connect-src 'self' https://challenges.cloudflare.com; frame-src 'self
s://challenges.cloudflare.com blob:; child-src 'self' https://challenges.cloudflare.com blob:; worker-src blob:; form-action http: https:; base-uri 'self'",
"18": "server: cloudflare",

"19": "critical-ch: Sec-CH-UA-Bitness, Sec-CH-UA-Arch, Sec-CH-UA-Full-Version, Sec-CH-UA-Mobile, Sec-CH-UA-Model, Sec-CH-UA-Platform-Version, Sec-CH-UA-Full-
ion-List, Sec-CH-UA-Platform, Sec-CH-UA, UA-Bitness, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform-Version, UA-Platform, UA",

"20": "cross-origin-embedder-policy: require-corp"

"21": "cross-origin-opener-policy: same-origin",

oo
"23": "origin-agent-cluster: ?1"

"cross-origin-resource-policy: same-origin",

"24": "permissions-policy: accelerometer=(),camera=(),clipboard-read=(),clipboard-
e=(),geolocation=(),gyroscope=(),hid=(),magnetometer=(),microphone=(),payment=(),publickey-credentials-get=(),screen-wake-lock=(),serial=(),sync-

xhr=(),usb=(),xr-spatial-tracking=*",
"25": "referrer-policy: same-origin",
"26": "server-timing: chlray;desc=\"al584c0aed6c3f61\""
"27": "x-content-type-options: nosniff",
"28": "x-frame-options: SAMEORIGIN"
"29": "report-to: {\"group\":\"cf-

nel\",\"max_age\":604800,\"endpoints\": [{\"url\":\"https://a.nel.cloudflare.com/report/v4?s=bkVMHhkonp7ApSKi2k8uymThf8%2BoQnhhTm%2ByZwGuesNfea9uEk9ImmZdBN86 f SRGAJAwsQDhmjZf3rQgksX
"30": "nel: {\"report_to\":\"cf-nel\",\"success_fraction\":0.0,\"max_age\":604800}"
"31" cf-ray: al584cOaed6c3f61-SIN",
"32": "alt-svc: h3=\":443\"; ma=86400"

}

IPv4 HTTPS (port 443)

HTTP Status 403

Connected IP 104.26.7.4

Connect Time 8.31ms

TTFB 30.58 ms

Total Time 31.08 ms

Response Headers:

"HTTP/2 403",

"date: Fri, 03 Jul 2026 19:29:05 GMT",

"content-type: text/html; charset=UTF-8",

"content-length: 5168",

"accept-ch: Sec-CH-UA-Bitness, Sec-CH-UA-Arch, Sec-CH-UA-Full-Version, Sec-CH-UA-Mobile, Sec-CH-UA-Model, Sec-CH-UA-Platform-Version, Sec-CH-UA-Full-Version-

List, Sec-CH-UA-Platform, Sec-CH-UA, UA-Bitness, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform-Version, UA-Platform, UA",

"cf-mitigated: challenge",
"content-security-policy: default-src 'none'; script-src 'nonce-WTrLugAJXzymkqb8HVHOF3' 'unsafe-eval' https://challenges.cloudflare.com; script-src-attr 'none’

style-src 'unsafe-inline'; img-src 'self' https://challenges.cloudflare.com; connect-src 'self' https://challenges.cloudflare.com; frame-src 'self'
https://challenges.cloudflare.com blob:; child-src 'self' https://challenges.cloudflare.com blob:; worker-src blob:; form-action http: https:; base-uri 'self'",

"server: cloudflare",
"critical-ch: Sec-CH-UA-Bitness, Sec-CH-UA-Arch, Sec-CH-UA-Full-Version, Sec-CH-UA-Mobile, Sec-CH-UA-Model, Sec-CH-UA-Platform-Version, Sec-CH-UA-Full-Version-

List, Sec-CH-UA-Platform, Sec-CH-UA, UA-Bitness, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform-Version, UA-Platform, UA",

"cross-origin-embedder-policy: require-corp",

"cross-origin-opener-policy: same-origin",

"cross-origin-resource-policy: same-origin",

"origin-agent-cluster: 71",

"permissions-policy: accelerometer=(),camera=(),clipboard-read=(),clipboard-

write=(),geolocation=(),gyroscope=(),hid=(),magnetometer=(),microphone=(),payment=(),publickey-credentials-get=(),screen-wake-lock=(),serial=(),sync-

xhr=(),usb=(),xr-spatial-tracking=*",

"referrer-policy: same-origin",

"server-timing: chlray;desc=\"al584c0bdc07fd15\"",
"x-content-type-options: nosniff",
"x-frame-options: SAMEORIGIN",

"report-to: {\"group\":\"cf-

nel\",\"max_age\":604800,\"endpoints\": [{\"url\":\"https://a.nel.cloudflare.com/report/v4?s=635%2Bqro4YMvAfn190PUXXk1GsNdvebuWUXERTiAOgE5YcUmOjMnd5uwlpkWpMd%s2BPob5LvmKujXkLfE3neG

"nel: {\"report_to\":\"cf-nel\",\"success_fraction\":0.0,\"max_age\":604800}",
"cf-ray: al584c0bdc07fd15-SIN",
"alt-svc: h3=\":443\"; ma=86400"
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IPv6 HTTPS (port 443)

HTTP Status 403

Connected IP 2606:4700:20::681a:704
Connect Time 7.45 ms

TTFB 37.18 ms

Total Time 38 ms

Response Headers:

"HTTP/2 403",

"date: Fri, 03 Jul 2026 19:29:05 GMT",

"content-type: text/html; charset=UTF-8",

"content-length: 5189",

"accept-ch: Sec-CH-UA-Bitness, Sec-CH-UA-Arch, Sec-CH-UA-Full-Version, Sec-CH-UA-Mobile, Sec-CH-UA-Model, Sec-CH-UA-Platform-Version, Sec-CH-UA-Full-Version-
List, Sec-CH-UA-Platform, Sec-CH-UA, UA-Bitness, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform-Version, UA-Platform, UA",

"cf-mitigated: challenge",

"content-security-policy: default-src 'none'; script-src 'nonce-f3u8YL7NY9fDRIylTWEVR3' 'unsafe-eval' https://challenges.cloudflare.com; script-src-attr 'none';
style-src 'unsafe-inline'; img-src 'self' https://challenges.cloudflare.com; connect-src 'self' https://challenges.cloudflare.com; frame-src 'self'
https://challenges.cloudflare.com blob:; child-src 'self' https://challenges.cloudflare.com blob:; worker-src blob:; form-action http: https:; base-uri 'self'",

"server: cloudflare",

"critical-ch: Sec-CH-UA-Bitness, Sec-CH-UA-Arch, Sec-CH-UA-Full-Version, Sec-CH-UA-Mobile, Sec-CH-UA-Model, Sec-CH-UA-Platform-Version, Sec-CH-UA-Full-Version-
List, Sec-CH-UA-Platform, Sec-CH-UA, UA-Bitness, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform-Version, UA-Platform, UA",

"cross-origin-embedder-policy: require-corp",

"cross-origin-opener-policy: same-origin",

"cross-origin-resource-policy: same-origin",

"origin-agent-cluster: 71",

"permissions-policy: accelerometer=(),camera=(),clipboard-read=(),clipboard-
write=(),geolocation=(),gyroscope=(),hid=(),magnetometer=(),microphone=(),payment=(),publickey-credentials-get=(),screen-wake-lock=(),serial=(),sync-
xhr=(),usb=(),xr-spatial-tracking=*",

"referrer-policy: same-origin",

"server-timing: chlray;desc=\"al584c0b2e063fd7\"",

"x-content-type-options: nosniff",

"x-frame-options: SAMEORIGIN",

"report-to: {\"group\":\"cf-
nel\",\"max_age\":604800,\"endpoints\": [{\"url\":\"https://a.nel.cloudflare.com/report/v4?s=%2BGLL87yom4FNOwqKY jQqAkczgUXTJomZwfy72X6wN%2BZt0QaONIVItI31J%2BGZjIIVcxByvd39PSNPRt%2

"nel: {\"report_to\":\"cf-nel\",\"success fraction\":0.0,\"max_age\":604800}",

"cf-ray: al584c0b2e063fd7-SIN",

"alt-svc: h3=\":443\"; ma=86400"

Connectivity Test Evidence

Test Result
TCP Connect IPv4 - port 80 301 0.007094 0.041136
TCP Connect IPv6 - port 80 301 0.010086 0.032992
TCP Connect IPv4 - port 443 403 0.007971 0.038454
TCP Connect IPv6 - port 443 403 0.007905 0.040977
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Test Node Network Evidence

Node Profile dual stack

Egress Connectivity
IPv4 Egress 76.13.221.142

IPv6 Egress 2202:4780:5e:2789::1

Sysctl IPv6 Flags

net.ipv6.conf.all.disable_ipvé 0

IPv6 Routes

2a02:4780:5e::/48 dev eth0® proto kernel metric 256 pref medium
feB80::/64 dev eth® proto kernel metric 256 pref medium
default via 2a02:4780:5e::1 dev ethO proto static metric 1024 pref medium

IPv4 Routes

default via 76.13.221.254 dev eth® proto static

10.6.101.0/24 dev wgd scope link

10.6.102.0/24 dev wg0 scope link

76.13.221.0/24 dev eth® proto kernel scope link src 76.13.221.142
172.29.0.0/24 dev wg0 scope link
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