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✗
Non-Compliant

MGv6C-1.0

23%
No IPv6 Support

IPV6-ONLY READINESS

Website: ✗ Not Ready

DNS: ✗ Not Ready

Email: ✗ Not Ready

IPV4 ADDRESSES

158.101.178.245

130.61.205.105

Network Information (WHOIS / RDAP)

IPv4 Network

Organization Oracle Public Cloud

Country US

ASN AS31898

ASN Name ORACLE-BMC-31898 - Oracle Corporation, US

Network (CIDR) 158.101.0.0/16

Web Services (35%) 0 / 8

# CHECK RESULT DETAIL

1 AAAA Record FAIL No AAAA record found in DNS.

2 Globally Routable IPv6 FAIL IPv6 address is not globally routable.

3 HTTP over IPv6 FAIL HTTP is not accessible over IPv6.

4 HTTPS over IPv6 FAIL HTTPS is not accessible over IPv6.

5 IPv6-Only Reachability FAIL Site is not reachable when limited to IPv6-only.

6 TLS Certificate Valid (IPv6) FAIL TLS certificate is invalid, expired, or hostname mismatch over IPv6.

7 Dual-Stack (IPv4 + IPv6) FAIL Domain is IPv6-only or IPv4-only.

8 HTTP/3 (QUIC) FAIL No HTTP/3 support detected.

DNS & DNSSEC (25%) 0 / 5

# CHECK RESULT DETAIL

1 NS Has AAAA Record FAIL No nameserver has an AAAA record.

2 NS Reachable via IPv6 FAIL No nameserver is reachable over IPv6.

3 NS Answers Queries via IPv6 FAIL Nameserver does not answer queries over IPv6.

4 DNSSEC Validated FAIL DNSSEC validation failed or zone is unsigned.

5 Reverse DNS (PTR) FAIL No PTR record found.

6 DS Record at Parent FAIL No DS record at parent.

7 RRSIG Valid FAIL No valid RRSIG found.
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# CHECK RESULT DETAIL

8 Signing Algorithm INFO No DNSKEY record found.

Email Services (25%) 3 / 6

# CHECK RESULT DETAIL

1 MX Record Exists PASS MX record found.

2 MX Server Has IPv6 FAIL MX server has no IPv6 address.

3 SMTP Reachable via IPv6 FAIL SMTP is not reachable over IPv6.

4 STARTTLS over IPv6 FAIL STARTTLS not available over IPv6.

5 SPF Record PASS SPF record found.

6 DKIM Selector INFO DKIM selector found: mail._domainkey

7 DMARC Record PASS DMARC record found.

IPv4 Baseline (15%) 2 / 3

# CHECK RESULT DETAIL

1 A Record PASS 158.101.178.245, 130.61.205.105

2 HTTP over IPv4 FAIL HTTP is not accessible over IPv4.

3 HTTPS over IPv4 PASS HTTPS (port 443) responds over IPv4 — 659ms TTFB.
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Audit Trail & Evidence Record

Verification ID 76b8f4d1-9980-4f58-a5ef-180b0a6d71a4

Domain thesundaily.my

Check Mode Manual

Status Completed

Started 08 Aug 2026, 18:21:44 MYT

Finished 08 Aug 2026, 18:21:50 MYT

Test Node Profile dual stack

Engine Version 2.0.0

MGv6C Version 1.0.0

Audit URL https://ipv6.my6.my/audit/76b8f4d1-9980-4f58-a5ef-180b0a6d71a4

Integrity Verification

✓ INTEGRITY VERIFIED

Algorithm hmac-sha256-v1

Root Hash 4f91d1a62fd7976b3fc2ac46891af33a8794bf8df760e34a0bee4a8978ef4c2c

http_headers a4a91b4c71ccf293bbeb862dbfe3cb6b4a9c63bbc8e01413a696917bf5f60b09

dns_responses 41cf46f7dbce69f1bfb5fb2a8a1365f7098255e7526097d15a963b9f33c910c4

tls_handshake 17a52d43aa53cb6137a7fa2598fac9987efd9d1d766cbc67607b58ae9dc16f54

connectivity_log b4b672f711a40d824857c63ac2b0152d9f33ab7be44e0d5b81295ff1d880ed1d

dns_resolution_times ab1bcf38438ffd1b238971345276b7c8b5dd91b73e46da6e663c786300a649ff

Test Node Identity

Os Linux srv1440888 6.8.0-136-generic #136-Ubuntu SMP PREEMPT_DYNAMIC Wed Jul 1 21:53:05 UTC 2026 x86_64

Hostname srv1440888

Php Version 8.3.33

Server Ipv4 76.13.221.142

Server Ipv6 2a02:4780:5e:2789::1

DNS Resolution Performance

Comparison of A (IPv4) vs AAAA (IPv6) query times across resolvers and transports. Shows median (p50) and 95th percentile (p95) of 3 samples per tuple.

Resolver Transport A p50 (ms) A p95 (ms) AAAA p50 (ms) AAAA p95 (ms) Delta (ms)

System Default 31.05 34.09 30 30.85 -1.1 

Google IPv4 163.6 165.07 147.61 171.84 -16 

Google IPv6 83.95 158.08 98.66 328.56 +14.7 

Cloudflare IPv4 15.01 23.39 20.76 29.39 +5.8 

Cloudflare IPv6 33.63 37.63 23.91 24.3 -9.7 
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DNS Evidence

A

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 51095
;; flags: qr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
thesundaily.my.		300	IN	A	130.61.205.105
thesundaily.my.		300	IN	A	158.101.178.245

DS

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 46903
;; flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; AUTHORITY SECTION:
my.			3218	IN	SOA	e.nic.my. hostmaster.nic.my. 2026062860 1800 900 604800 3600

MX

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 63506
;; flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
thesundaily.my.		14400	IN	MX	0 mail.thesundaily.com.

NS

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 32848
;; flags: qr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
thesundaily.my.		53514	IN	NS	ns1.vxs-secure.com.
thesundaily.my.		53514	IN	NS	ns2.vxs-secure.com.

TXT

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 38077
;; flags: qr rd ra; QUERY: 1, ANSWER: 3, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
thesundaily.my.		700	IN	TXT	"facebook-domain-verification=peetdqg8m295s7dlqlg2silbr6h8h3"
thesundaily.my.		700	IN	TXT	"google-site-verification=zKAKlMErhyMh4OTmu4JXZvq2rmbALNIWSUGEDSo0jXM"
thesundaily.my.		700	IN	TXT	"v=spf1 a mx include:spf.cleanmail.asia +ip4:137.59.110.173 +ip4:137.59.110.172 +ip4:137.59.110.82 +ip4:202.188.143.20 +ip4:202.188.143.18 -
all"

AAAA

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 64751
;; flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; AUTHORITY SECTION:
thesundaily.my.		3598	IN	SOA	ns1.vxs-secure.com. root.ns1.vxs-secure.com. 2026080205 3600 1800 1209600 86400

RRSIG

ns1.vxs-secure.com. root.ns1.vxs-secure.com. 2026080205 3600 1800 1209600 86400
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DNSKEY

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 9215
;; flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; AUTHORITY SECTION:
thesundaily.my.		3598	IN	SOA	ns1.vxs-secure.com. root.ns1.vxs-secure.com. 2026080205 3600 1800 1209600 86400

DNSSEC_VALIDATION

; unsigned answer
thesundaily.my.		53515	IN	SOA	ns1.vxs-secure.com. root.ns1.vxs-secure.com. 2026080205 3600 1800 1209600 86400
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TLS Handshake Evidence

IPV4 Connection

IP Used 158.101.178.245

IP Version 4

depth=3 C = US, O = Internet Security Research Group, CN = ISRG Root X2
verify return:1
depth=2 C = US, O = ISRG, CN = Root YE
verify return:1
depth=1 C = US, O = Let's Encrypt, CN = YE2
verify return:1
depth=0 CN = skyscanner.ac
verify return:1
CONNECTED(00000010)
---
Certificate chain
 0 s:CN = skyscanner.ac
   i:C = US, O = Let's Encrypt, CN = YE2
   a:PKEY: id-ecPublicKey, 256 (bit); sigalg: ecdsa-with-SHA384
   v:NotBefore: Jun 10 08:07:39 2026 GMT; NotAfter: Sep  8 08:07:38 2026 GMT
-----BEGIN CERTIFICATE----------END CERTIFICATE-----
 1 s:C = US, O = Let's Encrypt, CN = YE2
   i:C = US, O = ISRG, CN = Root YE
   a:PKEY: id-ecPublicKey, 384 (bit); sigalg: ecdsa-with-SHA384
   v:NotBefore: Sep  3 00:00:00 2025 GMT; NotAfter: Sep  2 23:59:59 2028 GMT
-----BEGIN CERTIFICATE----------END CERTIFICATE-----
 2 s:C = US, O = ISRG, CN = Root YE
   i:C = US, O = Internet Security Research Group, CN = ISRG Root X2
   a:PKEY: id-ecPublicKey, 384 (bit); sigalg: ecdsa-with-SHA384
   v:NotBefore: May 13 00:00:00 2026 GMT; NotAfter: Sep  2 23:59:59 2032 GMT
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aQAwZgIxAMU19WCtmxVND8UHBZRoma49Z7jPs64Dma0eTu1OChVbB/2J7GV3nvYK
Ax54uk1G9QIxAO0miLVJu8PLNiXXXkiE/gsK3CTRTF/aeo4bMX42Zw40csRU6AC2
6hSW1/IWaas6dg==
-----END CERTIFICATE-----
 3 s:C = US, O = Internet Security Research Group, CN = ISRG Root X2
   i:C = US, O = Internet Security Research Group, CN = ISRG Root X1
   a:PKEY: id-ecPublicKey, 384 (bit); sigalg: RSA-SHA256
   v:NotBefore: May 13 00:00:00 2026 GMT; NotAfter: Sep  2 23:59:59 2032 GMT
-----BEGIN CERTIFICATE-----IPv6 Readiness Report
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HTTP Response Evidence

IPv4 HTTP (port 80)

HTTP Status 0

Connected IP

Connect Time 0 ms

TTFB 0 ms

Total Time 158.86 ms

Error Failed to connect to thesundaily.my port 80 after 159 ms: Couldn't connect to server

IPv4 HTTPS (port 443)

HTTP Status 200

Connected IP 3.165.75.69

Connect Time 169.04 ms

TTFB 639.38 ms

Total Time 639.6 ms

Response Headers:

{
    "0": "HTTP/1.1 301 Moved Permanently",
    "1": "Date: Sat, 08 Aug 2026 10:21:49 GMT",
    "2": "Server: Apache/2.4.68 (Amazon Linux) OpenSSL/3.5.5",
    "3": "Strict-Transport-Security: max-age=31536000; includeSubdomains; preload",
    "4": "Location: https://www.skyscanner.net/",
    "5": "Connection: close",
    "6": "Content-Type: text/html; charset=iso-8859-1",
    "8": "HTTP/2 307",
    "9": "content-type: text/html",
    "10": "content-length: 168",
    "11": "server: istio-envoy",
    "12": "date: Sat, 08 Aug 2026 10:21:49 GMT",
    "13": "set-cookie: 
_pxhd=ZXg2WMr7EB9fQkDHmHkWvd4HvfcttBP4kPPBJhoOA/B2CM8GxfVVIv8EGTMmu4f0iFndAq5l20VTdDz00gPZPA==:hMuc5rsJ6WlQojXbXs8aiWrTxUuxrLVqt/Z5mDTHW11uZ9YV23S8AM70YlFDzjwiVYy9zKdEB3UZWE2fQLTpMbT9y0yPCvZsyMY8nC6jq-
g=; Expires=Sun, 08-Aug-27 10:21:49 GMT; Path=/",
    "14": "set-cookie: __Secure-
session_id=eyJhbGciOiJSUzI1NiIsImtpZCI6InNlc3Npb24tc2VydmljZS1rZXktMjAyNi0wMyIsInR5cCI6IkpXVCJ9.eyJodHRwczovL3NreXNjYW5uZXIubmV0L3Nlc3Npb25faWQiOiIwMTlmZTBlNC1hOTI4LTgwMDMtOTA3OS00ZDJlNTIzMDk5NjMiLCJodHRwczovL3NreXNjYW5uZXIubmV0L3N0YXJ0ZWRfYXQiOjE3ODYxODQ1MDksInNpZCI6IjAxOWZlMGU0LWE5MjgtODAwMy05MDc5LTRkMmU1MjMwOTk2MyIsImNydCI6MTc4NjE4NDUwOSwiZXhwIjoxNzg2MTg2MzA5LCJpYXQiOjE3ODYxODQ1MDl9.aXAk_MO3Q1hg0xpyF-
2eviDCxVZ6bYmiQgbbHhsnoXbgn_LfU1T0GmZAlGTMEbmh7kaEPvQC6CIlWU4A5eAQiW6eZm0E0udo1fKWqM2wct7EZlYlnJETZJPX8sMgit-
IdaaoZeW3YNaobv2y3xh7_nT7j9rxtC3xhrWL2lelPwpxiJ8H1NmI3s1XEBfub2Z0fgQ6Qh6G-lMa1Qz-
apNXmFEK8lSUHjet2fbGHl8R2pqTc6eog5qCADEICj1mNkEOYLs9aclIwy1KnDRvv4tVBQDSUsJBuvupCuORBssZ_F9sPoMC_96zqlWnz7H_ey1HwI4pozuhOkoRL9gC3WyEXw; Path=/; Max-Age=1800; 
HttpOnly; Secure; SameSite=Lax",
    "15": "location: /sttc/px/captcha-v2/index.html?url=Lz8=&uuid=f797c721-9312-11f1-bb2a-8149e7b40ab4&vid=",
    "16": "x-microsite: banana",
    "17": "x-request-handler-origin-region: ap-southeast-1",
    "18": "cache-control: private",
    "19": "x-envoy-upstream-service-time: 96",
    "20": "x-skyscanner-session-id-token: 
eyJhbGciOiJSUzI1NiIsImtpZCI6InNlc3Npb24tc2VydmljZS1rZXktMjAyNi0wMyIsInR5cCI6IkpXVCJ9.eyJodHRwczovL3NreXNjYW5uZXIubmV0L3Nlc3Npb25faWQiOiIwMTlmZTBlNC1hOTI4LTgwMDMtOTA3OS00ZDJlNTIzMDk5NjMiLCJodHRwczovL3NreXNjYW5uZXIubmV0L3N0YXJ0ZWRfYXQiOjE3ODYxODQ1MDksInNpZCI6IjAxOWZlMGU0LWE5MjgtODAwMy05MDc5LTRkMmU1MjMwOTk2MyIsImNydCI6MTc4NjE4NDUwOSwiZXhwIjoxNzg2MTg2MzA5LCJpYXQiOjE3ODYxODQ1MDl9.aXAk_MO3Q1hg0xpyF-
2eviDCxVZ6bYmiQgbbHhsnoXbgn_LfU1T0GmZAlGTMEbmh7kaEPvQC6CIlWU4A5eAQiW6eZm0E0udo1fKWqM2wct7EZlYlnJETZJPX8sMgit-
IdaaoZeW3YNaobv2y3xh7_nT7j9rxtC3xhrWL2lelPwpxiJ8H1NmI3s1XEBfub2Z0fgQ6Qh6G-lMa1Qz-
apNXmFEK8lSUHjet2fbGHl8R2pqTc6eog5qCADEICj1mNkEOYLs9aclIwy1KnDRvv4tVBQDSUsJBuvupCuORBssZ_F9sPoMC_96zqlWnz7H_ey1HwI4pozuhOkoRL9gC3WyEXw",
    "21": "x-cache: Miss from cloudfront",
    "22": "via: 1.1 e356100ddad8d3e5373bcedb8e103884.cloudfront.net (CloudFront)",
    "23": "x-amz-cf-pop: SIN2-P5",
    "24": "alt-svc: h3=\":443\"; ma=86400",
    "25": "x-amz-cf-id: HIT5nDov1Tbvf0_iIUfToXzZWh7t8r-SAgMsbUogHYfn-ItuG3t7pQ==",
    "26": "x-xss-protection: 1; mode=block",
    "27": "x-frame-options: SAMEORIGIN",
    "28": "referrer-policy: strict-origin-when-cross-origin",
    "29": "x-content-type-options: nosniff",
    "30": "strict-transport-security: max-age=31536000; includeSubDomains; preload",
    "31": "accept-ch: Sec-CH-UA-Model",
    "33": "HTTP/2 200",
    "34": "content-type: text/html",
    "35": "content-length: 708",
    "36": "last-modified: Wed, 29 Jul 2026 08:00:49 GMT",
    "37": "x-amz-server-side-encryption: AES256",
    "38": "x-amz-version-id: l8y2fmndoBK6KkcyTLyoS7.ZpJCxPpLx",
    "39": "accept-ranges: bytes",
    "40": "server: AmazonS3",
    "41": "date: Sat, 08 Aug 2026 00:30:33 GMT",
    "42": "cache-control: public, max-age=86400",
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    "43": "etag: \"d6f9e9527b274dc6a0763a8e4befdcf8\"",
    "44": "x-cache: Hit from cloudfront",
    "45": "via: 1.1 e356100ddad8d3e5373bcedb8e103884.cloudfront.net (CloudFront)",
    "46": "x-amz-cf-pop: SIN2-P5",
    "47": "alt-svc: h3=\":443\"; ma=86400",
    "48": "x-amz-cf-id: c17mbYagKITakkU2skhum-3nJ09MOMzKzFljOwFyXB5tUl7WlTwl8Q==",
    "49": "age: 35477",
    "50": "x-xss-protection: 1; mode=block",
    "51": "x-frame-options: SAMEORIGIN",
    "52": "referrer-policy: strict-origin-when-cross-origin",
    "53": "x-content-type-options: nosniff",
    "54": "strict-transport-security: max-age=31536000; includeSubDomains; preload",
    "55": "timing-allow-origin: *",
    "56": "vary: Origin"
}

Connectivity Test Evidence

Test Result

TCP Connect IPv4 → port 80 000 0.000000 0.000000

TCP Connect IPv4 → port 443 000 0.158372 0.000000

Test Node Network Evidence

Node Profile dual stack

Egress Connectivity

IPv4 Egress 76.13.221.142

IPv6 Egress 2a02:4780:5e:2789::1

Sysctl IPv6 Flags

net.ipv6.conf.all.disable_ipv6 0

IPv6 Routes

2a02:4780:5e::/48 dev eth0 proto kernel metric 256 pref medium
fd7a:115c:a1e0::1136:5807 dev tailscale0 proto kernel metric 256 pref medium
fe80::/64 dev eth0 proto kernel metric 256 pref medium
fe80::/64 dev tailscale0 proto kernel metric 256 pref medium
default via 2a02:4780:5e::1 dev eth0 proto static metric 1024 pref medium

IPv4 Routes

default via 76.13.221.254 dev eth0 proto static 
10.6.101.0/24 dev wg0 scope link 
10.6.102.0/24 dev wg0 scope link 
76.13.221.0/24 dev eth0 proto kernel scope link src 76.13.221.142 
172.29.0.0/24 dev wg0 scope link 
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