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⚠
Partially Compliant

MGv6C-1.0

82%
Partial Support

IPV6-ONLY READINESS

Website: ✓ Ready

DNS: ✓ Ready

Email: ✗ Not Ready

IPV6 ADDRESSES

2606:4700::6811:cd57

2606:4700::6811:ce57

IPV4 ADDRESSES

104.17.206.87

104.17.205.87

Web Services (35%) 8 / 8

# CHECK RESULT DETAIL

1 AAAA Record PASS 2606:4700::6811:cd57, 2606:4700::6811:ce57

2 Globally Routable IPv6 PASS All addresses are globally routable.

3 HTTP over IPv6 PASS HTTP (port 80) responds over IPv6 — 59ms TTFB.

4 HTTPS over IPv6 PASS HTTPS (port 443) responds over IPv6 — 78ms TTFB.

5 IPv6-Only Reachability PASS Site is fully reachable via IPv6-only.

6 TLS Certificate Valid (IPv6) PASS
Certificate valid — issued by C = US, O = Google Trust Services, CN = WE1, expires Aug 9 02:56:18 2026
GMT

7 Dual-Stack (IPv4 + IPv6) PASS Domain has both A and AAAA records.

8 HTTP/3 (QUIC) PASS Alt-Svc: h3 header detected.

DNS & DNSSEC (25%) 3 / 5

# CHECK RESULT DETAIL

1 NS Has AAAA Record PASS Nameserver has IPv6 address.

2 NS Reachable via IPv6 PASS Nameserver is reachable via IPv6 on port 53.

3 NS Answers Queries via IPv6 PASS DNS queries answered over IPv6.

4 DNSSEC Validated FAIL DNSSEC validation failed or zone is unsigned.

5 Reverse DNS (PTR) FAIL No PTR record found.

6 DS Record at Parent FAIL No DS record at parent.

7 RRSIG Valid FAIL No valid RRSIG found.

8 Signing Algorithm INFO No DNSKEY record found.

Email Services (25%) 4 / 6

# CHECK RESULT DETAIL

1 MX Record Exists PASS MX record found.

2 MX Server Has IPv6 PASS MX server has AAAA record.
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# CHECK RESULT DETAIL

3 SMTP Reachable via IPv6 FAIL SMTP is not reachable over IPv6.

4 STARTTLS over IPv6 FAIL STARTTLS not available over IPv6.

5 SPF Record PASS SPF record found.

6 DKIM Selector INFO DKIM selector found: google._domainkey

7 DMARC Record PASS DMARC record found.

IPv4 Baseline (15%) 3 / 3

# CHECK RESULT DETAIL

1 A Record PASS 104.17.206.87, 104.17.205.87

2 HTTP over IPv4 PASS HTTP (port 80) responds over IPv4 — 20ms TTFB.

3 HTTPS over IPv4 PASS HTTPS (port 443) responds over IPv4 — 29ms TTFB.
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Audit Trail & Evidence Record

Verification ID a3a643ec-dc0a-40f7-b127-80dbe3c36eef

Domain freemalaysiatoday.com

Check Mode Scheduled

Status Completed

Started 04 Jul 2026, 03:27:07 MYT

Finished 04 Jul 2026, 03:27:54 MYT

Test Node Profile dual stack

Engine Version 2.0.0

MGv6C Version 1.0.0

Audit URL https://ipv6.my6.my/audit/a3a643ec-dc0a-40f7-b127-80dbe3c36eef

Integrity Verification

✓ INTEGRITY VERIFIED

Algorithm hmac-sha256-v1

Root Hash 372ff255d48f5ad1f02450936867e951147294d43ad5c55500732864312c7c35

http_headers 4e63690d2990db31c2fbe0aa59bebe20b61a928997a44479586d973fa4cc6eb8

dns_responses b3cdf2e0d53d2db4b4d9187f1d7dc8f4b09ebe50f3106f95cdbde16fbdf8ffb4

tls_handshake a7e5e35879ecfd640bf643aeb21fb5afd683a30edb484130a2b8a2fd1c1d23f9

connectivity_log 77b53eddcf37069fcb79c023c188297e75b3e9d389cb5de601a83ce4a81767ce

dns_resolution_times d815e7d2dbbfe23357039ad7ce0d427961317845d4f62ed1073fec1625224f5f

Test Node Identity

Os Linux srv1440888 6.8.0-124-generic #124-Ubuntu SMP PREEMPT_DYNAMIC Tue May 26 13:00:45 UTC 2026 x86_64

Hostname srv1440888

Php Version 8.3.32

Server Ipv4 76.13.221.142

Server Ipv6 2a02:4780:5e:2789::1

DNS Resolution Performance

Comparison of A (IPv4) vs AAAA (IPv6) query times across resolvers and transports. Shows median (p50) and 95th percentile (p95) of 3 samples per tuple.

Resolver Transport A p50 (ms) A p95 (ms) AAAA p50 (ms) AAAA p95 (ms) Delta (ms)

System Default 9.61 20.52 9.88 21.13 +0.3 

Google IPv4 19.07 19.4 22.88 37.57 +3.8 

Google IPv6 19.9 20.19 22.08 29.88 +2.2 

Cloudflare IPv4 9.22 19.98 20.14 20.19 +10.9 

Cloudflare IPv6 18.23 18.9 18.16 20.87 -0.1 
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DNS Evidence

A

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 26411
;; flags: qr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
freemalaysiatoday.com.	300	IN	A	104.17.206.87
freemalaysiatoday.com.	300	IN	A	104.17.205.87

DS

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 17436
;; flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; AUTHORITY SECTION:
com.			886	IN	SOA	a.gtld-servers.net. nstld.verisign-grs.com. 1783106831 1800 900 604800 900

MX

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 25425
;; flags: qr rd ra; QUERY: 1, ANSWER: 5, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
freemalaysiatoday.com.	300	IN	MX	5 alt1.aspmx.l.google.com.
freemalaysiatoday.com.	300	IN	MX	5 alt2.aspmx.l.google.com.
freemalaysiatoday.com.	300	IN	MX	1 aspmx.l.google.com.
freemalaysiatoday.com.	300	IN	MX	10 alt3.aspmx.l.google.com.
freemalaysiatoday.com.	300	IN	MX	10 alt4.aspmx.l.google.com.

NS

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 42748
;; flags: qr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
freemalaysiatoday.com.	86400	IN	NS	kara.ns.cloudflare.com.
freemalaysiatoday.com.	86400	IN	NS	andy.ns.cloudflare.com.

TXT

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 25705
;; flags: qr rd ra; QUERY: 1, ANSWER: 10, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
freemalaysiatoday.com.	60	IN	TXT	"google-site-verification=jN8DELalBPavmzBfmlpXPcfrFvL3e06GVKkDkMQLicc"
freemalaysiatoday.com.	60	IN	TXT	"v=spf1 include:_spf.google.com include:spf.inb.netcoreglobal.com -all"
freemalaysiatoday.com.	60	IN	TXT	"apple-domain-verification=pY3Q4FBfhBiB26xN"
freemalaysiatoday.com.	60	IN	TXT	"canva-site-verification=maCZ4gcoprwBFo9VrRqbhQ"
freemalaysiatoday.com.	60	IN	TXT	"facebook-domain-verification=b3pj6n0q2wa49qzecd6n78mx7wfe2e"
freemalaysiatoday.com.	60	IN	TXT	"google-site-verification=4SqZZbNl5z7vQnH0e74LS2RPA4gdzTSQ2_XFyA7vLEw"
freemalaysiatoday.com.	60	IN	TXT	"google-site-verification=G-miHqK7s1TGcuesxW7yQBKsNjNaNxJCPRg9_w6a_sM; google-site-
verification=_j8cVpwVq9A8wHeyDK_W4_RPQQpidh0CDl6dtfVCdHo"
freemalaysiatoday.com.	60	IN	TXT	"google-site-verification=YYZPK24LRAn9OxU_mlnKCdy8R3jKDbPuqpH36UvaxIU"
freemalaysiatoday.com.	60	IN	TXT	"google-site-verification=_j8cVpwVq9A8wHeyDK_W4_RPQQpidh0CDl6dtfVCdHo"
freemalaysiatoday.com.	60	IN	TXT	"google-site-verification=dn60ivzklYS68Xl7DcN1A7ZVHF3V8e0ExnfXRUpQ93w"

AAAA

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 63553
;; flags: qr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: 0, ADDITIONAL: 1
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;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
freemalaysiatoday.com.	300	IN	AAAA	2606:4700::6811:cd57
freemalaysiatoday.com.	300	IN	AAAA	2606:4700::6811:ce57

RRSIG

andy.ns.cloudflare.com. dns.cloudflare.com. 2408583716 10000 2400 604800 1800

DNSKEY

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 60946
;; flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; AUTHORITY SECTION:
freemalaysiatoday.com.	1755	IN	SOA	andy.ns.cloudflare.com. dns.cloudflare.com. 2408583716 10000 2400 604800 1800

DNSSEC_VALIDATION

; unsigned answer
freemalaysiatoday.com.	1755	IN	SOA	andy.ns.cloudflare.com. dns.cloudflare.com. 2408583716 10000 2400 604800 1800
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TLS Handshake Evidence

IPV4 Connection

IP Used 104.17.206.87

IP Version 4

depth=2 C = US, O = Google Trust Services LLC, CN = GTS Root R4
verify return:1
depth=1 C = US, O = Google Trust Services, CN = WE1
verify return:1
depth=0 CN = freemalaysiatoday.com
verify return:1
CONNECTED(00000010)
---
Certificate chain
 0 s:CN = freemalaysiatoday.com
   i:C = US, O = Google Trust Services, CN = WE1
   a:PKEY: id-ecPublicKey, 256 (bit); sigalg: ecdsa-with-SHA256
   v:NotBefore: May 11 01:56:20 2026 GMT; NotAfter: Aug  9 02:56:18 2026 GMT
-----BEGIN CERTIFICATE----------END CERTIFICATE-----
 1 s:C = US, O = Google Trust Services, CN = WE1
   i:C = US, O = Google Trust Services LLC, CN = GTS Root R4
   a:PKEY: id-ecPublicKey, 256 (bit); sigalg: ecdsa-with-SHA384
   v:NotBefore: Dec 13 09:00:00 2023 GMT; NotAfter: Feb 20 14:00:00 2029 GMT
-----BEGIN CERTIFICATE----------END CERTIFICATE-----
 2 s:C = US, O = Google Trust Services LLC, CN = GTS Root R4
   i:C = BE, O = GlobalSign nv-sa, OU = Root CA, CN = GlobalSign Root CA
   a:PKEY: id-ecPublicKey, 384 (bit); sigalg: RSA-SHA256
   v:NotBefore: Nov 15 03:43:21 2023 GMT; NotAfter: Jan 28 00:00:42 2028 GMT
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-----END CERTIFICATE-----
---
Server certificate
subject=CN = freemalaysiatoday.com
issuer=C = US, O = Google Trust Services, CN = WE1
---
No client certificate CA names sent
Peer signing digest: SHA256
Peer signature type: ECDSA
Server Temp Key: X25519, 253 bits
---
SSL handshake has read 2854 bytes and written 403 bytes
Verification: OK
---
New, TLSv1.3, Cipher is TLS_AES_256_GCM_SHA384
Server public key is 256 bit
Secure Renegotiation IS NOT supported
Compression: NONE
Expansion: NONE

IPV6 Connection

IP Used 2606:4700::6811:cd57

IP Version 6

depth=2 C = US, O = Google Trust Services LLC, CN = GTS Root R4
verify return:1
depth=1 C = US, O = Google Trust Services, CN = WE1
verify return:1
depth=0 CN = freemalaysiatoday.com
verify return:1
CONNECTED(00000010)
---
Certificate chain
 0 s:CN = freemalaysiatoday.com
   i:C = US, O = Google Trust Services, CN = WE1
   a:PKEY: id-ecPublicKey, 256 (bit); sigalg: ecdsa-with-SHA256
   v:NotBefore: May 11 01:56:20 2026 GMT; NotAfter: Aug  9 02:56:18 2026 GMT
-----BEGIN CERTIFICATE----------END CERTIFICATE-----
 1 s:C = US, O = Google Trust Services, CN = WE1
   i:C = US, O = Google Trust Services LLC, CN = GTS Root R4
   a:PKEY: id-ecPublicKey, 256 (bit); sigalg: ecdsa-with-SHA384
   v:NotBefore: Dec 13 09:00:00 2023 GMT; NotAfter: Feb 20 14:00:00 2029 GMT
-----BEGIN CERTIFICATE-----
MIICnzCCAiWgAwIBAgIQf/MZd5csIkp2FV0TttaF4zAKBggqhkjOPQQDAzBHMQsw
CQYDVQQGEwJVUzEiMCAGA1UEChMZR29vZ2xlIFRydXN0IFNlcnZpY2VzIExMQzEU
MBIGA1UEAxMLR1RTIFJvb3QgUjQwHhcNMjMxMjEzMDkwMDAwWhcNMjkwMjIwMTQw
MDAwWjA7MQswCQYDVQQGEwJVUzEeMBwGA1UEChMVR29vZ2xlIFRydXN0IFNlcnZp
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-----END CERTIFICATE-----
 2 s:C = US, O = Google Trust Services LLC, CN = GTS Root R4
   i:C = BE, O = GlobalSign nv-sa, OU = Root CA, CN = GlobalSign Root CA
   a:PKEY: id-ecPublicKey, 384 (bit); sigalg: RSA-SHA256
   v:NotBefore: Nov 15 03:43:21 2023 GMT; NotAfter: Jan 28 00:00:42 2028 GMT
-----BEGIN CERTIFICATE----------END CERTIFICATE-----
---
Server certificate
subject=CN = freemalaysiatoday.com
issuer=C = US, O = Google Trust Services, CN = WE1
---
No client certificate CA names sent
Peer signing digest: SHA256
Peer signature type: ECDSA
Server Temp Key: X25519, 253 bits
---
SSL handshake has read 2854 bytes and written 403 bytes
Verification: OK
---
New, TLSv1.3, Cipher is TLS_AES_256_GCM_SHA384
Server public key is 256 bit
Secure Renegotiation IS NOT supported
Compression: NONE
Expansion: NONE
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HTTP Response Evidence

IPv4 HTTP (port 80)

HTTP Status 200

Connected IP 104.17.206.87

Connect Time 7.75 ms

TTFB 23.94 ms

Total Time 23.99 ms

Response Headers:

{
    "0": "HTTP/1.1 301 Moved Permanently",
    "1": "Date: Fri, 03 Jul 2026 19:27:54 GMT",
    "2": "Content-Type: text/html; charset=UTF-8",
    "3": "Connection: keep-alive",
    "4": "Location: https://www.freemalaysiatoday.com/",
    "5": "Referrer-Policy: no-referrer-when-downgrade",
    "6": "X-Content-Type-Options: nosniff",
    "7": "X-Frame-Options: SAMEORIGIN",
    "8": "X-XSS-Protection: 1; mode=block",
    "9": "Server: cloudflare",
    "10": "CF-RAY: a1584a4b2ab4ee09-KUL",
    "11": "alt-svc: h3=\":443\"; ma=86400",
    "13": "HTTP/2 200",
    "14": "date: Fri, 03 Jul 2026 19:27:54 GMT",
    "15": "content-type: text/html; charset=utf-8",
    "16": "x-dns-prefetch-control: on",
    "17": "strict-transport-security: max-age=31536000; includeSubDomains; preload",
    "18": "x-frame-options: SAMEORIGIN",
    "19": "x-content-type-options: nosniff",
    "20": "cache-control: public, max-age=15, stale-while-revalidate=30",
    "21": "age: 7",
    "22": "vary: Accept-Encoding, Cookie, User-Agent",
    "23": "x-debug-auth: anonymous",
    "24": "x-debug-cache-maxage: 15",
    "25": "x-debug-cache-policy: tiered-public",
    "26": "x-debug-cache-sie: 0",
    "27": "x-debug-cache-swr: 30",
    "28": "x-debug-cache-tag-count: 2",
    "29": "x-debug-cache-tags: path:/,page:home",
    "30": "x-debug-content-type: homepage",
    "31": "x-debug-path: /",
    "32": "x-debug-version-timestamp: 1783106840000",
    "33": "x-fmt-version: 1783106840000",
    "34": "x-middleware-version: 1.1.0",
    "35": "x-nextjs-cache: HIT",
    "36": "x-nextjs-prerender: 1",
    "37": "referrer-policy: no-referrer-when-downgrade",
    "38": "x-xss-protection: 1; mode=block",
    "39": "server: cloudflare",
    "40": "via: 1.1 google",
    "41": "content-security-policy: upgrade-insecure-requests",
    "42": "alt-svc: h3=\":443\"; ma=86400",
    "43": "cf-cache-status: HIT",
    "44": "set-cookie: __cf_bm=3IbtzcXpebSdm2UfzzwNC5ShXeW9OadDCN32gOrQKnU-1783106874.122006-1.0.1.1-
p3EtUQVZ7E7fxCFf3sCKKtURUGi.BGrE8R6TrbOk0i_K8qS3NfOGZmiFjBskwSZLgZwrjtVS0lCsSlfnzUiaeXlGpPUPm9fbU1DDbvQXvdFxf4G4WIDTy.jcgTdIKkz0; HttpOnly; Secure; Path=/; 
Domain=freemalaysiatoday.com; Expires=Fri, 03 Jul 2026 19:57:54 GMT",
    "45": "cf-ray: a1584a4b4ac23cd8-KUL"
}

IPv6 HTTP (port 80)

HTTP Status 200

Connected IP 2606:4700::6811:cd57

Connect Time 5.2 ms

TTFB 21.78 ms

Total Time 21.85 ms

Response Headers:

{
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    "0": "HTTP/1.1 301 Moved Permanently",
    "1": "Date: Fri, 03 Jul 2026 19:27:54 GMT",
    "2": "Content-Type: text/html; charset=UTF-8",
    "3": "Connection: keep-alive",
    "4": "Location: https://www.freemalaysiatoday.com/",
    "5": "Referrer-Policy: no-referrer-when-downgrade",
    "6": "X-Content-Type-Options: nosniff",
    "7": "X-Frame-Options: SAMEORIGIN",
    "8": "X-XSS-Protection: 1; mode=block",
    "9": "Server: cloudflare",
    "10": "CF-RAY: a1584a4aaa83dac0-KUL",
    "11": "alt-svc: h3=\":443\"; ma=86400",
    "13": "HTTP/2 200",
    "14": "date: Fri, 03 Jul 2026 19:27:54 GMT",
    "15": "content-type: text/html; charset=utf-8",
    "16": "x-dns-prefetch-control: on",
    "17": "strict-transport-security: max-age=31536000; includeSubDomains; preload",
    "18": "x-frame-options: SAMEORIGIN",
    "19": "x-content-type-options: nosniff",
    "20": "cache-control: public, max-age=15, stale-while-revalidate=30",
    "21": "age: 7",
    "22": "vary: Accept-Encoding, Cookie, User-Agent",
    "23": "x-debug-auth: anonymous",
    "24": "x-debug-cache-maxage: 15",
    "25": "x-debug-cache-policy: tiered-public",
    "26": "x-debug-cache-sie: 0",
    "27": "x-debug-cache-swr: 30",
    "28": "x-debug-cache-tag-count: 2",
    "29": "x-debug-cache-tags: path:/,page:home",
    "30": "x-debug-content-type: homepage",
    "31": "x-debug-path: /",
    "32": "x-debug-version-timestamp: 1783106840000",
    "33": "x-fmt-version: 1783106840000",
    "34": "x-middleware-version: 1.1.0",
    "35": "x-nextjs-cache: HIT",
    "36": "x-nextjs-prerender: 1",
    "37": "referrer-policy: no-referrer-when-downgrade",
    "38": "x-xss-protection: 1; mode=block",
    "39": "server: cloudflare",
    "40": "via: 1.1 google",
    "41": "content-security-policy: upgrade-insecure-requests",
    "42": "alt-svc: h3=\":443\"; ma=86400",
    "43": "cf-cache-status: HIT",
    "44": "set-cookie: __cf_bm=bDXlQzhuGhnGXpOQLV86CQpqTWABtgVcZN.R0f79ZAM-1783106874.0419607-1.0.1.1-
P2T_gmxbAkPMnoof8Y5u2bP4vZcPET8DvcI7OiEtjCKd_id.KveQtcdUjdK3Eyvs3w4qIfG0S2i5W1FzNRFDMYAoau92gzB7I.cMe5Mvl0bETJYHst2tDRZcXsOSt.MI; HttpOnly; Secure; Path=/; 
Domain=freemalaysiatoday.com; Expires=Fri, 03 Jul 2026 19:57:54 GMT",
    "45": "cf-ray: a1584a4ac870cf0c-KUL"
}

IPv4 HTTPS (port 443)

HTTP Status 200

Connected IP 104.17.206.87

Connect Time 6.31 ms

TTFB 27.55 ms

Total Time 27.6 ms

Response Headers:

{
    "0": "HTTP/2 301",
    "1": "date: Fri, 03 Jul 2026 19:27:54 GMT",
    "2": "content-type: text/html; charset=UTF-8",
    "3": "location: https://www.freemalaysiatoday.com/",
    "4": "referrer-policy: no-referrer-when-downgrade",
    "5": "x-content-type-options: nosniff",
    "6": "x-frame-options: SAMEORIGIN",
    "7": "x-xss-protection: 1; mode=block",
    "8": "server: cloudflare",
    "9": "cf-ray: a1584a4b59ca2441-KUL",
    "10": "alt-svc: h3=\":443\"; ma=86400",
    "12": "HTTP/2 200",
    "13": "date: Fri, 03 Jul 2026 19:27:54 GMT",
    "14": "content-type: text/html; charset=utf-8",
    "15": "x-dns-prefetch-control: on",
    "16": "strict-transport-security: max-age=31536000; includeSubDomains; preload",
    "17": "x-frame-options: SAMEORIGIN",
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    "18": "x-content-type-options: nosniff",
    "19": "cache-control: public, max-age=15, stale-while-revalidate=30",
    "20": "age: 7",
    "21": "vary: Accept-Encoding, Cookie, User-Agent",
    "22": "x-debug-auth: anonymous",
    "23": "x-debug-cache-maxage: 15",
    "24": "x-debug-cache-policy: tiered-public",
    "25": "x-debug-cache-sie: 0",
    "26": "x-debug-cache-swr: 30",
    "27": "x-debug-cache-tag-count: 2",
    "28": "x-debug-cache-tags: path:/,page:home",
    "29": "x-debug-content-type: homepage",
    "30": "x-debug-path: /",
    "31": "x-debug-version-timestamp: 1783106840000",
    "32": "x-fmt-version: 1783106840000",
    "33": "x-middleware-version: 1.1.0",
    "34": "x-nextjs-cache: HIT",
    "35": "x-nextjs-prerender: 1",
    "36": "referrer-policy: no-referrer-when-downgrade",
    "37": "x-xss-protection: 1; mode=block",
    "38": "server: cloudflare",
    "39": "via: 1.1 google",
    "40": "content-security-policy: upgrade-insecure-requests",
    "41": "alt-svc: h3=\":443\"; ma=86400",
    "42": "cf-cache-status: HIT",
    "43": "set-cookie: __cf_bm=M1PkCYBfR9.nRdog6TZR0WTFWtO3H4CIaa5lSftA5BI-1783106874.1497974-1.0.1.1-
aJPB8xyf8Rfq6o3HdDhFbKWGcRSFx777icIKdms8XtFF1NtASg.jFm5X3YQ9sU3Aq09CgJP5U_ANUs9bsN2ak8veEVi8_yuWUiYo4iDgN7ULeEiJwSyLzeBC5emPUJqB; HttpOnly; Secure; Path=/; 
Domain=freemalaysiatoday.com; Expires=Fri, 03 Jul 2026 19:57:54 GMT",
    "44": "cf-ray: a1584a4b68a086be-KUL"
}

IPv6 HTTPS (port 443)

HTTP Status 200

Connected IP 2606:4700::6811:ce57

Connect Time 13.27 ms

TTFB 55.96 ms

Total Time 56.02 ms

Response Headers:

{
    "0": "HTTP/2 301",
    "1": "date: Fri, 03 Jul 2026 19:27:54 GMT",
    "2": "content-type: text/html; charset=UTF-8",
    "3": "location: https://www.freemalaysiatoday.com/",
    "4": "referrer-policy: no-referrer-when-downgrade",
    "5": "x-content-type-options: nosniff",
    "6": "x-frame-options: SAMEORIGIN",
    "7": "x-xss-protection: 1; mode=block",
    "8": "server: cloudflare",
    "9": "cf-ray: a1584a4adaf21ec5-KUL",
    "10": "alt-svc: h3=\":443\"; ma=86400",
    "12": "HTTP/2 200",
    "13": "date: Fri, 03 Jul 2026 19:27:54 GMT",
    "14": "content-type: text/html; charset=utf-8",
    "15": "x-dns-prefetch-control: on",
    "16": "strict-transport-security: max-age=31536000; includeSubDomains; preload",
    "17": "x-frame-options: SAMEORIGIN",
    "18": "x-content-type-options: nosniff",
    "19": "cache-control: public, max-age=15, stale-while-revalidate=30",
    "20": "age: 7",
    "21": "vary: Accept-Encoding, Cookie, User-Agent",
    "22": "x-debug-auth: anonymous",
    "23": "x-debug-cache-maxage: 15",
    "24": "x-debug-cache-policy: tiered-public",
    "25": "x-debug-cache-sie: 0",
    "26": "x-debug-cache-swr: 30",
    "27": "x-debug-cache-tag-count: 2",
    "28": "x-debug-cache-tags: path:/,page:home",
    "29": "x-debug-content-type: homepage",
    "30": "x-debug-path: /",
    "31": "x-debug-version-timestamp: 1783106840000",
    "32": "x-fmt-version: 1783106840000",
    "33": "x-middleware-version: 1.1.0",
    "34": "x-nextjs-cache: HIT",
    "35": "x-nextjs-prerender: 1",
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    "36": "referrer-policy: no-referrer-when-downgrade",
    "37": "x-xss-protection: 1; mode=block",
    "38": "server: cloudflare",
    "39": "via: 1.1 google",
    "40": "content-security-policy: upgrade-insecure-requests",
    "41": "alt-svc: h3=\":443\"; ma=86400",
    "42": "cf-cache-status: HIT",
    "43": "set-cookie: __cf_bm=U4J1d8TcQwsBPA4aEKOwGDEKQl6mcrVQTzor9kb3IJc-1783106874.0926077-1.0.1.1-
jUMuLq.YHyxxOS8vAFp2WD3.muYe3xaWtt0U3BSTzAP6Yf9MzIIHj2lh5TjjR7GwTw4JHYEN2RMg77dUbhw2ED_CMv7uPHs3YM361Mlzy0dqVOEnzDZwHP11LgpRae4i; HttpOnly; Secure; Path=/; 
Domain=freemalaysiatoday.com; Expires=Fri, 03 Jul 2026 19:57:54 GMT",
    "44": "cf-ray: a1584a4b1c25472e-SIN"
}

Connectivity Test Evidence

Test Result

TCP Connect IPv4 → port 80 301 0.001015 0.004079

TCP Connect IPv6 → port 80 301 0.001411 0.007422

TCP Connect IPv4 → port 443 301 0.001032 0.017525

TCP Connect IPv6 → port 443 301 0.007633 0.036621

Test Node Network Evidence

Node Profile dual stack

Egress Connectivity

IPv4 Egress 76.13.221.142

IPv6 Egress 2a02:4780:5e:2789::1

Sysctl IPv6 Flags

net.ipv6.conf.all.disable_ipv6 0

IPv6 Routes

2a02:4780:5e::/48 dev eth0 proto kernel metric 256 pref medium
fe80::/64 dev eth0 proto kernel metric 256 pref medium
default via 2a02:4780:5e::1 dev eth0 proto static metric 1024 pref medium

IPv4 Routes

default via 76.13.221.254 dev eth0 proto static 
10.6.101.0/24 dev wg0 scope link 
10.6.102.0/24 dev wg0 scope link 
76.13.221.0/24 dev eth0 proto kernel scope link src 76.13.221.142 
172.29.0.0/24 dev wg0 scope link 
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