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✗
Non-Compliant

MGv6C-1.0

28%
No IPv6 Support

IPV6-ONLY READINESS

Website: ✗ Not Ready

DNS: ✗ Not Ready

Email: ✗ Not Ready

IPV4 ADDRESSES

211.25.204.27

Network Information (WHOIS / RDAP)

IPv4 Network

Organization TT DOTCOM SDN BHD

Country MY

ASN AS9930

ASN Name
TTNET-MY - TIME dotCom Berhad No. 14, Jalan Majistret U1/26 Hicom Glenmarie Industrial Park 40150 Shah Alam
Selangor, Malaysia, MY

Network (CIDR) 211.24.0.0/15

Web Services (35%) 0 / 8

# CHECK RESULT DETAIL

1 AAAA Record FAIL No AAAA record found in DNS.

2 Globally Routable IPv6 FAIL IPv6 address is not globally routable.

3 HTTP over IPv6 FAIL HTTP is not accessible over IPv6.

4 HTTPS over IPv6 FAIL HTTPS is not accessible over IPv6.

5 IPv6-Only Reachability FAIL Site is not reachable when limited to IPv6-only.

6 TLS Certificate Valid (IPv6) FAIL TLS certificate is invalid, expired, or hostname mismatch over IPv6.

7 Dual-Stack (IPv4 + IPv6) FAIL Domain is IPv6-only or IPv4-only.

8 HTTP/3 (QUIC) FAIL No HTTP/3 support detected.

DNS & DNSSEC (25%) 0 / 5

# CHECK RESULT DETAIL

1 NS Has AAAA Record FAIL No nameserver has an AAAA record.

2 NS Reachable via IPv6 FAIL No nameserver is reachable over IPv6.

3 NS Answers Queries via IPv6 FAIL Nameserver does not answer queries over IPv6.

4 DNSSEC Validated FAIL DNSSEC validation failed or zone is unsigned.

5 Reverse DNS (PTR) FAIL No PTR record found.

6 DS Record at Parent FAIL No DS record at parent.

7 RRSIG Valid FAIL No valid RRSIG found.
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# CHECK RESULT DETAIL

8 Signing Algorithm INFO No DNSKEY record found.

Email Services (25%) 3 / 6

# CHECK RESULT DETAIL

1 MX Record Exists PASS MX record found.

2 MX Server Has IPv6 FAIL MX server has no IPv6 address.

3 SMTP Reachable via IPv6 FAIL SMTP is not reachable over IPv6.

4 STARTTLS over IPv6 FAIL STARTTLS not available over IPv6.

5 SPF Record PASS SPF record found.

6 DKIM Selector INFO DKIM selector found: mail._domainkey

7 DMARC Record PASS DMARC record found.

IPv4 Baseline (15%) 3 / 3

# CHECK RESULT DETAIL

1 A Record PASS 211.25.204.27

2 HTTP over IPv4 PASS HTTP (port 80) responds over IPv4 — 1503ms TTFB.

3 HTTPS over IPv4 PASS HTTPS (port 443) responds over IPv4 — 1195ms TTFB.
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Audit Trail & Evidence Record

Verification ID df22e931-6c6d-4153-a526-e42a3275b65a

Domain bsn.com.my

Check Mode Scheduled

Status Completed

Started 04 Jul 2026, 03:03:13 MYT

Finished 04 Jul 2026, 03:03:23 MYT

Test Node Profile dual stack

Engine Version 2.0.0

MGv6C Version 1.0.0

Audit URL https://ipv6.my6.my/audit/df22e931-6c6d-4153-a526-e42a3275b65a

Integrity Verification

✓ INTEGRITY VERIFIED

Algorithm hmac-sha256-v1

Root Hash 1a8d983560d6a83fcd5ce94fa08edd14cbf6a5e2b0ce70dc92803b9920df3df8

http_headers 1c6d8f12ff8430cd115898da3b51ec01255f1f6c1e5ba854c5a2ef56ffaeb64b

dns_responses f132fb48aac7d9e3fe947b6b4924b80516b26602578c2dcd1d9a7d8740671537

tls_handshake 744fabc54fad7b4c6849cb48e6b89d212f6bfbce5b51e99338cd37cec3527518

connectivity_log 198857a98a651b637c1f6622bda80dd81feae0cf95c4ef9aba136e16146e50d5

dns_resolution_times f6556c614aa40ca9cf35a8c5786eef3d57b785c2c696174156f5b3a49bf68855

Test Node Identity

Os Linux srv1440888 6.8.0-124-generic #124-Ubuntu SMP PREEMPT_DYNAMIC Tue May 26 13:00:45 UTC 2026 x86_64

Hostname srv1440888

Php Version 8.3.32

Server Ipv4 76.13.221.142

Server Ipv6 2a02:4780:5e:2789::1

DNS Resolution Performance

Comparison of A (IPv4) vs AAAA (IPv6) query times across resolvers and transports. Shows median (p50) and 95th percentile (p95) of 3 samples per tuple.

Resolver Transport A p50 (ms) A p95 (ms) AAAA p50 (ms) AAAA p95 (ms) Delta (ms)

System Default 41.6 46.37 54.06 57.64 +12.5 

Google IPv4 68.06 68.32 70.61 70.98 +2.6 

Google IPv6 75.15 82.36 93.32 117.13 +18.2 

Cloudflare IPv4 58.14 62.26 60.73 66.01 +2.6 

Cloudflare IPv6 46.01 57.25 63.26 74.85 +17.3 
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DNS Evidence

A

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 40393
;; flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
bsn.com.my.		300	IN	A	211.25.204.27

DS

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 41847
;; flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; AUTHORITY SECTION:
com.my.			3580	IN	SOA	e.nic.my. hostmaster.nic.my. 2026052750 1800 900 604800 3600

MX

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 50272
;; flags: qr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
bsn.com.my.		3600	IN	MX	5 mx1.bsn.com.my.
bsn.com.my.		3600	IN	MX	5 mx2.bsn.com.my.

NS

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 58546
;; flags: qr rd ra; QUERY: 1, ANSWER: 3, AUTHORITY: 0, ADDITIONAL: 4

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
bsn.com.my.		300	IN	NS	bsndns3tm.bsn.com.my.
bsn.com.my.		300	IN	NS	bsndns3.bsn.com.my.
bsn.com.my.		300	IN	NS	bsndns.bsn.com.my.

TXT

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 26389
;; flags: qr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
bsn.com.my.		3600	IN	TXT	"v=spf1 mx a:mx1.bsn.com.my a:mx2.bsn.com.my a:mx3.bsn.com.my ip4:58.27.45.149/32 ip4:211.25.204.14/32 ip4:211.25.204.2/32 ip4:202.187.110.14/32 
ip4:1.9.17.14/32 ip4:202.187.110.59/32 ip4:77.32.147.47/32 ip4:77.32.143.180/32 ip4:172.246.24.59/32 ip4:2" "11.25.204.3/32 ip4:1.9.17.3/32 ip4:211.25.204.34/32 
ip4:210.187.40.194/32 ip4:103.251.2.146 include:spf.protection.outlook.com -all"
bsn.com.my.		3600	IN	TXT	"brevo-code:43fa2bfdcc23441c01ce1a5e9cb0694a"

AAAA

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 16811
;; flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; AUTHORITY SECTION:
bsn.com.my.		3596	IN	SOA	bsndns3.bsn.com.my. admin.dnsvault.net. 2026062503 1800 1200 86400 5400

RRSIG
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bsndns3.bsn.com.my. admin.dnsvault.net. 2026062503 1800 1200 86400 5400

DNSKEY

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 47624
;; flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; AUTHORITY SECTION:
bsn.com.my.		3595	IN	SOA	bsndns3.bsn.com.my. admin.dnsvault.net. 2026062503 1800 1200 86400 5400

DNSSEC_VALIDATION

; unsigned answer
bsn.com.my.		3595	IN	SOA	bsndns3.bsn.com.my. admin.dnsvault.net. 2026062503 1800 1200 86400 5400
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TLS Handshake Evidence

IPV4 Connection

IP Used 211.25.204.27

IP Version 4

depth=2 OU = GlobalSign Root CA - R3, O = GlobalSign, CN = GlobalSign
verify return:1
depth=1 C = BE, O = GlobalSign nv-sa, CN = GlobalSign RSA OV SSL CA 2018
verify return:1
depth=0 C = MY, ST = Kuala Lumpur, L = Kuala Lumpur, O = Bank Simpanan Nasional, CN = www.bsn.com.my
verify return:1
CONNECTED(00000010)
---
Certificate chain
 0 s:C = MY, ST = Kuala Lumpur, L = Kuala Lumpur, O = Bank Simpanan Nasional, CN = www.bsn.com.my
   i:C = BE, O = GlobalSign nv-sa, CN = GlobalSign RSA OV SSL CA 2018
   a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
   v:NotBefore: Feb 10 01:46:07 2026 GMT; NotAfter: Mar 14 01:46:06 2027 GMT
-----BEGIN CERTIFICATE----------END CERTIFICATE-----
 1 s:C = BE, O = GlobalSign nv-sa, CN = GlobalSign RSA OV SSL CA 2018
   i:OU = GlobalSign Root CA - R3, O = GlobalSign, CN = GlobalSign
   a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
   v:NotBefore: Nov 21 00:00:00 2018 GMT; NotAfter: Nov 21 00:00:00 2028 GMT
-----BEGIN CERTIFICATE-----IPv6 Readiness Report
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EdSIhlIoU4r7rd/9c446ZwTbw1MUcBQJfMPg+NccmBqixD7b6QDjynCy8SIwIVbb
0615XoFYC20UgDX1b10d65pHBf9ZjQCxQNqQmJYaumxtf4z1s4DfjGRzNpZ5eWl0
6r/4ngGPoJVpjemEuunl1Ig423g7mNA2eymw0lIYkN5SQwCuaifIFJ6GlazhgDEw
fpolu4usBCOmmQDo8dIm7A9+O4orkjgTHY+GzYZSR+Y0fFukAj6KYXwidlNalFMz
hriSqHKvoflShx8xpfywgVcvzfTO3PYkz6fiNJBonf6q8amaEsybwMbDqKWwIX7e
SPY=
-----END CERTIFICATE-----
 2 s:OU = GlobalSign Root CA - R3, O = GlobalSign, CN = GlobalSign
   i:OU = GlobalSign Root CA - R3, O = GlobalSign, CN = GlobalSign
   a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
   v:NotBefore: Mar 18 10:00:00 2009 GMT; NotAfter: Mar 18 10:00:00 2029 GMT
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HTTP Response Evidence

IPv4 HTTP (port 80)

HTTP Status 200

Connected IP 211.25.204.27

Connect Time 25.91 ms

TTFB 1141.02 ms

Total Time 1141.44 ms

Response Headers:

{
    "0": "HTTP/1.0 302 Moved Temporarily",
    "1": "Location: https://bsn.com.my/",
    "2": "Server: BigIP",
    "3": "Connection: Keep-Alive",
    "4": "Content-Length: 0",
    "6": "HTTP/1.1 301 Moved Permanently",
    "7": "Date: Fri, 03 Jul 2026 19:03:20 GMT",
    "8": "Content-Type: text/html",
    "9": "Content-Length: 162",
    "10": "Connection: close",
    "11": "Location: https://www.bsn.com.my/",
    "12": "Set-Cookie: Path=/; HttpOnly; Secure",
    "13": "X-Frame-Options: DENY",
    "14": "Content-Security-Policy: connect-src 'self' 'unsafe-hashes' data: blob: analytics.google.com wss://r3.cloud.yellow.ai *.yellow.ai analytics.tiktok.com 
www.google-analytics.com *.doubleclick.net;default-src 'self'; font-src * data: blob:;img-src * data:;script-src * 'unsafe-inline' 'unsafe-eval';style-src * 'unsafe-
inline';frame-src *",
    "15": "Set-Cookie: TS0120fd3f=01826f0b61b0477ac7009f5eec1fdcd723daf310ea67a7b44295ab953452c1a4bef63827dffb410473321625037743bb4ca705563c; Path=/",
    "16": "Set-Cookie: TS0120fd3f028=015751644234809e031ed181fa6a06dbdf1b3941b39f1788cad61f8f5ba47b6cfbd7eba70e46be8744fd28421fc396749fe9dd0dec; Path=/",
    "18": "HTTP/1.1 302 Found",
    "19": "Date: Fri, 03 Jul 2026 19:03:20 GMT",
    "20": "Content-Type: text/html; charset=UTF-8",
    "21": "Connection: close",
    "22": "Cache-Control: private, must-revalidate",
    "23": "Location: https://www.bsn.com.my/page/islamic-index",
    "24": "pragma: no-cache",
    "25": "expires: -1",
    "26": "Content-Security-Policy-Report-Only: default-src 'self'; script-src 'self' 'unsafe-inline' 'nonce-oy4IZ9J9hZlm/tDdzMJvCQ==' https://www.gstatic.com 
https://www.google.com https://www.googletagmanager.com https://maps.googleapis.com https://unpkg.com https://cdnjs.cloudflare.com https://cdn.jsdelivr.net 
https://oss.maxcdn.com https://connect.facebook.net; style-src 'self' 'unsafe-inline' 'nonce-oy4IZ9J9hZlm/tDdzMJvCQ==' https://fonts.googleapis.com 
https://cdnjs.cloudflare.com; font-src 'self' https://fonts.gstatic.com https://cdnjs.cloudflare.com; img-src 'self' data: https:; frame-src https://www.google.com; 
connect-src 'self' https://www.google-analytics.com https://region1.google-analytics.com https://www.googletagmanager.com",
    "27": "Set-Cookie: XSRF-
TOKEN=eyJpdiI6InJMNmN5bW1Tb3BqWmd3TWlBYVA5eHc9PSIsInZhbHVlIjoiazkvS1czNU55cFlnQlRzWHhJUlpGN0RwSEI1TFZaV2dNVEV1cEc1RWlnQUtNT0dqZHoxNVlSSFkwRWxHNDh2Q3l0MERqU0hQVzNjbFhxQ2JyLy9CQlZxU1BsZlBiTmdEUXpubWl4TElrSHVOc2RpUlBiUm0zVmFJTUtkWE9JemQiLCJtYWMiOiI4NDBjYTU3MjAxOGJkM2Y5YzY0ODRiNTE3MzdjODk5NDM1NzBhY2Y2ZTJjNDlkZWFmMjEyNmNlYmM3MWI5ZTA2IiwidGFnIjoiIn0%3D; 
expires=Fri, 03 Jul 2026 21:03:20 GMT; Max-Age=7200; path=/; HTTPOnly; Secure; secure",
    "28": "Set-Cookie: 
bsncms_session=eyJpdiI6IlhzZnlWRUJTVnFVOTMvcFdRYUJiZHc9PSIsInZhbHVlIjoiREN0SDV1SU5lMTBBK1RWbnpCRmNRK2xvdHpYZElubm5BZkRYYjhYcTYzOFNUK3B4Skg3Z1pIR2dIVWErRnkvNWk1OHArNkZrTFZueHNpZ011bGdFZ09sY1hHN3hrZjI1ZnN2TmZ5bkpseENQUGNMY2xab3pCaU9rdHJMV0F1NXMiLCJtYWMiOiIyZjhhZTNlZDA4ZDA2ZGVmZTY4ZWJkNzViYzdhMzNiYTgxYTI3N2Y4YWY4NzRhNGFhY2M4ODIwNTVhMGIwY2U1IiwidGFnIjoiIn0%3D; 
expires=Fri, 03 Jul 2026 21:03:20 GMT; Max-Age=7200; path=/; HTTPOnly; Secure; secure; httponly",
    "29": "Strict-Transport-Security: max-age=31536000; includeSubDomains",
    "30": "X-Content-Type-Options: nosniff",
    "31": "Set-Cookie: Path=/; HttpOnly; Secure",
    "32": "X-Frame-Options: DENY",
    "33": "Content-Security-Policy: connect-src 'self' 'unsafe-hashes' data: blob: analytics.google.com wss://r3.cloud.yellow.ai *.yellow.ai analytics.tiktok.com 
www.google-analytics.com *.doubleclick.net;default-src 'self'; font-src * data: blob:;img-src * data:;script-src * 'unsafe-inline' 'unsafe-eval';style-src * 'unsafe-
inline';frame-src *",
    "34": "Set-Cookie: TS0120fd3f=01826f0b6165586e2cdd25e1b0f844391e70133b660045df6065ddc10476db81091117b7dc8c05da92f4cfd4974ae69d7a29c86991; Path=/",
    "35": "Set-Cookie: TS0120fd3f028=0157516442409602e2606d2db0f8d3ee60aaa784170757948b12679d1eaa2d9e1cca599d6e5af5292cedd8d2087a6796036fedc681; Path=/",
    "37": "HTTP/1.1 200 OK",
    "38": "Date: Fri, 03 Jul 2026 19:03:21 GMT",
    "39": "Content-Type: text/html; charset=UTF-8",
    "40": "Connection: close",
    "41": "Vary: Accept-Encoding",
    "42": "Cache-Control: private, must-revalidate",
    "43": "pragma: no-cache",
    "44": "expires: -1",
    "45": "Content-Security-Policy-Report-Only: default-src 'self'; script-src 'self' 'unsafe-inline' 'nonce-Bl9tgBfBBUiCPVm7geqL0g==' https://www.gstatic.com 
https://www.google.com https://www.googletagmanager.com https://maps.googleapis.com https://unpkg.com https://cdnjs.cloudflare.com https://cdn.jsdelivr.net 
https://oss.maxcdn.com https://connect.facebook.net; style-src 'self' 'unsafe-inline' 'nonce-Bl9tgBfBBUiCPVm7geqL0g==' https://fonts.googleapis.com 
https://cdnjs.cloudflare.com; font-src 'self' https://fonts.gstatic.com https://cdnjs.cloudflare.com; img-src 'self' data: https:; frame-src https://www.google.com; 
connect-src 'self' https://www.google-analytics.com https://region1.google-analytics.com https://www.googletagmanager.com",
    "46": "Set-Cookie: XSRF-
TOKEN=eyJpdiI6Imxkdm5uRlRVOUE1MnlFVlhGWmdDMWc9PSIsInZhbHVlIjoiQnNRNHhXUWNXQUZYUUVkZnNKZlFKQVRRNzFmeHdUV2JadDFTZlhWdlhWRGRWd0U4bmFacUg1eHZqdFg0QkxWcnBqNUxGaitmTUJkbmQ3MU1qVVVuUm9hRFZ2OW1IclcwWUJ6M2xTT1NLZCtzaklQczB0c202VWN2QXBKL0JHRUEiLCJtYWMiOiIzZTViODAxNzBmNDA3OTFmMDZjMTQ5MDMwMGZlNDc1ZDhmZTAxM2Y4YmJiYTlhZjM0MWQ5ZTYzODVkZGFlZGJkIiwidGFnIjoiIn0%3D; 
expires=Fri, 03 Jul 2026 21:03:21 GMT; Max-Age=7200; path=/; HTTPOnly; Secure; secure",
    "47": "Set-Cookie: 
bsncms_session=eyJpdiI6InI5SGdaT05WSnYzSURMdE9ERjlBS0E9PSIsInZhbHVlIjoiYXFKV0N5M091Wll5b2UyeE92TkVTbnpLRmZtQWZuUkhDeklYa29XanJWd29QbXRKNXRLbUU3UG5LRWFldFJnOXlhUXMrb1NxUzdFSXlBT0VZVTZod0FDU0c1bDJLYnJTdFMrRGhmd1RBK0hZcUxxTFYxVHBBblpnQXZpTHlTdTYiLCJtYWMiOiI5NDkwMGMxZmU4MjNjOTZmNjgzM2JmZWU4ODg2OTA0NDI5NTk3OGQ0NmIzZTc4ZWY3MmIwMzVkNmQ5ZTY5NTczIiwidGFnIjoiIn0%3D; 
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expires=Fri, 03 Jul 2026 21:03:21 GMT; Max-Age=7200; path=/; HTTPOnly; Secure; secure; httponly",
    "48": "Strict-Transport-Security: max-age=31536000; includeSubDomains",
    "49": "X-Content-Type-Options: nosniff",
    "50": "Set-Cookie: Path=/; HttpOnly; Secure",
    "51": "X-Frame-Options: DENY",
    "52": "Content-Security-Policy: connect-src 'self' 'unsafe-hashes' data: blob: analytics.google.com wss://r3.cloud.yellow.ai *.yellow.ai analytics.tiktok.com 
www.google-analytics.com *.doubleclick.net;default-src 'self'; font-src * data: blob:;img-src * data:;script-src * 'unsafe-inline' 'unsafe-eval';style-src * 'unsafe-
inline';frame-src *",
    "53": "Set-Cookie: TS0120fd3f=01826f0b61d72d5daaf3d6db282b0d577f2a62807afd3b9690f123f77752646d987eba3ed9fb3f3b34da21e3b1635654dfb2d06846; Path=/",
    "54": "Set-Cookie: TS0120fd3f028=0157516442d65f1b05cc4a2c3d781be2778b7c5189e32c9f77df07d3f2807a3756c8161b158d1310f19bdbcd0d6b0f66ff24eceb9a; Path=/"
}

IPv4 HTTPS (port 443)

HTTP Status 200

Connected IP 211.25.204.27

Connect Time 13.19 ms

TTFB 1161.36 ms

Total Time 1161.58 ms

Response Headers:

{
    "0": "HTTP/1.1 301 Moved Permanently",
    "1": "Date: Fri, 03 Jul 2026 19:03:21 GMT",
    "2": "Content-Type: text/html",
    "3": "Content-Length: 162",
    "4": "Connection: keep-alive",
    "5": "Location: https://www.bsn.com.my/",
    "6": "Set-Cookie: Path=/; HttpOnly; Secure",
    "7": "X-Frame-Options: DENY",
    "8": "Content-Security-Policy: connect-src 'self' 'unsafe-hashes' data: blob: analytics.google.com wss://r3.cloud.yellow.ai *.yellow.ai analytics.tiktok.com 
www.google-analytics.com *.doubleclick.net;default-src 'self'; font-src * data: blob:;img-src * data:;script-src * 'unsafe-inline' 'unsafe-eval';style-src * 'unsafe-
inline';frame-src *",
    "9": "Set-Cookie: TS0120fd3f=01826f0b615ae144e4bd22df038c838b55d8676dfe3c3aab4beb5881ca71381852567dd1f2171c268a38d9aee5c3044798de313c01; Path=/",
    "10": "Set-Cookie: TS0120fd3f028=01575164425e48eb2a0b4a0a964388beb17cc564a2d8dd4c4938e8a06fd478d5b5b0f48691fb1bc77d688953ce12145fc9556b80c4; Path=/",
    "12": "HTTP/1.1 302 Found",
    "13": "Date: Fri, 03 Jul 2026 19:03:21 GMT",
    "14": "Content-Type: text/html; charset=UTF-8",
    "15": "Connection: keep-alive",
    "16": "Cache-Control: private, must-revalidate",
    "17": "Location: https://www.bsn.com.my/page/islamic-index",
    "18": "pragma: no-cache",
    "19": "expires: -1",
    "20": "Content-Security-Policy-Report-Only: default-src 'self'; script-src 'self' 'unsafe-inline' 'nonce-CHqYK+gSEeVLBHi0tN2Mow==' https://www.gstatic.com 
https://www.google.com https://www.googletagmanager.com https://maps.googleapis.com https://unpkg.com https://cdnjs.cloudflare.com https://cdn.jsdelivr.net 
https://oss.maxcdn.com https://connect.facebook.net; style-src 'self' 'unsafe-inline' 'nonce-CHqYK+gSEeVLBHi0tN2Mow==' https://fonts.googleapis.com 
https://cdnjs.cloudflare.com; font-src 'self' https://fonts.gstatic.com https://cdnjs.cloudflare.com; img-src 'self' data: https:; frame-src https://www.google.com; 
connect-src 'self' https://www.google-analytics.com https://region1.google-analytics.com https://www.googletagmanager.com",
    "21": "Set-Cookie: XSRF-
TOKEN=eyJpdiI6ImRkZnNURzdUUnlOSkN5aG9jNlZLM0E9PSIsInZhbHVlIjoiUTcwQUpkalRlMUpaWUhNYnpVSWN2b2tjYkg5L2RRTzYwSFFmSTMrSVVBVHhMMmUxdC83bnY5NWNEdGMydUM1VTZuVllmNCs5VjhpSnBWaFhudzVmUHJtU1p6TWE3alordXFaWmM3Zk9JTDdMVHoyeDFVc3h2bmxIZXN6QTVUWlAiLCJtYWMiOiIzOTJiMWVjYTY5NGZlZDIwZDRlYTU3MWI4Mzk2ZjEwMzcxYmEzYjMxOGI5OTQ4ZjdjZjQzMmIyODJkYjdmNmQzIiwidGFnIjoiIn0%3D; 
expires=Fri, 03 Jul 2026 21:03:21 GMT; Max-Age=7200; path=/; HTTPOnly; Secure; secure",
    "22": "Set-Cookie: 
bsncms_session=eyJpdiI6ImxXVUZnZVB6RXJvTHdqT0Q4VjU3Q3c9PSIsInZhbHVlIjoicy9maTdpQ201bUFYb04vaVlwcFVSWm01VExkTXVDMDlzQkU0eXBkN3YvNW1zbkYwWVcwZmlUN0ZGQyswY3A0ZXNpTWpXVzVBNzNMNFZXTkw5Y1hxa2tEUHkxUTVvVDJUb1p0ZUhwRVdBcXpjWHBRcUE2Y2pqR2IwYm9EeWlFaDAiLCJtYWMiOiI0M2U3YzBkOWUwNjA3YzVlYWJkOTk2OWViMjdlOGQzYmRjYWJkNTY2YzBmMjNhNzI4NTFmZGU5ZWNhYTI5NzYzIiwidGFnIjoiIn0%3D; 
expires=Fri, 03 Jul 2026 21:03:21 GMT; Max-Age=7200; path=/; HTTPOnly; Secure; secure; httponly",
    "23": "Strict-Transport-Security: max-age=31536000; includeSubDomains",
    "24": "X-Content-Type-Options: nosniff",
    "25": "Set-Cookie: Path=/; HttpOnly; Secure",
    "26": "X-Frame-Options: DENY",
    "27": "Content-Security-Policy: connect-src 'self' 'unsafe-hashes' data: blob: analytics.google.com wss://r3.cloud.yellow.ai *.yellow.ai analytics.tiktok.com 
www.google-analytics.com *.doubleclick.net;default-src 'self'; font-src * data: blob:;img-src * data:;script-src * 'unsafe-inline' 'unsafe-eval';style-src * 'unsafe-
inline';frame-src *",
    "28": "Set-Cookie: TS0120fd3f=01826f0b6168ead39cb051c3d4cd6bdba1e5eff704205283117c1fe2f25d1c1ab8363b09716ede1e23232da0f8982a6da17ae0df44; Path=/",
    "29": "Set-Cookie: TS0120fd3f028=0157516442eb7b096018113eaeaa84cea6d45eb23dcf58321ab33a5a2ef495ddd55d0060cb77b6f524fa038b83721eb3933579bdf2; Path=/",
    "30": "Transfer-Encoding: chunked",
    "32": "HTTP/1.1 200 OK",
    "33": "Date: Fri, 03 Jul 2026 19:03:22 GMT",
    "34": "Content-Type: text/html; charset=UTF-8",
    "35": "Connection: keep-alive",
    "36": "Vary: Accept-Encoding",
    "37": "Cache-Control: private, must-revalidate",
    "38": "pragma: no-cache",
    "39": "expires: -1",
    "40": "Content-Security-Policy-Report-Only: default-src 'self'; script-src 'self' 'unsafe-inline' 'nonce-6wQdcXbjnroaSV7w1ibmeQ==' https://www.gstatic.com 
https://www.google.com https://www.googletagmanager.com https://maps.googleapis.com https://unpkg.com https://cdnjs.cloudflare.com https://cdn.jsdelivr.net 
https://oss.maxcdn.com https://connect.facebook.net; style-src 'self' 'unsafe-inline' 'nonce-6wQdcXbjnroaSV7w1ibmeQ==' https://fonts.googleapis.com 
https://cdnjs.cloudflare.com; font-src 'self' https://fonts.gstatic.com https://cdnjs.cloudflare.com; img-src 'self' data: https:; frame-src https://www.google.com; 
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connect-src 'self' https://www.google-analytics.com https://region1.google-analytics.com https://www.googletagmanager.com",
    "41": "Set-Cookie: XSRF-
TOKEN=eyJpdiI6Iml3L1hjd1hOdmZGMXF6Szhxem1ocUE9PSIsInZhbHVlIjoicHBheElnMWRSSFIyb2ovNHRRSFN4WllSU2h4aE9RSi9sQWs0cW5PWnNiOURjbFQ2VHp4WHF0cXF1dzc3TDVuaGY2eit5T2kyQkdkYXlJZ2N2UmJTSGFIa3hvbGRRd25EbmplRFhVK3p3SnlYdkllWk5PcldOUXFCUGc2Tk12TkQiLCJtYWMiOiI2YzcyYjQ3NWNmYzExZWY2NmViYmMzOTVhM2NkYmZkYzc2NDUwYzUzYjczNDgwY2FjYjJkNTc0MDk4Y2ZmM2QyIiwidGFnIjoiIn0%3D; 
expires=Fri, 03 Jul 2026 21:03:22 GMT; Max-Age=7200; path=/; HTTPOnly; Secure; secure",
    "42": "Set-Cookie: 
bsncms_session=eyJpdiI6ImMvQU5pb0hPL0p5SGxHNWN6blY4N0E9PSIsInZhbHVlIjoiMzNldk0rSDNWZ05hQVFKdEFKcUVCZ2cvdXZ6RVRTMnhaN0ttcUlNenl4OEVOczNxckkydWkvaldGTlRMUVlCWU5CUFZzZkdTVVpNTGJvYkNzNmJrZ2w5a3VMTEtVQ0RyOURFcVZzSE8zTFlIbWdPWWpyWG41ZkZmZitwWmxTRUwiLCJtYWMiOiJjMzc5YjEyYzU3YzY4Y2FlMjQ4YmVlYjgzZGY1ZGRkZDQ2OTUwNzE4YmEwMzNlOGIyOTkyYjQ3ZmNmMGMzZmY0IiwidGFnIjoiIn0%3D; 
expires=Fri, 03 Jul 2026 21:03:22 GMT; Max-Age=7200; path=/; HTTPOnly; Secure; secure; httponly",
    "43": "Strict-Transport-Security: max-age=31536000; includeSubDomains",
    "44": "X-Content-Type-Options: nosniff",
    "45": "Set-Cookie: Path=/; HttpOnly; Secure",
    "46": "X-Frame-Options: DENY",
    "47": "Content-Security-Policy: connect-src 'self' 'unsafe-hashes' data: blob: analytics.google.com wss://r3.cloud.yellow.ai *.yellow.ai analytics.tiktok.com 
www.google-analytics.com *.doubleclick.net;default-src 'self'; font-src * data: blob:;img-src * data:;script-src * 'unsafe-inline' 'unsafe-eval';style-src * 'unsafe-
inline';frame-src *",
    "48": "Set-Cookie: TS0120fd3f=01826f0b61852f99d409c74b76d27ebd1c8430bbd2b3c803f8d8c69a13916a5608577250b3be8cf44e2a6927d833e26ecf4d7b56e0; Path=/",
    "49": "Set-Cookie: TS0120fd3f028=01575164428f26b921c0af398b100c8798fe291889c939b5d8b9e0428db8222b5989b068fac8778c1baacf6d68046c3197e20b3e89; Path=/",
    "50": "Transfer-Encoding: chunked"
}

Connectivity Test Evidence

Test Result

TCP Connect IPv4 → port 80 302 0.003411 0.008385

TCP Connect IPv4 → port 443 301 0.003180 0.110865

Test Node Network Evidence

Node Profile dual stack

Egress Connectivity

IPv4 Egress 76.13.221.142

IPv6 Egress 2a02:4780:5e:2789::1

Sysctl IPv6 Flags

net.ipv6.conf.all.disable_ipv6 0

IPv6 Routes

2a02:4780:5e::/48 dev eth0 proto kernel metric 256 pref medium
fe80::/64 dev eth0 proto kernel metric 256 pref medium
default via 2a02:4780:5e::1 dev eth0 proto static metric 1024 pref medium

IPv4 Routes

default via 76.13.221.254 dev eth0 proto static 
10.6.101.0/24 dev wg0 scope link 
10.6.102.0/24 dev wg0 scope link 
76.13.221.0/24 dev eth0 proto kernel scope link src 76.13.221.142 
172.29.0.0/24 dev wg0 scope link 
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