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Scan to verify
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A

Partially Compliant
MGV6C-1.0

IPV6 ADDRESSES

2606:4700:3032::6815:3fe7
2606:4700:3033::ac43:ac96

Network Information (WHOIS / RDAP)

Organization
Country

ASN

ASN Name

Network (CIDR)

Web Services (35%)

# CHECK

1 AAAA Record

2 Globally Routable IPv6

3 HTTP over IPv6

4 HTTPS over IPv6

5 IPv6-Only Reachability

6 TLS Certificate Valid (IPv6)
7 Dual-Stack (IPv4 + IPv6)

8 HTTP/3 (QUIC)

DNS & DNSSEC (25%)
# CHECK
1 NS Has AAAA Record

2 NS Reachable via IPv6

3 NS Answers Queries via IPv6

4 DNSSEC Validated

5 Reverse DNS (PTR)

6 DS Record at Parent

7 RRSIG Valid

National IPv6 Readiness Monitor — https://ipv6.my6.my

82

Partial Support

IPV4 ADDRESSES

104.21.63.231
172.67.172.150

IPv6 Network

Cloudflare, Inc.

us

AS13335

CLOUDFLARENET - Cloudflare, Inc., US

2606:4700::/32

RESULT

PASS

PASS

PASS

PASS

PASS

PASS

PASS

PASS

RESULT

PASS

PASS

PASS

FAIL

FAIL

FAIL

FAIL

DETAIL

IPV6-ONLY READINESS

Website: v Ready
DNS: v Ready
Email: X Not Ready

IPv4 Network
Cloudflare, Inc.
us

AS13335

CLOUDFLARENET - Cloudflare, Inc., US

104.16.0.0/12

2606:4700:3032::6815:3fe7, 2606:4700:3033::ac43:ac96

All addresses are globally routable.

HTTP (port 80) responds over IPv6 — 97ms TTFB.

HTTPS (port 443) responds over IPv6 — 71ms TTFB.

Site is fully reachable via IPv6-only.

Certificate valid — issued by C = US, O = Let's Encrypt, CN = YE2, expires Sep 3 15:00:16 2026 GMT

Domain has both A and AAAA records.

Alt-Svc: h3 header detected.

DETAIL

Nameserver has IPv6 address.

Nameserver is reachable via IPv6 on port 53.

DNS queries answered over IPv6.

DNSSEC validation failed or zone is unsigned.

No PTR record found.

No DS record at parent.

No valid RRSIG found.
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# CHECK

8 Signing Algorithm

Email Services (25%)

# CHECK

1 MX Record Exists

2 MX Server Has IPv6

3 SMTP Reachable via IPv6
4 STARTTLS over IPv6

5 SPF Record

6 DKIM Selector

7 DMARC Record

IPv4 Baseline (15%)
# CHECK

1 A Record

2 HTTP over IPv4

3 HTTPS over IPv4

National IPv6 Readiness Monitor — https://ipv6.my6.my

RESULT

INFO

RESULT

PASS

PASS

FAIL

FAIL

PASS

INFO

PASS

RESULT

PASS

PASS

PASS

DETAIL

No DNSKEY record found.

DETAIL

MX record found.

MX server has AAAA record.

SMTP is not reachable over IPv6.
STARTTLS not available over IPv6.

SPF record found.

DKIM selector found: google._domainkey

DMARC record found.

DETAIL
104.21.63.231, 172.67.172.150

HTTP (port 80) responds over IPv4 — 94ms TTFB.

HTTPS (port 443) responds over IPv4 — 92ms TTFB.
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Audit Trail & Evidence Record

Verification ID €69e2342-7602-47d3-9944-ae5bb46ee482

Domain malaysiakini.com

Check Mode Scheduled

Status Completed

Started 04 Jul 2026, 03:26:44 MYT

Finished 04 Jul 2026, 03:27:11 MYT

Test Node Profile dual stack

Engine Version 2.0.0

MGv6C Version 1.0.0

Audit URL https://ipv6.my6.my/audit/e69e2342-7602-47d3-9944-ae5bb46eed82

Integrity Verification

v INTEGRITY VERIFIED

Algorithm hmac-sha256-v1

Root Hash 46509b3406522a74c8686ce49677f58add6a40d9393fc3b8cdc269cd59bc6574
http_headers a2b8a29ba7a53663dff4ad73e793201f0bd29d351cd5d9e8e9bbadc97a41d72e
dns_responses 00931bd63644a46d86c3d4cbbalOb65bebf57097251c7a8d40ca717182828995
tls_handshake 43cdeedebcfOalaeeOeballebafcd0c6389b22f5F2969e46e155c7ac8049a752
connectivity_log 9a92bedff93a58030d74fb3a86288b77f7cdf373f537185484b08f0ed9e21955
dns_resolution_times 38e75fc8b4f5f4b825701F9180b841alae10964108496745218299eb58ee5e28

Test Node Identity

Os Linux srv1440888 6.8.0-124-generic #124-Ubuntu SMP PREEMPT DYNAMIC Tue May 26 13:00:45 UTC 2026 x86 64
Hostname srv1440888

Php Version 8.3.32

Server lpv4 76.13.221.142

Server Ipv6 2202:4780:5e:2789::1

DNS Resolution Performance

Comparison of A (IPv4) vs AAAA (IPv6) query times across resolvers and transports. Shows median (p50) and 95th percentile (p95) of 3 samples per tuple.

Resolver Transport A p50 (ms) A p95 (ms) AAAA p50 (ms) AAAA p95 (ms) Delta (ms)
System Default 10.48 10.5 9.82 22.07 -0.7
Google IPv4 32.29 39.54 32.27 96.14 -0
Google IPv6 28.72 33.95 25.41 37.05 -3.3
Cloudflare IPv4 11.34 20.19 18.74 21.55 +7.4
Cloudflare IPv6 24.18 39.87 28.29 29.42 +4.1
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DNS Evidence

A

;5 Got answer:
->>HEADER<<- opcode: QUERY, status: NOERROR, id: 7516

;; flags: qr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: O, ADDITIONAL:

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 ANSWER SECTION:
malaysiakini.com.[]300INJA[J172.67.172.150
malaysiakini.com.[J300INJA[J104.21.63.231

DS

;3 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 29655

;3 flags: qr rd ra; QUERY: 1, ANSWER: O, AUTHORITY: 1, ADDITIONAL:

;3 OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;3 AUTHORITY SECTION:

com. [JO08980IN[SOA[Ja.gtld-servers.net. nstld.verisign-grs.com. 1783106806 1800 900 604800 900

MX

Got answer:
->>HEADER<<- opcode: QUERY, status: NOERROR, id: 19140

;3 flags: qr rd ra; QUERY: 1, ANSWER: 7, AUTHORITY: ©, ADDITIONAL:

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 ANSWER SECTION:

m.[J3000INJMX[]30 aspmx2.googlemail.com.
m.[J3000INOMXJ30 aspmx3.googlemail.com.
malaysiakini.com.[J300JINJMX[J30 aspmx4.googlemail.com.
m.[3000INOMX030 aspmx5.googlemail.com.
m.[J3000INOMXJ10 aspmx.l.google.com.
m.[J3000INJMX[J20 altl.aspmx.l.google.com.
m.[J3000IN[MXJ20 alt2.aspmx.l.google.com.

malaysiakini.c

o

malaysiakini.c

o

malaysiakini.c

=]

malaysiakini.c

o

malaysiakini.c

=]

malaysiakini.c

o

NS

;5 Got answer:
->>HEADER<<- opcode: QUERY, status: NOERROR, id: 25287

;3 flags: qr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

33 ANSWER SECTION:
malaysiakini.com.[J864000IN[NSerin.ns.cloudflare.com.
malaysiakini.com.[J86400[JIN[JNS[Jdan.ns.cloudflare.com.

TXT

; Got answer:
->>HEADER<<- opcode: QUERY, status: NOERROR, id: 57871

;5 flags: qr rd ra; QUERY: 1, ANSWER: 11, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;3 ANSWER SECTION:

1

1

malaysiakini.com.[J3000INJTXT]"v=spfl ip4:170.187.231.128 ip6:2400:8901::f03c:93ff:feea:f784 mx:mailgun.org include: spf.google.com include: spf.mail.yahoo.com ~all"

malaysiakini.com.[J3000INJTXT"atlassian-domain-verification=LyIUKm4r24RuC9zTdNiL2VoXgsmhBvIqZtRQEWIRxFAu80fxEx6iKB7vUfGS9maXx"
m.[J3000INOTXT]"atlassian-domain-verification=NRv8oqfXeD8RvaGYxY+Lpv/dBU/MiORi+NShXtQ1liKYJ1EjXENMkyY8GixtbD+fS"
m.[J3000INJTXT[" facebook-domain-verification=3ccObqy9bed09mee64q4y8bcuz7hik"
m.[3000INJTXT("google-site-verification=-0-Dm3S_IK9a26rkqn5GDp8gy4KAemWGgMYmYD7MFyU"
m.[J300INTXT]"google-site-verification=325Vd2uoVwInsdWLqJIUa9y lERIRvVIHMPRIur57xBkY"
m.[03000INJTXT("google-site-verification=8zurrtm011AJhm5yQ20fTguLMItfqWHI91x265FRXd8"
m.[3000INJTXT"google-site-verification=0PjO5UFA1K1S0G]8wEWYT54Qse U7VEI_HYPvq7jFzM"
m.[J3000INJTXT[]"google-site-verification=PFasLkpkUNd280iRjSBhgi817c3iiVlejfMgQtjf6po"
m.[3000INJTXT"google-site-verification=Y4p1lliHDvi6QscEh GIxgTXbVDjhOgkZsIXKOSx1VPI"
m.[J3000INJTXT["google-site-verification=me-NPUhNkQPtkx3X8tHfso®1IyXs1f4MV5n2R5ngi9s"

malaysiakini.c

o o

malaysiakini.c
malaysiakini.c

o

malaysiakini.c

o

malaysiakini.c

o o

malaysiakini.c
malaysiakini.c

=]

malaysiakini.c

o

malaysiakini.c

o

AAAA

Got answer:

National IPv6 Readiness Monitor — https://ipv6.my6.my
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;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 29440
;; flags: gqr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: 0, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 ANSWER SECTION:
malaysiakini.com.[]300JIN[JAAAA[]2606:4700:3032::6815:3fe7
malaysiakini.com.[]300JINJAAAA[]2606:4700:3033::ac43:ac96

RRSIG

dan.ns.cloudflare.com. dns.cloudflare.com. 2406668020 10000 2400 604800 1800

DNSKEY

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 7724
;3 flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

33 AUTHORITY SECTION:

malaysiakini.com.[J17750IN[JSOA[Jdan.ns.cloudflare.com. dns.cloudflare.com. 2406668020 10000 2400 604800 1800

DNSSEC_VALIDATION

; unsigned answer
malaysiakini.com.[J1774JIN[JSOA[Jdan.ns.cloudflare.com. dns.cloudflare.com. 2406668020 10000 2400 604800 1800
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TLS Handshake Evidence

IPV4 Connection
IP Used 104.21.63.231

IP Version 4

depth=3 C = US, 0 = Internet Security Research Group, CN = ISRG Root X2

verify return:1

depth=2 C = US, 0 = ISRG, CN = Root YE

verify return:1

depth=1 C = US, 0 = Let's Encrypt, CN = YE2

verify return:1

depth=0 CN = malaysiakini.com

verify return:1

CONNECTED (00000016)

Certificate chain

0 s:CN = malaysiakini.com

i:C = US, 0 = Let's Encrypt, CN = YE2
a:PKEY: id-ecPublicKey, 256 (bit); sigalg: ecdsa-with-SHA384
v:NotBefore: Jun 5 15:00:17 2026 GMT; NotAfter: Sep 3 15:00:16 2026 GMT

MIIDoTCCAyagAwIBAQISBp8TZ4pq37tX152q4Fn2M3CPMAOGCCqGSM49BAMDMDMX
CzAJBgNVBAYTATVTMRYwFAYDVQQKEw1MZXQncyBFbmNyeXBOMQwwCgYDVQQDEWNZ
RTIwHhcNMj YwNjA1IMTUWMDE3WhcNMj YwOTAzMTUWMDE2Wj AbMRkwFwYDVQQDEXBt
YwxheXNpYWtpbmkuY29tMFkwEwYHK0ZIzj©CAQYIKoZIzjODAQcDQQAEQIahPuE6
UIqOD9RDlabY7vEmyYdA+rZMUpDFNYq3IUV6265yV208G9iewhy52FzgNghWvX+o
eN3EB106N0fsR60CAjAwggIsMA4GALUdDWEB/wQEAWIHgDATBgNVHSUEDDAKBggr
BgEFBQCcDATAMBgNVHRMBAf8EAjAAMBOGA1UdDgQWBBRLKKsKoxwf5WchtTmVz02H
+UwmY j AfBgNVHSMEGDAWgBS5WFKOzyLwhtM3SP92FBi6gthVhzAzBgg rBgEFBQCB
AQQNMCUwIwYIKwYBBQUHMAKGF2hOdHA6LY95ZTIuaS5sZW5jci5vemcvMC8GALUd
EQQoMCaCEioubWFsYX1zaWF raW5pLmNvbYIQbWFsYX1zaWFraWSpLmNvbTATBgNV
HSAEDDAKMAgGBmeBDAECATAUBgNVHR8EJzA1MCOgIaAfhhlodHRwOi8veWUyLmMu
bGVuY3Iub3JInLzE2LmNybDCCAQoGCisGAQQB1nkCBAIEgfsEgfgA9gBIAEavhjo7
PuWfpXfeqCRANrDZ7SKiI/RhdOEilFLulVBfAAABNpiCKOEACAAABQAI rbXRBAMA
RjBEAi1APu5F+mJoAMEYyn41I3j01mFTGDMM29mYFj88xIjPAUWAIgFuRi+Lu9HWab
pqfgnuINiSBGIINFZEp20HWQ3xD64IQAdQDXbX0Q0af1d8LH6V/XAL/5g9skzWmXh
OLMBcxfAyMVpdwAAAZ6YgirFAAAEAWBGMEQCIC1CwCzoutKBg+cDPYBdc4althog
0lvY6H2IBt53ZQPoAiA00X3HI6qtDFTBBW/GHUBNSq97Hxpn5X+Kp8hY8HHX3DAK
BggghkjOPQQDAWNPADBmAj EAj+dGUXGLU81iSNaZzL3n95//8CUWFfFn081WOhnwbe
m05i0fhsZ7U+ov1+TUOPkek5AjEAL0YG90+FsQKC5Q7UqH]j ZbCKpZZHPmoT1t8nu
yh+CiFZsIT2weocgw3eQu04+TOYP

1 s:C=US, 0=Let's Encrypt, CN = YE2
i:C = US, 0 = ISRG, CN = Root YE
a:PKEY: id-ecPublicKey, 384 (bit); sigalg: ecdsa-with-SHA384
v:NotBefore: Sep 3 00:00:00 2025 GMT; NotAfter: Sep 2 23:59:59 2028 GMT
 ci5vemcvMAoGCCqGSM49BAMDAZKAMGYCMQDIcnw5dcZLN9f fynXnnkLD/1itS
JEycJPb3sRkzeqBowup7v0sAwaqoCnNn/jh9wycCMQCIM6CP1a0C4pQYYbItVPYb
DKrIb2EKk5NpOpE6/XttQYZV/3gilBI1+Cc/DOVwmyg=

2 s:C =US, 0 = ISRG, CN = Root YE
i:C = US, 0 = Internet Security Research Group, CN = ISRG Root X2
a:PKEY: id-ecPublicKey, 384 (bit); sigalg: ecdsa-with-SHA384
v:NotBefore: May 13 00:00:00 2026 GMT; NotAfter: Sep 2 23:59:59 2032 GMT

MIICpjCCAiugAwIBAgIRAIchZfwOtuX7qK3Vs3BftTowCgYIKoZIzjOEAWMWT ZEL
MAKGA1UEBhMCVVMXKTANBgNVBAOTIEludGVybmVOIFN1Y3VyaXR5IFJlc2VhcmNo
IEdyb3VwMRUWEWYDVQQDEwxJU1JHIFJIvb3QgWDIwHhcNM]j YWNTEZMDAWMDAWWhCN
MzIwOTAyMjM10TU5SWjAuMQswCQYDVQQGEwIVUZENMASGAIUEChMESVNSRZEQMA4G
ALUEAXMHUM9vdCBZRTB2MBAGBYqGSM49AgEGBSUBBAALIA2IABDWS/6vhrcVqchBo
+wgdI3fwn9x7DNIJOY/1TOtiOVvkwuRN87RhEhTH17E7XyFjWsPYhIPt/wz0qxTd2
b+4ZINy9ID04YywF9U5zasDVyGSNErVNtz8uSGh5izW87j77Ga0B6zCB6DA0OBGNV
HQ8BAfBEBAMCAQYWEWYDVRO1BAwwCgYIKwYBBQUHAWEWDWYDVROTAQH/BAUWAWEB
/zAdBgNVHQ4EFgQUo8gmWo6hTNALY/ybI8g6r1lbzT1YwHwYDVRO]jBBgwFoAUfEKW
rt5LSDv6kviejMIti61yN5UwMgYIKwYBBQUHAQEEJD jAKMCIGCCSGAQUFBzAChhZo
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dHRw0i8veDIuaS5sZW5jci5vemcvMBMGA1UdIAQMMAoWCAYGZ4EMAQIBMCcGALUd
HwQgMB4wHKA20BiGFmhOdHA6LY94Mi5j Lmx bmNyLm9yZy8wCgYIKoZIzjOEAWMD
aQAwZgIxAMU19WCtmxVND8UHBZRoma49Z7jPs64Dma®eTul0ChVbB/237GV3nvYK
Ax54uk1G9QIxA00miLVIu8PLNiXXXkiE/gsK3CTRTF/ae04bMX42Zw40csRUBAC2
6hSW1/IWaas6dg==

3 s:C = US, 0 = Internet Security Research Group, CN = ISRG Root X2
i:C = US, 0 = Internet Security Research Group, CN = ISRG Root X1
a:PKEY: id-ecPublicKey, 384 (bit); sigalg: RSA-SHA256
v:NotBefore: May 13 00:00:00 2026 GMT; NotAfter: Sep 2 23:59:59 2032 GMT

MIIEcDCCAligAwIBAgIQbI8dxyfHEX97r4U6yYD5zTANBgkqhkiGOwOBAQsFADBP
MQswCQYDVQQGEwIVUZEpPMCCcGALUEChMgSW502XJuZXQgU2Vj dXIpdHkgUmVzZWFy
Y2ggR3JvdXAxFTATBgNVBAMTDE1TUkcgUm9vdCBYMTAeFwOyNjAIMTMwMDAWMDBa
FwOzMjASMDIyMzUSNT1aME8xCzAIBgNVBAYTATVTMSkwIwYDVQQKEYBIbnRlcm51
dCBTZWN1cm10eSBSZXN1YXJjaCBHcm91cDEVMBMGA1UEAXMMSVNSRYBSh290IFgy
MHYWEAYHK0ZIZzjOCAQYFK4EEACIDYgAEZZvVn4CDCuw]SVMWS]j5cz3es3mcFDROH
ttwW+1gLFNvicWDEUKWVEYmO6gbT9yoWHKS5xcUy4APgHOIYOIvXRdgKam7mAHT7
ALF9ItgKbppbd9/w+kHs0dx1ymgHDB/qo4HIMIHYMA4GA1UdDWEB/WQEAWIBBjAd
BgNVHSUEFjAUBggrBgEFBQcDAQYIKwYBBQUHAwIWDWYDVROTAQH/BAUWAWEB/ zAd
BgNVHQ4EFgQUFEKWrt5LSDV6kviejMIti6lyN5UwHWYDVROjBBgwFoAUebRZ5nuU2
5eQBc4AIiMgaWPbpm24wMgYIKwYBBQUHAQEEJ jAKMCIGCCSsGAQUFBzAChhZodHRw
0i8veDEuaS5sZW5j ci5vemcvMBMGA1UdIAQMMAowWCAYGZ4EMAQIBMCcGA1UdHWQg
MB4wHKAaoBiGFmhOdHA6LY94MS5jLmx LbmNyLm9yZy8wDQYJIKoZIhvcNAQELBQAD
9gIBAD2/e9f rmMxNpCVO3qUHegg+MV2wz9644YoXdqtH8RyWYcBO7xfjjGEXdUle
/000KEFiynUCOSIk/vLLo7ttz6CPAeNIWfCOXNkoGeWgK6] jXvozBaGuGH5nOUfo
shMeWTuURgNN5GOOsSXDTBrpp2+mgvdZQjb8K11TYMA25QA+YHNTbIELOBniAhKS
2gsnljSzrdZLI+EZ7SEyqdR2rkjd1KutLDU+n3TFyxjniZVGur4Y1lhMP3mY/dV95

IPV6 Connection
IP Used 2606:4700:3032::6815:3fe7

IP Version 6

depth=3 C = US, 0 = Internet Security Research Group, CN = ISRG Root X2

verify return:1

depth=2 C = US, 0 = ISRG, CN = Root YE

verify return:1

depth=1 C = US, 0 = Let's Encrypt, CN = YE2

verify return:1

depth=0 CN = malaysiakini.com

verify return:1

CONNECTED (00000010)

Certificate chain

0 s:CN = malaysiakini.com

i:C = US, 0 = Let's Encrypt, CN = YE2
a:PKEY: id-ecPublicKey, 256 (bit); sigalg: ecdsa-with-SHA384
v:NotBefore: Jun 5 15:00:17 2026 GMT; NotAfter: Sep 3 15:00:16 2026 GMT

MIIDoTCCAyagAwIBAQISBp8TZ4pq37tX152q4Fn2M3CPMAOGCCGGSMA9BAMDMDMX
CzAJBgNVBAYTALVTMRYwFAYDVQQKEwW1MZXQncyBFbmNyeXBOMQwwCgYDVQQDEWNZ
RTIwHhcNM] YwNjA1IMTUWMDE3WhcNMj YwOTAZMTUWMDE2Wj AbMRkwFwYDVQQDEXBt
YwxheXNpYWtpbmkuY29tMFkwEwYHK0ZIzj©CAQYIKoZIzjODAQcDQQAEQIahPuE6
UIqOD9RDlabY7vEmyYdA+rZMUpDFNYq3IUV6265yV208G9iewhy52FzgNghWvX+o
eN3EB106NOfSR60CA] AwggIsMA4GA1UdDWEB/wQEAWIHgDATBgNVHSUEDDAKBgg
BgEFBQcDATAMBgNVHRMBAf8EAjAAMBOGA1UdDgQWBBRLKKsKoxwf5WchtTmVz02H
+UwmY j AFBgNVHSMEGDAWGBS5WFKOZzyLwhtM3SP92FBi6gthVhzAzBggrBgEFBQCB
AQQNMCUwIwYIKwYBBQUHMAKGF2hOdHA6LY95ZTIuaS5sZW5j ci5vemcvMC8GALUd
EQQoMCaCEioubWFsYX1lzaWFraW5pLmNvbYIQbWFsYX1zaWFraWSpLmNvbTATBgNV
HSAEDDAKMAgGBmeBDAECATAUBgNVHR8EJzAIMCOgIaAfhhlodHRwOi8veWUyLmMu
bGVuY3Iub3JInLzE2LmNybDCCAQoGCisGAQQB1nkCBAIEgfsEgfgA9gBIAEavhjo7
PuWfpXfeqCRANrDZ7SKiI/RhdOEilFLulVBfAAABNpiCKOEACAAABQAI rbXRBAMA
RjBEAiAPu5F+mJoAMEYn41I3j01mFTGDMM29mYF j88xIjPAUWAIgFuRi+Lu9HWab
pqfgnuINiSBGIINFZEp20HWQ3xD64IQAdQDXbX0Q0af1d8LH6V/XAL/5g9skzWmXh
OLMBcxfAYyMVpdwAAAZ6YgirFAAAEAWBGMEQCIC1CwCzoutKBg+cDPYBdc4althog
0lvY6H2IBt53ZQPoAiAO0X3HI6qtDFTBBW/GHUBNSq97Hxpn5X+Kp8hY8HHX3DAK
Bggqhkj OPQQDAWNPADBMAj EAj+dGUXGLUBiSNazzL3n95//8CUWFFnO8IWOhnwbe
m0510fhsZ7U+ov1+TUOPkek5AjEA10YGI0+FsQKC5Q7UqHj ZbCKpZZHPmoT1t8nu
yh+CiFZsIT2weocgw3eQu04+TOYP

1s:C=US, 0= Let's Encrypt, CN = YE2
i:C = US, 0 = ISRG, CN = Root YE
a:PKEY: id-ecPublicKey, 384 (bit); sigalg: ecdsa-with-SHA384
v:NotBefore: Sep 3 00:00:00 2025 GMT; NotAfter: Sep 2 23:59:59 2028 GMT

MIICjDCCAhGgAwIBAQIQTfOxXdbAeEXQFNN7WObxFTAKBggghkjOPQQDAZAUMQswW
CQYDVQQGEwJVUZENMASGATUEChMESVNSRZEQMA4GATUEAXMHUMOvACBZRTAeFwOy
NTA5SMDMwMDAwWMDBaFwOyODASMDIyMzUSNT1aMDMxCzAJBgNVBAYTATVTMRYwWFAYD
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VQQKEw1MZXQncyBFbmNyeXBOMQwwCgYDVQQDEWNZRTIwdjAQBgcqhkjOPQIBBgUr
gQQAIgNiAARXmrQzkdbEEL3MgXt3dJQttYc47axkdDTHUd5TPqM2z5uSD5cmkOWr
HlWXvnlvqBLgiB34kluxIbmMyAiq3/YD6e80/vV259K8XQId]jFX1loY0admIU71f7
HQO9PVYDlw+]jgedwgeswDgYDVROPAQH/BAQDAgGGMBMGA1UdIQQMMA0GCCSGAQUF
BwMBMBIGA1UdEWEB/WQIMAYBAf8CAQAWHQYDVROOBBYEFL1Z807PIvCGOzdI/3YU
GLgC2FWHMBBGA1UdIwQYMBaAFKPIJ1q0oUzQNWP8myPI0q5W809WMDIGCCsGAQUF
BwEBBCYwJDAiBggrBgEFBQcwAoYWaHROcDovL311LmkubGVuY3Iub3InLzATBgNV
HSAEDDAKMAgGBmeBDAECATANBgNVHR8EIDAeMBygGqAYhhZodHRwOi8veWUuYy5s
ZW5j ci5vemcvMAoGCCqGSM49BAMDA2KAMGYCMQDIcnw5dcZLNOf fynXnnkLD/itS
JEycJIPb3sRkzeqBowup7v0sAwagoCnNn/jh9wycCMQCIM6CP1a0C4pQYYbItVPYb
DKrIb2EKKSNpOpEG/XttQYZV/3gilBI1+Cc/DOVwmyg=
----- END CERTIFICATE-----
2 s:C =US, 0 = ISRG, CN = Root YE
i:C = US, 0 = Internet Security Research Group, CN = ISRG Root X2
a:PKEY: id-ecPublicKey, 384 (bit); sigalg: ecdsa-with-SHA384
v:NotBefore: May 13 00:00:00 2026 GMT; NotAfter: Sep 2 23:59:59 2032 GMT

MIICpjCCAiugAwIBAQIRAIchZfwOtuX7qK3Vs3BftTowCqYIKoZIzjOEAWMWTZEL
MAKGA1UEBhMCVVMXKTANBgNVBAOTIEludGVybmVOIFN1Y3VyaXR5IFJ1c2VhcmNo
IEdyb3VwMRUWEWYDVQQDEwxJU1JHIFIvb3QgWDIwHhcNMjYwNTEZMDAWMDAwWWhCN
MzIwOTAYMjM10TUSW]jAuMQswCQYDVQQGEwWIVUZENMASGALIUEChMESVNSRZEQMA4G
ALUEAXMHUM9vdCBZRTB2MBAGBYqGSM49AgEGBSUBBAAIA2IABDWS/6vhrcVqchBo
+wgdI3fwn9x7DNJIJOY/1TOtiOvkwuRN87RhERTH17E7XyFjWsPYhIPt/wz0qxTd2
b+4ZINy9ID04YywF9U5zasDVyGSNErVNtz8uSGh5izW87j77Ga0B6zCB6DAOBGNY
HQ8BAfBEBAMCAQYWEWYDVRO1BAwwCgYIKwYBBQUHAWEWDWYDVROTAQH/BAUWAWEB
/2AdBgNVHQ4EFgQUo8gmWo6hTNALY/ybI8g6rlbzT1YwHwYDVROjBBgwFoAUTEKW
rt5LSDv6kviejMIti6lyN5UwMgYIKwYBBQUHAQEEJ jAKMCIGCCSGAQUFBzAChhZo
dHRw0i8veDIuaS5sZW5jci5vemcvMBMGA1UdIAQMMAOWCAYGZ4EMAQIBMCcGALUd
HwQgMB4wHKA20BiGFmhOdHA6LY94Mi5]j Lmx bmNyLm9yZy8wCgYIKoZIzjOEAWMD
aQAwZgIxAMU19WCtmxVND8UHBZRoma49Z7jPs64Dma®eTul0ChVbB/237GV3nvYK
Ax54uk1G9QIxA00miLVIu8PLNiXXXkiE/gsK3CTRTF/ae04bMX42Zw40csRUBAC2
6hSW1/IWaas6dg==

3 s:C =US, 0 = Internet Security Research Group, CN = ISRG Root X2
i:C = US, 0 = Internet Security Research Group, CN = ISRG Root X1
a:PKEY: id-ecPublicKey, 384 (bit); sigalg: RSA-SHA256
v:NotBefore: May 13 00:00:00 2026 GMT; NotAfter: Sep 2 23:59:59 2032 GMT

MIIEcDCCAligAwIBAgIQbI8dxyfHEX97r4U6yYD5zTANBgkqhkiGOwOBAQsFADBP
MQswCQYDVQQGEwIVUZEpMCCcGALUEChMgSW50ZXJuZXQgU2Vj dXIpdHkgUmVzZWFy
Y2ggR3JvdXAxFTATBgNVBAMTDE1TUkcgUm9vdCBYMTAeFwOyNjAIMTMwMDAWMDBa
FwOzMjASMDIyMzUSNT1aME8xCzAIBgNVBAYTALVTMSkwIwYDVQQKEYBIbnRlcm51
dCBTZWN1cm10eSBSZXN1YXJjaCBHcm91cDEVMBMGA1UEAXMMSVNSRYBSh290IFgy
MHYWEAYHK0ZIzjOCAQYFK4EEACIDYgAEZZvVn4CDCuw]SVMWS]j5cz3es3mcFDROH
ttwW+1gLFNvicWDEukWVEYmO6gbf9yoWHKS5xcUy4APgHOTYOIvXRdgKam7mAHT7
A1F9ItgKbppbd9/w+kHs0dx1ymgHDB/qo4HIMIHYMA4GA1UdDWEB/wWQEAWIBBjAd
BgNVHSUEFjAUBggrBgEFBQcDAQYIKwYBBQUHAwIWDWYDVROTAQH/BAUWAWEB/ zAd
BgNVHQ4EFgQUfEKWrt5LSDv6kviejMIti6lyN5SUwHWYDVROjBBgwFoAUebRZ5nu2
5eQBc4AIiMgaWPbpm24wMgYIKwYBBQUHAQEEJjAKMCIGCCSGAQUFBzAChhZodHRw
0i8veDEuaS5sZW5jci5vemcvMBMGA1UdTIAQMMAOowWCAYGZ4EMAQIBMCcGA1UdHWQg
MB4wHKA20BiGFmhOdHAGLY94MS5jLmx LbmNyLm9yZy8wDQYJIKoZIhvcNAQELBQAD
9gIBAD2/e9f rmMxNpCVO3qUHegg+MV2wz9644YoXdqtH8RyWYcBO7xfjjGEXdUle
/000KEFiynUCOSIk/vLLo7ttz6CPAeNTWfCOXNkoGeWgK6jjXvozBaGuGH5nOUfo
shMeWTuURQNN5GOOsSXDTBrpp2+mgvdZQjb8K11TYMA25QA+YHNTbIELOBNiAhKS
2gsnljSzrdZLI+EZ7SEyqdR2rkjd1KutLDU+n3TFyxjniZVGur4Y1lhMP3mY/dV95
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HTTP Response Evidence

IPv4 HTTP (port 80)

HTTP Status 200

Connected IP 172.67.172.150
Connect Time 26.7 ms

TTFB 86.23 ms

Total Time 86.33 ms

Response Headers:

"HTTP/1.1 301 Moved Permanently",
"Date: Fri, 03 Jul 2026 19:27:11 GMT",
"Content-Type: text/html; charset=UTF-8",
"Connection: keep-alive",
"Location: https://malaysiakini.com/",
"Report-To: {\"group\":\"cf-
nel\",\"max_age\":604800,\"endpoints\": [{\"url\":\"https://a.nel.cloudflare.com/report/v4?s=naTP%2FkyhANwXSOEwq82Q%2B8bACMRLeUOXFwkdrko%s2FJyr0GqbiooJ211WpZK3ZAQYoWn2KzQwpN83hshpe
"Nel: {\"report_to\":\"cf-nel\",\"success fraction\":0.0,\"max_age\":604800}",
"Server: cloudflare",
"CF-RAY: al5849408a62ff7e-SIN",
"alt-svc: h3=\":443\"; ma=86400",
"HTTP/2 302",
"date: Fri, 03 Jul 2026 19:27:11 GMT",
"content-type: text/html; charset=UTF-8",
"location: https://www.malaysiakini.com/",

strict-transport-security: max-age=0",
"16": "report-to: {\"group\":\"cf-
nel\",\"max_age\":604800,\"endpoints\": [{\"url\":\"https://a.nel.cloudflare.com/report/v4?s=x1Pv%2FSimGfdktUMy6BpuuhAayqAu793IulJEjqLse%2B1lpaiza2l1GCYXLYAycx0VOqLPTVV%2BiNVgA4QzxY.
"17": "nel: {\"report_to\":\"cf-nel\",\"success fraction\":0.0,\"max_age\":604800}",
"18": "server: cloudflare",
"19": "cf-ray: al584940bf92fdaa-SIN",
"20": "alt-svc: h3=\":443\"; ma=86400",
"22": "HTTP/2 200",
"23": "date: Fri, 03 Jul 2026 19:27:11 GMT",
"24": "content-type: text/html; charset=utf-8"
"25": "nel: {\"report_to\":\"cf-nel\",\"success fraction\":0.0,\"max_age\":604800}",
"26": "age: 16820",
"27": "x-powered-by: Next.js",

"28": "strict-transport-security: max-age=0",
"29": "cache-control: private, max-age=30, must-revalidate"
"30" vary: Accept-Encoding",
"31": "report-to: {\"group\":\"cf-
nel\",\"max_age\":604800,\"endpoints\": [{\"url\":\"https://a.nel.cloudflare.com/report/v4?s=5099j6zpBrGnit8LGGQ2ET68%2FQHMOfa9Xfle2Ef9snI3VyRcTQufg9T%2BB4TI0ro3zX20ZqbHI294r%2FbP
"32": "cf-cache-status: HIT",
"33": "server: cloudflare",
"34": "cf-ray: al584940ea34fell-SIN",
"35": "alt-svc: h3=\":443\"; ma=86400"

IPv6 HTTP (port 80)

HTTP Status 200

Connected IP 2606:4700:3032::6815:3fe7
Connect Time 28.97 ms

TTFB 113.34 ms

Total Time 113.48 ms

Response Headers:

"HTTP/1.1 301 Moved Permanently",

"Date: Fri, 03 Jul 2026 19:27:11 GMT",

"Content-Type: text/html; charset=UTF-8",

"Connection: keep-alive",

"Location: https://malaysiakini.com/",

"Report-To: {\"group\":\"cf-

nel\",\"max_age\":604800,\"endpoints\": [{\"url\":\"https://a.nel.cloudflare.com/report/v4?s=%2FQoMrMIUINU;j9H2NyY5yiAxb4r5UQs fTCrEKR6bICMoWe52XI3yLeFNQCdhAaWVDY%2FP1AJygddWTmTgdVul
"6": "Nel: {\"report_to\":\"cf-nel\",\"success fraction\":0.0,\"max_age\":604800}",

"Server: cloudflare",

"CF-RAY: al58493f4afb93d2-SIN",
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"alt-svc: h3=\":443\"; ma=86400",

"HTTP/2 302",

"date: Fri, 03 Jul 2026 19:27:11 GMT",
"content-type: text/html; charset=UTF-8",
"location: https://www.malaysiakini.com/",

"strict-transport-security: max-age=0",

"report-to: {\"group\":\"cf-
nel\",\"max_age\":604800,\"endpoints\": [{\"url\":\"https://a.nel.cloudflare.com/report/v4?s=yNi7xazu6s4QleoHLu%s2B9DaDvF3%2FHrDON18ihPAfVMeXjKMeCS3qCrn7q%2BR18dRB1r%2B2bE1ONWRISTV
"17": "nel: {\"report_to\":\"cf-nel\",\"success _fraction\":0.0,\"max_age\":604800}",
"18": "server: cloudflare",
"19": “"cf-ray: al58493f8e9cfdcc-SIN",
"20": "alt-svc: h3=\":443\"; ma=86400",
"22": "HTTP/2 200",
"23": "date: Fri, 03 Jul 2026 19:27:11 GMT",
"24": "content-type: text/html; charset=utf-8"
"25": "nel: {\"report_to\":\"cf-nel\",\"success fraction\":0.0,\"max_age\":604800}",

"26" age: 16820",

"27": "x-powered-by: Next.js",

"28": "strict-transport-security: max-age=0",

"29": "cache-control: private, max-age=30, must-revalidate",

"30": "vary: Accept-Encoding",
"31": "report-to: {\"group\":\"cf-
nel\",\"max_age\":604800,\"endpoints\": [{\"url\":\"https://a.nel.cloudflare.com/report/v4?s=6ZwtVGqMqTnT94UrHp3yEgfgdGCWFIms7y1k5hBKkG5bKZXTfTs%2F42Lf7hTUGE%2BiAPRPIWI1yUIW81%2FC1
"32": "cf-cache-status: HIT",
"33": "server: cloudflare",
"34": "cf-ray: al58493fca735fdf-SIN",
"35": "alt-svc: h3=\":443\"; ma=86400"

IPv4 HTTPS (port 443)

HTTP Status 200
Connected IP 104.21.63.231
Connect Time 16.71 ms
TTFB 64.8 ms

Total Time 64.89 ms

Response Headers:

"HTTP/2 302",
"date: Fri, 03 Jul 2026 19:27:11 GMT",
"content-type: text/html; charset=UTF-8",
"location: https://www.malaysiakini.com/",
"strict-transport-security: max-age=0",
“report-to: {\"group\":\"cf-
nel\",\"max_age\":604800,\"endpoints\": [{\"url\":\"https://a.nel.cloudflare.com/report/v4?s=0c%2B1ZB0VeyP5yAwIWX010RG%2BGHk72kpm0%2FJiuc2PVFSMVVadeOBMKAMIXIcBIPSwfGN1FOTe07RQ3jil
"6": "nel: {\"report_to\":\"cf-nel\",\"success fraction\":0.0,\"max_age\":604800}"
"server: cloudflare",
"cf-ray: al5849412e59df08-SIN",
"alt-svc: h3=\":443\"; ma=86400",
"HTTP/2 200",
"date: Fri, 03 Jul 2026 19:27:11 GMT",
"content-type: text/html; charset=utf-8",
"nel: {\"report_to\":\"cf-nel\",\"success fraction\":0.0,\"max_age\":604800}",
"age: 16820",
"x-powered-by: Next.js",

"strict-transport-security: max-age=0",
"cache-control: private, max-age=30, must-revalidate",
"vary: Accept-Encoding",
: "report-to: {\"group\":\"cf-
nel\",\"max_age\":604800,\"endpoints\": [{\"url\":\"https://a.nel.cloudflare.com/report/v4?s=aVWhxpzkOhrTITnrMIbbdDmMnR7G5SRF]jpmIiXEz%2B8%2FmBrwTznewfd27fb9K1YEp70nUVgAcOCSVT2NIOI
"21": "cf-cache-status: HIT",
"22": "server: cloudflare",
"23": "cf-ray: al5849415cc3fdce-SIN",
"24": "alt-svc: h3=\":443\"; ma=86400"

IPv6 HTTPS (port 443)

HTTP Status 200

Connected IP 2606:4700:3033::ac43:ac96
Connect Time 17.69 ms

TTFB 86.34 ms
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Total Time 86.41 ms

Response Headers:

: "HTTP/2 302",

: "date: Fri, 03 Jul 2026 19:27:11 GMT",

: "content-type: text/html; charset=UTF-8",
"location: https://www.malaysiakini.com/",

"4": "strict-transport-security: max-age=0"
"5": "report-to: {\"group\":\"cf-
nel\",\"max_age\":604800,\"endpoints\": [{\"url\":\"https://a.nel.cloudflare.com/report/v4?s=IgLmIQRTYp2yPpTKyxykIAwHoA57snbB5mU4qEwujcWes2FOXGYuZA%2F5]jiBQQtSG6%2Blcc]rozg8%2B1lqXoD
"6": "nel: {\"report_to\":\"cf-nel\",\"success fraction\":0.0,\"max_age\":604800}",
"7": “"server: cloudflare",
"8": "cf-ray: al5849400ef57235-SIN"
"9": "alt-svc: h3=\":443\"; ma=86400"
"11": "HTTP/2 200",
"12": "date: Fri, 03 Jul 2026 19:27:11 GMT"
"13": "content-type: text/html; charset=utf-8"
: "nel: {\"report_to\":\"cf-nel\",\"success fraction\":0.0,\"max_age\":604800}",
: "age: 16820",
: "x-powered-by: Next.js",
: "strict-transport-security: max-age=0",

"cache-control: private, max-age=30, must-revalidate",
: "vary: Accept-Encoding",
¢ "report-to: {\"group\":\"cf-
nel\",\"max_age\":604800,\"endpoints\": [{\"url\":\"https://a.nel.cloudflare.com/report/v4?s=%2FDpAOntkpj83M%2BDY2Iq55qANGgjtQnQjRNRUNCS:2Buoffs2TjFrufToW58PupT34MqGRLXx927PyXR5K%2F
"21": "cf-cache-status: HIT",
"22": "server: cloudflare",
"23": “"cf-ray: al5849405a8c9e20-SIN",
"24": "alt-svc: h3=\":443\"; ma=86400"

Connectivity Test Evidence

Test Result
TCP Connect IPv4 - port 80 301 0.008575 0.020070
TCP Connect IPv6 - port 80 301 0.006739 0.017689
TCP Connect IPv4 - port 443 302 0.009134 0.038651
TCP Connect IPv6 - port 443 302 0.008181 0.045899

Test Node Network Evidence

Node Profile dual stack

Egress Connectivity
IPv4 Egress 76.13.221.142

IPv6 Egress 2a202:4780:5e:2789::1

Sysctl IPv6 Flags

net.ipv6.conf.all.disable_ipvé 0

IPv6 Routes

2a02:4780:5e::/48 dev eth0® proto kernel metric 256 pref medium
feB80::/64 dev eth® proto kernel metric 256 pref medium
default via 2a02:4780:5e::1 dev ethO proto static metric 1024 pref medium

IPv4 Routes

default via 76.13.221.254 dev eth0® proto static

10.6.101.0/24 dev wgd scope link

10.6.102.0/24 dev wg0 scope link

76.13.221.0/24 dev eth® proto kernel scope link src 76.13.221.142
172.29.0.0/24 dev wg0 scope link
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