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⚠
Partially Compliant

MGv6C-1.0

73%
Partial Support

IPV6-ONLY READINESS

Website: ✓ Ready

DNS: ✓ Ready

Email: ✗ Not Ready

IPV6 ADDRESSES

2600:9000:2149:ac00:16:57f6:6e40:93a1

2600:9000:2149:1000:16:57f6:6e40:93a1

2600:9000:2149:4a00:16:57f6:6e40:93a1

2600:9000:2149:4600:16:57f6:6e40:93a1

2600:9000:2149:200:16:57f6:6e40:93a1

2600:9000:2149:6000:16:57f6:6e40:93a1

2600:9000:2149:cc00:16:57f6:6e40:93a1

2600:9000:2149:4200:16:57f6:6e40:93a1

IPV4 ADDRESSES

99.86.20.6

99.86.20.12

99.86.20.52

99.86.20.125

Network Information (WHOIS / RDAP)

IPv6 Network IPv4 Network

Organization Amazon.com, Inc. Amazon.com, Inc.

Country US US

ASN AS16509 AS16509

ASN Name AMAZON-02 - Amazon.com, Inc., US AMAZON-02 - Amazon.com, Inc., US

Network (CIDR) 2600:9000::/28 99.86.0.0/16

Web Services (35%) 7 / 8

# CHECK RESULT DETAIL

1 AAAA Record PASS

2600:9000:2149:ac00:16:57f6:6e40:93a1, 2600:9000:2149:1000:16:57f6:6e40:93a1,
2600:9000:2149:4a00:16:57f6:6e40:93a1, 2600:9000:2149:4600:16:57f6:6e40:93a1,
2600:9000:2149:200:16:57f6:6e40:93a1, 2600:9000:2149:6000:16:57f6:6e40:93a1,
2600:9000:2149:cc00:16:57f6:6e40:93a1, 2600:9000:2149:4200:16:57f6:6e40:93a1

2 Globally Routable IPv6 PASS All addresses are globally routable.

3 HTTP over IPv6 PASS HTTP (port 80) responds over IPv6 — 49ms TTFB.

4 HTTPS over IPv6 PASS HTTPS (port 443) responds over IPv6 — 28ms TTFB.

5 IPv6-Only Reachability PASS Site is fully reachable via IPv6-only.

6 TLS Certificate Valid (IPv6) PASS
Certificate valid — issued by C = US, O = Amazon, CN = Amazon RSA 2048 M04, expires Nov 6 23:59:59
2026 GMT

7 Dual-Stack (IPv4 + IPv6) PASS Domain has both A and AAAA records.

8 HTTP/3 (QUIC) FAIL No HTTP/3 support detected.

DNS & DNSSEC (25%) 3 / 5

# CHECK RESULT DETAIL

1 NS Has AAAA Record PASS Nameserver has IPv6 address.
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# CHECK RESULT DETAIL

2 NS Reachable via IPv6 PASS Nameserver is reachable via IPv6 on port 53.

3 NS Answers Queries via IPv6 PASS DNS queries answered over IPv6.

4 DNSSEC Validated FAIL DNSSEC validation failed or zone is unsigned.

5 Reverse DNS (PTR) FAIL No PTR record found.

6 DS Record at Parent FAIL No DS record at parent.

7 RRSIG Valid FAIL No valid RRSIG found.

8 Signing Algorithm INFO No DNSKEY record found.

Email Services (25%) 3 / 6

# CHECK RESULT DETAIL

1 MX Record Exists PASS MX record found.

2 MX Server Has IPv6 FAIL MX server has no IPv6 address.

3 SMTP Reachable via IPv6 FAIL SMTP is not reachable over IPv6.

4 STARTTLS over IPv6 FAIL STARTTLS not available over IPv6.

5 SPF Record PASS SPF record found.

6 DKIM Selector INFO No common DKIM selector found.

7 DMARC Record PASS DMARC record found.

IPv4 Baseline (15%) 3 / 3

# CHECK RESULT DETAIL

1 A Record PASS 99.86.20.6, 99.86.20.12, 99.86.20.52, 99.86.20.125

2 HTTP over IPv4 PASS HTTP (port 80) responds over IPv4 — 49ms TTFB.

3 HTTPS over IPv4 PASS HTTPS (port 443) responds over IPv4 — 32ms TTFB.
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Audit Trail & Evidence Record

Verification ID ba34f7b7-5195-41bc-b94a-375cebd4240d

Domain sooka.my

Check Mode Scheduled

Status Completed

Started 04 Jul 2026, 03:26:27 MYT

Finished 04 Jul 2026, 03:26:37 MYT

Test Node Profile dual stack

Engine Version 2.0.0

MGv6C Version 1.0.0

Audit URL https://ipv6.my6.my/audit/ba34f7b7-5195-41bc-b94a-375cebd4240d

Integrity Verification

✓ INTEGRITY VERIFIED

Algorithm hmac-sha256-v1

Root Hash e2c504429496cefdaf372baf86fb0fe4a398b5fa806d95288ac8e1e899e0367c

http_headers e6adcdb63cb1f52ec42ef78509a2efc2b62b381a334d1b7205f0b78d4c1823c7

dns_responses 3e902d054ec79446efdefeff9a95c577a569d8cfda0553794cd60e44eeeddf87

tls_handshake 469bd549a874c18d91e598aae1ec15192481ad284b3832a474a70c9d0a6ca994

connectivity_log a5d2b8fa0db93b13645bb9db013ab4695e32e59c2fae5636a59b46b398569c5b

dns_resolution_times a1bf093d46776416b94223b5279a92f4e8983d7217f67ee9d089a9dadb06c09d

Test Node Identity

Os Linux srv1440888 6.8.0-124-generic #124-Ubuntu SMP PREEMPT_DYNAMIC Tue May 26 13:00:45 UTC 2026 x86_64

Hostname srv1440888

Php Version 8.3.32

Server Ipv4 76.13.221.142

Server Ipv6 2a02:4780:5e:2789::1

DNS Resolution Performance

Comparison of A (IPv4) vs AAAA (IPv6) query times across resolvers and transports. Shows median (p50) and 95th percentile (p95) of 3 samples per tuple.

Resolver Transport A p50 (ms) A p95 (ms) AAAA p50 (ms) AAAA p95 (ms) Delta (ms)

System Default 14.52 34.67 9.06 23.79 -5.5 

Google IPv4 33.61 39.45 35.37 57.88 +1.8 

Google IPv6 36.01 72.15 31.45 33.8 -4.6 

Cloudflare IPv4 22.71 27.45 28.12 40.09 +5.4 

Cloudflare IPv6 21.49 36.36 24.76 33.76 +3.3 
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DNS Evidence

A

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 19206
;; flags: qr rd ra; QUERY: 1, ANSWER: 4, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
sooka.my.		60	IN	A	54.192.117.7
sooka.my.		60	IN	A	54.192.117.12
sooka.my.		60	IN	A	54.192.117.60
sooka.my.		60	IN	A	54.192.117.116

DS

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 61568
;; flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; AUTHORITY SECTION:
my.			2947	IN	SOA	e.nic.my. hostmaster.nic.my. 2026052750 1800 900 604800 3600

MX

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 63185
;; flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
sooka.my.		300	IN	MX	10 astro.in.tmes-sg.trendmicro.com.

NS

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 37603
;; flags: qr rd ra; QUERY: 1, ANSWER: 4, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
sooka.my.		86400	IN	NS	ns-225.awsdns-28.com.
sooka.my.		86400	IN	NS	ns-1000.awsdns-61.net.
sooka.my.		86400	IN	NS	ns-1367.awsdns-42.org.
sooka.my.		86400	IN	NS	ns-2039.awsdns-62.co.uk.

TXT

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 51841
;; flags: qr rd ra; QUERY: 1, ANSWER: 11, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
sooka.my.		60	IN	TXT	"google-site-verification=Z2MH9cKG2JSjgpuU4J95enDfs2cH7cNVonwsHi7QFqY"
sooka.my.		60	IN	TXT	"google-site-verification=l-IN5m1_blmHfc130bRJn3dtjbIgNsWkQID83WSfpmQ"
sooka.my.		60	IN	TXT	"tmes=831fdab7103f6205963f08930272ccd2"
sooka.my.		60	IN	TXT	"v=spf1 include:mail.zendesk.com include:spf.protection.outlook.com include:spf.tmes.trendmicro.com ~all"
sooka.my.		60	IN	TXT	"MS=ms81144399"
sooka.my.		60	IN	TXT	"_24n4n06vqb0xgywmmjawq326cw9e5mg"
sooka.my.		60	IN	TXT	"_kg8xgx8ms01ev43oyf41tr162ppb188"
sooka.my.		60	IN	TXT	"facebook-domain-verification=0xqr34zy0y3iz8cz0jkbk3uyqis9lx"
sooka.my.		60	IN	TXT	"google-site-verification=6SzibXiRI5XE1IB6e9NS8LLYjFDsDnGqlvjnmA-FIYw"
sooka.my.		60	IN	TXT	"google-site-verification=ATc76vtI6mUPz_QkfK5nRarZhF66mS9yl3cWCF3vDlY"
sooka.my.		60	IN	TXT	"google-site-verification=SdaKZMO6GxtneQFaZFmvexzy-tTQTflDsMGG57nLMww"

AAAA

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 17064
;; flags: qr rd ra; QUERY: 1, ANSWER: 8, AUTHORITY: 0, ADDITIONAL: 1
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;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
sooka.my.		60	IN	AAAA	2600:9000:2065:3800:16:57f6:6e40:93a1
sooka.my.		60	IN	AAAA	2600:9000:2065:7e00:16:57f6:6e40:93a1
sooka.my.		60	IN	AAAA	2600:9000:2065:7800:16:57f6:6e40:93a1
sooka.my.		60	IN	AAAA	2600:9000:2065:ec00:16:57f6:6e40:93a1
sooka.my.		60	IN	AAAA	2600:9000:2065:3400:16:57f6:6e40:93a1
sooka.my.		60	IN	AAAA	2600:9000:2065:4400:16:57f6:6e40:93a1
sooka.my.		60	IN	AAAA	2600:9000:2065:5a00:16:57f6:6e40:93a1
sooka.my.		60	IN	AAAA	2600:9000:2065:3e00:16:57f6:6e40:93a1

RRSIG

ns-1367.awsdns-42.org. awsdns-hostmaster.amazon.com. 1 7200 900 1209600 86400

DNSKEY

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 51616
;; flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; AUTHORITY SECTION:
sooka.my.		892	IN	SOA	ns-1367.awsdns-42.org. awsdns-hostmaster.amazon.com. 1 7200 900 1209600 86400

DNSSEC_VALIDATION

; unsigned answer
sooka.my.		892	IN	SOA	ns-1367.awsdns-42.org. awsdns-hostmaster.amazon.com. 1 7200 900 1209600 86400
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TLS Handshake Evidence

IPV4 Connection

IP Used 99.86.20.6

IP Version 4

depth=2 C = US, O = Amazon, CN = Amazon Root CA 1
verify return:1
depth=1 C = US, O = Amazon, CN = Amazon RSA 2048 M04
verify return:1
depth=0 CN = sooka.my
verify return:1
CONNECTED(00000010)
---
Certificate chain
 0 s:CN = sooka.my
   i:C = US, O = Amazon, CN = Amazon RSA 2048 M04
   a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
   v:NotBefore: Oct  8 00:00:00 2025 GMT; NotAfter: Nov  6 23:59:59 2026 GMT
-----BEGIN CERTIFICATE----------END CERTIFICATE-----
 1 s:C = US, O = Amazon, CN = Amazon RSA 2048 M04
   i:C = US, O = Amazon, CN = Amazon Root CA 1
   a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
   v:NotBefore: Aug 23 22:26:35 2022 GMT; NotAfter: Aug 23 22:26:35 2030 GMT
-----BEGIN CERTIFICATE-----IPv6 Readiness Report
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fN2TIw1Wd6WCl6YRisunjQOrSP+unqC8A540JNyZ1JOE3jVqat3OZBGgMvihdj2w
Y23EpwesrKiQzkHzmvSH67PVW4ycbPy08HVZnBxZ5NrlGG9bwXR3fNTaz+c+Ej6c
5AnwI3qkOFgSkg3Y75cdFz6pO/olK+e3AqygAcv0WjzmkDPuBjssuZjCHMC56oH3
GJkV29Di2j5prHJbwZjG1inU
-----END CERTIFICATE-----
 2 s:C = US, O = Amazon, CN = Amazon Root CA 1
   i:C = US, ST = Arizona, L = Scottsdale, O = "Starfield Technologies, Inc.", CN = Starfield Services Root Certificate Authority - G2
   a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
   v:NotBefore: May 25 12:00:00 2015 GMT; NotAfter: Dec 31 01:00:00 2037 GMT
-----BEGIN CERTIFICATE-----IPV6 Connection

IP Used 2600:9000:2149:ac00:16:57f6:6e40:93a1

IP Version 6

depth=2 C = US, O = Amazon, CN = Amazon Root CA 1
verify return:1
depth=1 C = US, O = Amazon, CN = Amazon RSA 2048 M04
verify return:1
depth=0 CN = sooka.my
verify return:1
CONNECTED(00000010)
---
Certificate chain
 0 s:CN = sooka.my
   i:C = US, O = Amazon, CN = Amazon RSA 2048 M04
   a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
   v:NotBefore: Oct  8 00:00:00 2025 GMT; NotAfter: Nov  6 23:59:59 2026 GMT
-----BEGIN CERTIFICATE-----IPv6 Readiness Report
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YKsgiRxv
-----END CERTIFICATE-----
 1 s:C = US, O = Amazon, CN = Amazon RSA 2048 M04
   i:C = US, O = Amazon, CN = Amazon Root CA 1
   a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
   v:NotBefore: Aug 23 22:26:35 2022 GMT; NotAfter: Aug 23 22:26:35 2030 GMT
-----BEGIN CERTIFICATE----------END CERTIFICATE-----
 2 s:C = US, O = Amazon, CN = Amazon Root CA 1
   i:C = US, ST = Arizona, L = Scottsdale, O = "Starfield Technologies, Inc.", CN = Starfield Services Root Certificate Authority - G2
   a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
   v:NotBefore: May 25 12:00:00 2015 GMT; NotAfter: Dec 31 01:00:00 2037 GMT
-----BEGIN CERTIFICATE-----IPv6 Readiness Report
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HTTP Response Evidence

IPv4 HTTP (port 80)

HTTP Status 200

Connected IP 99.86.20.52

Connect Time 18.5 ms

TTFB 56.13 ms

Total Time 56.23 ms

Response Headers:

{
    "0": "HTTP/1.1 301 Moved Permanently",
    "1": "Server: CloudFront",
    "2": "Date: Fri, 03 Jul 2026 19:26:37 GMT",
    "3": "Content-Type: text/html",
    "4": "Content-Length: 167",
    "5": "Connection: keep-alive",
    "6": "Location: https://sooka.my/",
    "7": "X-Cache: Redirect from cloudfront",
    "8": "Via: 1.1 7f7489a3b6d3d56f104e86e52683b60a.cloudfront.net (CloudFront)",
    "9": "X-Amz-Cf-Pop: SIN3-P2",
    "10": "X-Amz-Cf-Id: tO4fmOIp51XHaV8KMTU0MTwJcPJr6Y7znMq_eYPDlQ9cS2OyTr20NA==",
    "11": "X-XSS-Protection: 1; mode=block",
    "12": "X-Frame-Options: SAMEORIGIN",
    "13": "Referrer-Policy: strict-origin-when-cross-origin",
    "14": "Content-Security-Policy: frame-ancestors 'none';",
    "15": "X-Content-Type-Options: nosniff",
    "17": "HTTP/2 200",
    "18": "content-type: text/html; charset=utf-8",
    "19": "content-length: 188340",
    "20": "date: Fri, 03 Jul 2026 19:26:13 GMT",
    "21": "etag: W/\"2dfb4-FbebXEpVtTaqHHXuBL3z/DIrJXI\"",
    "22": "server: nginx",
    "23": "set-cookie: environmentCode=MAIN; Path=/; Secure; SameSite=Strict",
    "24": "set-cookie: isLoggedIn=true; Path=/; Secure; SameSite=Strict",
    "25": "vary: Accept-Encoding",
    "26": "x-cache: Hit from cloudfront",
    "27": "via: 1.1 1c4e1c3d1db1f2f917e8b1c6e90cc47c.cloudfront.net (CloudFront)",
    "28": "x-amz-cf-pop: SIN3-P2",
    "29": "x-amz-cf-id: 64VliyympvcAKCbmP_IgRZOQUgVcijSAuTkkfZorlHKpFNQN3qf-gQ==",
    "30": "age: 24",
    "31": "x-xss-protection: 1; mode=block",
    "32": "x-frame-options: SAMEORIGIN",
    "33": "referrer-policy: strict-origin-when-cross-origin",
    "34": "content-security-policy: frame-ancestors 'none';",
    "35": "x-content-type-options: nosniff",
    "36": "strict-transport-security: max-age=31536000; includeSubDomains; preload"
}

IPv6 HTTP (port 80)

HTTP Status 200

Connected IP 2600:9000:2149:200:16:57f6:6e40:93a1

Connect Time 17.39 ms

TTFB 49.03 ms

Total Time 49.12 ms

Response Headers:

{
    "0": "HTTP/1.1 301 Moved Permanently",
    "1": "Server: CloudFront",
    "2": "Date: Fri, 03 Jul 2026 19:26:37 GMT",
    "3": "Content-Type: text/html",
    "4": "Content-Length: 167",
    "5": "Connection: keep-alive",
    "6": "Location: https://sooka.my/",
    "7": "X-Cache: Redirect from cloudfront",
    "8": "Via: 1.1 72532e423c9fc71537badb2eb04cef64.cloudfront.net (CloudFront)",
    "9": "X-Amz-Cf-Pop: SIN3-P2",
    "10": "X-Amz-Cf-Id: eV0Zc6MB5AuwyzptViIFWRwV9GEe2wsYdd2zIpitYRmMG51qRryFew==",
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    "11": "X-XSS-Protection: 1; mode=block",
    "12": "X-Frame-Options: SAMEORIGIN",
    "13": "Referrer-Policy: strict-origin-when-cross-origin",
    "14": "Content-Security-Policy: frame-ancestors 'none';",
    "15": "X-Content-Type-Options: nosniff",
    "17": "HTTP/2 200",
    "18": "content-type: text/html; charset=utf-8",
    "19": "content-length: 188340",
    "20": "date: Fri, 03 Jul 2026 19:26:13 GMT",
    "21": "etag: W/\"2dfb4-FbebXEpVtTaqHHXuBL3z/DIrJXI\"",
    "22": "server: nginx",
    "23": "set-cookie: environmentCode=MAIN; Path=/; Secure; SameSite=Strict",
    "24": "set-cookie: isLoggedIn=true; Path=/; Secure; SameSite=Strict",
    "25": "vary: Accept-Encoding",
    "26": "x-cache: Hit from cloudfront",
    "27": "via: 1.1 913ea119940587716fbd9f48f8eaf2b0.cloudfront.net (CloudFront)",
    "28": "x-amz-cf-pop: SIN3-P2",
    "29": "x-amz-cf-id: Stn3LcXRuOSTNprSoamimFtnAYcIITv8n0eUZ3UmOAr4lB7m9b7GcA==",
    "30": "age: 24",
    "31": "x-xss-protection: 1; mode=block",
    "32": "x-frame-options: SAMEORIGIN",
    "33": "referrer-policy: strict-origin-when-cross-origin",
    "34": "content-security-policy: frame-ancestors 'none';",
    "35": "x-content-type-options: nosniff",
    "36": "strict-transport-security: max-age=31536000; includeSubDomains; preload"
}

IPv4 HTTPS (port 443)

HTTP Status 200

Connected IP 99.86.20.6

Connect Time 8.47 ms

TTFB 32.89 ms

Total Time 32.93 ms

Response Headers:

[
    "HTTP/2 200",
    "content-type: text/html; charset=utf-8",
    "content-length: 188340",
    "date: Fri, 03 Jul 2026 19:26:13 GMT",
    "etag: W/\"2dfb4-FbebXEpVtTaqHHXuBL3z/DIrJXI\"",
    "server: nginx",
    "set-cookie: environmentCode=MAIN; Path=/; Secure; SameSite=Strict",
    "set-cookie: isLoggedIn=true; Path=/; Secure; SameSite=Strict",
    "vary: Accept-Encoding",
    "x-cache: Hit from cloudfront",
    "via: 1.1 e7699de1813df454c7e681188b3ffece.cloudfront.net (CloudFront)",
    "x-amz-cf-pop: SIN3-P2",
    "x-amz-cf-id: hsayr1NlcTH-dtXaWBJRpJmUzRA-nNN3AvlxLtCeouwnk0yZSt70lA==",
    "age: 24",
    "x-xss-protection: 1; mode=block",
    "x-frame-options: SAMEORIGIN",
    "referrer-policy: strict-origin-when-cross-origin",
    "content-security-policy: frame-ancestors 'none';",
    "x-content-type-options: nosniff",
    "strict-transport-security: max-age=31536000; includeSubDomains; preload"
]

IPv6 HTTPS (port 443)

HTTP Status 200

Connected IP 2600:9000:2149:ac00:16:57f6:6e40:93a1

Connect Time 8.14 ms

TTFB 29.91 ms

Total Time 29.96 ms

Response Headers:

[
    "HTTP/2 200",
    "content-type: text/html; charset=utf-8",
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    "content-length: 188340",
    "date: Fri, 03 Jul 2026 19:26:13 GMT",
    "etag: W/\"2dfb4-FbebXEpVtTaqHHXuBL3z/DIrJXI\"",
    "server: nginx",
    "set-cookie: environmentCode=MAIN; Path=/; Secure; SameSite=Strict",
    "set-cookie: isLoggedIn=true; Path=/; Secure; SameSite=Strict",
    "vary: Accept-Encoding",
    "x-cache: Hit from cloudfront",
    "via: 1.1 7a210e10ec8495884c252083bcdbcc12.cloudfront.net (CloudFront)",
    "x-amz-cf-pop: SIN3-P2",
    "x-amz-cf-id: xKjkHOmrJe6T0wMS8HIEsi0cnIEAIzJdiYe8XoXLuiT00eocWTe3Hg==",
    "age: 24",
    "x-xss-protection: 1; mode=block",
    "x-frame-options: SAMEORIGIN",
    "referrer-policy: strict-origin-when-cross-origin",
    "content-security-policy: frame-ancestors 'none';",
    "x-content-type-options: nosniff",
    "strict-transport-security: max-age=31536000; includeSubDomains; preload"
]

Connectivity Test Evidence

Test Result

TCP Connect IPv4 → port 80 301 0.009109 0.017344

TCP Connect IPv6 → port 80 301 0.008565 0.016835

TCP Connect IPv4 → port 443 200 0.007542 0.055970

TCP Connect IPv6 → port 443 200 0.008033 0.047662

Test Node Network Evidence

Node Profile dual stack

Egress Connectivity

IPv4 Egress 76.13.221.142

IPv6 Egress 2a02:4780:5e:2789::1

Sysctl IPv6 Flags

net.ipv6.conf.all.disable_ipv6 0

IPv6 Routes

2a02:4780:5e::/48 dev eth0 proto kernel metric 256 pref medium
fe80::/64 dev eth0 proto kernel metric 256 pref medium
default via 2a02:4780:5e::1 dev eth0 proto static metric 1024 pref medium

IPv4 Routes

default via 76.13.221.254 dev eth0 proto static 
10.6.101.0/24 dev wg0 scope link 
10.6.102.0/24 dev wg0 scope link 
76.13.221.0/24 dev eth0 proto kernel scope link src 76.13.221.142 
172.29.0.0/24 dev wg0 scope link 
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