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⚠
Partially Compliant

MGv6C-1.0

68%
Partial Support

IPV6-ONLY READINESS

Website: ✗ Not Ready

DNS: ✓ Ready

Email: ✓ Ready

IPV6 ADDRESSES

2600:9000:2153:e800:3:c339:6840:93a1

2600:9000:2153:9600:3:c339:6840:93a1

2600:9000:2153:d400:3:c339:6840:93a1

2600:9000:2153:e00:3:c339:6840:93a1

2600:9000:2153:6800:3:c339:6840:93a1

2600:9000:2153:b600:3:c339:6840:93a1

2600:9000:2153:2800:3:c339:6840:93a1

2600:9000:2153:ce00:3:c339:6840:93a1

IPV4 ADDRESSES

43.155.124.23

43.135.105.98

43.154.240.111

Network Information (WHOIS / RDAP)

IPv6 Network IPv4 Network

Organization Amazon.com, Inc. ACEVILLEPTELTD-SG

Country US SG

ASN AS16509 AS132203

ASN Name AMAZON-02 - Amazon.com, Inc., US
TENCENT-NET-AP-CN - Tencent Building, Kejizhongyi
Avenue, CN

Network (CIDR) 2600:9000::/28 43.155.0.0/17

Web Services (35%) 4 / 8

# CHECK RESULT DETAIL

1 AAAA Record PASS

2600:9000:2153:e800:3:c339:6840:93a1, 2600:9000:2153:9600:3:c339:6840:93a1,
2600:9000:2153:d400:3:c339:6840:93a1, 2600:9000:2153:e00:3:c339:6840:93a1,
2600:9000:2153:6800:3:c339:6840:93a1, 2600:9000:2153:b600:3:c339:6840:93a1,
2600:9000:2153:2800:3:c339:6840:93a1, 2600:9000:2153:ce00:3:c339:6840:93a1

2 Globally Routable IPv6 PASS All addresses are globally routable.

3 HTTP over IPv6 PASS HTTP (port 80) responds over IPv6 — 15ms TTFB.

4 HTTPS over IPv6 FAIL HTTPS is not accessible over IPv6.

5 IPv6-Only Reachability FAIL Site is not reachable when limited to IPv6-only.

6 TLS Certificate Valid (IPv6) FAIL TLS certificate is invalid, expired, or hostname mismatch over IPv6.

7 Dual-Stack (IPv4 + IPv6) PASS Domain has both A and AAAA records.

8 HTTP/3 (QUIC) FAIL No HTTP/3 support detected.

DNS & DNSSEC (25%) 3 / 5

# CHECK RESULT DETAIL

1 NS Has AAAA Record PASS Nameserver has IPv6 address.
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# CHECK RESULT DETAIL

2 NS Reachable via IPv6 PASS Nameserver is reachable via IPv6 on port 53.

3 NS Answers Queries via IPv6 PASS DNS queries answered over IPv6.

4 DNSSEC Validated FAIL DNSSEC validation failed or zone is unsigned.

5 Reverse DNS (PTR) FAIL No PTR record found.

6 DS Record at Parent FAIL No DS record at parent.

7 RRSIG Valid FAIL No valid RRSIG found.

8 Signing Algorithm INFO No DNSKEY record found.

Email Services (25%) 5 / 6

# CHECK RESULT DETAIL

1 MX Record Exists PASS MX record found.

2 MX Server Has IPv6 PASS MX server has AAAA record.

3 SMTP Reachable via IPv6 PASS SMTP port 25 responds over IPv6.

4 STARTTLS over IPv6 PASS STARTTLS supported over IPv6.

5 SPF Record PASS SPF record found.

6 DKIM Selector INFO No common DKIM selector found.

7 DMARC Record FAIL No DMARC record found.

IPv4 Baseline (15%) 3 / 3

# CHECK RESULT DETAIL

1 A Record PASS 43.155.124.23, 43.135.105.98, 43.154.240.111

2 HTTP over IPv4 PASS HTTP (port 80) responds over IPv4 — 421ms TTFB.

3 HTTPS over IPv4 PASS HTTPS (port 443) responds over IPv4 — 184ms TTFB.
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Audit Trail & Evidence Record

Verification ID 3be6f587-1a8a-4106-8d9f-d4ed20fcbb98

Domain iflix.com

Check Mode Manual

Status Completed

Started 08 Aug 2026, 18:21:04 MYT

Finished 08 Aug 2026, 18:21:14 MYT

Test Node Profile dual stack

Engine Version 2.0.0

MGv6C Version 1.0.0

Audit URL https://ipv6.my6.my/audit/3be6f587-1a8a-4106-8d9f-d4ed20fcbb98

Integrity Verification

✓ INTEGRITY VERIFIED

Algorithm hmac-sha256-v1

Root Hash af39fd9d32260400396343f86b6cb864abc77237a28b0343db4475b9c1f919e3

http_headers f84f8392da25146331922e05240df62f2b08b049085579854ef6b6d895eaac4e

dns_responses 46c07bd5bb6d9e028f881f870ac17a4cb2633cdf1811b40a7476796b59ae620a

tls_handshake 7515bed273d902438dbba11949db326741e614c0a4cb176e67425d9c63a2cd08

connectivity_log 77d0d02933a66d2aeb93ea3413551bc960fefbc09746123a138a9dcf70a40b3b

dns_resolution_times 74007b49a6d10150ab26ae234c9b3a9af8a2cbc34e2c21625f6b6bae5f93a65e

Test Node Identity

Os Linux srv1440888 6.8.0-136-generic #136-Ubuntu SMP PREEMPT_DYNAMIC Wed Jul 1 21:53:05 UTC 2026 x86_64

Hostname srv1440888

Php Version 8.3.33

Server Ipv4 76.13.221.142

Server Ipv6 2a02:4780:5e:2789::1

DNS Resolution Performance

Comparison of A (IPv4) vs AAAA (IPv6) query times across resolvers and transports. Shows median (p50) and 95th percentile (p95) of 3 samples per tuple.

Resolver Transport A p50 (ms) A p95 (ms) AAAA p50 (ms) AAAA p95 (ms) Delta (ms)

System Default 24.86 35.71 24.63 24.72 -0.2 

Google IPv4 353.2 467.66 140.19 456.48 -213 

Google IPv6 156.13 478.16 347.67 520.93 +191.5 

Cloudflare IPv4 20.92 22.02 23.79 24.4 +2.9 

Cloudflare IPv6 29.82 33.01 24.19 39.08 -5.6 
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DNS Evidence

A

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 32803
;; flags: qr rd ra; QUERY: 1, ANSWER: 4, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
iflix.com.		597	IN	CNAME	ins-hewub8c0.ias.tencent-cloud.net.
ins-hewub8c0.ias.tencent-cloud.net. 120	IN A	43.135.105.98
ins-hewub8c0.ias.tencent-cloud.net. 120	IN A	43.154.240.111
ins-hewub8c0.ias.tencent-cloud.net. 120	IN A	43.155.124.23

DS

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 59756
;; flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; AUTHORITY SECTION:
com.			885	IN	SOA	a.gtld-servers.net. nstld.verisign-grs.com. 1786184434 1800 900 604800 900

MX

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 44107
;; flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 1, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
iflix.com.		596	IN	CNAME	ins-hewub8c0.ias.tencent-cloud.net.

;; AUTHORITY SECTION:
tencent-cloud.net.	176	IN	SOA	ns-open1.qq.com. webmaster.qq.com. 1773630553 300 600 86400 180

NS

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 2762
;; flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 1, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
iflix.com.		596	IN	CNAME	ins-hewub8c0.ias.tencent-cloud.net.

;; AUTHORITY SECTION:
tencent-cloud.net.	176	IN	SOA	ns-open1.qq.com. webmaster.qq.com. 1773630553 300 600 86400 180

TXT

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 35015
;; flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 1, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
iflix.com.		596	IN	CNAME	ins-hewub8c0.ias.tencent-cloud.net.

;; AUTHORITY SECTION:
tencent-cloud.net.	176	IN	SOA	ns-open1.qq.com. webmaster.qq.com. 1773630553 300 600 86400 180

AAAA

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 41971
;; flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 1, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
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iflix.com.		596	IN	CNAME	ins-hewub8c0.ias.tencent-cloud.net.

;; AUTHORITY SECTION:
tencent-cloud.net.	176	IN	SOA	ns-open1.qq.com. webmaster.qq.com. 1773630553 300 600 86400 180

RRSIG

ns3.dnsv4.com. enterprise2dnsadmin.dnspod.com. 1782984744 3600 180 1209600 180

DNSKEY

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 35230
;; flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 1, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
iflix.com.		596	IN	CNAME	ins-hewub8c0.ias.tencent-cloud.net.

;; AUTHORITY SECTION:
tencent-cloud.net.	176	IN	SOA	ns-open1.qq.com. webmaster.qq.com. 1773630553 300 600 86400 180

DNSSEC_VALIDATION

; unsigned answer
iflix.com.		175	IN	SOA	ns3.dnsv4.com. enterprise2dnsadmin.dnspod.com. 1782984744 3600 180 1209600 180
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TLS Handshake Evidence

IPV4 Connection

IP Used 43.155.124.23

IP Version 4

depth=2 OU = GlobalSign Root CA - R3, O = GlobalSign, CN = GlobalSign
verify return:1
depth=1 C = BE, O = GlobalSign nv-sa, CN = GlobalSign Atlas R3 OV TLS CA 2026 Q1
verify return:1
depth=0 C = CN, ST = Guangdong, L = Shenzhen, O = Tencent Technology (Shenzhen) Company Limited, CN = iflix.com
verify return:1
CONNECTED(00000010)
---
Certificate chain
 0 s:C = CN, ST = Guangdong, L = Shenzhen, O = Tencent Technology (Shenzhen) Company Limited, CN = iflix.com
   i:C = BE, O = GlobalSign nv-sa, CN = GlobalSign Atlas R3 OV TLS CA 2026 Q1
   a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
   v:NotBefore: Mar 19 02:24:14 2026 GMT; NotAfter: Oct  4 02:24:13 2026 GMT
-----BEGIN CERTIFICATE----------END CERTIFICATE-----
 1 s:C = BE, O = GlobalSign nv-sa, CN = GlobalSign Atlas R3 OV TLS CA 2026 Q1
   i:OU = GlobalSign Root CA - R3, O = GlobalSign, CN = GlobalSign
   a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
   v:NotBefore: Oct 15 03:10:02 2025 GMT; NotAfter: Oct 15 00:00:00 2027 GMT
-----BEGIN CERTIFICATE-----IPv6 Readiness Report
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-----END CERTIFICATE-----
 2 s:OU = GlobalSign Root CA - R3, O = GlobalSign, CN = GlobalSign
   i:OU = GlobalSign Root CA - R3, O = GlobalSign, CN = GlobalSign
   a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
   v:NotBefore: Mar 18 10:00:00 2009 GMT; NotAfter: Mar 18 10:00:00 2029 GMT
-----BEGIN CERTIFICATE-----IPV6 Connection

IP Used 2600:9000:2153:e800:3:c339:6840:93a1

IP Version 6

40D71F557C760000:error:0A000410:SSL routines:ssl3_read_bytes:sslv3 alert handshake failure:../ssl/record/rec_layer_s3.c:1599:SSL alert number 40
CONNECTED(00000010)
---
no peer certificate available
---
No client certificate CA names sent
---
SSL handshake has read 7 bytes and written 311 bytes
Verification: OK
---
New, (NONE), Cipher is (NONE)
Secure Renegotiation IS NOT supported
Compression: NONE
Expansion: NONE
No ALPN negotiated
Early data was not sent
Verify return code: 0 (ok)
---
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HTTP Response Evidence

IPv4 HTTP (port 80)

HTTP Status 200

Connected IP 65.8.76.81

Connect Time 87.19 ms

TTFB 261.57 ms

Total Time 261.72 ms

Response Headers:

{
    "0": "HTTP/1.1 302 Moved Temporarily",
    "1": "Server: stgw",
    "2": "Date: Sat, 08 Aug 2026 10:21:14 GMT",
    "3": "Content-Type: text/html",
    "4": "Content-Length: 137",
    "5": "Connection: keep-alive",
    "6": "Location: https://iflix.com/",
    "8": "HTTP/2 302",
    "9": "server: stgw",
    "10": "date: Sat, 08 Aug 2026 10:21:14 GMT",
    "11": "content-type: text/html",
    "12": "content-length: 137",
    "13": "location: https://www.iflix.com/",
    "15": "HTTP/2 200",
    "16": "content-type: text/html; charset=utf-8",
    "17": "content-length: 381252",
    "18": "date: Sat, 08 Aug 2026 10:21:06 GMT",
    "19": "set-cookie: country_code=153576; path=/; expires=Sun, 09 Aug 2026 10:21:06 GMT; domain=.iflix.com",
    "20": "set-cookie: lang_code=1491988; path=/; expires=Mon, 07 Sep 2026 10:21:06 GMT; domain=.iflix.com",
    "21": "set-cookie: guid=549121396e4e94237b2d0f246b09b92a; path=/; expires=Tue, 05 Aug 2036 10:21:06 GMT; domain=.iflix.com",
    "22": "set-cookie: video_guid=549121396e4e94237b2d0f246b09b92a; path=/; expires=Tue, 05 Aug 2036 10:21:06 GMT; domain=.iflix.com",
    "23": "set-cookie: uin=549121396e4e94237b2d0f246b09b92a; path=/; expires=Tue, 05 Aug 2036 10:21:06 GMT; domain=.iflix.com",
    "24": "set-cookie: wetv_lang=en; path=/; expires=Mon, 07 Sep 2026 10:21:06 GMT; domain=.iflix.com",
    "25": "set-cookie: wetv_pt=v; path=/; expires=Mon, 07 Sep 2026 10:21:06 GMT; domain=.iflix.com",
    "26": "set-cookie: video_appid=1200016; path=/; expires=Tue, 05 Aug 2036 10:21:06 GMT; domain=.iflix.com",
    "27": "cache-control: public,max-age=64",
    "28": "content-security-policy: frame-ancestors 'self'",
    "29": "x-frame-options: sameorigin",
    "30": "x-content-type-options: nosniff",
    "31": "x-content-type-options: nosniff",
    "32": "x-powered-by: Next.js",
    "33": "etag: \"5d144-eARHF4leboV6tr9sanGla+BP8Wg\"",
    "34": "vary: Accept-Encoding",
    "35": "x-cache: Hit from cloudfront",
    "36": "via: 1.1 520feb0cee3b19c4d035792d1e87781c.cloudfront.net (CloudFront)",
    "37": "x-amz-cf-pop: SIN3-P1",
    "38": "x-amz-cf-id: MoJysXjLDq9OXFuDxGyt_xO296l48ntC2b2UPUyVhM9lM-JKpz1sIA==",
    "39": "age: 8"
}

IPv6 HTTP (port 80)

HTTP Status 403

Connected IP 2600:9000:2153:e800:3:c339:6840:93a1

Connect Time 7.25 ms

TTFB 14.47 ms

Total Time 14.54 ms

Response Headers:

[
    "HTTP/1.1 403 Forbidden",
    "Server: CloudFront",
    "Date: Sat, 08 Aug 2026 10:21:14 GMT",
    "Content-Type: text/html",
    "Content-Length: 915",
    "Connection: keep-alive",
    "X-Cache: Error from cloudfront",
    "Via: 1.1 2ed8b9e5e9e8dd68644e8565796cf93a.cloudfront.net (CloudFront)",
    "X-Amz-Cf-Pop: SIN3-P1",
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    "X-Amz-Cf-Id: LutORHiZOLtC8VeQ5DGueI-sFLV4ydMaAN3FU5uZ-KyL4bnFmJToZw=="
]

IPv4 HTTPS (port 443)

HTTP Status 200

Connected IP 65.8.76.11

Connect Time 47.97 ms

TTFB 186.75 ms

Total Time 186.85 ms

Response Headers:

{
    "0": "HTTP/2 302",
    "1": "server: stgw",
    "2": "date: Sat, 08 Aug 2026 10:21:14 GMT",
    "3": "content-type: text/html",
    "4": "content-length: 137",
    "5": "location: https://www.iflix.com/",
    "7": "HTTP/2 200",
    "8": "content-type: text/html; charset=utf-8",
    "9": "content-length: 381252",
    "10": "date: Sat, 08 Aug 2026 10:21:06 GMT",
    "11": "set-cookie: country_code=153576; path=/; expires=Sun, 09 Aug 2026 10:21:06 GMT; domain=.iflix.com",
    "12": "set-cookie: lang_code=1491988; path=/; expires=Mon, 07 Sep 2026 10:21:06 GMT; domain=.iflix.com",
    "13": "set-cookie: guid=549121396e4e94237b2d0f246b09b92a; path=/; expires=Tue, 05 Aug 2036 10:21:06 GMT; domain=.iflix.com",
    "14": "set-cookie: video_guid=549121396e4e94237b2d0f246b09b92a; path=/; expires=Tue, 05 Aug 2036 10:21:06 GMT; domain=.iflix.com",
    "15": "set-cookie: uin=549121396e4e94237b2d0f246b09b92a; path=/; expires=Tue, 05 Aug 2036 10:21:06 GMT; domain=.iflix.com",
    "16": "set-cookie: wetv_lang=en; path=/; expires=Mon, 07 Sep 2026 10:21:06 GMT; domain=.iflix.com",
    "17": "set-cookie: wetv_pt=v; path=/; expires=Mon, 07 Sep 2026 10:21:06 GMT; domain=.iflix.com",
    "18": "set-cookie: video_appid=1200016; path=/; expires=Tue, 05 Aug 2036 10:21:06 GMT; domain=.iflix.com",
    "19": "cache-control: public,max-age=64",
    "20": "content-security-policy: frame-ancestors 'self'",
    "21": "x-frame-options: sameorigin",
    "22": "x-content-type-options: nosniff",
    "23": "x-content-type-options: nosniff",
    "24": "x-powered-by: Next.js",
    "25": "etag: \"5d144-eARHF4leboV6tr9sanGla+BP8Wg\"",
    "26": "vary: Accept-Encoding",
    "27": "x-cache: Hit from cloudfront",
    "28": "via: 1.1 5d84e84cd52089d57c69fd340344e3d2.cloudfront.net (CloudFront)",
    "29": "x-amz-cf-pop: SIN3-P1",
    "30": "x-amz-cf-id: 0KC2x90zkFl4Dy_-NnEvPLCOUEp2hgBN5DnJUN8iVlJ-hqWmWTuAgQ==",
    "31": "age: 8"
}

IPv6 HTTPS (port 443)

HTTP Status 0

Connected IP 2600:9000:2153:e800:3:c339:6840:93a1

Connect Time 7 ms

TTFB 0 ms

Total Time 14.95 ms

Error OpenSSL/3.0.13: error:0A000410:SSL routines::sslv3 alert handshake failure

Connectivity Test Evidence

Test Result

TCP Connect IPv4 → port 80 302 0.037937 0.076731

TCP Connect IPv6 → port 80 403 0.006988 0.014399

TCP Connect IPv4 → port 443 302 0.038553 0.158920

TCP Connect IPv6 → port 443 000 0.007536 0.000000
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Test Node Network Evidence

Node Profile dual stack

Egress Connectivity

IPv4 Egress 76.13.221.142

IPv6 Egress 2a02:4780:5e:2789::1

Sysctl IPv6 Flags

net.ipv6.conf.all.disable_ipv6 0

IPv6 Routes

2a02:4780:5e::/48 dev eth0 proto kernel metric 256 pref medium
fd7a:115c:a1e0::1136:5807 dev tailscale0 proto kernel metric 256 pref medium
fe80::/64 dev eth0 proto kernel metric 256 pref medium
fe80::/64 dev tailscale0 proto kernel metric 256 pref medium
default via 2a02:4780:5e::1 dev eth0 proto static metric 1024 pref medium

IPv4 Routes

default via 76.13.221.254 dev eth0 proto static 
10.6.101.0/24 dev wg0 scope link 
10.6.102.0/24 dev wg0 scope link 
76.13.221.0/24 dev eth0 proto kernel scope link src 76.13.221.142 
172.29.0.0/24 dev wg0 scope link 
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