IPv6 Readiness Report Generated: 04 Jul 2026, 22:43 MYT
telegram.org — Social Media Last Checked: 04 Jul 2026, 03:25 MYT

IPv6 Readiness Report

telegram.org — telegram.org

Scan to verify

Category: Social Media * Generated: 04 Jul 2026, 22:43 MYT < Last Checked: 04 Jul 2026, 03:25 MYT « Verification ID: 2b4d1999-7707-4d46-9db7-66fbd85633f7
Report generated from National IPv6 Readiness Monitor — https://ipv6.my6.my
Audit trail: https://ipv6.my6.my/audit/2b4d1999-7707-4d46-9db7-66fbd85633f7

: IPV6-ONLY READINESS

6 9% Website: v Ready

Partial Support DNS: v Ready
Email: X Not Ready

Partially Compliant

MGv6C-1.0

IPV6 ADDRESSES IPV4 ADDRESSES
2001:67c:4e8:004::9 149.154.167.99

Network Information (WHOIS / RDAP)

IPv6 Network IPv4 Network
Organization MNT-TELEGRAM MNT-TELEGRAM
Country VG AG
ASN AS62041 AS62041
ASN Name Telegram - Telegram Messenger Inc, VG Telegram - Telegram Messenger Inc, VG
Network (CIDR) 2001:67c:4e8::/48 149.154.164.0/22
Web Services (35%) 6/8
# CHECK RESULT DETAIL
1 AAAA Record PASS 2001:67c:4e8:f004::9
2 Globally Routable IPv6 PASS All addresses are globally routable.
3 HTTP over IPv6 PASS HTTP (port 80) responds over IPv6 — 854ms TTFB.
4 HTTPS over IPv6 FAIL HTTPS is not accessible over IPv6.
5 IPv6-Only Reachability PASS Site is fully reachable via IPv6-only.

Certificate valid — issued by C = US, ST = Arizona, L = Scottsdale, O = "GoDaddy.com, Inc.", OU =
6 TLS Certificate Valid (IPv6) PASS http://certs.godaddy.com/repository/, CN = Go Daddy Secure Certificate Authority - G2, expires Sep 12
13:36:48 2026 GMT

7 Dual-Stack (IPv4 + IPv6) PASS Domain has both A and AAAA records.

8 HTTP/3 (QUIC) FAIL No HTTP/3 support detected.

DNS & DNSSEC (25%) 3/5
# CHECK RESULT DETAIL

1 NS Has AAAA Record PASS Nameserver has IPv6 address.

2 NS Reachable via IPv6 PASS Nameserver is reachable via IPv6 on port 53.

3 NS Answers Queries via IPv6 PASS DNS queries answered over IPv6.

4 DNSSEC Validated FAIL DNSSEC validation failed or zone is unsigned.

5 Reverse DNS (PTR) FAIL No PTR record found.

6 DS Record at Parent FAIL No DS record at parent.
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# CHECK

7 RRSIG Valid

8 Signing Algorithm

Email Services (25%)

# CHECK

1 MX Record Exists

2 MX Server Has IPv6

3 SMTP Reachable via IPv6
4 STARTTLS over IPv6

5 SPF Record

6 DKIM Selector

7 DMARC Record

IPv4 Baseline (15%)
# CHECK

1 A Record

2 HTTP over IPv4

3 HTTPS over IPv4

National IPv6 Readiness Monitor — https://ipv6.my6.my

RESULT

FAIL

INFO

RESULT

PASS

FAIL

FAIL

FAIL

PASS

INFO

PASS

RESULT

PASS

PASS

PASS

DETAIL

No valid RRSIG found.

No DNSKEY record found.

DETAIL

MX record found.

MX server has no IPv6 address.

SMTP is not reachable over IPv6.
STARTTLS not available over IPv6.
SPF record found.

DKIM selector found: mail._domainkey

DMARC record found.

DETAIL

149.154.167.99

HTTP (port 80) responds over IPv4 — 840ms TTFB.

HTTPS (port 443) responds over IPv4 — 500ms TTFB.
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telegram.org — Social Media Last Checked: 04 Jul 2026, 03:25 MYT

Audit Trail & Evidence Record

Verification ID 2b4d1999-7707-4d46-9db7-66Tbd856337

Domain telegram.org

Check Mode Scheduled

Status Completed

Started 04 Jul 2026, 03:25:00 MYT

Finished 04 Jul 2026, 03:25:32 MYT

Test Node Profile dual stack

Engine Version 2.0.0

MGv6C Version 1.0.0

Audit URL https://ipv6.my6.my/audit/2b4d1999-7707-4d46-9db7-66fbd856337

Integrity Verification

v INTEGRITY VERIFIED

Algorithm hmac-sha256-v1

Root Hash 14593e2dadc1fdb3b38715a479431db86af7bc5d0445670ba6a8398c71b47801
http_headers 2e7c8d65eal8ffec00d4b809T200123b8eb12278ebf84b4b26a24869a5a8d702
dns_responses cc594ela79eel67fe90d40ab7178c6911c8d24f1f18ada4e787749081d322524
tls_handshake 92ce2f8ad2892e3e8dce089aceef03b621319fleed93fa8eac29f565f19f87f9
connectivity_log c2fea593821cc64fc940c74e6a43e26490978efee9502c318264e2f3cc84ac86
dns_resolution_times c856f5b4c7f53fd47005db2976f11ad29a6ca06a60595d4ec7c772914ced3336

Test Node Identity

Os Linux srv1440888 6.8.0-124-generic #124-Ubuntu SMP PREEMPT DYNAMIC Tue May 26 13:00:45 UTC 2026 x86 64
Hostname srv1440888

Php Version 8.3.32

Server lpv4 76.13.221.142

Server Ipv6 2202:4780:5e:2789::1

DNS Resolution Performance

Comparison of A (IPv4) vs AAAA (IPv6) query times across resolvers and transports. Shows median (p50) and 95th percentile (p95) of 3 samples per tuple.

Resolver Transport A p50 (ms) A p95 (ms) AAAA p50 (ms) AAAA p95 (ms) Delta (ms)
System Default 18.97 24.79 16.19 22.25 -2.8
Google IPv4 24.42 26.22 34.45 37.24 +10
Google IPv6 23.6 26.01 24.53 25.22 +0.9
Cloudflare IPv4 14.62 22.09 24.01 30.24 +9.4
Cloudflare IPv6 15.61 34.39 22.51 26.43 +6.9
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DNS Evidence

A

; Got answer:
; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 38682
; flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 0, ADDITIONAL: 1

; OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 ANSWER SECTION:
telegram.org.[JJ7000IN[JA]149.154.167.99

DS

;5 Got answer:

->>HEADER<<- opcode: QUERY, status: NOERROR, id: 39190
flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232
;3 AUTHORITY SECTION:

org.[J003586[JIN[JSOAJa0.org.afilias-nst.info. hostmaster.donuts.email. 1783106279 7200 900 1209600 3600

MX

;5 Got answer:

->>HEADER<<- opcode: QUERY, status: NOERROR, id: 45935
flags: qr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: ©, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;3 ANSWER SECTION:

telegram.org.[JJ600INOMX]15 mx110.telegram.org.
telegram.org.[J0600INOMX]10 mx101.telegram.org.

NS

;3 Got answer:

->>HEADER<<- opcode: QUERY, status: NOERROR, id: 24678
; flags: gqr rd ra; QUERY: 1, ANSWER: 4, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;; ANSWER SECTION:

telegram.org.[JJ216000INJNS[ns-cloud-bl.googledomains. com.
telegram.org.[J021600IN[NS[ns -cloud-b4.googledomains. com.
telegram.org.[JJ21600IN[NS[ns-cloud-b3.googledomains. com.
telegram.org.[JJ216000ININS[ns-cloud-b2.googledomains.com.

TXT

;5 Got answer:
->>HEADER<<- opcode: QUERY, status: NOERROR, id: 32159

;3 flags: qr rd ra; QUERY: 1, ANSWER: 4, AUTHORITY: 0, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;3 ANSWER SECTION:

telegram.org.[06000INJTXT]"google-site-verification=R-3XYX47JUVHva3pnhnyjx5D72PtSnjtLML]j_tymTAc"
telegram.org.[JJ6000INOTXT]"yahoo-verification-key=NRNCv6/IcZMkSv28KI97E4zgZVMkk4Pe]jCwNSh8So2k="

telegram.org.[J06000INJTXT]"v=spfl ip4:95.161.64.0/28 ip4:95.161.64.16/30 ip4:149.154.160.0/20 ip4:149.154.162.125/32 ip4:149.154.162.247/32 -all"

telegram.org.[J06000INOTXT]"google-site-verification=hAtj8VzR81GDcv8OYyGdOST-pMHUBWNUOlkswaau3v2w"

AAAA

;5 Got answer:
->>HEADER<<- opcode: QUERY, status: NOERROR, id: 50981

;5 flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

33 ANSWER SECTION:
telegram.org.[J1200INJAAAA[J2001:67c:4e8:f004::9

RRSIG

National IPv6 Readiness Monitor — https://ipv6.my6.my
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IPv6 Readiness Report Generated: 04 Jul 2026, 22:43 MYT
telegram.org — Social Media Last Checked: 04 Jul 2026, 03:25 MYT

ns-cloud-bl.googledomains.com. dns.jomax.net.telegram.org. 2017053111 28800 7200 604800 600

DNSKEY

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 14312
;5 flags: gqr rd ra; QUERY: 1, ANSWER: O, AUTHORITY: 1, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 AUTHORITY SECTION:

telegram.org.[J5870IN[SOA[ns-cloud-bl.googledomains.com. dns.jomax.net.telegram.org. 2017653111 28800 7200 604800 600

DNSSEC_VALIDATION

; unsigned answer
telegram.org.[]JJ586[IN[JSOA[ns-cloud-bl.googledomains.com. dns.jomax.net.telegram.org. 20176053111 28800 7200 604800 600
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TLS Handshake Evidence

IPV4 Connection
IP Used 149.154.167.99

IP Version 4

depth=2 C = US, ST = Arizona, L = Scottsdale, 0 = "GoDaddy.com, Inc.", CN = Go Daddy Root Certificate Authority - G2

verify return:1

depth=1 C = US, ST = Arizona, L = Scottsdale, 0 = "GoDaddy.com, Inc.", OU = http://certs.godaddy.com/repository/, CN = Go Daddy Secure Certificate Authority - G2

verify return:1

depth=0 CN = *.telegram.org

verify return:1

CONNECTED (00000010)

Certificate chain

0 s:CN = *.telegram.org

i:C = US, ST = Arizona, L = Scottsdale, 0 = "GoDaddy.com, Inc.", OU = http://certs.godaddy.com/repository/, CN = Go Daddy Secure Certificate Authority - G2
a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
v:NotBefore: Aug 11 13:36:48 2025 GMT; NotAfter: Sep 12 13:36:48 2026 GMT

MIIGKTCCBXmgAwIBAgIIeU3T8Icp6McwDQYJIKoZIhvcNAQELBQAwgbQxCzAJBgNV
BAYTALVTMRAWDgYDVQQIEwdBcm16b25hMRMwEQYDVQQHEWPTY290dHNKYWx IMRow
GAYDVQQKEXFHbORhZGR5LmMNvbSwgSW5j LjEtMCsGA1IUECxMkaHROcDovL2N1cnRz
LmdvZGFkZHkuY29tL3J1cG9zaXRvcnkvMTMwMQYDVQQDEYpHbyBEYWRKkeSBTZWN1
cmUgQ2VydGlmaWNhdGUgQXV0aG9yaXR5ICOgRzIwHhcNMj UwODEXMTMzNj Q4WhcN
MjYwOTEYMTMzNj Q4WjAZMRcwFQYDVQQDDA4gLNR1bGVncmFtLm9yZzCCASIwDQYJ
KoZIhvcNAQEBBQADggEPADCCAQoCggEBAKPIH/SPVTORGF51ualIdPSSPQ/Zvabb
3VR1AAN99rtR9/diw4IV2QsnVmReHY111XoEjUeKhjuB+ET1h/VGO/NXNPcPn/J2
LCtyMvOM1SDkwAJ2RGZNGT ] 1Un9QHdtZ5yQqTk34p/dp4Tn]kbcFGAZXNt2fXS68
FMEOj 5Kqm04ygBcwymwzJ r10750H909E/d2Q5q4/9fHEYSYTLIEbiuSb/3QI3Wq8
rjABm/OfINdik3UoltcKO3ROEGNEWAP581pBHvVGDGCjL fjt60FDDY rttUHVhIATM
1ESHIhqG5VUbSbLI1sP3PQANNgqbILMw6DyvfLm2sc9vyQXDyZfYBeOCAWEAAEAOC
Az8wggM7MAWGA1UdEWEB/wWQCMAAWHQYDVRO1BBYwFAYIKwYBBQUHAWEGCCSGAQUF
BwMCMA4GA1UdDwEB/wQEAWIFoDAS5BgNVHR8EM]j AwMC6gLKAghihodHRwO1i8vY3Js
LmdvZGFkZHkuY29tL2dkaWcyczEtNTgxNDQuY3JsMFOGATUdIARWMFQWSAYLYIZI
AYb9bQEHFWEWOTA3Bgg rBgEFBQCcCARY raHROcDovL2N1cnRpZmljYXRlcy5nb2Rh
ZGR5LMNVbS9yZXBvc210b3J5LzAIBgZngQwBAgEWdgY IKwYBBQUHAQEEajBoMCQG
CCsGAQUFBzABhhhodHRw01i8vb2NzcC5nb2RhZGR5LmNvbS8wQAY IKwYBBQUHMAKG
NGhOdHAGLY9j ZXJ0aWZpY2FOZXMuZ29kYWRkeS5jb20vcmVwb3NpdG9yeS9nZGln
Mi5j cnQwHwYDVROj BBgwFoAUQMK9J47MNIMwo j PX+2yz8LQsgM4wIwYDVRORBCAW
HoIOKi50ZWx1Z3JhbS5vcmeCDHR1bGYncmFtLm9yZzAdBgNVHQ4EFgQUar22wmR]
b9KW5yDPwx7nWNm1JIX4wggF /Bgo rBgEEAdZ5AgQCBIIBbwSCAWSBaQB3ANdt fRDR
p/V3wsfpX9cAv/mCyTNaZeHQswFzF8DIxW13AAABmI 1ZF j gAAAQDAEgWRgIhALKC
/Sr+gAUPG8Vj52N7ins1QqpwM+G7f12CZEtOU7zAALEAVIVZapV/8DSYwxgq9HHZ
Y71GmWcvxxDofnoZfi0OR1C8AdQCUTkOH+uzB74HzGSQmgBh1AcfTXzgCAT9yZ31V
Ny4Z2AAAAZiZWRAVAAAEAWBGMEQCIC9032j8L4rIs3NOI1I6KFKZISXONNFWITIp
E1VbmUGgAiB7zPt40y0A18/ZunpUiMOoXzt0tHo7PvSmrnrUCTUQ+QB3AMIXfldF
GaNF7n843rKQQevHwiFaIr9/1bWtdprzZD1LNAAABmI1ZF/cAAAQDAEgWRgIhAPPl
sYEwoh191PQ+aAWy1xbT9rBv1alIzu7gYW1CXE3AALiEAOOKEMj cGFL+250a5JCGw
E+A25pWTcTVBQVKqROR4pfIwDQYJIKoZIhvcNAQELBQADggEBAAkxooeSdutFSO++
35j1B7085L0jU8bLS2rEKBeQQEpV1BBa48m47XxUtmZwmgs0dzg27W6N3BHpOGIH
LdC30y6Vf3IQmssOnDAbJIGq5hTQnwMUBGGh23y j6k49pIwZGcGgfIQpdHkVYC2QT
M5qP9NQ3iie®@hThBqc5u93Pp962c51xrmLMok1+F7LjKDSDHOSHItiNadR4UQAXL
5wA4Zv+LSPb2YMS05Ku®ONowTWdAck1IyBrhNITrmeAelsEd6HLO6wwIMSHMUXNIY
MgkEyIjlwOhIxS1S2KKc401w39HeS0eMvjQRsHC+z058444T6n1/riGt1T402A+d
kiuQ6p4=

----- END CERTIFICATE-----

1 s:C =US, ST = Arizona, L = Scottsdale, 0 = "GoDaddy.com, Inc.", OU = http://certs.godaddy.com/repository/, CN = Go Daddy Secure Certificate Authority - G2
i:C = US, ST = Arizona, L = Scottsdale, 0 = "GoDaddy.com, Inc.", CN = Go Daddy Root Certificate Authority - G2
a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
v:NotBefore: May 3 07:00:00 2011 GMT; NotAfter: May 3 07:00:00 2031 GMT

MIIEODCCA7igAwIBAgIBBZzANBgkqhkiGOwOBAQsFADCBgzELMAKGATUEBhMCVVMx
EDAOBgNVBAGTBOFyaXpvbmEXEZARBgNVBACTCIN] b3ROC2RhbGUXGjAYBgNVBAOT
EUdVRGFkZHkuY29tLCBJIbmMuMTEWLWYDVQQDEyhHbyBEYWRkeSBSb290IENcnRp
Zm1jYXRUIEF1dGhveml0eSAtIEcyMBAXDTEXMDUwMZA3MDAWMFoXDTMxMDUWMZA3
MDAWMFowgbQxCzAJBgNVBAYTATVTMRAWDgYDVQQIEwdBcm16b25hMRMWEQYDVQQH
EwpTY290dHNKYWxTMRowGAYDVQQKEXFHbORhZGR5LmNvbSwgSW5] LjEtMCSGAIUE
CxMkaHROcDovL2N1cnRzLmdvZGFkZHkuY29tL3J1cG9zaXRvenkvMTMwMQYDVQQD
EypHbyBEYWRkeSBTZWN1cmUgQ2VydGlmaWNhdGUgQXV0aG9yaXR5ICOgRzIwggEL
MAOGCSqGSIb3DQEBAQUAA4IBDWAWggEKAOIBAQC54MsQ1K92vdSTYuswZLiBCGzD
BN1iF44v/z51z4/0YuY8UhzaFkVLVat4a20DYpDOD21smcgaFItMzEUZz60jcngOv
K/6AYZ15V8TPLVQ/MDxdR/yaFrzDN5ZBUY4RS1T4KL7QjL7wMDge87Am+GZHY23e
€SZHj zhHU9FGHbT j 3ADgRay9vHHZm8A29VNMDp5T19MR/gd71vCxJ1g07GyQ5HY
pDNO6 rPWJ0+tJYqlxvTVOKaudAVkV4i1RFXULS0o6PvidvekyCgKUZMQWO1DXSq7n
eTOVDCAHf+j fBDNCaQJsY1L6d8EbyHSHYLMTGFBUNUtpT rw700kuH9zBO1L7AgMB
AAGjggEaMIIBFjAPBgNVHRMBAfBEBTADAQH/MA4GA1UdDWEB/WQEAWIBBjAdBgNV
HQ4EFgQUQMK9J47MNIMwoj PX+2yz8LQsgM4wHwYDVROjBBgwFoAUOpqFBxBnKLbv
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9r0FQW4gwZTaD94wNAYIKwYBBQUHAQEEKDAMMCQGCCSsGAQUFBzABhhhodHRwOi8v
b2NzcC5nb2RhZGR5LmNVbS8wWNQYDVROfBC4wLDAqoCigJoYkaHROCDovL2NybC5n
b2RhZGR5LmNvbS9nZHIvb3QtZzIuY3JsMEYGAIUdIAQ/MDOWOWYEVROgADAZMDEG
CCsGAQUFBwWIBFiVodHRwczovL2N1lcnRzLmdvZGFkZHkuY29tL3J1cG9zaXRvenkv
MABGCSqGSIb3DQEBCWUAA4IBAQAI fmyTEMg4ulapkEv/oVIPB09sPpyIBs1Qj6Zz
91cxG7685C/b+LrTW+CO5+Z5Yg4MotdqY3Mxt fWoSKQ7CC2iXZDXtHwWLTXFWMMS2
RJI17LI31XubvDGGqv+QqG+6EnriDfcFDzkSnE3ANKR/0yBOtg2DZ2HKocyQetawi
DsoXiWJYRBuriSUBAA/NxBti21GOOwIRKpvOVHP8ds42pM3Z2Czqrpv1KrkKQoull
GIo/ikGQI31bS/6kA1ibRrLDYGCD+H1QQc7CoZDDu+8CLIIVVO5EFdkKrqeKM+2x
LXY2JtwE65/3YR8V3Idv7kaWKK2hInOKCacuBKONvPi8BDAB

2 s:C = US, ST = Arizona, L = Scottsdale, 0 = "GoDaddy.com, Inc.", CN = Go Daddy Root Certificate Authority - G2
i:C = US, ST = Arizona, L = Scottsdale, 0 = "GoDaddy.com, Inc.", CN = Go Daddy Root Certificate Authority - G2
a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
v:NotBefore: Sep 1 00:00:00 2009 GMT; NotAfter: Dec 31 23:59:59 2037 GMT

MIIDXTCCAq2gAwIBAgIBADANBgkghkiGOwOBAQsFADCBgzELMAKGAIUEBhMCVVMx
EDAOBgNVBAQTBOFyaXpvbmEXEZARBgNVBACTCINjb3ROC2RhbGUXGjAYBgNVBAOT
EUdVRGFkZHkuY29tLCBJbmMuMTEWLWYDVQQDEyhHbyBEYWRkeSBSb290TENTcnRp
Zm1jYXRUIEF1dGhvcml0eSAtIEcyMB4XDTASMDkwMTAWMDAWMFOXDTM3MTIZMTIZz
NTk10VowgYMxCzAJBgNVBAYTATVTMRAWDgYDVQQIEwdBcm16b25hMRMWEQYDVQQH
EwpTY290dHNKYWx IMRowGAYDVQQKEXFHbORhZGR5LmNvbSwgSW5j L j EXMC8GALUE
AxMoR28gRGFkZHkgUm9vdCBDZXJ0aWZpY2F0ZSBBdXRob3JpdHkgLSBHMj CCASIw
DQYJKoZIhvcNAQEBBQADgYGEPADCCAQoCggEBALIXYgjx+1k09xvIGKP3gELY6SKD
E6bFIEMB04Tx50VInyfq90QbTqC023CYxzIBsQU+BO7u9PpPL1kwIuerGVZr4oAH
/PMWdYASUXv1+TW2dE6p] YITSLY/qQOD+qK+ihVqf94Lw7YZFAXK6S00BIQ7Rnwy
DfMAZiLIjWLtNowRGLfTshxgtDj6A0z0091GBI4KPutdfMh8+7ArU6SSYmIRIQVh
GkSBjCypQ5Yj36w6gZo0KcUcgeldHraenjAKOc7xiID7S13MMuy FYKMINAJWIWGR

IPV6 Connection
IP Used 2001:67c:4e8:f004::9

IP Version 6

depth=2 C = US, ST = Arizona, L = Scottsdale, 0 = "GoDaddy.com, Inc.", CN = Go Daddy Root Certificate Authority - G2

verify return:1

depth=1 C = US, ST = Arizona, L = Scottsdale, 0 = "GoDaddy.com, Inc.", OU = http://certs.godaddy.com/repository/, CN = Go Daddy Secure Certificate Authority - G2

verify return:1

depth=0 CN = *.telegram.org

verify return:1

CONNECTED (00000010)

Certificate chain

0 s:CN = *.telegram.org

i:C = US, ST = Arizona, L = Scottsdale, 0 = "GoDaddy.com, Inc.", OU = http://certs.godaddy.com/repository/, CN = Go Daddy Secure Certificate Authority - G2
a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
v:NotBefore: Aug 11 13:36:48 2025 GMT; NotAfter: Sep 12 13:36:48 2026 GMT

MIIGKTCCBXmgAwIBAgIIeU3T8Icp6McwDQYIKoZIhvcNAQELBQAwgbQxCzAJBgNV
BAYTALVTMRAWDgYDVQQIEwdBcm16b25hMRMWEQYDVQQHEWPTY290dHNKYWX IMRow
GAYDVQQKEXFHbORhZGR5LmMNvbSwgSW5j LjEtMCsGA1UECxMkaHROcDovL2N1cnRz
LmdvZGFkZHkuY29tL3J1cG9zaXRvcnkvMTMwMQYDVQQDEYpHbyBEYWRkeSBTZWNL
cmUgQ2VydGlmaWNhdGUgQXV0aG9yaXR5ICOgRzIwHhcNMj UwODEXMTMzNj Q4WhcN
Mj YwOTEYMTMzNj Q4WjAZMRcwFQYDVQQDDA4gLNR1bGVncmFtLm9yZzCCASIwDQYJ
KoZIhvcNAQEBBQADggEPADCCAQoCggEBAKPIH/5PVTORgF5iualJdPSSPQ/Zvabb
3VR1AAN99rtR9/diw4JIV2QsnVmReHY111XoEjUeKhjuB+ET1h/VGO/NXNPcPn/J2
LCtyMvOM1SDkwAJ2RGzN6Tj 1Un9QHd tZ5yQqTk34p/dp4TnjkbcFGdZxNt2fXS68
FmEOj5Kqm04ygBcwymwzJr10750H909E/d2Q5q4/9fHEYSYTLIEbiuSb/3QI3Wq8
rjABm/OfINdik3UoltcKO3ROEGNEWAP581pBHvVGDGCjL fjt60FDDy rttUHVhIATM
1ESHIhqG5VUbSbLI1sP3PQANNgqbILMw6DyvfLm2sc9vyQXDyZfYBeOCAWEAAEOC
Az8wggM7MAWGA1UdEWEB/wQCMAAWHQYDVRO1BBYwWFAYIKwYBBQUHAWEGCCSGAQUF
BwMCMA4GA1UdDwEB/wQEAWIFoDA5BgNVHR8EMj AwMC6gLKAqhihodHRw0i8vY3Js
LmdvZGFkZHkuY29tL2dkaWcyczEtNTgxNDQuY3JsMFOGATUdIARWMFQWSAYLYIZI
AYb9bQEHFWEWOTA3Bgg rBgEFBQCcCARY raHROcDovL2N1cnRpZmljYXRlcy5nb2Rh
ZGR5LmNvbS9yZXBvc210b3J5LzAIBgZngQwBAgEwdgYIKwYBBQUHAQEEajBoMCQG
CCsGAQUFBzABhhhodHRw01i8vb2NzcC5nb2RhZGR5LmNvbS8wQAY IKwYBBQUHMAKG
NGhOdHAGLY9j ZXJ0aWZpY2FOZXMuZ29kYWRkeS5jb20vcmVwb3NpdG9yeS9nZGln
Mi5j cnQwHwYDVROj BBgwFoAUQMK9J47MNIMwo j PX+2yz8LQsgM4wIwYDVRORBCAW
HoIOKi50ZWx1Z3JhbS5vcmeCDHR1bGVncmFtLm9yZzAdBgNVHQ4EFgQUar22wmR]
b9KW5yDPwx7nWNm1IX4wggF /Bgo rBgEEAdZ5AgQCBI IBbwSCAWSBaQB3ANdt FRDR
p/V3wsfpX9cAv/mCyTNaZeHQswFzF8DIxWL3AAABMI1ZF j gAAAQDAEgWRgIhALKC
/Sr+gAUPG8v]52N7ins1QqpwM+G7 f12CZEtOU7zAALIEAVIVZapV/8DSYwxgq9HHZ
Y71GmWcvxxDofnoZfiOR1C8AdQCUTkOH+uzB74HzGSQmqBh1AcfTXzgCAT9yZ31V
Ny4Z2AAAAZiZWRdVAAAEAWBGMEQCIC903zj8L4rIs3NOI1I6KFKZISXONNFWIfIp
E1VbmUGgAiB7zPt40y0A18/ZunpUiMOoXzt0tHo7PvSmrnrUCTUQ+QB3AMIXfldF
GaNF7n843rKQQevHwiFaIr9/1bWtdprZD1LNAAABmI1ZF/cAAAQDAEgWRgGIhAPPl
sYEwoh191PQ+aAWy1xbT9rBv1lalIzu7gYW1CxE3AAIEAOOKEM] cGFL+250a5]CGw
E+A25pWTcTVBQVKqROR4pfIwDQYJIKoZIhvcNAQELBQADggEBAAkxo0eSdutFSO++
35j1B7085L0jU8bLS2rEKBeQQEpV1BBa48m47XxUtmZwmgs0dzg27W6N3BHpOGIH
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LdC30y6V31QmssOnDAbIGG5hTQNWMUBGGh23yj 6k49pIwZGcGg FIQpdHKVYC2QT

M5qPI9NQ31ie®hThBqc5u93Pp962c51xrmLMok1+F7LjKDSDHOSHItiNadR4UQAXL

5wA4Zv+LSPb2YMS05KuONowTWdAcklIyBrhNITrmeAelsEd6HLO6WwImSHMUXNIY

MgkEyIjlwOhIxS152KKc401w39HeS0eMv]jQRsHC+2058444T6n1/riGt1T402A+d

kiuQ6p4=

————— END CERTIFICATE-----

1 s:C = US, ST = Arizona, L = Scottsdale, 0 = "GoDaddy.com, Inc.", OU = http://certs.godaddy.com/repository/, CN = Go Daddy Secure Certificate Authority - G2

i:C = US, ST = Arizona, L = Scottsdale, 0 = "GoDaddy.com, Inc.", CN = Go Daddy Root Certificate Authority - G2
a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
v:NotBefore: May 3 07:00:00 2011 GMT; NotAfter: May 3 07:00:00 2031 GMT

MIIEODCCA7igAwIBAgIBBzANBgkghkiGOwOBAQsFADCBgzELMAKGATUEBhMCVVMx
EDAOBgNVBAQTBOFyaXpvbmEXEZARBgNVBACTCINjb3ROC2RhbGUXGjAYBgNVBAOT
EUdVRGFkZHkuY29tLCBIbmMuMTEWLWYDVQQDEyhHbyBEYWRkeSBSb290IENTcnRp
Zm1jYXR1IEF1dGhvcml0eSAtIEcyMB4XDTEXMDUwMzA3MDAWMFoXDTMxMDUwMzA3
MDAwWMFowgbQxCzAJBgNVBAYTATVTMRAWDgYDVQQIEwdBcm16b25hMRMWEQYDVQQH
EwpTY290dHNKYWx IMRowGAYDVQQKEXFHbORhZGR5LmNvbSwgSW5j LjEtMCSGAIUE
CxMkaHROcDovL2NlcnRzLmdvZGFkZHkuY29tL331cG9zaXRvcnkvMTMwMQYDVQQD
EypHbyBEYWRkeSBTZWN1cmUgQ2VydGlmaWNhdGUgQXV0aG9yaXR5ICOgRzIwggEL
MABGCSqGSIb3DQEBAQUAA4IBDWAWggEKAOIBAQC54MsQ1K92vdSTYuswZLiBCGzD
BN1iF44v/z51z4/0YuY8UhzaFkVLVat4a20DYpDOD21smcgaFItMzEUz60jcnqOv
K/6AYZ15V8TPLVQ/MDxdR/yaF rzDN5ZBUY4RS1T4KL7QjL7wMDge87Am+GZHY23e
€SZHj zhHU9FGHbT j 3ADgRay9VHHZm8A29VNMDp5T19MR/gd71vCxJ1g07GyQ5HY
pDNO6 rPWI0+tIYqlxvTVOKaudAVkV4i1lRFXULS06PvidvekyCgKUZMQWO1DXSq7n
eTOVDCAHT+j fBDnCaQJsY1L6d8EbyHSHyLmTGFBUNUtpTrw700kuH9zBO1L7AgMB
AAGj ggEaMIIBF j APBgNVHRMBAfSEBTADAQH/MA4GA1UdDWEB/WQEAWIBBj AdBgNV
HQ4EFgQUQMK9J47MNIMwo j PX+2yz8LQsgMAwHWYDVRO j BBgwFoAUOpgFBXBNKLbv
9rOFQW4gwZTaD94wNAYIKwYBBQUHAQEEKDAMMCQGCCSGAQUFBzABhhhodHRwOi8v
b2NzcC5nb2RhZGR5LmNVbS8WNQYDVROfBC4wLDAqoCigJoYkaHROCDoVL2NybC5n
b2RhZGR5LmNvbS9nZHIvb3QtZzIuY3JsMEYGA1UdIAQ/MDOWOWYEVROGADAZMDEG
CCsGAQUFBwWIBFiVodHRwczovL2NlcnRzLmdvZGFkZHkuY29tL3J1cG9zaXRvenkv
MABGCSqGSIb3DQEBCWUAA4IBAQAI fmyTEMg4ulapkEv/oVIPB09sPpyIBs1Qj6Zz
91cxG7685C/b+LrTW+C05+Z5Yg4MotdqY3Mxt fWoSKQ7CC2iXZDXtHWLTXFWMMS2
RJI17LI31XubvDGGqv+QqG+6EnriDfcFDzkSnE3ANKR/0yBOtg2DZ2HKocyQetawi
DsoXiWJYRBuriSUBAA/NxBti21GOOwIRKpvOVHP8ds42pM3Z2Czqrpv1KrkQoull
GIo/ikGQI31bS/6kA1ibRrLDYGCD+H1QQc7CoZDDu+8CLIIVVO5EFdkKrqeKM+2x
LXY2JtwE65/3YR8V3Idv7kaWKK2hInOKCacuBKONVPi8BDAB

----- END CERTIFICATE-----

2 s:C = US, ST = Arizona, L = Scottsdale, 0 = "GoDaddy.com, Inc.", CN = Go Daddy Root Certificate Authority - G2
i:C = US, ST = Arizona, L = Scottsdale, 0 = "GoDaddy.com, Inc.", CN = Go Daddy Root Certificate Authority - G2
a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
v:NotBefore: Sep 1 00:00:00 2009 GMT; NotAfter: Dec 31 23:59:59 2037 GMT

MIIDxTCCAq2gAwIBAgIBADANBgkghkiG9wOBAQsFADCBgzELMAKGAIUEBhMCVVMx
EDAOBgGNVBAGTBOFyaXpvbmEXEzARBgNVBACTCIN] b3ROC2RhbGUXGjAYBgNVBACT
EUdVRGFkZHkuY29tLCBIbmMuMTEWLWYDVQQDEyhHbyBEYWRkeSBSb290TENTcnRp
Zm1jYXRUIEF1dGhvcml0eSAtIEcyMB4XDTASMDkwMTAWMDAWMFOXDTM3MTIzMTIzZ
NTk10VowgYMxCzAJBgNVBAYTATVTMRAWDgYDVQQIEwdBcm16b25hMRMWEQYDVQQH
EwpTY290dHNKYWx IMRowGAYDVQQKEXFHbORhZGR5LmNvbSwgSW5j L j ExMC8GAIUE
AxMoR28gRGFkZHkgUm9vdCBDZXJ0aWZpY2F0ZSBBAXRob3JpdHkgLSBHMj CCASTw
DQYJKoZIhvcNAQEBBQADgYEPADCCAQoCggEBALIXYgjx+1k09xvIGKP3gELY6SKD
E6bFIEMB04Tx50VInyfq90QbTqC023CYxzIBsQU+BO7u9PpPL1kwIuerGVZr4oAH
/PMWAYASUXv 1+TW2dE6pj YIT5LY/qQOD+qK+ihVqf94Lw7YZFAXK6S00BIQ7Rnwy
DfMAZiLIjWLtNowRGLfTshxgtDj6A0z0091GB94KPutdfMh8+7ArU6SSYmLRIQVh
GkSBjCypQ5Yj36w6gZo0KcUcgeldHraenjAKOc7xiID7S13MMuy FYKMINAJWIWGR
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HTTP Response Evidence

IPv4 HTTP (port 80)

HTTP Status 200

Connected IP 149.154.167.99
Connect Time 343.47 ms
TTFB 868.85 ms
Total Time 868.94 ms

Response Headers:

"HTTP/1.1 362 Found",

"Server: nginx/1.30.1",

"Date: Fri, 03 Jul 2026 19:25:28 GMT",
"Content-Type: text/html; charset=UTF-8",
"Content-Length: 0",

"Connection: keep-alive",

"Pragma: no-cache",

"Cache-control: no-store",

"Location: https://telegram.org/",
"HTTP/2 200",

"server: nginx/1.30.1",

"date: Fri, 03 Jul 2026 19:25:29 GMT",
"content-type: text/html; charset=utf-8",
"content-length: 19955",

"set-cookie: stel ssid=434d52de65a287380a_10716092506690955494; expires=Sat, 04 Jul 2026 06:32:09 GMT; path=/; samesite=None; secure; HttpOnly",
pragma: no-cache",

"cache-control: no-store",
"x-frame-options: SAMEORIGIN",

"19": "strict-transport-security: max-age=31536000; includeSubDomains; preload"

IPv6 HTTP (port 80)

HTTP Status 200

Connected IP 2001:67c:4e8:004::9
Connect Time 338.94 ms

TTFB 852.91 ms

Total Time 853.01 ms

Response Headers:

"HTTP/1.1 302 Found",

"Server: nginx/1.30.1",

"Date: Fri, 03 Jul 2026 19:25:27 GMT",
"Content-Type: text/html; charset=UTF-8",
"Content-Length: 0",

"Connection: keep-alive",

"Pragma: no-cache",

"Cache-control: no-store",

"Location: https://telegram.org/",

¢ "HTTP/2 200",

"11": “"server: nginx/1.30.1",

"12": "date: Fri, 03 Jul 2026 19:25:27 GMT",
content-type: text/html; charset=utf-8",
"14": "content-length: 19956",

"15": "set-cookie: stel ssid=9fb0b957de2650a859 15435264624245632097; expires=Sat, 04 Jul 2026 06:32:07 GMT; path=/; samesite=None; secure; HttpOnly",
"pragma: no-cache",

"17": "cache-control: no-store",

"18": "x-frame-options: SAMEORIGIN",

"19": “"strict-transport-security: max-age=31536000; includeSubDomains; preload"

IPv4 HTTPS (port 443)

HTTP Status 200
Connected IP 149.154.167.99
Connect Time 167.28 ms
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TTFB 518.07 ms

Total Time 518.11 ms

Response Headers:

[
"HTTP/2 200",
"server: nginx/1.30.1",
"date: Fri, 03 Jul 2026 19:25:29 GMT",
"content-type: text/html; charset=utf-8",
"content-length: 19956",
"set-cookie: stel ssid=eb4220b18c806bce24 11451793043939284648; expires=Sat, 04 Jul 2026 06:32:09 GMT; path=/;
"pragma: no-cache",
"cache-control: no-store",
"x-frame-options: SAMEORIGIN",
"strict-transport-security: max-age=31536000; includeSubDomains; preload"

IPv6 HTTPS (port 443)

HTTP Status 200

Connected IP 2001:67c:4e8:004::9
Connect Time 168.67 ms

TTFB 523.86 ms

Total Time 523.92 ms

Response Headers:

"HTTP/2 200",

"server: nginx/1.30.1",

"date: Fri, ©3 Jul 2026 19:25:28 GMT",

"content-type: text/html; charset=utf-8",

"content-length: 19956",

"set-cookie: stel ssid=8el31dd12feba75214 16157116597338935343; expires=Sat, 04 Jul 2026 06:32:08 GMT; path=/;
"pragma: no-cache",

"cache-control: no-store",

"x-frame-options: SAMEORIGIN",

"strict-transport-security: max-age=31536000; includeSubDomains; preload"

Connectivity Test Evidence

Test

TCP Connect IPv4 - port 80
TCP Connect IPv6 - port 80
TCP Connect IPv4 - port 443

TCP Connect IPv6 - port 443

National IPv6 Readiness Monitor — https://ipv6.my6.my

samesite=None; secure; HttpOnly",

samesite=None; secure; HttpOnly",

Result
302 0.167203 0.336796
302 0.168408 0.342055
200 0.171404 0.693435

200 0.168359 0.676902
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Test Node Network Evidence

Node Profile dual stack

Egress Connectivity
IPv4 Egress 76.13.221.142

IPv6 Egress 2202:4780:5e:2789::1

Sysctl IPv6 Flags

net.ipv6.conf.all.disable_ipvé 0

IPv6 Routes

2a02:4780:5e::/48 dev eth0® proto kernel metric 256 pref medium
feB80::/64 dev eth® proto kernel metric 256 pref medium
default via 2a02:4780:5e::1 dev ethO proto static metric 1024 pref medium

IPv4 Routes

default via 76.13.221.254 dev eth® proto static

10.6.101.0/24 dev wgd scope link

10.6.102.0/24 dev wg0 scope link

76.13.221.0/24 dev eth® proto kernel scope link src 76.13.221.142
172.29.0.0/24 dev wg0 scope link

National IPv6 Readiness Monitor — https://ipv6.my6.my Page 14 of 14



