IPv6 Readiness Report Generated: 04 Jul 2026, 22:57 MYT
mastodon.social — Social Media Last Checked: 04 Jul 2026, 03:25 MYT

IPv6 Readiness Report

mastodon.social — mastodon.social

Scan to verify

Category: Social Media ¢ Generated: 04 Jul 2026, 22:57 MYT < Last Checked: 04 Jul 2026, 03:25 MYT « Verification ID: 3b36df92-8933-4f7d-8416-dbe8c16a7650
Report generated from National IPv6 Readiness Monitor — https://ipv6.my6.my
Audit trail: https://ipv6.my6.my/audit/3b36df92-8933-4f7d-8416-dbe8c16a7650

: IPV6-ONLY READINESS

8 2 % Website: v Ready

Partially Compliant

Partial Support DNS: v Ready
MGV6C-1.0 ,
Email: X Not Ready

IPV6 ADDRESSES IPV4 ADDRESSES

2a04:4e42::311 151.101.129.55

2a04:4e42:200: :311 151.101.193.55

2a04:4e42:400: :311 151.101.1.55

2a04:4e42:600::311 151.101.65.55

Network Information (WHOIS / RDAP)

IPv6 Network IPv4 Network
Organization FASTLY Fastly, Inc.
Country us us
ASN AS54113 AS54113
ASN Name FASTLY - Fastly, Inc., US FASTLY - Fastly, Inc., US
Network (CIDR) 2a04:4e40::/29 151.101.0.0/16
Web Services (35%) 8/8
# CHECK RESULT DETAIL
1 AAAA Record PASS 2a04:4e42::311, 2a04:4e42:200::311, 2a04:4e42:400::311, 2a04:4e42:600::311
2 Globally Routable IPv6 PASS All addresses are globally routable.
3 HTTP over IPv6 PASS HTTP (port 80) responds over IPv6 — 322ms TTFB.
4 HTTPS over IPv6 PASS HTTPS (port 443) responds over IPv6 — 8ms TTFB.
5 IPv6-Only Reachability PASS Site is fully reachable via IPv6-only.
6 TLS Certificate Valid (IPv6) PASS Certificate valid — issued by C = US, O = Let's Encrypt, CN = R12, expires Aug 16 15:59:16 2026 GMT
7 Dual-Stack (IPv4 + IPv6) PASS Domain has both A and AAAA records.
8 HTTP/3 (QUIC) PASS Alt-Svc: h3 header detected.
DNS & DNSSEC (25%) 3/5
# CHECK RESULT DETAIL
1 NS Has AAAA Record PASS Nameserver has IPv6 address.
2 NS Reachable via IPv6 PASS Nameserver is reachable via IPv6 on port 53.
3 NS Answers Queries via IPv6 PASS DNS queries answered over IPv6.
4 DNSSEC Validated FAIL DNSSEC validation failed or zone is unsigned.
5 Reverse DNS (PTR) FAIL No PTR record found.
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# CHECK
6 DS Record at Parent
7 RRSIG Valid

8 Signing Algorithm

Email Services (25%)

# CHECK

1 MX Record Exists

2 MX Server Has IPv6

3 SMTP Reachable via IPv6
4 STARTTLS over IPv6

5 SPF Record

6 DKIM Selector

7 DMARC Record

IPv4 Baseline (15%)
# CHECK

1 A Record

2 HTTP over IPv4

3 HTTPS over IPv4

National IPv6 Readiness Monitor — https://ipv6.my6.my

RESULT

FAIL

FAIL

INFO

RESULT

PASS

PASS

FAIL

FAIL

PASS

INFO

PASS

RESULT

PASS

PASS

PASS

DETAIL
No DS record at parent.
No valid RRSIG found.

No DNSKEY record found.

DETAIL

MX record found.

MX server has AAAA record.

SMTP is not reachable over IPv6.

STARTTLS not available over IPv6.

SPF record found.

DKIM selector found: google._domainkey

DMARC record found.

DETAIL
151.101.129.55, 151.101.193.55, 151.101.1.55, 151.101.65.55
HTTP (port 80) responds over IPv4 — 14ms TTFB.

HTTPS (port 443) responds over IPv4 — 9ms TTFB.
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IPv6 Readiness Report Generated: 04 Jul 2026, 22:57 MYT

mastodon.social — Social Media Last Checked: 04 Jul 2026, 03:25 MYT

Audit Trail & Evidence Record

Verification ID 3b36df92-8933-4f7d-8416-dbe8c16a7650

Domain mastodon.social

Check Mode Scheduled

Status Completed

Started 04 Jul 2026, 03:24:41 MYT

Finished 04 Jul 2026, 03:25:11 MYT

Test Node Profile dual stack

Engine Version 2.0.0

MGv6C Version 1.0.0

Audit URL https://ipv6.my6.my/audit/3b36df92-8933-4f7d-8416-dbe8c16a7650

Integrity Verification

v INTEGRITY VERIFIED

Algorithm hmac-sha256-v1

Root Hash 51bafe559f75934a5890b003fc417d8501324a1907e6f9bfel3ad5f24156d4a7
http_headers f7d042351bac5e133060f6de6d091148230473ebe886bcd4b7b9eca3325511b3
dns_responses 3077ad9f93cdd6a8cha95be02c8fb99ele5bb72ab0fobe529f91edeb7e6a0199
tls_handshake 0468359cc87bdala57fd7d825280593c0f7d363d017b69c68e9188fd608c62e7
connectivity_log c70fe874f24aaf7385bT090bb792d344b6c80chbf3dcld615a491ac8563eb0a28
dns_resolution_times d2d236685275706cdaac95127275f66d9887231353ch8165a66efd8e542e6c66

Test Node Identity

Os Linux srv1440888 6.8.0-124-generic #124-Ubuntu SMP PREEMPT DYNAMIC Tue May 26 13:00:45 UTC 2026 x86 64
Hostname srv1440888

Php Version 8.3.32

Server lpv4 76.13.221.142

Server Ipv6 2202:4780:5e:2789::1

DNS Resolution Performance

Comparison of A (IPv4) vs AAAA (IPv6) query times across resolvers and transports. Shows median (p50) and 95th percentile (p95) of 3 samples per tuple.

Resolver Transport A p50 (ms) A p95 (ms) AAAA p50 (ms) AAAA p95 (ms) Delta (ms)
System Default 25.92 26.81 18.24 26.93 -7.7
Google IPv4 36.42 41.97 29.4 39.01 -7
Google IPV6 43 321.92 41.28 271.6 -1.7
Cloudflare IPv4 29.6 30.55 14.87 17.11 -14.7
Cloudflare IPv6 25.07 33.22 33.5 42.8 +8.4
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DNS Evidence

A

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 63600
;3 flags: qr rd ra; QUERY: 1, ANSWER: 4, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 ANSWER SECTION:
mastodon.social.[J600INJA]151.101.65.55
mastodon.social.[]600INJAJ151.101.129.55
mastodon.social.[J6000INJA151.101.193.55
mastodon.social.[J606JINJAJ151.101.1.55

DS

;3 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 64637
;3 flags: qr rd ra; QUERY: 1, ANSWER: O, AUTHORITY: 1, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 AUTHORITY SECTION:

social.[0035730INJSOAJvONO.nic.social. hostmaster.donuts.email. 1783105849 7200 900 1209600 3600

MX

;3 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 53995
;3 flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 ANSWER SECTION:
mastodon.social.[]3600JINJMXJ1 smtp.google.com.

NS

;3 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 28143
;3 flags: qr rd ra; QUERY: 1, ANSWER: 4, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 ANSWER SECTION:
mastodon.social.[]3600IN[NS[ns1.exoscale.ch.
mastodon.social.[]36000INNS[ns1.exoscale.com.
mastodon.social.[]3600JIN[NS[Jns1.exoscale.io.
mastodon.social.[]36000INNS[ns1l.exoscale.net.

TXT

;3 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 7438
;3 flags: gr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 ANSWER SECTION:
mastodon.social.[]36000INJTXT["zoho-verification=zb49784848.zmverify.zoho.eu"
mastodon.social.[J36000INJTXT"v=spfl include: spf.google.com include:helpscoutemail.com ~all"

AAAA

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 28434
;5 flags: qr rd ra; QUERY: 1, ANSWER: 4, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

33 ANSWER SECTION:
mastodon.social.[J600JIN[JAAAA[]2a04:4e42:600::311
mastodon.social.[J600[JINJAAAA[J2a04:4e42: :311
mastodon.social.[]600INJAAAA[2a04:4e42:200: :311
mastodon.social.[J600[JIN[JAAAA[J2a04:4e42:400::311
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RRSIG

nsl.exoscale.ch. admin.dnsimple.com. 1579114453 86400 7200 604800 300

DNSKEY

;3 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 5211
;5 flags: gr rd ra; QUERY: 1, ANSWER: O, AUTHORITY: 1, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 AUTHORITY SECTION:

mastodon.social.[J2730INJSOAns1.exoscale.ch. admin.dnsimple.com. 1579114453 86400 7200 604800 300

DNSSEC_VALIDATION

; unsigned answer
mastodon.social.[]3573[JINJSOA[ns1.exoscale.ch. admin.dnsimple.com. 1579114453 86400 7200 604800 300
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TLS Handshake Evidence

IPV4 Connection
IP Used 151.101.129.55

IP Version 4

depth=2 C = US, 0 = Internet Security Research Group, CN = ISRG Root X1
verify return:1
depth=1 C = US, 0 = Let's Encrypt, CN = R12
verify return:1
depth=0 CN = mastodon.social
verify return:1
CONNECTED (00000010)
Certificate chain
0 s:CN = mastodon.social
i:C =US, 0 = Let's Encrypt, CN = R12
a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
v:NotBefore: May 18 15:59:17 2026 GMT; NotAfter: Aug 16 15:59:16 2026 GMT

MIIFIjCCBAqQAWIBAGISBWGIa+BhITYxXgYM/x1jEKAYFMAOGCSqGSIb3DQEBCWUA
MDMxCzAJBgNVBAYTATVTMRYwFAYDVQQKEw1MZXQncyBFbmNyeXBOMQwwCgYDVQQD
EwNSMTIwHhcNMj YWNTE4MTU10TE3WhcNMj YwODE2MTU10TE2Wj AaMRgwFgYDVQQD
Ew9tYXNOb2Rvbi5zb2NpYWwwggEiMAOGCSqGSIb3DQEBAQUAA4IBDWAWQQEKAOIB
AQDPw/ zwLx5+mvGKONn54cVKbNT1smuTInjPS5KTPGLWT1x0puPOeDFsbUg63UilX
MvCzPGpywUohuY1QWKCQowsTnqYC2BINZ4N841v rINYmY1W8GQzYWwRupMD30N9Z
quUUYKW9smJ jHMMBuh+Jxb+cTL82c1ztxER/ZdrxI3evdQ3QpMRrGEMk46HI2DhN
9Uc7YW26pASpPmsyK7xgixE4HvGexELk4VFmqB+DW3xMngx54tJ0iCYY8mXalRIr
CPPUgpCrs4Now82Ugee/bwn5IMEY8L1IWEICtAREUUENhKK8CuIMF8Br3t/RI10QB
KE16WaxWs44q78dtAmbgu+1FAgMBAAG] ggJHMITICQzAOBgNVHQ8BAT8EBAMCBaAW
EwYDVRO1BAwwCgYIKwYBBQUHAWEWDAYDVROTAQH/BAIWADAdBgNVHQ4EFgQUXP5k
7ye+7nDMycjJgn61gmiQDfQwHwYDVROjBBgwFoAUALUp8i20bzHomOyteD7630kM
0dIwMwYIKwYBBQUHAQEEJZATMCMGCCsGAQUFBzAChhdodHRwOi8vcjEyLmkubGVu
Y3Iub3JnLzBGBgNVHREEPZA9ghVmaWx1lcy5tYXNOb2Rvbi5zb2NpYWyCD21hc3Rv
ZG9uLnNvY21lhbIITd3d3Lmlhc3RvZGIuLnNvY21hbDATBgNVHSAEDDAKMAGGBmeB
DAECATAtBgNVHR8EJ jAKMCKgIKAehhxodHRw0i8vcjEyLmMubGVuY3Iub3InLzYu
Y3JsMIIBCwYKKwYBBAHWeQIEAgSB/ASB+QD3AHUAw] F+VOUZo0XufzjespBB68fC
IVoiv3/Vtal2mtkOUs©AAAGePAW11QAABAMARjBEALAWBsweI+9zFRwtoQMzInpQ
Rs/owQYLIPgeMOiFHZLwAwIgQSfYHXVEZE9GGXS90rWGKq3z6j33vaX/pTfxfXU3
uhcAfgAai51rD/6/gbR50cbSMQqG1tECIPBG4hgsneNfXiY17wAAAZ48BbmdAAgA
AAUAFCks2QQDAEcWRQIgQF7kwz3jvxW4+cWzKWvbp9aow70lu0rkKGPHkgfjxEXoC
IQCLWU7IFgN9KcNgRp/pEALzgyveh/Z/QBYzg8x+YFbt8TANBgkqhkiGOwOBAQsF
AAOCAQEAZ8PWhM2ghNpXuXw8DBSv7uYXTKIyTTDQW6DUVO1MI8I jF49kaXht/1t5
hHds3KJ/LY/vP8+91Ahgbi/62aqkHTaGMFlywXK9zyxEArlg9veqg7yPyWccgPx41
209z9FAL/0ACUXtiHIGaw+ZkMZZqC+nvW93sxVPIePZIPDeRAgOhsBu551pI0z/C
kfveFhv7ecylLBUbEXKnJSFWhakEeQJI9m/BsdckvYzmDArpW4aGOrYedtEQ2YWT6
bd7IsKI3ZXHbLbvyu/LOZLn3bgKKXxFOTKZTWI5U3WyQZHIO0g1 rwDuurjbwLN1q
U7DOLCwbcDdV9k30zAlugIMASDicXQ==

i:C = US, 0 = Internet Security Research Group, CN = ISRG Root X1
a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
v:NotBefore: Mar 13 00:00:00 2024 GMT; NotAfter: Mar 12 23:59:59 2027 GMT

MIIFBjCCAu6gAwIBAgIRAMISMktwgbSRcdxA9+KFJjwwDQYJIKoZIhvcNAQELBQAW
TzELMAKGA1UEBhMCVVMXKTANBgNVBAOTIELudGVybmVOIFN1Y3VyaXR5IFJ1c2Vh
cmNoIEdyb3VwMRUWEWYDVQQDEwxJU1JHIFJIvb3QgWDEwHhCcNMjQwMzEzMDAWMDAW
WhcNMj cwMzEyMjM10TUSWjAzMQswCQYDVQQGEwIVUZEWMBQGALUEChMNTGVOI3Mg
RW5j cnlwdDEMMA0GA1UEAXMDUj EyMIIBI j ANBgkqhkiGOwOBAQEFAAOCAQSAMIIB
CgKCAQEA2pgodK2+1P474B715Ut1qywSf+2nAzJ+Npfs6DGPpRONC5kuHs@BUT1M
5ShuCVUxqqUiXXLOLQfCTUA83wE]juXg39Rp1Mj TmhnGdBO+ECFU9AhqZ66YBAIpz
kG2Pogeg0JfT2kVhgTUIFPNEWF9q3AuWGrCf4yrqvSriwmMebcas7dA8827Jgv1ipL
Thjp2ypzXI1lhZZ7+7Tymy05v5]75AEaz/x INKm0zjmbGGIVwx1Blbzt05UiDDwhY
XS0jnV6j/ujbAKHSIOMZT fLuevYnnuXNnC2i8n+cF63vEZc50bTILEHWhsDp7CH4
WRt/uTp8nlwBnWIEwii9Cq08yhDsGwIDAQABo4H4MIH1IMA4GA1UdDwEB/wQEAWIB
hj AdBgNVHSUEF j AUBgg rBgEFBQCDAGY IKwYBBQUHAWEWEGYDVROTAQH,/ BAQWBGEB
/WIBADAdBgNVHQ4EFgQUALUp81i20bzHom@yteD7630kMOdIwHWYDVRO j BBgwFoAU
ebRZ5nu25eQBc4AIiMgaWPbpm24wMgYIKwYBBQUHAQEEJ jAKMCIGCCSGAQUFBZAC
hhZodHRw0i8veDEuaS5sZW5jci5vemcvMBMGA1UdIAQMMAowCAYGZ4EMAQIBMCcG
AlUdHwQgMB4wHKAaoBiGFmhOdHA6LY94MS5]j Lmx bmNyLm9yZy8wDQYIKoZIhvcN
AQELBQADggIBAI910ANPanZIZTKS3rVEYIV29BWE jAK/duuz8el5boSoVpHhkkv3
4e0AeEiPdZLj5EZ7G2ArIK+gzhT1IRQ1q4FKGpPPaFBSpqV/xbUb5UTAXQONkHN3m
FVj+qYv87/WeY+Bm4sN30x8BhyaU7UAQ3LeZ7N1X01xxQed4wIAAE3IVLUCIHMZL+
qoCUtgYIFPgcg350QMUIWgXPXNGENCcT921ne7nlulf2V8pLUmC1gX0sCwULw+PVO
ZCB7q0MxxMBoCUelL2L140Mp0Sr5pJCpLN3tRA2s6P1KLS9TSrVhOk+7LX28NMULT
usQ/nxLIIDORhAeFtPjy0C0scQBA53+NRjSCak7P4A5jX7ppmkcIECL+S0i3kXVU
y5Me5Bbru8973jZNv/ax6+ZK6TM8 jWmimL60of60rX7ZU6E2WqazzsFrLG302kySb
2z1hSgJ81C14tv3SbYiYXnJExKQvzf83DYotox3fOfwv7x1n1A2ZLp1CbO0+1/AKO
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YEODS2FPxSAHi0iwMfW2nNHIrXcY3LLHD77gRgje4Eveubi2xxa+Nmk/hmhLdIET
i1VDFanoCrMVIpQ59XWHkzdFmoHXHBV701ibVjGS07ULSQ7MI1Nz51phuDISgAIU7A
0zrLnOrAj/dfrlEWRhCvAgbuwlLZX1A2sjNjXoPOHbsPiy+101KF8/XY7

Server certificate

subject=CN = mastodon.social

issuer=C = US, 0 = Let's Encrypt, CN = R12
No client certificate CA names sent

Peer signing digest: SHA256

Peer signature type: RSA-PSS

Server Temp Key: X25519, 253 bits

SSL handshake has read 3157 bytes and written 381 bytes
Verification: OK

New, TLSv1.3, Cipher is TLS_AES 128 GCM_SHA256

Server public key is 2048 bit

Secure Renegotiation IS NOT supported

Compression: NONE

Expansion: NONE

No ALPN negotiated

Early data was not sent

Verify return code: 0 (ok)

DONE

IPV6 Connection
IP Used 2a04:4e42::311

IP Version 6

depth=2 C = US, 0 = Internet Security Research Group, CN = ISRG Root X1

verify return:1
depth=1 C = US, 0 = Let's Encrypt, CN = R12
verify return:1
depth=0 CN = mastodon.social
verify return:1
CONNECTED (00000010)
Certificate chain
0 s:CN = mastodon.social
i:C=US, 0 = Let's Encrypt, CN = R12
a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256

v:NotBefore: May 18 15:59:17 2026 GMT; NotAfter: Aug 16 15:59:16 2026 GMT

MIIFIjCCBAqgAWIBAgISBWGIa+BhITYxgYM/x1jEKAYFMAOGCSqGSIb3DQEBCWUA
MDMxCzAJBgNVBAYTALVTMRYwFAYDVQQKEwIMZXQncyBFbmNyeXBOMQwwCgYDVQQD
EwNSMTIwHhcNM] YWNTE4MTU10TE3WhcNMj YwODE2MTU10TE2Wj AaMRgwFgYDVQQD
Ew9tYXNOb2Rvbi5zb2NpYWwwggEiMAOGCSqGSIb3DQEBAQUAA4IBDWAWggEKAOIB
AQDPw/ zwLx5+mvGKON54cVKbNT1smuTInjPS5KTPGLWT1x0puPOeDFsbUg63UilX
MvCzPGpywUohuY1QWKCQowsTngqYC2BINZ4N841vr1NYmY1W8GQzYWwRupMD30N9Z
quUUUYKW9smJ jHMMBuh+Jxb+cTL82c1ztxER/ZdrxI3evdQ3QpMRrGEMk46HI2DhN
9Uc7YW26pASpPmsyK7xgixE4HvGexELk4VFmgB+DW3xMngx54tJ0iCYY8mXalRIr
CPPUgpCrS4New82Ugee/bwn5IMEY8L1WELICtAREUUENhKK8CuJMF8Br3t/RI110QB

KE16WaxWs44q78dtAmbgu+1FAgMBAAG] ggJHMIICQzAOBGNVHQ8BAFEEBAMCBaAW

EwYDVRO1BAwwCgYIKwYBBQUHAWEWDAYDVROTAQH/BAIWADAdBgNVHQ4EFgQUXP5k
7ye+7nDMycjJIgn61lgmiQDfQwHwYDVROjBBgwFoAUALUp8i20bzHomOyteD7630kM
0dIwMwYIKwYBBQUHAQEEJZATMCMGCCsGAQUFBzAChhdodHRwOi8vcjEyLmkubGVu

Y3Iub3JnLzBGBgNVHREEPZA9ghVmaWx1lcy5tYXNOb2Rvbi5zb2NpYWyCD21hc3Rv
ZG9uLnNvY21hbIITd3d3Lm1hc3RvZGOuLnNvY21hbDATBgNVHSAEDDAKMAGGBmeB

DAECATAtBgNVHR8EJ j AkMCKgIKAehhxodHRw0i8vcjEyLmMubGVuY3Iub3JnLzYu
Y3JsMIIBCwYKKwYBBAHWeQIEAgSB/ASB+QD3AHUAW] F+VOUZo0OXufzjespBB68fC

IVoiv3/Vtal2mtkOUs©OAAAGePAW11QAABAMAR]BEALIAWBsweI+9zFRwtoQMzInpQ

Rs/owQYLIPgeMOiFHZLw4wIgQSfYHXVEZE9GGXSs90rWGKq3z6j33vaX/pTfxfXU3

uhcAfgAai51rD/6/gbR50cbSMQqG1tEC1PBG4hgsneNfXiY17wAAAZ48BbmdAAgA

AAUAFCks2QQDAEcWRQIgQF7kwz3jvxWa+cWzKWvbp9aow701u0rkKGPHkqf jxEXoC

IQCLWU7IFgN9KcNgRp/pEALzgyveh/Z/QBYzg8x+YFbt8TANBgkqhkiGOwOBAQsF

AAOCAQEAZ8PWhM2ghNpXuXw8DBSv7uYXTKIyTTDQW6DUVOIMIBIjF49k4Xht/1t5

hHds3KJ/LY/vP8+91Ahgbi/62aqkHTaGMFlywXK9zyxEArlg9veg7yPyWccgPx41

209z9FAL/0ACUXtiHIGaw+ZkMZZqC+nvW93sxVPIePZIPDeRAgOhsBu551pI0z/C

kfveFhv7ecyLBUbEXKnJSFWhakEeQJI9m/BsdckvYzmDArpW4aGOrYedtEQ2YWT6

bd7IsKI3ZXHbLbvyu/LOZLn3bgKKXxFITKZTWI5U3WyQZHIO0g1rwbuurjbwLN1q
U7DOLCwbcDdV9k30zAlugIMASDicXQ==

1s:C=0US, 0= Let's Encrypt, CN = R12

i:C = US, 0 = Internet Security Research Group, CN = ISRG Root X1
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a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
v:NotBefore: Mar 13 00:00:00 2024 GMT; NotAfter: Mar 12 23:59:59 2027 GMT

MIIFBjCCAu6gAwIBAgIRAMISMktwgbSRcdxA9+KFJjwwDQYJIKoZIhvcNAQELBQAW
TzELMAKGA1UEBhMCVVMXKTANBgNVBAOTIEludGVybmVOIFN1Y3VyaXR5IFJ1c2Vh
cmNoIEdyb3VwMRUWEWYDVQQDEwxJU1JHIFIvb3QgWDEwHhcNMjQwMzEzMDAWMDAW
WhcNMj cwMzEyMjM10TUSWjAzMQswCQYDVQQGEwIVUzEWMBQGA1UEChMNTGVOI3Mg
RW53j cnlwdDEMMA0GA1UEAXMDUj EyMIIBI jANBgkqhkiGOwOBAQEFAAOCAQBAMIIB
CgKCAQEA2pgodK2+1P474B7i5Ut1qywSf+2nAz]+Npfs6DGPPRONC5kuHsOBUTIM
55huCVUxqqUiXXLOLQTCTUAB3WE juXg39Rp1Mj TmhnGdBO+ECFU9AhqZ66YBAIpz
kG2Pogeg0J fT2kVhgTU9FPNEWF9q3AuWGrCf4yrqvSriwmMebcas7dA8827JgvipL
Thjp2ypzXI1lhZZ7+7Tymy05v5]75AEaz/x INKm0zjmbGGIVwx1Blbzt05UiDDwhY
XS0jnV6j/ujbAKHSIOMZTfLuevYnnuXNnC2i8n+cF63vEZc50bTILEHWhsDp7CH4
WRt/uTp8nlwBnWIEwii9Cq08yhDsGwIDAQABo4HAMIHIMA4GA1UdDWEB/WQEAWIB
hjAdBgNVHSUEF j AUBgg rBgEFBQCDAGY IKwYBBQUHAWEWEGYDVROTAQH/BAgWBQEB
/WIBADAJBGNVHQ4EFgQUALUP8i20bzHomOyteD7630kMOd IwHWYDVROjBBgwFoAU
ebRZ5nu25eQBc4AIiMgaWPbpm24wMgYIKwYBBQUHAQEEJ jAKMCIGCCSGAQUFBzAC
hhZodHRw0i8veDEuaS5sZW5j ci5vemcvMBMGATUdIAQMMAOWCAYGZ4EMAQIBMCCG
AlUdHwQgMB4wHKAaoBiGFmhOdHA6LY94MS5jLmx LbmNyLm9yZy8wDQYJIKoZIhvcN
AQELBQADggIBAI910AnPanZIZTKS3rVEyIV29BWEjAK/duuz8elL5boSoVpHhkkv3
4e0AeEiPdZLj5EZ7G2ArIK+gzhTIRQ1q4FKGpPPaFBSpqV/xbUb5UTAXQONkHN3m
FVj+qYv87/WeY+Bm4sN30x8BhyaU7UAQ3LeZ7N1X01xxQed4wIAAE3IVLUCiHMZL+
qoCUtgYIFPgcg350QMUIWgXPXNGENCcT921ne7nlul02V8pLUmClgX0sCwULw+PVO
ZCB7q0MxxMBoCUeL2L140Mp0Sr5pJCpLN3tRA2s6P1KLS9TS rVhOk+7LX28NMULI
usQ/nxLIIDORhAeFtPjy0C0scQBA53+NRjSCak7P4A5jX7ppmkcIECL+5013kXVU
y5Me5Bbru8973jZNv/ax6+ZK6TM8jWmimL60f60rX7ZU6E2WqazzsFrLG302kySb
z1hSgJ81C14tv3SbYiYXnJExKQvzf83DYotox3fOfwv7x1n1A2ZLplCbO0+1/AKO
YEODS2FPXSAHi0iwMfW2nNHI rXcY3LLHD77gRgje4Eveubi2xxa+Nmk/hmhLdIET
iVDFanoCrMVIpQ59XWHkzdFmoHXHBV701ibVjGS07ULSQ7MI1Nz51phuDISgAIU7A
0zrLnOrAj/dfrlEWRhCvAgbuwlLZX1A2sjNjXoPOHbsPiy+101KF8/XY7

Server certificate

subject=CN = mastodon.social

issuer=C = US, 0 = Let's Encrypt, CN = R12

No client certificate CA names sent

Peer signing digest: SHA256

Peer signature type: RSA-PSS

Server Temp Key: X25519, 253 bits

SSL handshake has read 3157 bytes and written 381 bytes
Verification: OK

New, TLSv1.3, Cipher is TLS_AES 128 GCM_SHA256
Server public key is 2048 bit

Secure Renegotiation IS NOT supported
Compression: NONE

Expansion: NONE

No ALPN negotiated

Early data was not sent

Verify return code: 0 (ok)

DONE
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HTTP Response Evidence

IPv4 HTTP (port 80)

HTTP Status 200

Connected IP 151.101.129.55
Connect Time 4.94 ms

TTFB 14.38 ms

Total Time 14.44 ms

Response Headers:

"HTTP/1.1 301 Moved Permanently",
"Connection: close",
"Content-Length: 0",
"Server: Varnish",
"Retry-After: 0",
"Location: https://mastodon.social/",
"Accept-Ranges: bytes",
"Date: Fri, 03 Jul 2026 19:25:11 GMT",
"Via: 1.1 varnish",
"X-Served-By: cache-kul9829-KUL",
"X-Cache: HIT",
X-Cache-Hits: 0",
"X-Timer: S1783106712.698119,VS0,VE0",
"Strict-Transport-Security: max-age=31557600",
"alt-svc: h3=\":443\";ma=86400,h3-29=\":443\";ma=86400,h3-27=\":443\";ma=86400",
HTTP/2 200",
"x-frame-options: DENY",
"cache-control: max-age=15, public, stale-while-revalidate=30, stale-if-error=86400",
"server: Mastodon",
"referrer-policy: strict-origin-when-cross-origin",
"x-request-id: f02d29ad-62cc-4444-8e39-95d758f6c345",
"Xx-runtime: 0.080669",

"23": "content-security-policy: base-uri 'none'; default-src 'none'; frame-ancestors ‘'none'; font-src 'self' https://mastodon.social; img-src 'self' data: blob:
https://mastodon.social https://files.mastodon.social; media-src 'self' data: https://mastodon.social https://files.mastodon.social; manifest-src 'self
https://mastodon.social; form-action 'none'; child-src 'self' blob: https://mastodon.social; worker-src 'self' blob: https://mastodon.social; connect-src 'self’
data: blob: https://mastodon.social https://files.mastodon.social wss://streaming.mastodon.social; frame-src 'self' https:; style-src 'self' https://mastodon.social
‘nonce-IG6W5AV6k]jaRN3FFGRV3Wg=="; script-src 'self' https://mastodon.social 'wasm-unsafe-eval' 'sha256-Z5KW83D+6/pygIQS3h9XDpF52xW313BHc7JL9t]j3uMs="",

"24": "etag: W/\"aca067499cd7ab4d7b3f264476badl167\"",

"25": "content-type: text/html; charset=utf-8"

"26": "x-xss-protection: 0",

"27" x-content-type-options: nosniff",

"28": "via: 1.1 varnish, 1.1 varnish"

"29": "accept-ranges: bytes",

"30": "date: Fri, 03 Jul 2026 19:25:11 GMT",

"31": "age: 8",

"32": "x-served-by: cache-fra-etou8220168-FRA, cache-fra-etou8220077-FRA, cache-kul9820-KUL"
"33": "x-cache: MISS, HIT, HIT",

w35,

"x-cache-hits: 0, 1, 2",
"x-timer: S1783106712.707625,VS0,VEQ",

"36": "vary: Accept, Accept-Language, Cookie, Accept-Encoding"
"37": "strict-transport-security: max-age=31557600"

"38": "alt-svc: h3=\":443\";ma=86400,h3-29=\":443\";ma=86400,h3-27=\":443\";ma=86400"
"39": "content-length: 43836"

IPv6 HTTP (port 80)

HTTP Status 200

Connected IP 2a04:4e42::311
Connect Time 5.63 ms

TTFB 178.51 ms
Total Time 178.63 ms

Response Headers:

"HTTP/1.1 301 Moved Permanently",
"Connection: close",
"Content-Length: 0",

"Server: Varnish",
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"Retry-After: 0",

"Location: https://mastodon.social/",
"Accept-Ranges: bytes",

"Date: Fri, 03 Jul 2026 19:25:11 GMT",
"Via: 1.1 varnish",

"X-Served-By: cache-kul9822-KUL"

"X-Cache: HIT",

"X-Cache-Hits: 0",

"X-Timer: S1783106712.508818,VS0,VEQ",
"Strict-Transport-Security: max-age=31557600",
"alt-svc: h3=\":443\";ma=86400,h3-29=\":443\";ma=86400,h3-27=\":443\";ma=86400",
"HTTP/2 200",

x-frame-options: DENY",

"cache-control: max-age=15, public, stale-while-revalidate=30, stale-if-error=86400",
"server: Mastodon",

"referrer-policy: strict-origin-when-cross-origin",

x-request-id: f02d29ad-62cc-4444-8e39-95d758f6c345",
"X-runtime: 0.080669",

"23": "content-security-policy: base-uri 'none'; default-src 'none'; frame-ancestors 'none'; font-src 'self' https://mastodon.social; img-src 'self' data: blob:

https://mastodon.social https://files.mastodon.social; media-src 'self' data: https://mastodon.social https://files.mastodon.social; manifest-src 'self
https://mastodon.social; form-action 'none'; child-src 'self' blob: https://mastodon.social; worker-src 'self' blob: https://mastodon.social; connect-src 'self’
data: blob: https://mastodon.social https://files.mastodon.social wss://streaming.mastodon.social; frame-src 'self' https:; style-src 'self' https://mastodon.social
'nonce-IG6W5AV6kjaRN3FFGRV3Wg=="; script-src 'self' https://mastodon.social 'wasm-unsafe-eval'

"24": "etag: W/\"aca067499cd7ab4d7b3f264476badl67\"",

"25": "content-type: text/html; charset=utf-8"

"26": "x-xss-protection: 0",

'sha256-Z5KW83D+6/pygIQS3h9XDpF52xW313BHc7IL9tj3uMs="",

"27": "x-content-type-options: nosniff",

"28": "via: 1.1 varnish, 1.1 varnish"

"29": "accept-ranges: bytes",

"30": "age: 8",

"31": "date: Fri, 03 Jul 2026 19:25:11 GMT",

"32" x-served-by: cache-fra-etou8220168-FRA, cache-fra-etou8220077-FRA, cache-kul9825-KUL"
"33": "x-cache: MISS, HIT, MISS"

"34": "x-cache-hits: 0, 1, 0",

"x-timer: S1783106712.521070,VS0,VE164",

"36": "vary: Accept, Accept-Language, Cookie, Accept-Encoding"

"37": "strict-transport-security: max-age=31557600"

"38": "alt-svc: h3=\":443\";ma=86400,h3-29=\":443\";ma=86400,h3-27=\":443\";ma=86400"
"39": "content-length: 43836"

IPv4 HTTPS (port 443)

HTTP Status 200

Connected IP 151.101.129.55
Connect Time 1.47 ms

TTFB 10.81 ms

Total Time 10.87 ms

Response Headers:

"HTTP/2 200",

"x-frame-options: DENY",

"cache-control: max-age=15, public, stale-while-revalidate=30, stale-if-error=86400",
"server: Mastodon",

"referrer-policy: strict-origin-when-cross-origin",

"x-request-id: f02d29ad-62cc-4444-8e39-95d758f6c345",

"x-runtime: 0.080669",

"content-security-policy: base-uri 'none'; default-src 'none'; frame-ancestors 'none'; font-src 'self' https://mastodon.social; img-src 'self' data: blob:
https://mastodon.social https://files.mastodon.social; media-src 'self' data: https://mastodon.social https://files.mastodon.social; manifest-src 'self
https://mastodon.social; form-action 'none'; child-src 'self' blob: https://mastodon.social; worker-src 'self' blob: https://mastodon.social; connect-src 'self’
data: blob: https://mastodon.social https://files.mastodon.social wss://streaming.mastodon.social; frame-src 'self' https:; style-src 'self' https://mastodon.social

'nonce-IG6W5AV6kjaRN3FFGRV3Wg=="'; script-src 'self' https://mastodon.social 'wasm-unsafe-eval' 'sha256-Z5KW83D+6/pygIQS3h9XDpF52xW313BHc7JL9tj3uMs="",
"etag: W/\"aca067499cd7ab4d7b3f264476badl67\"",
"content-type: text/html; charset=utf-8",
"x-xss-protection: 0",
"x-content-type-options: nosniff",
"via: 1.1 varnish, 1.1 varnish",
"accept-ranges: bytes",
"date: Fri, 03 Jul 2026 19:25:11 GMT",
"age: 8",
"x-served-by: cache-fra-etou8220168-FRA, cache-fra-etou8220077-FRA, cache-kul9827-KUuL",
"x-cache: MISS, HIT, HIT",
"x-cache-hits: 0, 1, 1",
"x-timer: S1783106712.719418,VS0,VE1l",
"vary: Accept, Accept-Language, Cookie, Accept-Encoding",
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"strict-transport-security: max-age=31557600",
"alt-svc: h3=\":443\";ma=86400,h3-29=\":443\";ma=86400,h3-27=\":443\";ma=86400",
"content-length: 43836"

IPv6 HTTPS (port 443)

HTTP Status 200

Connected IP 2a04:4e42::311
Connect Time 0.76 ms

TTFB 8.41 ms

Total Time 8.45 ms

Response Headers:

"HTTP/2 200",

"x-frame-options: DENY",

"cache-control: max-age=15, public, stale-while-revalidate=30, stale-if-error=86400",

"server: Mastodon",

"referrer-policy: strict-origin-when-cross-origin",

"x-request-id: f02d29ad-62cc-4444-8e39-95d758f6c345",

"X-runtime: 0.080669",

"content-security-policy: base-uri 'none'; default-src 'none'; frame-ancestors 'none'; font-src 'self' https://mastodon.social; img-src 'self' data: blob:
https://mastodon.social https://files.mastodon.social; media-src 'self' data: https://mastodon.social https://files.mastodon.social; manifest-src 'self
https://mastodon.social; form-action 'none'; child-src 'self' blob: https://mastodon.social; worker-src 'self' blob: https://mastodon.social; connect-src 'self’
data: blob: https://mastodon.social https://files.mastodon.social wss://streaming.mastodon.social; frame-src 'self' https:; style-src 'self' https://mastodon.social
‘nonce-IG6W5AV6k]jaRN3FFGRV3Wg=="; script-src 'self' https://mastodon.social 'wasm-unsafe-eval' 'sha256-Z5KW83D+6/pygIQS3h9XDpF52xW313BHc7JL9t]j3uMs="",

"etag: W/\"aca067499cd7ab4d7b3f264476badl67\"",

"content-type: text/html; charset=utf-8",

"X-xss-protection: 0",

"x-content-type-options: nosniff",

"via: 1.1 varnish, 1.1 varnish",

"accept-ranges: bytes",

"date: Fri, 03 Jul 2026 19:25:11 GMT",

"age: 8",

"x-served-by: cache-fra-etou8220168-FRA, cache-fra-etou8220077-FRA, cache-kul9820-KUL",
"x-cache: MISS, HIT, HIT",

"x-cache-hits: 0, 1, 1",

"x-timer: S$1783106712.693953,VS0,VELl",

"vary: Accept, Accept-Language, Cookie, Accept-Encoding",

"strict-transport-security: max-age=31557600",

"alt-svc: h3=\":443\";ma=86400,h3-29=\":443\";ma=86400,h3-27=\":443\";ma=86400",
"content-length: 43836"

Connectivity Test Evidence

Test Result
TCP Connect IPv4 - port 80 301 0.002518 0.004505
TCP Connect IPv6 - port 80 301 0.001645 0.005000
TCP Connect IPv4 - port 443 200 0.000814 0.032655
TCP Connect IPv6 - port 443 200 0.002495 0.043712
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Test Node Network Evidence

Node Profile dual stack

Egress Connectivity
IPv4 Egress 76.13.221.142

IPv6 Egress 2202:4780:5e:2789::1

Sysctl IPv6 Flags

net.ipv6.conf.all.disable_ipvé 0

IPv6 Routes

2a02:4780:5e::/48 dev eth0® proto kernel metric 256 pref medium
feB80::/64 dev eth® proto kernel metric 256 pref medium
default via 2a02:4780:5e::1 dev ethO proto static metric 1024 pref medium

IPv4 Routes

default via 76.13.221.254 dev eth® proto static

10.6.101.0/24 dev wgd scope link

10.6.102.0/24 dev wg0 scope link

76.13.221.0/24 dev eth® proto kernel scope link src 76.13.221.142
172.29.0.0/24 dev wg0 scope link
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