IPv6 Readiness Report

mastodon.social — Social Media

Generated: 03 Sep 2026, 02:38 MYT

Last Checked: 08 Aug 2026, 18:20 MYT

IPv6 Readiness Report

mastodon.social — mastodon.social

Scan to verify

Category: Social Media * Generated: 03 Sep 2026, 02:38 MYT ¢ Last Checked: 08 Aug 2026, 18:20 MYT < Verification ID: a5507175-1ca4-406a-8589-5bef2817f4ef

Report generated from National IPv6 Readiness Monitor — https://ipv6.my6.my
Audit trail: https://ipv6.my6.my/audit/a5507175-1ca4-406a-8589-5bef2817f4ef

v

Compliant

MGv6C-1.0

IPV6 ADDRESSES
2a04:4e42:200::311
2a04:4e42:400::311
2a04:4e42:600::311
2a04:4e42::311

Network Information (WHOIS / RDAP)

Organization
Country

ASN

ASN Name

Network (CIDR)

Web Services (35%)

# CHECK

1 AAAA Record

2 Globally Routable IPv6

3 HTTP over IPv6

4 HTTPS over IPv6

5 IPv6-Only Reachability

6 TLS Certificate Valid (IPv6)
7 Dual-Stack (IPv4 + IPv6)

8 HTTP/3 (QUIC)

DNS & DNSSEC (25%)

# CHECK

1 NS Has AAAA Record

2 NS Reachable via IPv6

3 NS Answers Queries via IPv6
4 DNSSEC Validated

5 Reverse DNS (PTR)

National IPv6 Readiness Monitor — https://ipv6.my6.my

IPV6-ONLY READINESS

90

Fully IPv6 Ready

Website: v Ready
DNS: v Ready

Email: X Not Ready

IPV4 ADDRESSES

151.101.193.55
151.101.1.55
151.101.65.55
151.101.129.55

IPv6 Network

FASTLY

us

AS54113

FASTLY - Fastly, Inc., US

2a04:4e42::/32

RESULT

PASS

PASS

PASS

PASS

PASS

PASS

PASS

PASS

RESULT

PASS

PASS

PASS

FAIL

FAIL

DETAIL

IPv4 Network

Fastly, Inc.

us

AS54113

FASTLY - Fastly, Inc., US

151.101.0.0/16

2a04:4e42:200::311, 2a04:4e42:400::311, 2a04:4e42:600::311, 2a04:4e42::311

All addresses are globally routable.

HTTP (port 80) responds over IPv6 — 414ms TTFB.

HTTPS (port 443) responds over IPv6 — 18ms TTFB.

Site is fully reachable via IPv6-only.

Certificate valid — issued by C = US, O = Let's Encrypt, CN = YR1, expires Oct 15 15:03:24 2026 GMT

Domain has both A and AAAA records.

Alt-Svc: h3 header detected.

DETAIL

Nameserver has IPv6 address.

Nameserver is reachable via IPv6 on port 53.

DNS queries answered over IPv6.

DNSSEC validation failed or zone is unsigned.

No PTR record found.
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# CHECK
6 DS Record at Parent
7 RRSIG Valid

8 Signing Algorithm

Email Services (25%)

# CHECK

1 MX Record Exists

2 MX Server Has IPv6

3 SMTP Reachable via IPv6
4 STARTTLS over IPv6

5 SPF Record

6 DKIM Selector

7 DMARC Record

IPv4 Baseline (15%)
# CHECK

1 A Record

2 HTTP over IPv4

3 HTTPS over IPv4

National IPv6 Readiness Monitor — https://ipv6.my6.my

RESULT

FAIL

FAIL

INFO

RESULT

PASS

PASS

FAIL

FAIL

PASS

INFO

PASS

RESULT

PASS

PASS

PASS

DETAIL
No DS record at parent.
No valid RRSIG found.

No DNSKEY record found.

DETAIL

MX record found.

MX server has AAAA record.

SMTP is not reachable over IPv6.

STARTTLS not available over IPv6.

SPF record found.

DKIM selector found: google._domainkey

DMARC record found.

DETAIL
151.101.193.55, 151.101.1.55, 151.101.65.55, 151.101.129.55
HTTP (port 80) responds over IPv4 — 26ms TTFB.

HTTPS (port 443) responds over IPv4 — 8ms TTFB.
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Audit Trail & Evidence Record

Verification ID
Domain

Check Mode
Status

Started

Finished

Test Node Profile
Engine Version
MGvV6C Version

Audit URL

Integrity Verification

v INTEGRITY VERIFIED
Algorithm
Root Hash
http_headers
dns_responses
tls_handshake
connectivity_log

dns_resolution_times

Test Node Identity

Os
Hostname
Php Version
Server Ipv4d

Server Ipv6

DNS Resolution Performance

a5507175-1ca4-406a-8589-5bef2817f4ef
mastodon.social

Manual

Completed

08 Aug 2026, 18:20:13 MYT

08 Aug 2026, 18:20:21 MYT

dual stack

2.0.0

1.0.0

https://ipv6.my6.my/audit/a5507175-1ca4-406a-8589-5bef2817f4ef

hmac-sha256-v1

92d30dd831455eae4385802d1fba68200cfe3c124d0058b3e5a0ch4409dalcef
25d1535c2e6a552124081e9e5ed70d80ff7cd6cO5eb4344ccfd3eeadceldc858
e3670e8a238fche63a9d7d402c4bdc41ad144c9186cc4f7celdl4eb0140d1c7a
9dcb14367d8a094065b68063dc559b14ff3f110c4bbdclceb6c80addb2a3a7842
b76dab044005d311d594853dac5b5f535bedd4be64fa8221f1e26ff6d91a2578

e2656afa9409d24b3d2027deaef41laf59ddf5cebedb4223ed347c33970Ff894a

Linux srv1440888 6.8.0-136-generic #136-Ubuntu SMP PREEMPT DYNAMIC Wed Jul 1 21:53:05 UTC 2026 x86 64

srv1440888

8.3.33

76.13.221.142

2a02:4780:5e:2789::1

Comparison of A (IPv4) vs AAAA (IPv6) query times across resolvers and transports. Shows median (p50) and 95th percentile (p95) of 3 samples per tuple.

Resolver Transport
System Default
Google IPv4
Google IPV6
Cloudflare IPv4
Cloudflare IPV6

National IPv6 Readiness Monitor — https://ipv6.my6.my

A p50 (ms) A p95 (ms) AAAA p50 (ms)
10.63 20.59 23.44
59.82 302.37 25.8

124.26 311.27 281.88
23.23 24.42 23.15
27.9 29.39 21.59

AAAA p95 (ms) Delta (ms)
26.79 +12.8

439.65 -34
431.43 +157.6

24.36 -0.1

27.44 -6.3
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DNS Evidence

A

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 22750
;3 flags: qr rd ra; QUERY: 1, ANSWER: 4, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 ANSWER SECTION:
mastodon.social.[J600INJA]151.101.193.55
mastodon.social.[]600INJAJ151.101.1.55
mastodon.social.[J6000INJA]151.101.65.55
mastodon.social.[J606JINJA]151.101.129.55

DS

;3 Got answer:
->>HEADER<<- opcode: QUERY, status: NOERROR, id: 64957
;3 flags: qr rd ra; QUERY: 1, ANSWER: O, AUTHORITY: 1, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 AUTHORITY SECTION:

social.[JJ03596[IN[SOAJvONnO.nic.social. hostmaster.donuts.email. 1786184032 7200 900 1209600 3600

MX

;3 Got answer:
->>HEADER<<- opcode: QUERY, status: NOERROR, id: 17846
;3 flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 ANSWER SECTION:
mastodon.social.[]3600JINJMXJ1 smtp.google.com.

NS

;3 Got answer:
->>HEADER<<- opcode: QUERY, status: NOERROR, id: 24697
;3 flags: qr rd ra; QUERY: 1, ANSWER: 4, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 ANSWER SECTION:
mastodon.social.[]3600IN[NS[ns1l.exoscale.net.
mastodon.social.[]36000INNS[nsl.exoscale.ch.
mastodon.social.[J3600IN[NS[nsl.exoscale.com.
mastodon.social.[]36000INNS[ns1l.exoscale.io.

TXT

;3 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 45647
;3 flags: gr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 ANSWER SECTION:
mastodon.social.[]36000INJTXT["zoho-verification=zb49784848.zmverify.zoho.eu"
mastodon.social.[J36000INJTXT"v=spfl include: spf.google.com include:helpscoutemail.com ~all"

AAAA

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 57896
;5 flags: qr rd ra; QUERY: 1, ANSWER: 4, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

33 ANSWER SECTION:
mastodon.social.[J600IN[JAAAA[]2a04:4e42:400::311
mastodon.social.[]600JINJAAAA[J2a04:4e42:600: :311
mastodon.social.[]600[INJAAAA[2a04:4e42: :311
mastodon.social.[J600[JIN[JAAAA[J2a04:4e42:200::311
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RRSIG

nsl.exoscale.ch. admin.dnsimple.com. 1579114453 86400 7200 604800 300

DNSKEY

;3 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 53751
;5 flags: gr rd ra; QUERY: 1, ANSWER: O, AUTHORITY: 1, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 AUTHORITY SECTION:

mastodon.social.[J296[JINJSOAns1.exoscale.ch. admin.dnsimple.com. 1579114453 86400 7200 604800 300

DNSSEC_VALIDATION

; unsigned answer
mastodon.social.[]3596[JIN[JSOA[ns1.exoscale.ch. admin.dnsimple.com. 1579114453 86400 7200 604800 300
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TLS Handshake Evidence

IPV4 Connection
IP Used 151.101.193.55

IP Version 4

depth=3 C = US, 0 = Internet Security Research Group, CN = ISRG Root X1

verify return:1

depth=2 C = US, 0 = ISRG, CN = Root YR

verify return:1

depth=1 C = US, 0 = Let's Encrypt, CN = YR1

verify return:1

depth=0 CN = mastodon.social

verify return:1

CONNECTED (00000016)

Certificate chain

0 s:CN = mastodon.social

i:C = US, 0 = Let's Encrypt, CN = YR1
a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
v:NotBefore: Jul 17 15:03:25 2026 GMT; NotAfter: Oct 15 15:03

MIIFIDCCBAYgAwIBAgISBbTceRjk+5KyoxAC+Lk52MLIMAOGCSqGSIb3DQEBCWUA
MDMxCzAJBgNVBAYTALVTMRYwFAYDVQQKEw1MZXQncyBFbmNyeXBOMQwwCgYDVQQD
EwNZUj EwHhcNMj YwNZE3MTUWwMzI 1WhcNMj YXMDE IMTUwMZz I0Wj AaMRgwFgYDVQQD
Ew9tYXNOb2Rvbi5zb2NpYWwwggEiMAOGCSqGSIb3DQEBAQUAA4IBDWAWgGYEKAOIB
AQCe+Ph0zGMO4eyID5P99xhQ3X56y8PAV+dE4vGO3DNwS0s5UewVD5j3NKL3YsIn
wawJI5Jgwmro9/qmNe4TG4/4mpTh+0eWjQhFIp+f/pLhhF1EV10Vgu5DBEW3CZmN
QKnvCuxCzuP5y+k8jh1ZMuo2mmO9WMWoFZryFeAX2W9ZpK3CbLzmg9DSvazZL 04+t
MvNd5Lcrp6NP567piRZcwmfX00dDuKo5d0jSY+kYmHN8II+VnDIOSKHI rH1B4Qe2
or+w7MG6ZTRaIAyo/QN955dcOLqWuR0Q2zR2xQwXR6Wrom+FNgjPwIUDN33jQP+h
G/a/Hmeq3090n33QdxQip8wfAgMBAAG]ggJJIMIICRTAOBgNVHQ8BAT8EBAMCBaAw
EwYDVRO1BAwwCgYIKwYBBQUHAWEWDAYDVROTAQH/BAIWADAdBgNVHQ4EFgQUiepC
Syj+pR8Y1TvWx0/0kqlTfQwwHwYDVRO]jBBgwFoAUHY81vkYUgs1Asa55LFV4+vfU
aPswMwYIKwYBBQUHAQEEJzZATMCMGCCsGAQUFBzAChhdodHRwOi8veXIxLmkubGVu
Y3Iub3JnLzBGBgNVHREEPZA9ghVmaWxlcy5tYXNOb2Rvbi5zb2NpYWyCD21hc3Rv
ZG9uLnNvY21hbIITd3d3Lm1lhc3RvZGOuLnNvY21hbDATBgNVHSAEDDAKMAgGBmeB
DAECATAUBgNVHR8EJzA1MCOgIaAfhhlodHRwOi8veXIXxLmMubGVuY3Iub3InLzcO
LmNybDCCAQwGCisGAQQB1nkCBAIEQTOEQfoA+AB1AMSs49xWI fIShRFObwd37yW7y
mUlnNRwppBYWwyxTDFF jnAAABn3DQIVgAAAQDAEYwWRAIgUyuVm+dqCaH/R1FdqF fv
v03t7856502fQ4rwnqQkoU8CIFbtmgxFgEfuvgbyYQJtKzLk+YbGMSZkCv14Z0o6C
bj JgAHBARG+GPTs+5Z+1d960IFO2sNntIqIj9GF3QSKUUUBVUFBAAAGTCNARTAAT
AAAFAA1eM7wEAWBIMEYCIQDUXWNfsvpHd2Dw+MIrZLBv77yPTRIfMR3HES 1HLX7
YgThAJ6cNSw8yyRCTAego9ScRWIHaD7v+PrS01v80aFLNIGaMAOGCSqGSIb3DQER
CwUAA4IBAQBTdtO3HmYYfh4ujZgIoDrSxhXw7Qhvk6VuLDmdZXrtVH8c19vrYSqr
9toXFMaDnSazvS7UH6h3J0Q4 fC1JdZCHVLULAADN]j pHVNsan19DCVnHBOSIMwkR+
/EDOQZwXPAZcYXsGKRsbLq6HYzm54PInmex+Uh0QET7UQDCOGZGnajE2kAwvEhev
0b190ZX3jMeNR+ker7HHiPbfRIzymsdmpJ LTHD3NEAdCMUSWh4+Q/S0Jx5h/24Rbg
XWA9JboifHreIl/jIhi3syy4VtMRpWHzYI+SMcCX1BmEazTfkgELpRWQik7Lg5mz
QutOfkTghArjEuHSgicBE4kjUj/63h2s

1 s:C=US, 0= Let's Encrypt, CN = YR1
i:C = US, 0 = ISRG, CN = Root YR
a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
v:NotBefore: Sep 3 00:00:00 2025 GMT; NotAfter: Sep 2 23:59

MIIE2zCCAsOgAwIBAgIRAKICU/FfJIpHAXcHOE7m8yk4wDQYJKoZIhvcNAQELBQAW
LjELMAKGATUEBhMCVVMXDTALBgNVBAOTBELTUkcxEDAOBgNVBAMTB1Jvb3QgWVIw
HhcNMj UwOTAZMDAWMDAWWh cNMj gwOTAYMjM10TU5Wj AzMQswCQYDVQQGEwWIVUZEW
MBQGA1UEChMNTGVOJ3MgRW5 j cnlwdDEMMAOGA1UEAXMDWVIXMIIBIjANBgkghkiG
9wOBAQEFAAOCAQ8AMIIBCgKCAQEAOVi8X2xCYgMXvIXNPKp/0oF13UMgmPABBO7VC
LNDtoXmt91luEZNISBV10VyT1Pz6LD8Zqld2gc43WN11AdRrj4sEnazb0izOnPpmG
Bp2hui490ZtDIY6wdKeZAi5BbNU20CHERSBBMLSQ9cXrH8dxdv4PAJ455sGML68U
SE3Bs]jC2a6CcANIL5CgXVIQi5StfNiTPoFZZ3S001XgLmmtdV95udwWAb5b6e/F49D1
CsHOYOOAg72BVIblhzynmKe+XOmERBTtsb3BwmpV9ipeBjMLoR/DIcHXHQCWoi51
TmXwY01535rGelz1nZjJuxc2kioaX29XIBnhMkP531rSdG5uMwIDAQABO4HUMIHI
MA4GA1UdDWEB/wQEAwWIBhjATBgNVHSUEDDAKBgg rBgEFBQCDATASBgNVHRMBA8E
CDAGAQH/AgEAMBOGA1UdDgQWBBQfLzW+RhSCzUCXxrnksVXj699Ro+zAfBgNVHSME
GDAWgBTe51tg0CItQChIPwOB/qS1UrRRIDAYBgg rBgEFBQCBAQQMMCQWIGYIKwYB
BQUHMAKGFmhOdHA6LY95ci5pLmx1bmNyLm9yZy8wEwYDVROgBAwWWCjAIBgZngQwB
AgEwIwYDVROTBCAwHjAcoBqgGIYWaHROcDovL3lyLmMubGVuY3Iub3JInLzANBgkq
hkiG9wOBAQsFAAOCAgEAO+zvMg3kHigldd Tmmm+RibTr9/RpX7k4buanMMRgbV/y
IvP82zAHN3mvaw+cASuVsdpd@ikjhr4hnhJQLQOz0p2ccKrsdGOAgoOvddeISFAq
EWEV41mUM3VvFF796up+bSgmJ1u6RupDCMxDgF8M3eLvGuj6LOTu3zkQOKUQLNKXL
tB00Qqn1Idg5CuuGpMvQzk29Pa3D/qHurcOEIMISxukQulqq631xsYyRQFU8YMBO
hqlw5LbfaWNRrz1ukl0fI/pYkAb2E2MTZrAMQkBIE2S8]t1F8gRc960/x0srgvSk
aB4AisX6xqllz1Z7jGvrnXc4TMcjxZTjiTaihcYI1JIXZiLtEMSCa513cu8YWd6z
dLRQlgRdc1VjuQfNHawRI6GW1kKOQJosivTKwdBw3KxEtzGo8yMHERbsY57gP1UX
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HOMcmZYQCOgtyR3SxfenIM/MxC3Ia2Ypab/kQ/CTn1In2KQ5JUCGNY rGCbhFNIbp
51KJStEwCUnLpntcrXk5XVDCNv/5RyWpRThkGOV7GetKkQOgAY8hCzWK6ognAhDZ
cjlYVdwfqOw3DIOX6EDNBgAqHarRVxyF9QZd0aXSyPJOueD2BYJEBgaCGQ8rAaU/
Qc123V5LTXDZW4CcsPBDyhy4v+c8hClAyw/ IkJ1fBqxBID+/wvIMHGECZ4ptP6o=

2 s:C US, 0 = ISRG, CN = Root YR
i:C = US, 0 = Internet Security Research Group, CN = ISRG Root X1
a:PKEY: rsaEncryption, 4096 (bit); sigalg: RSA-SHA256
v:NotBefore: May 13 00:00:00 2026 GMT; NotAfter: Sep 2 23:59:59 2032 GMT

MIIF9DCCA9ygAwIBAgIRAPILbRf52a18scn+p4eCaz8wDQYIKoZIhvcNAQELBQAW
TzELMAKGA1UEBhMCVVMXKTANBgNVBAOTIEludGVybmVOIFN1Y3VyaXR5IFJ1lc2Vh
cmNoIEdyb3VwMRUWEWYDVQQDEwxJU1JHIFJIvb3QgWDEwHhCNM] YWNTEZMDAWMDAW
WhcNMzIwOTAyMjM10TUSWjAuMQswCQYDVQQGEwIVUZENMASGA1UEChMESVNSRZEQ
MA4GA1UEAXMHUM9vdCBZUj CCAiIwDQYJKoZIhvcNAQEBBQADggIPADCCAgoCggIB
ANVGINN78CTJIdWL3+eGfsLN5TrNBIs+VHIhRXqRbwxu9sGNiBOBD1fcOxbSUQCII
M1xE13Db+5CwlwOsOEBYsvuIP/6j0FOw8cuImbgR10GgYbSQ40pzI+DG8SGUTLCE
8730CS+kh3srlo6v143M50J94Ae0ls fHp6KTIDOIiFBNIAY+0KTX/FUVYKuhjT+n
0491mgmupSBI5PkBQiqrEGtWU5SuxU/cQWHGU8]SjFBznZqvbNPLMXMLFXCh3WTfr
JBXXjqvWG+v4bjzxjjeAt0lU7qarRDvNOyAuQYL1n904M+fakKx8hnLCpl15ZgaEg
CcN1Y+9MMWcC5yvL2A2j319+2buggZX+d0E91zYmIdawTvSZuVv1lbRrAlLXIB6pwM
BjneXCjYQ8+3BCCjssbSNpZU3hTcBDdhfALEDLY répEatnMdmDT5BgnKC92bdOER
M1fbLHioLccLCuievT8ZkPhZrq7Mii7gNXAcUEAR8+1zYal+92zTg7C5DALYV0eG/
CqfRAMN1KSHCRONSAGP8tn/mGRInCct5rtVCLNVySVpU6H1qGg3DgTOuskf8eahT
MiYbI5ezPJImO5ertalskQlutp74+eDy92PI4ftHKTbq9IWhHAYZKh3WnJEIt+oQv
1YZbY8tpEroKrFB6PFGzrJIDRyts4HqvuH52RFj2zv/BAgMBAAGjgeswgegwDgYD
VROPAQH/BAQDAgEGMBMGA1UdJQQMMA0GCCsGAQUFBwMBMA8GA1UdEWEB/wQFMAMB
Af8wHQYDVROOBBYEFN7nW2DQIm1AKHO/DQH+pLVStFGUMB8GA1UdIwQYMBaAFHMO

IPV6 Connection
IP Used 2a04:4e42:200::311

IP Version 6

depth=3 C = US, 0 = Internet Security Research Group, CN = ISRG Root X1
verify return:1
depth=2 C = US, 0 = ISRG, CN = Root YR
verify return:1
depth=1 C = US, 0 = Let's Encrypt, CN = YR1
verify return:1
depth=0 CN = mastodon.social
verify return:1
CONNECTED (00000010)
Certificate chain
0 s:CN = mastodon.social
i:C = US, 0 = Let's Encrypt, CN = YR1
a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
v:NotBefore: Jul 17 15:03:25 2026 GMT; NotAfter: Oct 15 15:03:24 2026 GMT

MIIFIDCCBAYgAwIBAgISBbTceRjk+5KyoxAC+Lk52MLIMAOGCSqGSIb3DQEBCWUA
MDMxCzAJBgNVBAYTALVTMRYwFAYDVQQKEWIMZXQncyBFbmNyeXBOMQwwCgYDVQQD
EwNZUj EwHhcNMj YwNZE3MTUwMzI 1WhcNMj YXMDE IMTUwMZz I0Wj AaMRgwFgYDVQQD
Ew9tYXNOb2Rvbi5zb2NpYWwwggEiMAOGCSqGSIb3DQEBAQUAA4IBDWAWGYEKAOIB
AQCe+Ph0zGMO4eyID5P99xhQ3X56y8PAV+dE4vGO3DNwS0os5UewVD5i3NKL3YsIn
wawJI5Jgwmro9/qmNe4TG4/4mpTh+0eWjQhFIp+f/pLhhF1EV10Vgu5DBEW3CZmN
QKnvCuxCzuP5y+k8jh1ZMuo2mmO@9WMWoFZryFeAX2W9ZpK3CbLzmg9DSvaZL 04+t
MvNd5Lcrp6NP567piRZcwmfX00dDuKo5d0jSY+kYmHNBII+VnDIOSKHI rH1B4Qe2
or+w7MG6ZTRaIAyo/QN955dcOLqWuR0Q2zR2xQwXR6Wrom+FNqjPwIUDN33jQP+h
G/a/Hmeq3090nJJQdxQip8wfAgMBAAG] ggJJIMIICRTAOBgNVHQ8BAf8EBAMCBaAw
EwYDVRO1BAwwCgYIKwYBBQUHAWEWDAYDVROTAQH/BAIWADAdBgNVHQ4EFgQUiepC
Syj+pR8Y1TvWx0/0kqlTfQwwHwYDVRO]jBBgwFoAUHY81vkYUgs1Asa55LFV4+vfU
aPswhMwYIKwYBBQUHAQEEJzZATMCMGCCsGAQUFBzAChhdodHRwOi8veXIxLmkubGVu
Y3Iub3InLzBGBgNVHREEPZA9ghVmaWxlcy5tYXNOb2Rvbi5zb2NpYWyCD21hc3Rv
ZG9uLnNvY21hbIITd3d3Lm1hc3RvZG9uLnNvY21hbDATBgNVHSAEDDAKMAgGBmeB
DAECATAUBgNVHR8EJzA1MCOgIaAfhhlodHRwOi8veXIXxLmMubGVuY3Iub3JInLzcO
LmNybDCCAQwGCisGAQQB1nkCBAIEQTOEQfoA+AB1AMs49xWI fIShRFObwd37yW7y
mLnNRwppBYWwyxTDFF j nAAABNn3DQIVgAAAQDAEYWRAIgUyuVm+dqCaH/R1FdqF fv
v03t7856502fQ4rwnqQkoU8CIFbtmgxFgEfuvgbyYQJtKzLk+YbGMSZkCv14Z0o6C
bj JgAHBARG+GPTs+5Z+1d960IFO2sNntIqIj9GF3QSKUUUBVUFBAAAGTCNARTAAT
AAAFAA1eM7wEAWBIMEYCIQDUXWNfsvpHd2Dw+MIrZLBv77yPTRIfMR3HES 1HLX7
YgIhAJ6cNSw8yyRCTAego9ScRWIHaD7v+PrsS01v80aFLNIGaMA@GCSqGSIb3DQEB
CwUAA4IBAQBTdtO3HmMYYfh4ujZgIoDrSxhXw7Qhvk6VuLDmdZXrtVH8c19vrYSqr
9toXFMaDnSazvS7UH6h3J0Q4fC1IdZCHVLULAADN]j pHvNsan19DCVnHBOSIMwkR+
/EDBQZwXPAZcYXsGKRsbLq6HYzm54PInmex+Uh0QET7UQDCOGZGnajE2kAwvEhev
0b190ZX3jMeNR+ker7HHiPbfRIzymsdmpJ LTHD3NEAdCMUSWh4+Q/S0Jx5h/24Rbg
XWA9JboifHreIl/jIhi3syy4VtMRpWHzYI+SMcCX1BmEazTfkgELpRWQik7Lg5mz
QvtOfkTqghArjEuHSgicBE4kjUj/63h2s
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1 s:C=US, 0= Let's Encrypt, CN = YRL
i:C = US, 0 = ISRG, CN = Root YR
a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
v:NotBefore: Sep 3 00:00:00 2025 GMT; NotAfter: Sep 2 23:59:59 2028 GMT

MIIE2zCCAsOgAwIBAgIRAKICU/FfJIpHAXcHOE7m8yk4wDQYJIKoZIhvcNAQELBQAwW
LjELMAKGATUEBhMCVVMXDTALBgNVBAOTBELTUkcXEDAOBgNVBAMTB1Jvb3QgWVIw
HhcNMjUwOTAZMDAWMDAWWhCNMj gwOTAYMjM10TUSWjAzMQswCQYDVQQGEwIVUZEW
MBQGA1UEChMNTGVOJ3MgRWS5 j cnlwdDEMMAOGA1UEAXMDWVIXMIIBIjANBgkqhkiG 1bmNyLm9yZy8wEwYDVROgBAwWCjAIBgZngQwB
AgEwJIwYDVROTBCAwHjAcoBqgGIYWaHROcDovL31lyLmMubGVuY3Iub3JInLzANBgkq
hkiG9wOBAQsFAAOCAgEAO+zvMg3kHiglddTmmm+RibTr9/RpX7k4buanMMRabV/y
IvP82zAHN3mvaw+cASuVsdpd0ikjhr4hnhJQLQOz0p2ccKrsdGOAgoOvddeISFAq
EWEV41mUM3vFF796up+bSgmJ1u6RupDCMxDgF8M3eLvGuj6LOTu3zkQOKUQLNKXL
tB00oQgn1Idg5CuuGpMvQzk29Pa3D/qHurc®@EIMISxukQulqq631xsYyRQFU8yMBO
hqlw5LbfaWNRrz1ukl0fI/pYkAb2E2MTZrAMQkBIE2S8]t1F8gRc960/Xx0srgvSk
aB4AisX6xqllz1Z7jGvrnXc4TMcjxZTjiTaihcYI1JIXZiLtEMSCa513cu8YWd6z
dLRQLgRdc1VjuQfNHawRI6GW1kKOQJ0sivTKwdBw3KxEtzGo8yMHERbsY57gP1UX
HOMcmZYQCOgtyR3SxfenIM/MxC3Ia2Ypab/kQ/CTn1In2KQ5JUCGNY rGCbhFNObp
51KJStEwCUnLpntcrXk5XVDCNv/5RyWpRThkGOV7GetKkQOgAY8hCzWK6ognAhDZ
cjlYVdwfqOw3DIOX6EDNBgAqHarRVxyF9QZd0aXSyPJOueD2BYJEBgaCGQ8rAaU/
Qc123V5LTXDZW4CcsPBDyhy4v+c8hClAyw/IkJI1fBgxB9D+/wvIMHgECZ4ptP6o=

2 s:C=US, 0 = ISRG, CN = Root YR
i:C = US, 0 = Internet Security Research Group, CN = ISRG Root X1
a:PKEY: rsaEncryption, 4096 (bit); sigalg: RSA-SHA256
v:NotBefore: May 13 00:00:00 2026 GMT; NotAfter: Sep 2 23:59:59 2032 GMT

MIIF9DCCA9ygAwIBAgIRAPILbRf52a18scn+p4eCaz8wDQYIKoZIhvcNAQELBQAW
TzELMAKGA1UEBhMCVVMXKTANBgNVBAOTIEludGVybmVOIFN1Y3VyaXR5IFJ1lc2Vh
cmNoIEdyb3VwMRUWEWYDVQQDEwxJU1JHIFIvb3QgWDEwWHhcNMj YWNTEZzMDAWMDAW
WhcNMzIwOTAyMjM10TUSWjAuMQswCQYDVQQGEwIVUZENMASGA1UEChMESVNSRZEQ
MA4GA1UEAXMHUM9vdCBZUjCCAiIwDQYJKoZIhvcNAQEBBQADggIPADCCAgoCggIB
ANVGINN78CTJIdWL3+eGfsLN5TrNBIs+VHIhRXqRbwxu9sGNiBOBD1fcOxbSUQCIT
M1xE13Db+5CwlwOsOEBYsvuIP/6j0FOw8cuImbgR10GgYbSQ40pzI+DG8SGUTLCE
8730CS+kh3srlo6v143M50]g4Aeols fHpEKTIDOIiFBNIAY+0KFX/FUVYKuhjT+n
0491mqmupSBI5PkBQiqrEGtWUSuxU/cQWHGU8]SjFBznZqvbNPLMXMLFXCh3WTfr
JBXXjqvWG+v4bjzxjjeAt0lU7qarRDvNOyAuQYL1n904M+faKx8hnLCpl15ZgaEg
cN1Y+9MMWcC5yvL2A2j319+2buggZX+d0E91zYmIdawTvSZuVv1lbRrAlLXIB6pwM
BjneXCjYQ8+3BCCjssbSNpZU3hTcBDAhfALEDLY répEatnMdmDT5BgnKC92bdOER
M1fbLHiolLccLCuievT8ZkPhZrq7Mii7gNXAcUEAR8+1zYal+9zTg7C5DALYV0eG/
CqfRAMN1KSHCRONSAGP8tn/mGR1nCct5rtVCLnVySVpU6H1qGg3DgTOuskf8eahT
MiYbI5ezPJImO5ertalskQlutp74+eDy92PI4ftHKTbq9IWhHAYZKh3WnJEIt+0oQv
1YZbY8tpEroKrFB6PFGzrJIDRyts4HqvuH52RFj2zv/BAgMBAAGjgeswgegwDgYD
VROPAQH/BAQDAQEGMBMGA1UdJQQMMA0GCCsGAQUFBwWMBMABGA1UJEWEB/wQFMAMB
Af8wHQYDVROOBBYEFN7nW2DQIm1AKHO/DQH+pLVStFGUMB8GALUdIwQYMBaAFHMO
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HTTP Response Evidence

IPv4 HTTP (port 80)

HTTP Status 200

Connected IP 151.101.193.55
Connect Time 3.26 ms

TTFB 14.57 ms

Total Time 14.62 ms

Response Headers:

"HTTP/1.1 301 Moved Permanently",

"Connection: close",

"Content-Length: 0",

"Server: Varnish",

"Retry-After: 0",

"Location: https://mastodon.social/",

"Accept-Ranges: bytes",

"Date: Sat, 08 Aug 2026 10:20:21 GMT",

"Via: 1.1 varnish",

"X-Served-By: cache-kul9827-KUL",

"X-Cache: HIT",
X-Cache-Hits: 0",

"X-Timer: S1786184421.153547,VS0,VEQ",

"Strict-Transport-Security: max-age=31557600",

"alt-svc: h3=\":443\";ma=86400,h3-29=\":443\";ma=86400,h3-27=\":443\";ma=86400",
HTTP/2 200",

"17": "content-security-policy: base-uri 'none'; default-src 'none'; frame-ancestors 'none'; font-src 'self' https://mastodon.social; img-src 'self' data: blob:

https://mastodon.social https://files.mastodon.social; media-src 'self' data: https://mastodon.social https://files.mastodon.social; manifest-src 'self
https://mastodon.social; form-action 'none'; child-src 'self' blob: https://mastodon.social; worker-src 'self' blob: https://mastodon.social; connect-src 'self’
data: blob: https://mastodon.social https://files.mastodon.social wss://streaming.mastodon.social; frame-src 'self' https:; style-src 'self' https://mastodon.social

'nonce-PSjgHSUrYTfgHevw9DLntg=="'; script-src 'self' https://mastodon.social 'wasm-unsafe-eval' 'sha256-0g0g5CGI7D4Syg38sNIknJKO+3DCTdpfYlciC+Bklaw="",
"18": "x-runtime: 0.098997",
"19": "x-xss-protection: 0",

"20": "server: Mastodon",
"21": "x-request-id: cc33f76e-d3ed-497e-afl0-47ale83d0d7f"
"22": "etag: W/\"ab3624729dce951a89c9364635754d09\"",

"23": "cache-control: max-age=15, public, stale-while-revalidate=30, stale-if-error=864600",
"24": "x-content-type-options: nosniff",

"25": "x-frame-options: DENY",

"26": "referrer-policy: strict-origin-when-cross-origin"

"27" content-type: text/html; charset=utf-8",

"28": "via: 1.1 varnish, 1.1 varnish",

"29": "accept-ranges: bytes",

"date: Sat, 08 Aug 2026 10:20:21 GMT",

"31": "age: 8",

"32": "x-served-by: cache-fra-etou8220077-FRA, cache-fra-etou8220077-FRA, cache-kul9825-KUL",
"33": "x-cache: MISS, MISS, HIT",

"x-cache-hits: 0, 0, 1",

"35": "x-timer: S1786184421.161835,VS0,VE3",

"36": "vary: Accept, Accept-Language, Cookie, Accept-Encoding"

"37": "strict-transport-security: max-age=31557600"
"38": "alt-svc: h3=\":443\";ma=86400,h3-29=\":443\";ma=86400,h3-27=\":443\";ma=86400"
"39": "content-length: 55076"

IPv6 HTTP (port 80)

HTTP Status 200

Connected IP 2a04:4e42:200::311
Connect Time 3.12ms

TTFB 13.68 ms

Total Time 13.76 ms

Response Headers:

"HTTP/1.1 301 Moved Permanently",
"Connection: close",
"Content-Length: 0",

"Server: Varnish",
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"Retry-After: 0",

"Location: https://mastodon.social/",
"Accept-Ranges: bytes",

"Date: Sat, 08 Aug 2026 10:20:21 GMT",
"Via: 1.1 varnish",

"X-Served-By: cache-kul9829-KUL"

"X-Cache: HIT",

"X-Cache-Hits: 0",

"X-Timer: S1786184421.132634,VS0,VEQ",

"Strict-Transport-Security: max-age=31557600",

"alt-svc: h3=\":443\";ma=86400,h3-29=\":443\";ma=86400,h3-27=\":443\";ma=86400",

"HTTP/2 200",

"content-security-policy: base-uri 'none'; default-src 'none'; frame-ancestors 'none'; font-src 'self' https://mastodon.social; img-src 'self' data: blob:
https://mastodon.social https://files.mastodon.social; media-src 'self' data: https://mastodon.social https://files.mastodon.social; manifest-src 'self
https://mastodon.social; form-action 'none'; child-src 'self' blob: https://mastodon.social; worker-src 'self' blob: https://mastodon.social; connect-src 'self'
data: blob: https://mastodon.social https://files.mastodon.social wss://streaming.mastodon.social; frame-src 'self' https:; style-src 'self' https://mastodon.social

'nonce-PSjgHSUrYTfqHevw9DLntg=="'; script-src 'self' https://mastodon.social 'wasm-unsafe-eval' 'sha256-0g0g5CGI7D4Syg38sNIknJK0+3DCTdpfYlciC+Bklaw="",
"18": "x-runtime: 0.098997",
"19": "x-xss-protection: 0",
"20": "server: Mastodon"

"21": "x-request-id: cc33f76e-d3ed-497e-afl0-47ale83d0d7f"

"22": "etag: W/\"ab3624729dce951a89c9364635754d09\"",

"23": "cache-control: max-age=15, public, stale-while-revalidate=30, stale-if-error=86400"
g

"25": "x-frame-options: DENY",

"x-content-type-options: nosniff",

"26": "referrer-policy: strict-origin-when-cross-origin"
"27": "content-type: text/html; charset=utf-8"
"28": "via: 1.1 varnish, 1.1 varnish"

"29": "accept-ranges: bytes",

"30": "date: Sat, 08 Aug 2026 10:20:21 GMT",

"31": "age: 8",

x-served-by: cache-fra-etou8220077-FRA, cache-fra-etou8220077-FRA, cache-kul9820-KUL",
"33": "x-cache: MISS, MISS, HIT",

"34": "x-cache-hits: 0, 0, 1",

"x-timer: S1786184421.140733,VS0,VE2",

"36": "vary: Accept, Accept-Language, Cookie, Accept-Encoding"

"37": "strict-transport-security: max-age=31557600"

"38": "alt-svc: h3=\":443\";ma=86400,h3-29=\":443\";ma=86400,h3-27=\":443\";ma=86400"
"39": "content-length: 55076"

IPv4 HTTPS (port 443)

HTTP Status 200

Connected IP 151.101.193.55
Connect Time 0.71 ms

TTFB 5.14 ms

Total Time 5.15ms

Response Headers:

"HTTP/2 200",

"content-security-policy: base-uri 'none'; default-src 'none'; frame-ancestors 'none'; font-src 'self' https://mastodon.social; img-src 'self' data: blob:
https://mastodon.social https://files.mastodon.social; media-src 'self' data: https://mastodon.social https://files.mastodon.social; manifest-src 'self
https://mastodon.social; form-action 'none'; child-src 'self' blob: https://mastodon.social; worker-src 'self' blob: https://mastodon.social; connect-src 'self'
data: blob: https://mastodon.social https://files.mastodon.social wss://streaming.mastodon.social; frame-src 'self' https:; style-src 'self' https://mastodon.social
‘nonce-PSjgHSUrYTfqHevwIDLntg=="; script-src 'self' https://mastodon.social 'wasm-unsafe-eval' 'sha256-0g0g5CGI7D4Syg38sNIknJKO+3DCTdpfYlciC+Bklaw="",

"x-runtime: ©.098997",

"Xx-xss-protection: 0",

"server: Mastodon",

"x-request-id: cc33f76e-d3ed-497e-afl0-47ale83d0d7f",

"etag: W/\"ab3624729dce951a89c9364635754d09\"",

"cache-control: max-age=15, public, stale-while-revalidate=30, stale-if-error=86400",

"x-content-type-options: nosniff",

"x-frame-options: DENY",

"referrer-policy: strict-origin-when-cross-origin",

"content-type: text/html; charset=utf-8",

"via: 1.1 varnish, 1.1 varnish",

"accept-ranges: bytes",

"date: Sat, 08 Aug 2026 10:20:21 GMT",

"age: 8",

"x-served-by: cache-fra-etou8220077-FRA, cache-fra-etou8220077-FRA, cache-kul9825-KUL",
"x-cache: MISS, MISS, HIT",

"x-cache-hits: 0, 0, 2",

"x-timer: S1786184421.170905,VS0,VEQ",

"vary: Accept, Accept-Language, Cookie, Accept-Encoding",
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"strict-transport-security: max-age=31557600",
"alt-svc: h3=\":443\";ma=86400,h3-29=\":443\";ma=86400,h3-27=\":443\";ma=86400",
"content-length: 55076"

IPv6 HTTPS (port 443)

HTTP Status 200

Connected IP 2a04:4e42:200::311
Connect Time 0.75 ms

TTFB 8.01 ms

Total Time 8.02 ms

Response Headers:

"HTTP/2 200",

"content-security-policy: base-uri 'none'; default-src 'none'; frame-ancestors 'none'; font-src 'self' https://mastodon.social; img-src 'self' data: blob:
https://mastodon.social https://files.mastodon.social; media-src 'self' data: https://mastodon.social https://files.mastodon.social; manifest-src 'self
https://mastodon.social; form-action 'none'; child-src 'self' blob: https://mastodon.social; worker-src 'self' blob: https://mastodon.social; connect-src 'self'
data: blob: https://mastodon.social https://files.mastodon.social wss://streaming.mastodon.social; frame-src 'self' https:; style-src 'self' https://mastodon.social
'nonce-PSjgHSUrYTfqHevw9DLntg=="'; script-src 'self' https://mastodon.social 'wasm-unsafe-eval' 'sha256-0g0g5CGI7D4Syg38sNIknJK0+3DCTdpfYlciC+Bklaw="",

"x-runtime: 0.098997",

"X-xss-protection: 0",

"server: Mastodon",

"x-request-id: cc33f76e-d3ed-497e-afl0-47ale83d0d7f",

"etag: W/\"ab3624729dce951a89c9364635754d09\"",

"cache-control: max-age=15, public, stale-while-revalidate=30, stale-if-error=86400",

"x-content-type-options: nosniff",

"x-frame-options: DENY",

"referrer-policy: strict-origin-when-cross-origin",

"content-type: text/html; charset=utf-8",

"via: 1.1 varnish, 1.1 varnish",

"accept-ranges: bytes",

"date: Sat, 08 Aug 2026 10:20:21 GMT",

"age: 8",

"x-served-by: cache-fra-etou8220077-FRA, cache-fra-etou8220077-FRA, cache-kul9822-KUL",
"x-cache: MISS, MISS, HIT",

"x-cache-hits: 0, 0, 1",

"x-timer: S1786184421.148214,VS0,VE3",

"vary: Accept, Accept-Language, Cookie, Accept-Encoding",

"strict-transport-security: max-age=31557600",

"alt-svc: h3=\":443\";ma=86400,h3-29=\":443\";ma=86400,h3-27=\":443\";ma=86400",
"content-length: 55076"

Connectivity Test Evidence

Test Result
TCP Connect IPv4 - port 80 301 0.001039 0.002337
TCP Connect IPv6 - port 80 301 0.000809 0.002092
TCP Connect IPv4 - port 443 200 0.000754 0.022988
TCP Connect IPv6 - port 443 200 0.000803 0.017671
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Test Node Network Evidence

Node Profile

Egress Connectivity
IPv4 Egress

IPv6 Egress

Sysctl IPv6 Flags

net.ipv6.conf.all.disable_ipvé

IPv6 Routes

dual stack

76.13.221.142

2202:4780:5e:2789::1

2a02:4780:5e::/48 dev eth0® proto kernel metric 256 pref medium
fd7a:115c:ale0::1136:5807 dev tailscale® proto kernel metric 256 pref medium
fe80::/64 dev eth® proto kernel metric 256 pref medium

feB80::/64 dev tailscale® proto kernel metric 256 pref medium

default via 2a02:4780:5e::1 dev eth® proto static metric 1024 pref medium

IPv4 Routes

default via 76.13.221.254 dev eth® proto static

10.6.101.0/24 dev wgd scope link
10.6.102.0/24 dev wg0 scope link

76.13.221.0/24 dev eth® proto kernel scope link src 76.13.221.142

172.29.0.0/24 dev wgd scope link
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