IPv6 Readiness Report Generated: 04 Jul 2026, 22:47 MYT
discord.com — Social Media Last Checked: 04 Jul 2026, 03:25 MYT

IPv6 Readiness Report

discord.com — discord.com

Scan to verify

Category: Social Media * Generated: 04 Jul 2026, 22:47 MYT < Last Checked: 04 Jul 2026, 03:25 MYT « Verification ID: 00b87b5f-ab10-4a34-8101-9385acd169f5
Report generated from National IPv6 Readiness Monitor — https://ipv6.my6.my
Audit trail: https://ipv6.my6.my/audit/00b87b5f-ab10-4a34-8101-9385acd169f5

X IPV6-ONLY READINESS

5 2 % Website: X Not Ready

No IPv6 Support DNS: v Ready
Email: X Not Ready

Non-Compliant

MGv6C-1.0

IPV4 ADDRESSES
162.159.128.233
162.159.135.232
162.159.136.232
162.159.137.232
162.159.138.232

Network Information (WHOIS / RDAP)

IPv4 Network

Organization Cloudflare, Inc.

Country us

ASN AS13335

ASN Name CLOUDFLARENET - Cloudflare, Inc., US

Network (CIDR) 162.158.0.0/15

Web Services (35%) 0/8
# CHECK RESULT DETAIL

1 AAAA Record FAIL No AAAA record found in DNS.

2 Globally Routable IPv6 FAIL IPv6 address is not globally routable.

3 HTTP over IPv6 FAIL HTTP is not accessible over IPv6.

4 HTTPS over IPv6 FAIL HTTPS is not accessible over IPv6.

5 IPv6-Only Reachability FAIL Site is not reachable when limited to IPv6-only.

6 TLS Certificate Valid (IPv6) FAIL TLS certificate is invalid, expired, or hostname mismatch over IPv6.
7 Dual-Stack (IPv4 + IPv6) FAIL Domain is IPv6-only or IPv4-only.

8 HTTP/3 (QUIC) FAIL No HTTP/3 support detected.

DNS & DNSSEC (25%) 4/5
# CHECK RESULT DETAIL

1 NS Has AAAA Record PASS Nameserver has IPv6 address.

2 NS Reachable via IPv6 PASS Nameserver is reachable via IPv6 on port 53.

3 NS Answers Queries via IPv6 PASS DNS queries answered over IPv6.

4 DNSSEC Validated PASS DNSSEC fully validated.

5 Reverse DNS (PTR) FAIL No PTR record found.
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# CHECK RESULT DETAIL
6 DS Record at Parent PASS DS record found at parent zone.
7 RRSIG Valid PASS RRSIG signatures are current and valid.
8 Signing Algorithm INFO ECDSAP256SHA256
Email Services (25%) 4/6
# CHECK RESULT DETAIL
1 MX Record Exists PASS MX record found.
2 MX Server Has IPv6 PASS MX server has AAAA record.
3 SMTP Reachable via IPv6 FAIL SMTP is not reachable over IPv6.
4 STARTTLS over IPv6 FAIL STARTTLS not available over IPv6.
5 SPF Record PASS SPF record found.
6 DKIM Selector INFO DKIM selector found: default._domainkey
7 DMARC Record PASS DMARC record found.
IPv4 Baseline (15%) 3/3
# CHECK RESULT DETAIL
1 A Record PASS 162.159.128.233, 162.159.135.232, 162.159.136.232, 162.159.137.232, 162.159.138.232
2 HTTP over IPv4 PASS HTTP (port 80) responds over IPv4 — 31ms TTFB.
3 HTTPS over IPv4 PASS HTTPS (port 443) responds over IPv4 — 23ms TTFB.
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Audit Trail & Evidence Record

Verification ID 00b87b5f-abl0-4a34-8101-9385acd169f5

Domain discord.com

Check Mode Scheduled

Status Completed

Started 04 Jul 2026, 03:24:34 MYT

Finished 04 Jul 2026, 03:25:20 MYT

Test Node Profile dual stack

Engine Version 2.0.0

MGv6C Version 1.0.0

Audit URL https://ipv6.my6.my/audit/00b87b5f-abl0-4a34-8101-9385acd169f5

Integrity Verification

v INTEGRITY VERIFIED

Algorithm hmac-sha256-v1

Root Hash 97edf118f4c76320ecddea2f9e560b4218163e70d049ab41cb3fa02755c46825
http_headers 729cbdb6a5c371580ad9253ea839e7143a25ac2de20b81d305839a187a59beel
dns_responses 22314d4fdd317ffbc052e13e9074b2756ae9d1600e29797171c2c1726651267e
tls_handshake 1852bfblac677eaaeae®72celadc3ac038f11882f1fdefc82fbfd22848479f16
connectivity_log 8cababba43e649174b27c1c793d978d878e81c1lbb3104c3ec99f922f44bal612
dns_resolution_times 3lal3f4b28efcccc5d4769bb07ced4fa2637173b02fad7f7de751215765a619fb

Test Node Identity

Os Linux srv1440888 6.8.0-124-generic #124-Ubuntu SMP PREEMPT DYNAMIC Tue May 26 13:00:45 UTC 2026 x86 64
Hostname srv1440888

Php Version 8.3.32

Server lpv4 76.13.221.142

Server Ipv6 2202:4780:5e:2789::1

DNS Resolution Performance

Comparison of A (IPv4) vs AAAA (IPv6) query times across resolvers and transports. Shows median (p50) and 95th percentile (p95) of 3 samples per tuple.

Resolver Transport A p50 (ms) A p95 (ms) AAAA p50 (ms) AAAA p95 (ms) Delta (ms)
System Default 11.12 13.81 19.02 23.96 +7.9
Google IPv4 33.24 33.26 24.18 34.28 -9.1
Google IPv6 28.34 42.06 37.78 37.95 +9.4
Cloudflare IPv4 14.79 17.54 14.05 23.06 -0.7
Cloudflare IPv6 32.13 36.3 24.76 28.74 -7.4
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DNS Evidence

A

;5 Got answer:
->>HEADER<<- opcode: QUERY, status: NOERROR, id: 22565

;; flags: qr rd ra ad; QUERY: 1, ANSWER: 5, AUTHORITY: O, ADDITIONAL:

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232
;3 ANSWER SECTION:
discord.com.[3000INJA]162.159.138.232
discord.com.[JJ3000INJA162.159.136.232
discord.com.[J]306INJA]162.159.128.233
discord.com.[J3000INJA162.159.137.232
discord.com.[03000INJA0162.159.135.232

DS

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 11062

;3 flags: qr rd ra ad; QUERY: 1, ANSWER: 1, AUTHORITY: ©, ADDITIONAL:

;3 OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;3 ANSWER SECTION:

discord.com.[J086356[JIN[JDS[]2371 13 2 0D240ED360C96E24E86DE7D23A00F4AD848D1DABFO93CFE2B43EF144 3C347D20

MX

;3 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 57715

;3 flags: qr rd ra ad; QUERY: 1, ANSWER: 5, AUTHORITY: ©, ADDITIONAL:

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 ANSWER SECTION:

discord.com.[J3000INOMXO5 alt2.aspmx.l.google.com.
discord.com.[JJ300JINJMX]1 aspmx.l.google.com.
discord.com.[JJ3000INOMXJ10 aspmx2.googlemail.com.
discord.com.[JJ306JINJMX[]10 aspmx3.googlemail.com.
discord.com.[JJ300JINJMX[]5 altl.aspmx.l.google.com.

NS

;3 Got answer:
->>HEADER<<- opcode: QUERY, status: NOERROR, id: 61162

;; flags: qr rd ra ad; QUERY: 1, ANSWER: 2, AUTHORITY: @, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 ANSWER SECTION:
discord.com.[][]86400JINNS[Jsima.ns.cloudflare.com.
discord.com.[][]86400INNS[Jgabe.ns.cloudflare.com.

TXT

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 13675

;3 flags: qr rd ra ad; QUERY: 1, ANSWER: 11, AUTHORITY: ©, ADDITIONAL:

;3 OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;3 ANSWER SECTION:

discord.com.[JJ3000INOTXT("apple-domain-verification=UP89cBit9taWldL9"
discord.com.[J3000INJTXT]"atlassian-domain-verification=INe2Ze7P8p623k8f7xRaHDyQWb6VzLx]jFgaltu8M71mVXCObo1XgdnEsYuGIRFHv"

1

1

1

discord.com.[JJ3000INOTXT"docusign=90632817-c176-45ac-9297-96916059c0c5"

discord.com.[J]3000INJTXT["google-site-verification=191nelLj60qA3xv2596DiWzeNjLZZca30tEPR6KhvrBQ"
discord.com.[J300INJTXT[]"google-site-verification=41Tw99D7TIimzNkajoWtUoOpZoXad73hmD4WgR7COH4"
discord.com.[J03000INOTXT"google-site-verification=AkZq nCggw5fS3x2crQxF9I_9MEdqqWIVB-mutOiFzw"
discord.com.[JJ3000INOTXT["google-site-verification=P3cQmz_2xQ17u5q0BHf7JIAYGq3HzDqOUtEKbOR6ZjQ"
discord.com.[JJ3000INOTXT[]"google-site-verification=Xos4rv9-rY3aGpQ6FtxhUC_Buhef®@wF88_ 4rB4HmTZI"
discord.com.[JJ3000INOTXT"google-site-verification=uv4vY9gTOxCxIHlq_V75SMEEvcU44ATbkPcmVOCpvus"
discord.com.[JJ300JINJTXT[]"slack-domain-verification=hb23t7Z5kTONqIJOuGUM2P6L3ZihqWD3wR17JuECt"
discord.com.[J3000INOTXTO"v=spfl include: spf.google.com include:mail.zendesk.com include:sendgrid.net include:3885857.spf06

AAAA

;3 Got answer:
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;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 25567
;; flags: gqr rd ra ad; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 AUTHORITY SECTION:

discord.com.[JJ50INJSOAJgabe.ns.cloudflare.com. dns.cloudflare.com. 2408493621 10000 2400 604800 5

RRSIG

gabe.ns.cloudflare.com. dns.cloudflare.com. 2408493621 10000 2400 604800 1800
SOA 13 2 1800 20260704202435 20260702182435 34505 discord.com. tQByp7fElxzn/2TrLR4wkD7cRU5LUOB8hxPyKCUGCeSIFCMWOKq8PbAC 4GHc/n4elbWjnOwPttoCLOLUYMS3YA==

DNSKEY

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 18270
;5 flags: qr rd ra ad; QUERY: 1, ANSWER: 2, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232

;5 ANSWER SECTION:
discord.com.[J03556[JIN[IDNSKEY[]256 3 13 0JMRESz5E4gYzS/q6XDrvUlgMPYIjCWzJa0au8XNEZeqCYKD5ar0IRd8 KgXXFJIkgmVfRvMGPmM1x8fGAa2XhSA==

discord.com.[J3556[JIN[JDNSKEY[]257 3 13 mdsswUyr3DPW132m0i8VIXESWE8jTo0dxCjjnopKl+GqixpVXckHAeF+ KkxLbxILfDLUTOrAK9iUzyllL53eKGQ==

DNSSEC_VALIDATION

; fully validated
discord.com.[JJ1756[JIN[JSOA[Jgabe.ns.cloudflare.com. dns.cloudflare.com. 2408493621 10000 2400 604800 1800
discord.com.[JJ1756[JINJRRSIGJSOA 13 2 1800 20260704202435 20260702182435 34505 discord.com. tQByp7fElxzn/2TrLR4wkD7cRU5Lu®B8hxPyKCUGCeSIFCMWOKq8PbAC

4GHc/n4elbWjnOwPttoCLOLUYMs3YA==
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TLS Handshake Evidence

IPV4 Connection
IP Used 162.159.128.233

IP Version 4

depth=2 C = US, 0 = Google Trust Services LLC, CN = GTS Root R4

verify return:1

depth=1 C = US, 0 = Google Trust Services, CN = WE1l

verify return:1

depth=0 CN = discord.com

verify return:1

CONNECTED (00000010)

Certificate chain

0 s:CN = discord.com

i:C = US, 0 = Google Trust Services, CN = WEL
a:PKEY: id-ecPublicKey, 256 (bit); sigalg: ecdsa-with-SHA256
v:NotBefore: Jun 30 20:41:23 2026 GMT; NotAfter: Sep 28 21:41:17 2026 GMT

MIIDezCCAyKgAwIBAgIRAIGKACKe2Wc4E50+upHKx5kwCgYIKoZIzjOEAWIWOZEL
MAKGA1UEBhMCVVMxHjAcBgNVBAoTFUdvb2dsZSBUcnVzdCBTZXJ2aWN1czEMMAOG
ALUEAXMDVOUXMB4XDTI2MDYzMDIwNDEYM1oXDTI2MDkyODIXNDEXNlowFjEUMBIG
ALUEAXMLZG1ZzY29yZC5jb26wWTATBgcghkjOPQIBBggqhkj OPQMBBWNCAASINGOD
JIXft80siq6CdelN2k+7 fEnxHotm5d7ehPwIrk+fET7kZUmWYsINNITBgLCpMMQF3
fk/Hg0ZG5V04DQ2n04ICK;jCCAiYwDgYDVROPAQH/BAQDAgeAMBMGA1UdJIQQMMAOG
CCsGAQUFBwMBMAWGA1UdEWEB/wQCMAAWHQYDVROOBBYEFA550kNU+VfunfjDoSgd
camWon1sMB8GA1UdIwQYMBaAFJB3kjVnxP+ozKnme9mAeXvMk/k4MDUGCCsGAQUF
BwEBBCkwJzA1BggrBgEFBQcwAoYZaHROcDovL2kucGtpLmdvb2cvd2UxLmNydDAL
BgNVHREEHj AcggtkaXNjb3JKLmNvbYINKi5kaXNjb3IkLmNvbTATBgNVHSAEDDAK
MAgGBmeBDAECATA2BgNVHR8ELzAtMCugKaAnhiVodHRw0i8vYy5wa2kuzZ29vZy93
ZTEVN2IXMFdQT2FDbEOUY3JsMIIBBAYKKwYBBAHWeQIEAgSBIQSB8gDWAHYA2ALY
05RPev/IFh1v1E+Fq7D4/F6HVSYPFdEuCrtFSXQAAAGTGnrOUgAABAMARZBFALEA
wGcVo/1h92W0jlu81leLh08Nfoqj5RIBYD]j75x9d4vQgCIDIorGeYbRvrczrQgzbo
XPV2e6FoTNsU8y2LG8kxiY5IAHYAw] F+VOUZoOXufzjespBB68fCIVoiv3/Vtal2
mtkOUsOAAAGTGnrOPQAABAMARZBFA1A/C9iXHKP7hrE4+vTRy6P+PGiWuz1lyNSaK
GUwIaUXKDAIhALRsuOvOCVAX2VsYgid932zjX7b8XFuo7U1QbMbdA45GMA0GCCqG
SM49BAMCAOCAMEQCIF95Y2ysozuJ8+q+rBRTvQksO0w2IzGi9UgSu3FNUUkdzAiBy
BOwZf1GMjPxjMDuzfmm/vv1Y40Ebi6IM3gaolycCag==

1 s:C=US, 0= Google Trust Services, CN = WE1
i:C = US, 0 = Google Trust Services LLC, CN = GTS Root R4
a:PKEY: id-ecPublicKey, 256 (bit); sigalg: ecdsa-with-SHA384
v:NotBefore: Dec 13 09:00:00 2023 GMT; NotAfter: Feb 20 14:00:00 2029 GMT

MIICnzCCAiWgAwIBAQIQf/MZd5csIkp2FVOTttaF4zAKBggghkjOPQQDAZBHMQsw
CQYDVQQGEwJIVUzEiMCAGALIUEChMZR29vZ2Xx1IFRydXNOIFNlcnZpY2VzIEXMQzEU
MBIGA1UEAXMLRIRTIFJvb3QgUjQwHhcNMjMxMjEzMDkwMDAwWhcNMj kwMj IwMTQw
MDAWWjA7MQswCQYDVQQGEwJVUzEeMBWGATUEChMVR29vZ2x1IFRYdXNOIFNlcnZp
Y2VzMQwwCgYDVQQDEWNXRTEWWTATBgcghkjOPQIBBggqghkjOPQMBBWNCAARVZTr+
Z1dHTCEDhUDCR127WECPQMFcF4XGGTfn1XzthkubgdnXGhO1CgP4mMTG6J7/EFmP
LCaY9eYmIbsPAvpWo4H+MIH7MA4GA1UdDWEB/wQEAWIBhjAdBgNVHSUEF jAUBggr
BgEFBQcDAQYIKwYBBQUHAWIWEQYDVROTAQH/BAgwBgEB/wIBADAdBgNVHQ4EFgQU
kHeSNWFE/6iMqeZ72YB5e8yT+TgwHwYDVROjBBgwFoAUgEZW63T/STaj1dj8tT7F
avCUHYwwNAYIKwYBBQUHAQEEKDAMMCQGCCsGAQUFBzAChhhodHRwOi8vaS5wa2ku
Z29vZy9yNC5j cnQwKwYDVROBCQwI jAgoB6gHIYaaHROcDovL2MucGtpLmdvb2cv
c19yNC5j cmwwEwYDVROgBAwWWC jAIBgZngQwBAgEWCgYIK0ZIzjOEAWMDaAAWZQIx
A0cCq1HW900VznX+ORGU1cxAQXomvtgM8zItPZCuFQ8jSBIS]jz5keR0vIaYsAm5Y
sQIwJonMaAFi54mrfhfoFNZEfuNMSQ6/bIBiNLiyoX46FohQvKeIoJ99cx7sUKFN
Tulw

2 s:C = US, 0 = Google Trust Services LLC, CN = GTS Root R4
i:C = BE, 0 = GlobalSign nv-sa, OU = Root CA, CN = GlobalSign Root CA
a:PKEY: id-ecPublicKey, 384 (bit); sigalg: RSA-SHA256
v:NotBefore: Nov 15 03:43:21 2023 GMT; NotAfter: Jan 28 00:00:42 2028 GMT

MIIDejCCAMKgAWIBAQIQf+UwvzMTQ77dghYQST2KGZANBgkghkiGOwOBAQsFADBX
MQswCQYDVQQGEwJCRTEZMBCGALUEChMQR2xvYmFsU21nbiBudilzYTEQMA4GA1UE
CxMHUmM9vdCBDQTEbMBKGALIUEAXMSR2xvYmFsU21nbiBSh290IENBMBAXDTIZMTEX
NTAzNDMyMVoXDTI4MDEyODAwMDAOMLowRzELMAKGATUEBhMCVVMxXI jAgBgNVBAOT
GUdvb2dsZSBUcnVzdCBTZXJ2aWN1cyBMTEMxFDASBgNVBAMTCOdUUYBSh290IFIO
MHYWEAYHK0ZIZzjOCAQYFK4EEACIDYgAE83Rzp2ilYK5DUDXFgTB7S0md+8Fhzube
Rr1rlWEYNa5A3XP3iZEwWus870V80kB206nGUEfYKueSkWpz6bFy0Z8pn6KY019e
WIZ1D6GEZQbR3IvIx3PIjGov5cSrOR2Ko4H/MIH8MA4GA1UdDWEB/WQEAWIBhjAd
BgNVHSUEFjAUBggrBgEFBQcDAQYIKwYBBQUHAwIwDWYDVROTAQH/BAUWAWEB/ zAd
BgNVHQ4EFgQUQEZW63T/STaj 1dj8tT7FavCUHYwwHwYDVROj BBgwFoAUYHtMGKUN
18gJUC99BMOOGP/8/UswNgYIKwYBBQUHAQEEK]AoMCYGCCsGAQUFBzAChhpodHRw
0i8vaS5wa2kuz29vZy9Inc3IxLmNydDAtBgNVHREEJ jAKMCKgIKAehhxodHRwOi8v
Yy5wa2kuZ29vZy9yL2dzcjEuY3JsMBMGA1UdIAQMMAowCAYGZ4EMAQIBMAOGCSG
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SIb3DQEBCWUAA4IBAQAYQrsPBtYDh5bjP20BDwmkoWhIDDkic574y04tfzHpn+cJ
0dI2D4SseesQ6bDrarZ7C30ddLibZatoKiws3UL9xnELZz4ct92vID24FfVbiIlhy
+SW6FoVHkNeWIPOGCbaM4C6uVdF5dTUsMVs/ZbzNnIdCp5Gxmx5ejvEau8otR/Cs
kGN+hr/W5GvT1tMBjgWKZ1i4//emhA1JG1BbPzoLJQvyEotc031XjTaCzv8mEbep
8RqZ7a2CPsgRbuvTPBwcOMBBmuFeU88+FSBX6+71P0i18b4Z0QFqIwwMHfs/L6K1
vepuoxtGzi4CzZ68zIpiqlUvSqTbFJjtbD4seiMH1

Server certificate

subject=CN = discord.com

issuer=C = US, 0 = Google Trust Services, CN = WEL
No client certificate CA names sent

Peer signing digest: SHA256

Peer signature type: ECDSA

Server Temp Key: X25519, 253 bits

SSL handshake has read 2784 bytes and written 393 bytes
Verification: OK

New, TLSv1.3, Cipher is TLS_AES_256_GCM SHA384
Server public key is 256 bit

Secure Renegotiation IS NOT supported

Compression: NONE

Expansion: NONE

No ALPN negotiated

Early data was not sent
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HTTP Response Evidence

IPv4 HTTP (port 80)

HTTP Status 200

Connected IP 162.159.137.232
Connect Time 6.35 ms

TTFB 32.24 ms

Total Time 32.36 ms

Response Headers:

"HTTP/1.1 301 Moved Permanently",

"Date: Fri, 03 Jul 2026 19:25:20 GMT",

"Content-Type: text/html; charset=UTF-8",

"Content-Length: 167",

"Connection: keep-alive",

"Location: https://discord.com/",

"X-Content-Type-Options: nosniff",

"Report-To: {\"group\":\"cf-

nel\",\"max_age\":604800,\"endpoints\": [{\"url\":\"https://a.nel.cloudflare.com/report/v4?s=1%2FyMtZvO1mVOZwlp65k0kjCmnRHDWBV%2B2Zb1tyBKNhFQFMhrRB4vxJPdePvkLOzdvfPKBOWCTYDTFYvpTV.

"8": "Nel: {\"report_to\":\"cf-nel\",\"success_fraction\":0.0,\"max_age\":604800}"

"9": "Reporting-Endpoints: csp-
sentry=\"https://064374.ingest.sentry.io/api/5441894/security/?sentry key=8fbbce30bf5244ec9429546beef21870&sentry_environment=stable\"",

"10": "Server: cloudflare"

"11": "CF-RAY: al58468cae558e0c-KUL",

"12": "alt-svc: h3=\":443\"; ma=86400"

"14" HTTP/2 200",

"15": "date: Fri, 03 Jul 2026 19:25:20 GMT"

"16": "content-type: text/html; charset=utf-8"

"17": "cf-ray: al58468ch8223cd8-KUL"

"18": "cf-cache-status: HIT",

"19": "cache-control: no-cache",

"20": "last-modified: Thu, 02 Jul 2026 ©8:50:54 GMT"

"21": "link: <https://cdn.prod.website-files.com>; rel=preconnect; crossorigin, <https://cdn.prod.website-files.com/6257adef93867e50d84d30e2/css/discord-
2022.shared.ae242ccad.min.css>; rel=preload; as=style; crossorigin; integrity=\"sha384-riQsytRxP57AARXjkS031itc5TTw/vX2IWOwxh06y5AYnfBy9xxYscmnw+bpUCx4i\",
<https://fonts.googleapis.com>; rel=preconnect, <https://fonts.gstatic.com>; rel=preconnect; crossorigin",

"22": "server: cloudflare"

"23": "set-cookie: _ dcfduid=ee620ad0771411flb4bc8f4a25cafdec; Expires=Wed, 02 Jul 2031 19:25:20 GMT; Max-Age=157680000; Path=/; Secure; HttpOnly; SameSite=Lax"

"24": "set-cookie: _ sdcfduid=ee620ad1771411flb4bc8f4a25cafdec9Ib91e200e23095a35ac304b52ed610ec79f041f1c993f1a0185cc365ef6e6f28¢c; Expires=Wed, 02 Jul 2031 19:25:20
GMT; Max-Age=157680000; Path=/; Secure; HttpOnly; SameSite=Lax",

"25": "strict-transport-security: max-age=31536000; includeSubDomains; preload"

"26" vary: accept-encoding",

"27": "content-security-policy: default-src 'self'; script-src 'self' 'unsafe-inline' 'nonce-OTEsNzISMTcOLDIONywxMzksNzksMTEOLDE5Ng==' https://discord.com
https://www.googletagmanager.com https://connect.facebook.net https://www.google-analytics.com https://ssl.google-analytics.com https://www.gstatic.com/recaptcha/
https://www.google.com/recaptcha/ https://recaptcha.net/recaptcha/ https://hcaptcha.com https://*.hcaptcha.com https://challenges.cloudflare.com
https://s.ytimg.com/yts/jsbin/ https://www.youtube.com/iframe_api https://www.youtube.com/s/player/ https://geolocation.onetrust.com/cookieconsentpub/vl/geo/location
https://script.crazyegg.com https://*.website-files.com https://uploads-ssl.webflow.com https://global.localizecdn.com https://cdn.localizeapi.com
https://d3e54v103j8gbb.cloudfront.net https://gist.github.com https://unpkg.com/@splinetool/runtime/build/runtime.js https://*.twitter.com
https://cdn.jsdelivr.net/npm/slick-carousel@l.8.1/slick/slick.min.js https://cdn.jsdelivr.net/npm/swiper@ll/swiper-bundle.min.js https://boards-api.greenhouse.io
https://ajax.googleapis.com/ajax/libs/webfont/1.6.26/webfont.js https://ajax.googleapis.com/ajax/libs/jquery/3.6.0/jquery.min.js
https://cdn.finsweet.com/files/fscalendar/calendar-invite-v1.0.min.js https://www.redditstatic.com https://ads.reddit.com
https://cdn.jsdelivr.net/npm/@finsweet/attributes-selectcustom@l.7.2/selectcustom.js https://embed.bsky.app/static/embed.js
https://hubspotonwebflow.com/assets/js/form-124.js 'sha256-mjdgHR9aXy-60wAGLNS XgNcYGlUhd2U4pl8vi7-XCY=" 'sha256-gqG2LEZaHDwOL3S CXJTuk_f3LimTEyruhOc_UO_QuY='
'sha256-y00GiuXZdmX7xRABTnY5cbHkfghDgbfX6JoerXLgVic="' 'sha256-gBzDBwsujjXjXk6GLgdS1LIrvt5h0s3F qF7Qt8TYwY="' 'sha256-TrY3AqlyKfZdsI3LYsy6u8GAhckLEXeyLcFK2g0el8U="
'sha256-1VOL-gH47X0Li5QriWNZ69Hcr-71DsXFvGmMQxXN9TpBw="'sha256-3j11ZNhk91nmUjPCBAIRcvIeEgnkbdJ9gNqoEMekilec=" 'sha256-1sQ9sTbc6Lumd2Frwf7IBwGGO2gPTreTI8QBBWS5kibM="
'sha256-uh1p-Vy3 Cn66Ugk4Hak-gGr2Udg7yil 5uSE BACRM=' 'sha256-7JHgDILwD7i kvnHw]FF5WsHHMIc98tkBqDqbv47iFE=' 'sha256-KvstP RIj6GGaE25Mqo-kI0O WVEls1n5tnNhm8zmPA="
'sha256-6xID0Lx5POLKHV8fkot5ULONB8ySdhjJi5r ZPSEDPY=' 'sha256-jY_7jWrddtNUb-Y4CFKWaH-R21rqgm LAX72E8SLgKw=' 'sha256-MdICBICW7ILT3ZeSxhN2Y1pFXEsn5WHrO3Ix-WVpHsw="
'sha256- fUfByJGhChEFu7PE5H] fFwiYKySnP1HOiXvAxkaulNU="' 'sha256-xjkCDxBOM2T1In5DpGQM4alldb4AiHMKIR] fWA61-x0=" 'sha256-VOPfGBY-XgTDMwhG41S5eZyMKlu3gN60suwCPDWZ8MY="
'sha256-tVeTMYknRG_IAdCHRGLDd9S2bX2 rX@e4HpaP9lgKWY="' 'sha256-kprfDg8ELCpUCFQAX5shnAPf3159vVTSy02AjZXV3k0=" 'sha256-9zwpTkjhuy41nnRU74rj1T1YykogAUntsoPtJ20cQAk="
'sha256-11Lws8TR-U3NNRCIVINVC-SGscqwye01IPgpbnWuZdc=" 'sha256-h9lm4cvrD7egZulGTAE1h2IDy1K4fXgD-q_07aEosuw=' 'sha256-_cdQbTQzcfSt2 aCceUvkUmLh1WMdv1KbilBBG7u8lg="
'sha256-U0jHWhsvIpjnwYKelS -2pe9R0OsYnck5ZB2aXNyKwg8=' 'sha256-rB4G_-e bAPU7rKI_9HC11BZOXEa nHDH6hXFz4GIh4=' 'sha256-NO2bP-slnHB-0YEN6imRqCHCHLN5DvBouRmy02qcQYU="
'sha256-QHiY618q195]TaFXzUhmO8ZWuNz0QarKruf@0md9-0Q=" 'sha256-s40BHcHINkGxjEyNJhU5BQt4qlt6MHO7rG/j/hFOUnE=" 'sha256-s40BHcHInkGxjEyNJhU5BQt4qlt6MHO7rG_j hFOUnE="

' sha256-mjdgHR9aXy+60wAGINS/XgNcYG1Uhd2U4p18vi7+XCY=" 'sha256-jY/7jWrddtNUb+Y4CFKWaH+R21rqgm/LAX72E8SLgKw="'sha256-1VOL+gH47X0L15QriWNZ69Hc r+71DsXFvGmQxNITpBw="
'sha256-/cdQbTQzcfSt2/aCceUvkUmLh1WMdv1KbilBBG7u8Jg=" 'sha256-N02bP+s1nHB+0YEN6imRqQCHCHLN5DVBouRmy02qcQYU=" 'sha256-gqG2LEZaHDwOL3S/CXJTuk/f3LimTEyruhOc/U0/QUY="
'sha256- L1Lws8TR+U3NNRCIVINVc+SGscqwyeO1IPgpbnWuZdc=" 'sha256-gBzDBwsujjXjXk6GLgdS1LIrvt5h0s3F/qF7Qt8TYwY=" 'sha256-6xIDO1x5POLKHv8fkot5ULONB8ySdhjJi5r/ZP5EDPY="
'sha256-7JHgDILwD71i/kvnHwIFF5WsHHMIc98tkBqDgbv47iFE="' 'sha256-VOPfGBY+XgTDMwhG41S5eZyMKlu3gN60suwCPDWZ8MY="; style-src 'self' ‘'unsafe-inline’
https://fonts.googleapis.com https://*.hcaptcha.com https://hcaptcha.com https://*.website-files.com https://uploads-ssl.webflow.com https://*.githubassets.com
https://cdn.jsdelivr.net/npm/swiper@ll/swiper-bundle.min.css; img-src 'self' https://www.google-analytics.com https://www.googletagmanager.com
https://www.facebook.com https://cdn.discordapp.com https://safety.discord.com https://discordmoderatoracademy.zendesk.com https://assets-global.website-files.com
data: https://*.website-files.com https://uploads-ssl.webflow.com https://global.localizecdn.com https://cdn.localizeapi.com https://*.ytimg.com https://uploads-
ssl.webflow.com https://alb.reddit.com; font-src 'self' https://fonts.gstatic.com https://fonts.gstatic.com https://*.website-files.com https://uploads-
ssl.webflow.com https://www.redditstatic.com; connect-src 'self' https://discordapp.com https://discord.com https://connect.facebook.net https://api.greenhouse.io
https://api.github.com https://*.sentry.io https://www.google-analytics.com https://*.hcaptcha.com https://hcaptcha.com
https://geolocation.onetrust.com/cookieconsentpub/vl/geo/location ws://127.0.0.1:* http://127.0.0.1:* https://global.localizecdn.com https://cdn.localizeapi.com
https://*.website-files.com https://uploads-ssl.webflow.com https://webflow.com/api/ https://script.crazyegg.com https://assets-tracking.crazyegg.com
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https://pagestates-tracking.crazyegg.com https://tracking.crazyegg.com https://www.redditstatic.com https://pixel-config.reddit.com https://conversions-
config.reddit.com https://redditstatic.com https://ads.reddit.com https://hubspotonwebflow.com/api/forms/blockList
https://hubspotonwebflow.com/assets/js/blockedDomains.json https://hubspotonwebflow.com/api/forms/cf7f8234-dcdf-4bbe-bbed-371878d5286e
https://hubspotonwebflow.com/api/forms/28f33b0d-28c9-4d17-91ae-999b4388dd2d; media-src 'self' https://cdn.discordapp.com/assets/
https://cdn.discordapp.com/promotions/premium-marketing/ https://*.website-files.com https://uploads-ssl.webflow.com; frame-src https://discordapp.com/domain-
migration https://www.google.com/recaptcha/ https://recaptcha.net/recaptcha/ https://*.hcaptcha.com https://hcaptcha.com https://challenges.cloudflare.com
https://www.youtube.com/embed/ https://10851314.fls.doubleclick.net/ https://*.twitter.com https://*.vimeo.com https://embed.bsky.app;",

"28": "nel: {\"report_to\":\"cf-nel\",\"success fraction\":0.0,\"max_age\":604800}"

"29": "permissions-policy: interest-cohort=()"

"30": "report-to: {\"group\":\"cf-
nel\",\"max_age\":604800,\"endpoints\": [{\"url\":\"https://a.nel.cloudflare.com/report/v4?s=U2i6d1EI44GyPwzN2BGo2MpwSgmy24NroKrP%2FnUvOPWTECILDMTOEYh%2F1sm8%2FiSmCnwjg0zaWRfdx%2B

"31": "x-content-type-options: nosniff",

"32" x-forwarded-for: 76.13.221.142",

"33": "x-frame-options: DENY",

"34": "x-xss-protection: 1; mode=block",

"35": "o020-cache-status: HIT",

"36" surrogate-control: max-age=2147483647",

"37": "surrogate-key: prod-wfl.discord.com 6257adef93867e50d84d30e2 pageld:682721f53dee216a91elf555"
"38": "reporting-endpoints: csp-

sentry=\"https://064374.ingest.sentry.io/api/5441894/security/?sentry key=8fbbce30bf5244ec9429546beef21870&sentry environment=stable\"",
"39": "alt-svc: h3=\":443\"; ma=86400"

IPv4 HTTPS (port 443)

HTTP Status 200

Connected IP 162.159.128.233
Connect Time 1.49 ms

TTFB 23.06 ms

Total Time 23.66 ms

Response Headers:

"HTTP/2 200",

"date: Fri, 03 Jul 2026 19:25:20 GMT",

"content-type: text/html; charset=utf-8",

"cf-ray: al58468ce8c85e2b-KUL",

"cf-cache-status: HIT",

"cache-control: no-cache",

"last-modified: Thu, 02 Jul 2026 08:50:54 GMT",

"link: <https://cdn.prod.website-files.com>; rel=preconnect; crossorigin, <https://cdn.prod.website-files.com/6257adef93867e50d84d30e2/css/discord-
2022.shared.ae242ccad.min.css>; rel=preload; as=style; crossorigin; integrity=\"sha384-riQsytRxP57AARXjkS03itc5TTw/vX2IWOwxh06y5AYnfBy9IxxYscmnw+bpUCx4i\",
<https://fonts.googleapis.com>; rel=preconnect, <https://fonts.gstatic.com>; rel=preconnect; crossorigin",

"server: cloudflare",

"set-cookie: _ dcfduid=ee65b450771411f1982f25036dcc97e4; Expires=Wed, 02 Jul 2031 19:25:20 GMT; Max-Age=157680000; Path=/; Secure; HttpOnly; SameSite=Lax",

"set-cookie: _ sdcfduid=ee65b451771411f1982f25036dcc97e47ad9a8d1451a38ece7ae62f860eb4a3252177d4aa7360d9c5d1989315042b8c5; Expires=Wed, 02 Jul 2031 19:25:20 GMT;
Max-Age=157680000; Path=/; Secure; HttpOnly; SameSite=Lax",

"strict-transport-security: max-age=31536000; includeSubDomains; preload",

"vary: accept-encoding",

"content-security-policy: default-src 'self'; script-src 'self' 'unsafe-inline' 'nonce-MjYsMjM2LDIOOSwxMzgsOCwyNDMsMTIXLDE50Q==" https://discord.com
https://www.googletagmanager.com https://connect.facebook.net https://www.google-analytics.com https://ssl.google-analytics.com https://www.gstatic.com/recaptcha/
https://www.google.com/recaptcha/ https://recaptcha.net/recaptcha/ https://hcaptcha.com https://*.hcaptcha.com https://challenges.cloudflare.com
https://s.ytimg.com/yts/jsbin/ https://www.youtube.com/iframe_api https://www.youtube.com/s/player/ https://geolocation.onetrust.com/cookieconsentpub/v1/geo/location
https://script.crazyegg.com https://*.website-files.com https://uploads-ssl.webflow.com https://global.localizecdn.com https://cdn.localizeapi.com
https://d3e54v103j8qgbb.cloudfront.net https://gist.github.com https://unpkg.com/@splinetool/runtime/build/runtime.js https://*.twitter.com
https://cdn.jsdelivr.net/npm/slick-carousel@l.8.1/slick/slick.min.js https://cdn.jsdelivr.net/npm/swiper@ll/swiper-bundle.min.js https://boards-api.greenhouse.io
https://ajax.googleapis.com/ajax/libs/webfont/1.6.26/webfont.js https://ajax.googleapis.com/ajax/libs/jquery/3.6.0/jquery.min.js
https://cdn.finsweet.com/files/fscalendar/calendar-invite-v1.0.min.js https://www.redditstatic.com https://ads.reddit.com
https://cdn.jsdelivr.net/npm/@finsweet/attributes-selectcustom@l.7.2/selectcustom.js https://embed.bsky.app/static/embed.js
https://hubspotonwebflow.com/assets/js/form-124.js 'sha256-mjdgHR9aXy-60wAGINS XgNcYG1Uhd2U4pl8vi7-XCY="' 'sha256-9qG2LEZaHDwOL3S CXJTuk_f3LimTEyruhOc_UO_QUY='
'sha256-y00GiuXZdmX7xRABTnY5cbHkfghDgbfX6JoerXLgVic="' 'sha256-gBzDBwsujjXjXk6GLgdS1LIrvt5h0s3F qF7Qt8TYwY="' 'sha256-TrY3AqlyKfZdsI3LYsy6u8GAhckLEXeyLcFK2g0el8U="
'sha256-1V0OL-gH47X0Li5QriWNZ69Hcr-71DsXFvGmQxXN9TpBw="'sha256-3j11ZNhk91nmUjPCBAIRcvIeEgnkbdI9gNqoEMekilec=" 'sha256-1sQ9sTbc6Lumd2Frwf7IBwGGO2gPTreTI8QBBWS5kibM="
'sha256-uhlp-Vy3 Cn66Ugk4Hak-gGr2Udg7yiI 5u5E_BdCRM=' 'sha256-7JHgDILwD7i_kvnHwJFF5WsHHmIc98tkBqDgbv47iFE=" 'sha256-KvstP RIj6GGaE25Mqo-kI0O WVEls1ln5tnNhm8zmPA="
'sha256-6xID01x5POLKHV8fkot5ULONB8ySdhjJi5r ZPSEDPY=' 'sha256-jY_7jWrddtNUb-Y4CFKWaH-R21rqgm_ LAX72E8SLgKw=' 'sha256-MdICBIcW7ILT3ZeSxhN2Y1pFXEsn5WHrO3Ix-WVpHsw="
' sha256- fUfByJGhChEFu7PE5SHI fFwiYKySnP1HOiXvAxkauLNU=" 'sha256-xjkCDxBOM2T1In5DpGQM4alldb4AiHMKIR] fW461-x0=" 'sha256-VOPTfGBY-XgTDMwhG41S5eZyMK1u3gN60suwCPDWZ8MY="
'sha256-tVeTMYknRG_IAdCHRGLDd9S2bX2 rX@e4HpaP9lgKWY="' 'sha256-kprfDg8EL1CpUCFQAX5shnAPf3159vVTSy02AjZXV3k0=" 'sha256-9zwpTkjhuy41nnRU74rj1TlYykogAUntsoPtJ20cQAk="
'sha256-11Lws8TR-U3NNRCIVINVc-SGscqwye01IPgpbnWuZdc=" 'sha256-h9lm4cvrD7egZulGTAE1Ih2IDy1K4fXgD-q_07aEosuw=' ‘'sha256-_cdQbTQzcfSt2_aCceUvkUmLh1WMdv1KbilBBG7u81g="
'sha256-U0jHWhsvIpjnwYKelS -2pe9R0OsYnck5ZB2aXNyKwq8=' 'sha256-rB4G -e bAPU7rKI_9HC11BZOXEa nHDH6hXFz4GIh4=' 'sha256-N02bP-slnHB-0YEN6imRqCHCHLN5DvBouRmy02qcQYU="
'sha256-QHiY618q19SITaFXzUhmO8ZWuNz0QarKruf@0md9-0Q=" 'sha256-s40BHcHINkGxjEyNJhU5BQt4qlt6MHO7rG/j/hFOUNE=" "'sha256-s40BHcHInkGxjEyNJhU5BQt4qlt6MHO7rG_j hFOUnE="
'sha256-mjdgHR9aXy+60wAGLNS/XgNcYG1Uhd2U4p18vi7+XCY=" 'sha256-]jY/7jWrddtNUb+Y4CFKWaH+R21rqgm/LAX72E8SLqKw=""'sha256-1VOL+gH47X0L1i5QriWNZ69Hcr+71DsXFvGmQxN9TpBw="
'sha256-/cdQbTQzcfSt2/aCceUvkUmLh1WMdv1KbilBBG7u8Jg=" 'sha256-N02bP+s1nHB+0YEN6imRqCHCHLN5DVBouRmy02qcQYU=" 'sha256-gqG2LEZaHDwOL3S/CXITuk/f3LimTEyruhOc/U6/QuUY="
'sha256- 11Lws8TR+U3nNRCIVINVc+SGscqwye01IPgpbnWuZdc=" 'sha256-gBzDBwsujjXjXk6GLgdS1LIrvt5h0s3F/qF7Qt8TYwY=" 'sha256-6xID01x5POLKHv8fkot5ULONB8ySdhjJli5r/ZP5EDPY="
'sha256-7JHgDILwD71i/kvnHwIFF5WsHHMIc98tkBqDgbv47iFE="' 'sha256-VOPfGBY+XgTDMwhG41S5eZyMKlu3gN60suwCPDWZ8MY="; style-src 'self' ‘'unsafe-inline'
https://fonts.googleapis.com https://*.hcaptcha.com https://hcaptcha.com https://*.website-files.com https://uploads-ssl.webflow.com https://*.githubassets.com
https://cdn.jsdelivr.net/npm/swiper@ll/swiper-bundle.min.css; img-src 'self' https://www.google-analytics.com https://www.googletagmanager.com
https://www.facebook.com https://cdn.discordapp.com https://safety.discord.com https://discordmoderatoracademy.zendesk.com https://assets-global.website-files.com
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data: https://*.website-files.com https://uploads-ssl.webflow.com https://global.localizecdn.com https://cdn.localizeapi.com https://*.ytimg.com https://uploads-
ssl.webflow.com https://alb.reddit.com; font-src 'self' https://fonts.gstatic.com https://fonts.gstatic.com https://*.website-files.com https://uploads-
ssl.webflow.com https://www.redditstatic.com; connect-src 'self' https://discordapp.com https://discord.com https://connect.facebook.net https://api.greenhouse.io
https://api.github.com https://*.sentry.io https://www.google-analytics.com https://*.hcaptcha.com https://hcaptcha.com
https://geolocation.onetrust.com/cookieconsentpub/vl/geo/location ws://127.0.0.1:* http://127.0.0.1:* https://global.localizecdn.com https://cdn.localizeapi.com
https://*.website-files.com https://uploads-ssl.webflow.com https://webflow.com/api/ https://script.crazyegg.com https://assets-tracking.crazyegg.com
https://pagestates-tracking.crazyegg.com https://tracking.crazyegg.com https://www.redditstatic.com https://pixel-config.reddit.com https://conversions-
config.reddit.com https://redditstatic.com https://ads.reddit.com https://hubspotonwebflow.com/api/forms/blockList
https://hubspotonwebflow.com/assets/js/blockedDomains.json https://hubspotonwebflow.com/api/forms/cf7f8234-dcdf-4b6e-bOed-371878d5286e
https://hubspotonwebflow.com/api/forms/28f33b0d-28c9-4d17-91ae-999b4388dd2d; media-src 'self' https://cdn.discordapp.com/assets/
https://cdn.discordapp.com/promotions/premium-marketing/ https://*.website-files.com https://uploads-ssl.webflow.com; frame-src https://discordapp.com/domain-
migration https://www.google.com/recaptcha/ https://recaptcha.net/recaptcha/ https://*.hcaptcha.com https://hcaptcha.com https://challenges.cloudflare.com
https://www.youtube.com/embed/ https://10851314.fls.doubleclick.net/ https://*.twitter.com https://*.vimeo.com https://embed.bsky.app;",

"nel: {\"report_to\":\"cf-nel\",\"success_fraction\":0.0,\"max_age\":604800}",

"permissions-policy: interest-cohort=()",

"report-to: {\"group\":\"cf-
nel\",\"max_age\":604800,\"endpoints\": [{\"url\":\"https://a.nel.cloudflare.com/report/v4?s=Po8RFXQveqA%2F6Kn9Im2Y41xkIiZsLKEDOai6LMUyr4CoLxo1lUE0%2F rWDKulgm3UwUIXbakzVddloe2qtp8mil

"x-content-type-options: nosniff",

"x-forwarded-for: 76.13.221.142",

"x-frame-options: DENY",

"x-xss-protection: 1; mode=block",

"020-cache-status: HIT",

"surrogate-control: max-age=2147483647",

"surrogate-key: prod-wfl.discord.com 6257adef93867e50d84d30e2 pageld:682721f53dee216a91elf555",

"reporting-endpoints: csp-
sentry=\"https://064374.ingest.sentry.io/api/5441894/security/?sentry_ key=8fbbce30bf5244ec9429546beef21870&sentry_environment=stable\"",

"alt-svc: h3=\":443\"; ma=86400"

Connectivity Test Evidence

Test Result
TCP Connect IPv4 - port 80 301 0.002323 0.005388
TCP Connect IPv4 - port 443 200 0.002249 0.050733

Test Node Network Evidence

Node Profile dual stack

Egress Connectivity
IPv4 Egress 76.13.221.142

IPv6 Egress 2202:4780:5e:2789::1

Sysctl IPv6 Flags

net.ipv6.conf.all.disable_ipv6 0

IPv6 Routes

2a02:4780:5e::/48 dev eth0® proto kernel metric 256 pref medium
feB80::/64 dev eth® proto kernel metric 256 pref medium
default via 2a02:4780:5e::1 dev eth® proto static metric 1024 pref medium

IPv4 Routes

default via 76.13.221.254 dev eth® proto static

10.6.101.0/24 dev wgd scope link

10.6.102.0/24 dev wg0 scope link

76.13.221.0/24 dev eth® proto kernel scope link src 76.13.221.142
172.29.0.0/24 dev wgd scope link
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