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✗
Non-Compliant

MGv6C-1.0

55%
No IPv6 Support

IPV6-ONLY READINESS

Website: ✗ Not Ready

DNS: ✓ Ready

Email: ✗ Not Ready

IPV4 ADDRESSES

45.60.245.95

45.60.243.95

Network Information (WHOIS / RDAP)

IPv4 Network

Organization Incapsula Inc

Country US

ASN AS19551

ASN Name INCAPSULA - Incapsula Inc, US

Network (CIDR) 45.60.0.0/16

Web Services (35%) 0 / 8

# CHECK RESULT DETAIL

1 AAAA Record FAIL No AAAA record found in DNS.

2 Globally Routable IPv6 FAIL IPv6 address is not globally routable.

3 HTTP over IPv6 FAIL HTTP is not accessible over IPv6.

4 HTTPS over IPv6 FAIL HTTPS is not accessible over IPv6.

5 IPv6-Only Reachability FAIL Site is not reachable when limited to IPv6-only.

6 TLS Certificate Valid (IPv6) FAIL TLS certificate is invalid, expired, or hostname mismatch over IPv6.

7 Dual-Stack (IPv4 + IPv6) FAIL Domain is IPv6-only or IPv4-only.

8 HTTP/3 (QUIC) FAIL No HTTP/3 support detected.

DNS & DNSSEC (25%) 3 / 5

# CHECK RESULT DETAIL

1 NS Has AAAA Record PASS Nameserver has IPv6 address.

2 NS Reachable via IPv6 PASS Nameserver is reachable via IPv6 on port 53.

3 NS Answers Queries via IPv6 PASS DNS queries answered over IPv6.

4 DNSSEC Validated FAIL DNSSEC validation failed or zone is unsigned.

5 Reverse DNS (PTR) FAIL No PTR record found.

6 DS Record at Parent FAIL No DS record at parent.

7 RRSIG Valid FAIL No valid RRSIG found.
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# CHECK RESULT DETAIL

8 Signing Algorithm INFO No DNSKEY record found.

Email Services (25%) 4 / 4

# CHECK RESULT DETAIL

1 MX Record Exists PASS MX record found.

2 MX Server Has IPv6 PASS MX server has AAAA record.

3 SMTP Reachable via IPv6 FAIL SMTP is not reachable over IPv6.

4 STARTTLS over IPv6 FAIL STARTTLS not available over IPv6.

5 SPF Record PASS SPF record found.

6 DKIM Selector INFO DKIM selector found: selector1._domainkey

7 DMARC Record PASS DMARC record found.

IPv4 Baseline (15%) 3 / 3

# CHECK RESULT DETAIL

1 A Record PASS 45.60.245.95, 45.60.243.95

2 HTTP over IPv4 PASS HTTP (port 80) responds over IPv4 — 1613ms TTFB.

3 HTTPS over IPv4 PASS HTTPS (port 443) responds over IPv4 — 31ms TTFB.
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Audit Trail & Evidence Record

Verification ID 05162a5c-584e-410e-a091-a86172c336b9

Domain unifi.com.my

Check Mode Manual

Status Completed

Started 08 Aug 2026, 18:19:19 MYT

Finished 08 Aug 2026, 18:19:39 MYT

Test Node Profile dual stack

Engine Version 2.0.0

MGv6C Version 1.0.0

Audit URL https://ipv6.my6.my/audit/05162a5c-584e-410e-a091-a86172c336b9

Integrity Verification

✓ INTEGRITY VERIFIED

Algorithm hmac-sha256-v1

Root Hash 3238c023f1f11f04d972540829c397fe3bff469e4c06c4ad628e4b3d8cec3004

http_headers 1191c753f7ad6bf6f16dddb98e33786036226a833dc1b6e072f62515b4db5269

dns_responses e17bd78e7b4bbc628e9a9f210070a00e820a4c15a54e3de5c930a4964bc31b17

tls_handshake 01e04324f8ecb039847a51df17d5acc60d74427cab9579b4970a90b02f24a707

connectivity_log 7d2ea3f9801f70570835e9a0b0fdcf3d2cd4d0af07a123b6f4640bccba0ce9c1

dns_resolution_times 2d8a8e37b8bb805a1a9aa96fe82061063ea22446242bef34896b992d570e05a1

Test Node Identity

Os Linux srv1440888 6.8.0-136-generic #136-Ubuntu SMP PREEMPT_DYNAMIC Wed Jul 1 21:53:05 UTC 2026 x86_64

Hostname srv1440888

Php Version 8.3.33

Server Ipv4 76.13.221.142

Server Ipv6 2a02:4780:5e:2789::1

DNS Resolution Performance

Comparison of A (IPv4) vs AAAA (IPv6) query times across resolvers and transports. Shows median (p50) and 95th percentile (p95) of 3 samples per tuple.

Resolver Transport A p50 (ms) A p95 (ms) AAAA p50 (ms) AAAA p95 (ms) Delta (ms)

System Default 21.7 23.09 24.38 26.65 +2.7 

Google IPv4 81.24 91.58 33.09 92.28 -48.2 

Google IPv6 22.78 26.3 29.49 80.25 +6.7 

Cloudflare IPv4 21.98 23.33 23.1 23.63 +1.1 

Cloudflare IPv6 21.53 24.43 20.78 25.12 -0.8 
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DNS Evidence

A

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 18216
;; flags: qr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
unifi.com.my.		300	IN	A	45.60.245.95
unifi.com.my.		300	IN	A	45.60.243.95

DS

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 61788
;; flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; AUTHORITY SECTION:
com.my.			2334	IN	SOA	e.nic.my. hostmaster.nic.my. 2026062856 1800 900 604800 3600

MX

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 50844
;; flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
unifi.com.my.		3600	IN	MX	0 unifi-com-my.mail.protection.outlook.com.

NS

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 31998
;; flags: qr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
unifi.com.my.		1502	IN	NS	ns1.a0.impervasecuredns.net.
unifi.com.my.		1502	IN	NS	ns1.a1.impervasecuredns.net.

TXT

;; Truncated, retrying in TCP mode.
;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 43725
;; flags: qr rd ra; QUERY: 1, ANSWER: 15, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
unifi.com.my.		3600	IN	TXT	"google-site-verification=kv_1TUpf-F5gHTkOOeX2-JwGBqZeAWpAf3_OeABcK_M"
unifi.com.my.		3600	IN	TXT	"google-site-verification=1deBvjm6_QONLMKYhVolSr-1yYLCq_4hpyyQeWC8E5o"
unifi.com.my.		3600	IN	TXT	"rovag_verification_token=5232FDE9B33E4CE78D704A025FCC1C2D" ""
unifi.com.my.		3600	IN	TXT	"globalsign-domain-verification=38C636965F971D76A6301E15AAD61B20"
unifi.com.my.		3600	IN	TXT	"MS=ms94868603"
unifi.com.my.		3600	IN	TXT	"globalsign-domain-verification=3488e006a63eb8f1d872210918904689"
unifi.com.my.		3600	IN	TXT	"facebook-domain-verification=bzdeezw0lwrsg0dvkvb15ms9lytydm"
unifi.com.my.		3600	IN	TXT	"globalsign-domain-verification=3DD073E3E4DF543ACC51ED82131A337E"
unifi.com.my.		3600	IN	TXT	"_globalsign-domain-verification=ml846ExGxUd687NhydhPOZS7xA_bFNUAOC42V3uPNx" ""
unifi.com.my.		3600	IN	TXT	"globalsign-domain-verification=D5EB695A771E307A43ED7F4DC4255CC9"
unifi.com.my.		3600	IN	TXT	"globalsign-domain-verification=5c0b4348e5a06ad9de509a4995aacbdf"
unifi.com.my.		3600	IN	TXT	"v=spf1 mx a ip4:58.27.27.2/32 ip4:58.26.47.33/32 ip4:58.26.47.41/32 ip4:58.26.47.39/32 ip4:58.27.27.10/32 ip4:58.27.27.8/32 
ip4:49.236.195.140/32 ip4:202.188.145.10/32 ip4:202.188.145.11/32 ip4:202.188.145.12/32 ip4:58.27.122.10/32 ip4:58.27.122.11/32 ip4" ":58.27.122.12/32 
include:aspmx.pardot.com include:spf.protection.outlook.com -all"
unifi.com.my.		3600	IN	TXT	"globalsign-domain-verification=8A80A2EB865B60E70D166D28DD070C3B"
unifi.com.my.		3600	IN	TXT	"_globalsign-domain-verification=jsNfLZ-HKeNTz49xnnUqPx6pzZdYXAqUOBwkh6knyz"
unifi.com.my.		3600	IN	TXT	"_globalsign-domain-verification=LJwHmcQpCfihLNcKRyVTAk6X_tUrkOy8oJgA64FRty"

AAAA

;; Got answer:
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;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 15115
;; flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; AUTHORITY SECTION:
unifi.com.my.		882	IN	SOA	ns1.a0.impervasecuredns.net. please_set_email.absolutely.nowhere. 906 10800 3600 2419200 900

RRSIG

ns1.a0.impervasecuredns.net. please_set_email.absolutely.nowhere. 906 10800 3600 2419200 900

DNSKEY

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 31174
;; flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; AUTHORITY SECTION:
unifi.com.my.		881	IN	SOA	ns1.a0.impervasecuredns.net. please_set_email.absolutely.nowhere. 906 10800 3600 2419200 900

DNSSEC_VALIDATION

; unsigned answer
unifi.com.my.		28781	IN	SOA	ns1.a0.impervasecuredns.net. please_set_email.absolutely.nowhere. 906 10800 3600 2419200 900
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TLS Handshake Evidence

IPV4 Connection

IP Used 45.60.245.95

IP Version 4

depth=2 C = BE, O = GlobalSign nv-sa, CN = GlobalSign Root R46
verify return:1
depth=1 C = BE, O = GlobalSign nv-sa, CN = GlobalSign Atlas R46 DV TLS CA 2026 Q2
verify return:1
depth=0 CN = imperva.com
verify return:1
CONNECTED(00000010)
---
Certificate chain
 0 s:CN = imperva.com
   i:C = BE, O = GlobalSign nv-sa, CN = GlobalSign Atlas R46 DV TLS CA 2026 Q2
   a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
   v:NotBefore: Jul 20 13:08:43 2026 GMT; NotAfter: Oct 18 13:08:43 2026 GMT
-----BEGIN CERTIFICATE----------END CERTIFICATE-----
 1 s:C = BE, O = GlobalSign nv-sa, CN = GlobalSign Atlas R46 DV TLS CA 2026 Q2
   i:C = BE, O = GlobalSign nv-sa, CN = GlobalSign Root R46
   a:PKEY: rsaEncryption, 4096 (bit); sigalg: RSA-SHA384
   v:NotBefore: Jan 21 02:59:58 2026 GMT; NotAfter: Jan 21 00:00:00 2028 GMT
-----BEGIN CERTIFICATE-----IPv6 Readiness Report
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-----END CERTIFICATE-----
 2 s:C = BE, O = GlobalSign nv-sa, CN = GlobalSign Root R46
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HTTP Response Evidence

IPv4 HTTP (port 80)

HTTP Status 200

Connected IP 45.60.243.95

Connect Time 162.12 ms

TTFB 725.06 ms

Total Time 725.19 ms

Response Headers:

{
    "0": "HTTP/1.1 301 Moved Permanently",
    "1": "Location: https://unifi.com.my/",
    "2": "Content-Length: 0",
    "3": "Connection: close",
    "5": "HTTP/2 200",
    "6": "date: Sat, 08 Aug 2026 10:19:39 GMT",
    "7": "content-type: text/html; charset=UTF-8",
    "8": "content-length: 150874",
    "9": "cache-control: max-age=0, public",
    "10": "x-ua-compatible: IE=edge",
    "11": "content-language: en",
    "12": "x-content-type-options: nosniff",
    "13": "x-frame-options: SAMEORIGIN",
    "14": "expires: Sun, 19 Nov 1978 05:00:00 GMT",
    "15": "last-modified: Sat, 08 Aug 2026 10:09:26 GMT",
    "16": "x-grace: 30",
    "17": "x-ttl: 180",
    "18": "x-adv-varnish: Cache-enabled",
    "19": "content-security-policy: report-uri /report-csp-violation; upgrade-insecure-requests",
    "20": "x-drupal-cache: HIT",
    "21": "x-cacheable: YES",
    "22": "x-varnish: 55385964 55291254",
    "23": "age: 61",
    "24": "etag: W/\"1786183766-gzip\"",
    "25": "x-varnish-cache: HIT",
    "26": "x-cache-ttl-remaining: 118.484",
    "27": "x-cache-age: 61",
    "28": "x-cache-hits: 8",
    "29": "vary: X-Bin,Accept-Encoding, Cookie",
    "30": "accept-ranges: bytes",
    "31": "content-security-policy: frame-ancestors 'self' unifi.com.my selfcare.unifi.com.my shop.unifi.com.my biz.unifi.com.my estore.unifi.com.my;",
    "32": "set-cookie: visid_incap_2993746=ZPxcNlWWQKKw8/V5x15pELcCd2oAAAAAQUIPAAAAAAD/F3NkXkV4Pbw9VVbO7Zs3; expires=Sat, 07 Aug 2027 22:22:22 GMT; HttpOnly; path=/; 
Domain=.unifi.com.my",
    "33": "set-cookie: nlbi_2993746=bbrqepxUfGZrWlQsmSwYaQAAAAC6BTTk0Clu3edG9FBXhn2F; HttpOnly; path=/; Domain=.unifi.com.my",
    "34": "set-cookie: incap_ses_611_2993746=Kvs8Bu3D4R3dzDyyZrV6CLsCd2oAAAAAiZAOUBDp847DvqruClKjXQ==; path=/; Domain=.unifi.com.my",
    "35": "x-cdn: Imperva",
    "36": "x-iinfo: 54-442214165-442214217 NNNY CT(210 1111 0) RT(1786184379262 169) q(0 0 0 3) r(2 2) U6"
}

IPv4 HTTPS (port 443)

HTTP Status 200

Connected IP 45.60.245.95

Connect Time 2.39 ms

TTFB 81.22 ms

Total Time 81.27 ms

Response Headers:

[
    "HTTP/2 200",
    "date: Sat, 08 Aug 2026 10:19:39 GMT",
    "content-type: text/html; charset=UTF-8",
    "content-length: 150874",
    "cache-control: max-age=0, public",
    "x-ua-compatible: IE=edge",
    "content-language: en",
    "x-content-type-options: nosniff",
    "x-frame-options: SAMEORIGIN",
    "expires: Sun, 19 Nov 1978 05:00:00 GMT",
    "last-modified: Sat, 08 Aug 2026 10:09:26 GMT",
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    "x-grace: 30",
    "x-ttl: 180",
    "x-adv-varnish: Cache-enabled",
    "content-security-policy: report-uri /report-csp-violation; upgrade-insecure-requests",
    "x-drupal-cache: HIT",
    "x-cacheable: YES",
    "x-varnish: 54902978 55583439",
    "age: 88",
    "etag: W/\"1786183766-gzip\"",
    "x-varnish-cache: HIT",
    "x-cache-ttl-remaining: 91.722",
    "x-cache-age: 88",
    "x-cache-hits: 4",
    "vary: X-Bin,Accept-Encoding, Cookie",
    "accept-ranges: bytes",
    "content-security-policy: frame-ancestors 'self' unifi.com.my selfcare.unifi.com.my shop.unifi.com.my biz.unifi.com.my estore.unifi.com.my;",
    "set-cookie: visid_incap_2993746=A+8ItzStTzymmhWjvLRyfbsCd2oAAAAAQUIPAAAAAACbmCGkQkhC3nY95C8HGQWS; expires=Sat, 07 Aug 2027 15:59:32 GMT; HttpOnly; path=/; 
Domain=.unifi.com.my",
    "set-cookie: incap_ses_1130_2993746=68d9MAa7+RTyR2ZWppGuD7sCd2oAAAAAEInX4uMbpIDd6Wks57JIJQ==; path=/; Domain=.unifi.com.my",
    "x-cdn: Imperva",
    "x-iinfo: 4-46035813-46035815 NNNN CT(5 37 0) RT(1786184379749 8) q(0 0 0 -1) r(0 0) U6"
]

Connectivity Test Evidence

Test Result

TCP Connect IPv4 → port 80 301 0.001863 0.003751

TCP Connect IPv4 → port 443 200 0.002629 0.058093

Test Node Network Evidence

Node Profile dual stack

Egress Connectivity

IPv4 Egress 76.13.221.142

IPv6 Egress 2a02:4780:5e:2789::1

Sysctl IPv6 Flags

net.ipv6.conf.all.disable_ipv6 0

IPv6 Routes

2a02:4780:5e::/48 dev eth0 proto kernel metric 256 pref medium
fd7a:115c:a1e0::1136:5807 dev tailscale0 proto kernel metric 256 pref medium
fe80::/64 dev eth0 proto kernel metric 256 pref medium
fe80::/64 dev tailscale0 proto kernel metric 256 pref medium
default via 2a02:4780:5e::1 dev eth0 proto static metric 1024 pref medium

IPv4 Routes

default via 76.13.221.254 dev eth0 proto static 
10.6.101.0/24 dev wg0 scope link 
10.6.102.0/24 dev wg0 scope link 
76.13.221.0/24 dev eth0 proto kernel scope link src 76.13.221.142 
172.29.0.0/24 dev wg0 scope link 
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