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Scan to verify

X

Non-Compliant
MGV6C-1.0

IPV4 ADDRESSES

52.74.14.205
54.255.76.238

Network Information (WHOIS / RDAP)

Organization

47-.

No IPv6 Support

IPv4 Network

Amazon Technologies Inc.

IPV6-ONLY READINESS
Website: X Not Ready
DNS: v Ready

Email: X Not Ready

Country us

ASN AS16509

ASN Name AMAZON-02 - Amazon.com, Inc., US

Network (CIDR) 52.0.0.0/10

Web Services (35%) 0/8
# CHECK RESULT DETAIL

1 AAAA Record FAIL No AAAA record found in DNS.

2 Globally Routable IPv6 FAIL IPv6 address is not globally routable.

3 HTTP over IPv6 FAIL HTTP is not accessible over IPv6.

4 HTTPS over IPv6 FAIL HTTPS is not accessible over IPv6.

5 IPv6-Only Reachability FAIL Site is not reachable when limited to IPv6-only.

6 TLS Certificate Valid (IPv6) FAIL TLS certificate is invalid, expired, or hostname mismatch over IPv6.
7 Dual-Stack (IPv4 + IPv6) FAIL Domain is IPv6-only or IPv4-only.

8 HTTP/3 (QUIC) FAIL No HTTP/3 support detected.

DNS & DNSSEC (25%) 3/5
# CHECK RESULT DETAIL

1 NS Has AAAA Record PASS Nameserver has IPv6 address.

2 NS Reachable via IPv6 PASS Nameserver is reachable via IPv6 on port 53.

3 NS Answers Queries via IPv6 PASS DNS queries answered over IPv6.

4 DNSSEC Validated FAIL DNSSEC validation failed or zone is unsigned.

5 Reverse DNS (PTR) FAIL No PTR record found.

6 DS Record at Parent FAIL No DS record at parent.

7 RRSIG Valid FAIL No valid RRSIG found.
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# CHECK

8 Signing Algorithm

Email Services (25%)

# CHECK

1 MX Record Exists

2 MX Server Has IPv6

3 SMTP Reachable via IPv6
4 STARTTLS over IPv6

5 SPF Record

6 DKIM Selector

7 DMARC Record

IPv4 Baseline (15%)
# CHECK

1 A Record

2 HTTP over IPv4

3 HTTPS over IPv4

National IPv6 Readiness Monitor — https://ipv6.my6.my

RESULT

INFO

RESULT

PASS

PASS

FAIL

FAIL

PASS

INFO

PASS

RESULT

PASS

PASS

PASS

DETAIL

No DNSKEY record found.

DETAIL

MX record found.

MX server has AAAA record.

SMTP is not reachable over IPv6.
STARTTLS not available over IPv6.

SPF record found.

DKIM selector found: selectorl._domainkey

DMARC record found.

DETAIL
52.74.14.205, 54.255.76.238

HTTP (port 80) responds over IPv4 — 20ms TTFB.

HTTPS (port 443) responds over IPv4 — 39ms TTFB.
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Audit Trail & Evidence Record

Verification ID b86f1b5e-867b-4caf-b86e-3006dd800ada

Domain tunetalk.com

Check Mode Scheduled

Status Completed

Started 04 Jul 2026, 03:20:45 MYT

Finished 04 Jul 2026, 03:21:12 MYT

Test Node Profile dual stack

Engine Version 2.0.0

MGv6C Version 1.0.0

Audit URL https://ipv6.my6.my/audit/b86f1lb5e-867b-4caf-b86e-3006dd800a8a

Integrity Verification

v INTEGRITY VERIFIED

Algorithm hmac-sha256-v1

Root Hash 011f0b70d26bbc5c94324a776b8773f7fc7b632d22f971ee769bbf0076ab6c5c
http_headers d78aa261175d0d7ce9261bdad3cabe5a0fc3a2d2b9ad8c54a076c444711930cd
dns_responses 7c89b5f659ec2070dc80e9603df320d655ce602a8d7fa019501ceacflbbl366¢
tls_handshake 60e5f7e91644dad83f56d0f5adef816ee38db832953270092f957cc6T64282ae
connectivity_log 146b51a10753a€612233d8bbf17da35adc72d63dc82112c90444e893652389¢
dns_resolution_times 6f5f553fch6764f15c47e6771f6f92a104e1a369cel2c9bd719704db449398d5

Test Node Identity

Os Linux srv1440888 6.8.0-124-generic #124-Ubuntu SMP PREEMPT DYNAMIC Tue May 26 13:00:45 UTC 2026 x86 64
Hostname srv1440888

Php Version 8.3.32

Server lpv4 76.13.221.142

Server Ipv6 2202:4780:5e:2789::1

DNS Resolution Performance

Comparison of A (IPv4) vs AAAA (IPv6) query times across resolvers and transports. Shows median (p50) and 95th percentile (p95) of 3 samples per tuple.

Resolver Transport A p50 (ms) A p95 (ms) AAAA p50 (ms) AAAA p95 (ms) Delta (ms)
System Default 34.91 43.99 38.29 50.89 +3.4
Google IPv4 64.54 67.8 93.89 99.76 +29.4
Google IPV6 53.5 100.67 34.39 45.97 -19.1
Cloudflare IPv4 32.24 38.39 32.97 33.56 +0.7
Cloudflare IPV6 93.41 95.36 30.12 92.39 -63.3
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DNS Evidence

A

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 48177
;3 flags: qr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232
;3 ANSWER SECTION:
tunetalk.com.[JJ600INJAN54.255.76.238
tunetalk.com.[JJ600INJA52.74.14.205

DS

;3 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 28726
;3 flags: gr rd ra; QUERY: 1, ANSWER: O, AUTHORITY: 1, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 AUTHORITY SECTION:

com.[J008770IN[SOA[a.gtld-servers.net. nstld.verisign-grs.com. 1783106421 1800 900 604800 900

MX

;3 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 17376
;3 flags: gr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 ANSWER SECTION:

tunetalk.com.[JJ6000INOMXJ0 tunetalk-com.mail.protection.outlook.com.

NS

;3 Got answer:
->>HEADER<<- opcode: QUERY, status: NOERROR, id: 52144
; flags: gqr rd ra; QUERY: 1, ANSWER: 4, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 ANSWER SECTION:
tunetalk.com.[JJ600JIN[NS[ns-1375.awsdns-43.0rg.
tunetalk.com.[JO6000ININS[ns-1821.awsdns-35.co.uk
tunetalk. com.[JJ6000IN[NS[ns-508.awsdns-63.com.
tunetalk.com.[J06000INONS[ns-523.awsdns-01.net.

TXT

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 2944
;5 flags: gr rd ra; QUERY: 1, ANSWER: 5, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 ANSWER SECTION:
tunetalk.com.[J36000INOTXT"atlassian-domain-verification=0JHjB300ohprsS80vg02PijIZOUL9170Buh5DLQNSv605aB/82t rTwSVpriRpbXXi"

tunetalk.com.[JJ36000INJTXT"v=spfl include:spf.protection.outlook.com include:amazonses.com -all"
tunetalk.com.[JJ36000INJTXT[]"MS=C024C6COFOAF1FC101DAA1325E6EBE33C4EB196D"

tunetalk. com.[JJ36000INITXT"MS=ms25426587"
tunetalk.com.[JJ36000INJTXT[]"apple-domain-verification=jSFZRZPniVpbgKNg"

AAAA

;3 Got answer:
->>HEADER<<- opcode: QUERY, status: NOERROR, id: 17650
; flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 AUTHORITY SECTION:

tunetalk.com.[JJ878[IN[JSOA[ns-1821.awsdns-35.co.uk. awsdns-hostmaster.amazon.com. 1 7200 960 1209600 86400

RRSIG
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ns-1821.awsdns-35.co.uk. awsdns-hostmaster.amazon.com. 1 7200 900 1209600 86400

DNSKEY

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 36283
;5 flags: gqr rd ra; QUERY: 1, ANSWER: O, AUTHORITY: 1, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 AUTHORITY SECTION:

tunetalk.com.[J08770IN[SOA[ns-1821.awsdns-35.co.uk. awsdns-hostmaster.amazon.com. 1 7200 960 1209600 86400

DNSSEC_VALIDATION

; unsigned answer
tunetalk.com.[JJ877[IN[JSOA[ns-1821.awsdns-35.co.uk. awsdns-hostmaster.amazon.com. 1 7200 960 1209600 86400
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TLS Handshake Evidence

IPV4 Connection
IP Used 52.74.14.205

IP Version 4

depth=2 C = US, 0 = Amazon, CN = Amazon Root CA 1

verify return:1

depth=1 C = US, 0 = Amazon, CN = Amazon RSA 2048 MOl

verify return:1

depth=0 CN = tunetalk.com

verify return:1

CONNECTED (00000010)

Certificate chain

0 s:CN = tunetalk.com

i:C = US, 0 = Amazon, CN = Amazon RSA 2048 MO1
a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
v:NotBefore: Feb 10 00:00:00 2026 GMT; NotAfter: Mar 11 23:59

MIIFOjCCBLqgAWIBAGIQBUHZiINUTCPcOwWoeyDFpTANBgkghkiGOwOBAQsFADAS
MQswCQYDVQQGEwIVUzEPMAOGA1UEChMGQW1hem9uMRwwGgYDVQQDEXNBbWF6b24g
ULNBIDIWNDggTTAXMB4XDTI2MDIXMDAWMDAWMFoXDTI3MDMXMTIZNTk10VowFzEV
MBMGA1UEAXMMdHVUZXRhbGsuY29tMIIBIjANBgkqhkiGOwOBAQEFAAOCAQSAMIIB
CgKCAQEAseCryimBYtbKRIVYQCPKbNEFXzocxJGBTSj4dzmOolrNeznvXysBDS2G
/1dObIFPZTINF+ZQi2/humSeYh/YbLyXEdB]jdqe6cWITMaGI+RUTUBq5Psb90v3/
NmNx8vm9/q1VW6WoGV4IYtbHEDXUp9iKHdUhgDW/M6DOUNA2dmcL2obamK9tLf/
PDP39FLdWoyoWWusGGZd7nwUE2DWEbO1zR2XD1UCx3JIkbxmpEcHU+TfjU6/4s65k
AO+ZjJIviD1Tq8KfYLoZsXwvja2YSRNMbG33+0eGqPq9jV7UBOTWWMKCVhP7IQos0
ph08y438FmcpFXrTF6BIMpkajw+/hQIDAQAB04IC8zCCAUBWHWYDVROjBBgwFoAU
gbg0Y4qJEhj 1+js7UIWf5uWQE4UwHQYDVROOBBYEFNWV6Zi04k4gfW1ln3LP566v1
DOJKMCcGA1UdEQQgMB6CDHR1bmVOYWX rLmNvbYIOKi50dW51dGFsay5]jb20wEwYD
VROgBAwWC j AIBgZngQwBAgEWDgYDVROPAQH/BAQDAGWGMBMGA1UdIQQMMAOGCCSG
AQUFBwWMBMD s GA1UdHwQOMDIwMKAuoCyGKmhOdHA6LY9j cmwucjJtMDEuYWlhem9u
dHJ1c3QuY29tL3IybTAXxLmNybDB1BggrBgEFBQCcBAQRpMGCWLQYIKwYBBQUHMAGG
IWhOdHAGLY9VY3NwLNIybTAXLmFtYXpvbnRydXNOLmNvbTA2BggrBgEFBQcwAoYq
aHROCDovL2NydC5yMmOWMS5hbWF6b250cnVzdC55b20vcj JtMDEUY2VyMAWGA1Ud
EwEB/WQCMAAWggGGBgo rBgEEAdZ5AgQCBI IBAgSCAXIBCABLAEX 3] LnB2riPYe
ij3ero+rRKM3el+b1MP70Zz8wb4mAAABNET r fMUAAAQDAEYWRAIQEXYGFDVKaRZo
hnS/tkfKo275g9L7GmcHZTX0Q5VAKIMCICGLCYOc1UODG+8Hpyzz8HTHeks5AKxe
7vIa231AbAk6AHYAHI90LON68EVPUPgblogH3dsyENhM5s1y443SSSTPWZBAAAGC
ROt8wQAABAMARZBFAiAHNFiZSgzhDPAcgA59khzoU/XeXun3a0ViQTKNxfXcDgIh
AO0duKjafDp77A00k1WOMZpDBa4MlbroBW7mpC4DzULXKAH8A] spHC6zeav0iBrCk
e0S3Rv4fxr+VPiXmmO7kAkjzxugAAAGCROt9rgATIAAAFAAKLIVCEAWBIMEYCIQCK
TEZRouBPZqz7vpI7+YqSDS7p5Q4y1sUZwx9v/RFpYgIhAI3UGmMFTC8ghzilLiFyv
5SRdVyGGab1Spa/F4dAJ11RjMAOGCSqGSIb3DQEBCWUAA4IBAQBIddjWdfdDbAT ]
4NNIgl1g5HQET1yrn6Y7c7TtPm7IullwQfu7 fRAqCFAYAY3yuWG+qVZQ4X8p0dc
802V0YjvulMDuM3YfugJaFnEPGEHXMP//jnyJLHoztwXn7 1OAGQWA+8TLWP/QJAU
XWViee+bLws6hcLzVv+iWP4fF7hGrDydz6xCj4sbGxV2Q]jYWgiAHveHGn/ua/MSk
eZ5+VRCD73RdAWIVXVUVXGEtkDQpBP9kekTUB408c5MgAUlGTZB1/6gf3CMUSOXAT
vtuwSe8j fLNr6QrT81Y2YdexuZ1XU7mXBOP9Wi2Je+pVhCzEzmXfz0ZvIp2C/2x0
z0G90H/y

1s:C US, 0 = Amazon, CN = Amazon RSA 2048 MOl
i:C = US, 0 = Amazon, CN = Amazon Root CA 1
a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
v:NotBefore: Aug 23 22:21:28 2022 GMT; NotAfter: Aug 23 22:21

MIIEXjCCAOagAwIBAGITB3MS0AUdZ01j0x7Zv5zNpo40DzANBgkqhkiGOwOBAQsF
ADA5MQswCQYDVQQGEwJVUzEPMAOGALIUEChMGQW1hem9uMRkwFwYDVQQDEXBBbWF6
b24gUm9vdCBDQSAXMBAXDTIyMDgyMzIyMjEyOFoXDTMwMDgyMzIyMjEyOFowPDEL
MAKGA1UEBhMCVVMxDzANBgNVBAoOTBkFtYXpvbjEcMBoGAIUEAXMTQW1hemQuIFJT
QSAyMDQ4IEOWMTCCASIwDQYJIKoZIhvcNAQEBBQADggEPADCCAQoCggEBAOtXLKNL
Hagokj IwrdpXD3i3NyWVVYesZ1yX0yLI2qIUZ2t88GfadgMgs1YSXcalR/1nCKeT
epWSGA+0+TkQNpp/L4C2T70TTsddUx793ZYzByDTLrwS5HRQQQEFE301T5tEIP4t
f+28I0XsNiEz13UGzicYgtzj2cWCB41leJgEmImcf2T8TzzK6a614ZPyq/waACPATf
nAV4coz96nW3AyiE2uhuB4zQUIXvgVSycW7sbWLvj5TDXunEpNCRwC4kkZjK7rol
jtT2cbb7W2s4Bkg3R42G3PLgBVt2N32e/0J0TViCk8/iccI4sXqrS1uUN4iBSNmy
JK74csV1+0udUecCAWEAAaOCAVowggFWMBIGA1UdEWEB/wWQIMAYBAT8CAQAWDGYD
VROPAQH/BAQDAgGGMBOGA1UdJIQQWMBQGCCsGAQUFBwMBBgg rBgEFBQCDAjAdBgNV
HQ4EFgQUgbg0Y4qJEh] 1+j s7UIWF5uWQE4UwHWYDVROj BBgwFOAUBMhTTsvAYU
1C4IWZzHshBOCggwewYIKwYBBQUHAQEEbzBtMC8GCCsGAQUFBzABhiNodHRwOi8v
b2NzcC5yb290Y2EXLmFtYXpvbnRydXNOLmNvbTA6Bgg rBgEFBQcwAoYuaHROcDov
L2NydC5yb290Y2EXLmFtYXpvbnRydXNOLmNvbS9yb290Y2EXLmNLcjA/BgNVHREE
0DA2MDSgMgAwhi50dHRw0i8vY3JsLnJvb3RjYTEuYWlhem9udHI1c3QuY29tL3Iv
b3RjYTEUY3JsMBMGA1UdIAQMMAowCAYGZ4EMAQIBMAOGCSqGSIb3DQEBCWUAA4IB
AQCtAN4CBSMuBjJitGux1BbkEUDeK/pZwTXv4KqPKOG50fOHOQAd8]21pOcMBgbG
kfMHVWLU7b0XwZCavOhlogdPMN1KakK1DTOVWA/+hFvGPInMV1Kx2G4S1ZaSkouU
5QfoiYIIano0135k4T2HapKQmmOhS/iPtuo0OwW+IMLeBuKMn30LnOO5hcroGTad
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hcmeyfhQP7Z+iKHvy0QGilCOCLymHETX/chhQGDyYSWqB/THwnN15AwLQoOESVIE

SJ1lbe4mBlgeInUsNYugExNf+t0iybcrswBy80Fsd34X0W3rjSUtsuafd9AwWySa3h

XRRrwszrzX/WWGmébwyB+f7C4

----- END CERTIFICATE-----

2 s:C =US, 0 = Amazon, CN = Amazon Root CA 1
i:C = US, ST = Arizona, L = Scottsdale, 0 = "Starfield Technologies, Inc.", CN = Starfield Services Root Certificate Authority - G2
a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
v:NotBefore: May 25 12:00:00 2015 GMT; NotAfter: Dec 31 01:00:00 2037 GMT

MIIEkjCCA3qgAwIBAgQITBn+USionzfP6wq4rAfkI7 rnExjANBgkqhkiGOwOBAQsF
ADCBmDELMAKGA1UEBhMCVVMXEDAOBgNVBAQTBOFyaXpvbmEXEZARBgNVBACTCIN]
b3ROCc2RhbGUXJTAjBgNVBAOTHFNOYXImaWVsZCBUZWNobm9sb2dpZXMsIELuYy4x
0zA5BgNVBAMTMINOYXJImaWVsZCBTZXJ2aWN1cyBSb290IENTcnRpZmljYXRLIEF1
dGhveml0eSAtIEcYyMBAXDTE1MDUYNTEYMDAWMFOXDTM3MTIzZMTAXMDAWMFowOTEL
MAKGA1UEBhMCVVMxDzANBgNVBAoTBkFtYXpvbjEZMBcGA1UEAXMQQW1hem9uIFJv
b3QgQOEGMTCCASIWDQYIKoZIhvcNAQEBBQADGGEPADCCAQoCGGEBALJ4gHHKeENX j
ca9HgFBOTW7Y14h2931091ghYP1OhAEVIrAItht0gQ3p0sqTQNroBvo3bSMgHFzZM
906II8c+6zf1tRn4SWiw3te5djgdYZ6k/oI2peVKVURF4fn9tBb6dNqcmzUSL/qw
IFAGbHrQgLKm+a/sRxmPUDgH3KKHOVj4utWp+UhnMIbulHheb4mjUcAwhmahRWa6
VOujw5H5SNz/0egwlLX0tdHA114gk957EWW67c4cX8jIGKLhD+rcdgsq08p8kDill
93FcXmn/6pUCyziKrlA4b9v7LWIbxcceVOF34GfID5yHI9Y/QCB/IIDEgEW+0yQm
jgSubJ rIqg0CAWEAAaOCATEWGQE tMABGA1UJEWEB/WQFMAMBAT8WDgYDVROPAQH/
BAQDAgGGMBOGA1UdDgQWBBSEGMy FNOY8DISULghZnMeyEE4KCDATBgNVHSMEGDAW
gBScXwDfqgHXMCs4iKK4bUqc8hGRgzB4BggrBgEFBQCcBAQRsMGowLgYIKwYBBQUH
MAGGImhOdHAGLY9VY3NwLnJIvb3RnMi5hbWF6b250cnVzdC5jb20wOAYIKwYBBQUH
MAKGLGhOJHA6LY9j cnQucm9vdGeyLmFtYXpvbnRydXNOLmMNvhS9yb290ZzIuY2Vy
MDOGA1UdHwWQ2MDQwMgAwoC6GLGhOdHAGLY9j cmwucm9vdGeyLmFtYXpvbnRydXNO
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HTTP Response Evidence

IPv4 HTTP (port 80)

HTTP Status 403
Connected IP 52.74.14.205
Connect Time 8.16 ms
TTFB 18.02 ms
Total Time 18.07 ms

Response Headers:

[

"HTTP/1.1 403 Forbidden",

"Date: Fri, 03 Jul 2026 19:21:10 GMT",

"Content-Type: text/html; charset=iso-8859-1",

"Connection: keep-alive",

"Server: Apache",

"Strict-Transport-Security: max-age=63072000; includeSubDomains

IPv4 HTTPS (port 443)

HTTP Status 403
Connected IP 52.74.14.205
Connect Time 8.01 ms
TTFB 37.4ms
Total Time 37.43 ms

Response Headers:

[

"HTTP/2 403",

"date: Fri, 03 Jul 2026 19:21:10 GMT",

"content-type: text/html; charset=iso-8859-1",

"server: Apache",

"strict-transport-security: max-age=63072000; includeSubDomains"

Connectivity Test Evidence

Test

TCP Connect IPv4 - port 80

TCP Connect IPv4 - port 443

National IPv6 Readiness Monitor — https://ipv6.my6.my

Result
301 0.008244 0.665091

301 0.008093 0.722580
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Test Node Network Evidence

Node Profile dual stack

Egress Connectivity
IPv4 Egress 76.13.221.142

IPv6 Egress 2202:4780:5e:2789::1

Sysctl IPv6 Flags

net.ipv6.conf.all.disable_ipvé 0

IPv6 Routes

2a02:4780:5e::/48 dev eth0® proto kernel metric 256 pref medium
feB80::/64 dev eth® proto kernel metric 256 pref medium
default via 2a02:4780:5e::1 dev ethO proto static metric 1024 pref medium

IPv4 Routes

default via 76.13.221.254 dev eth® proto static

10.6.101.0/24 dev wgd scope link

10.6.102.0/24 dev wg0 scope link

76.13.221.0/24 dev eth® proto kernel scope link src 76.13.221.142
172.29.0.0/24 dev wg0 scope link
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