IPv6 Readiness Report Generated: 04 Jul 2026, 22:30 MYT
hiedumara.edu.my — Education Last Checked: 04 Jul 2026, 03:16 MYT

IPv6 Readiness Report

hiedumara.edu.my — hiedumara.edu.my

Scan to verify

Category: Education ¢ Generated: 04 Jul 2026, 22:30 MYT < Last Checked: 04 Jul 2026, 03:16 MYT < Verification ID: 0c983d4a-9972-4012-a2bb-ab2771callbb
Report generated from National IPv6 Readiness Monitor — https://ipv6.my6.my
Audit trail: https://ipv6.my6.my/audit/0c983d4a-9972-4012-a2bb-ab2771callbb

: IPV6-ONLY READINESS

6 9% Website: v Ready

Partially Compliant

Partial Support DNS: v Ready
MGV6C-1.0 ,
Email: X Not Ready
IPV6 ADDRESSES IPV4 ADDRESSES
2606:4700:3030::ac43:b126 104.21.80.95
2606:4700:3034::6815:505f 172.67.177.38

Network Information (WHOIS / RDAP)

IPv6 Network IPv4 Network
Organization Cloudflare, Inc. Cloudflare, Inc.
Country us us
ASN AS13335 AS13335
ASN Name CLOUDFLARENET - Cloudflare, Inc., US CLOUDFLARENET - Cloudflare, Inc., US
Network (CIDR) 2606:4700::/32 104.16.0.0/12
Web Services (35%) 8/8
# CHECK RESULT DETAIL
1 AAAA Record PASS 2606:4700:3030::ac43:b126, 2606:4700:3034::6815:505f
2 Globally Routable IPv6 PASS All addresses are globally routable.
3 HTTP over IPv6 PASS HTTP (port 80) responds over IPv6.
4 HTTPS over IPv6 PASS HTTPS (port 443) responds over IPv6.
5 IPv6-Only Reachability PASS Site is fully reachable via IPv6-only.
6 TLS Certificate Valid (IPV6) PASS Certificate valid — issued by C = US, O = Google Trust Services, CN = WE1, expires Sep 10 13:46:06 2026
GMT
7 Dual-Stack (IPv4 + IPv6) PASS Domain has both A and AAAA records.
8 HTTP/3 (QUIC) PASS Alt-Svc: h3 header detected.
DNS & DNSSEC (25%) 3/5
# CHECK RESULT DETAIL
1 NS Has AAAA Record PASS Nameserver has IPv6 address.
2 NS Reachable via IPv6 PASS Nameserver is reachable via IPv6 on port 53.
3 NS Answers Queries via IPv6 PASS DNS queries answered over IPv6.
4 DNSSEC Validated FAIL DNSSEC validation failed or zone is unsigned.
5 Reverse DNS (PTR) FAIL No PTR record found.
6 DS Record at Parent FAIL No DS record at parent.
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# CHECK

7 RRSIG Valid

8 Signing Algorithm

Email Services (25%)

# CHECK

1 MX Record Exists

2 MX Server Has IPv6

3 SMTP Reachable via IPv6
4 STARTTLS over IPv6

5 SPF Record

6 DKIM Selector

7 DMARC Record

IPv4 Baseline (15%)
# CHECK

1 A Record

2 HTTP over IPv4

3 HTTPS over IPv4

National IPv6 Readiness Monitor — https://ipv6.my6.my

RESULT

FAIL

INFO

RESULT

FAIL

FAIL

FAIL

FAIL

PASS

INFO

FAIL

RESULT

PASS

PASS

PASS

DETAIL

No valid RRSIG found.

No DNSKEY record found.

DETAIL

No MX record found in DNS.

MX server has no IPv6 address.

SMTP is not reachable over IPv6.
STARTTLS not available over IPv6.

SPF record found.

DKIM selector found: default._domainkey

No DMARC record found.

DETAIL
104.21.80.95, 172.67.177.38

HTTP (port 80) responds over IPv4 — 64ms TTFB.

HTTPS (port 443) responds over IPv4 — 80ms TTFB.
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Audit Trail & Evidence Record

Verification ID
Domain

Check Mode
Status

Started

Finished

Test Node Profile
Engine Version

MGvV6C Version

0c983d4a-9972-4012-a2bb-ab2771callbb
hiedumara.edu.my

Scheduled

Completed

04 Jul 2026, 03:16:40 MYT

04 Jul 2026, 03:16:49 MYT

dual stack

2.0.0

1.0.0

Audit URL https://ipv6.my6.my/audit/0c983d4a-9972-4012-a2bb-ab2771callbb

Integrity Verification

v INTEGRITY VERIFIED

Algorithm hmac-sha256-v1

Root Hash 2a96e09237795fddb29ale62a6ce3al9f5a62f025809881a06ed743b3a0f8b13
http_headers a648a0da49898bc19b91eba3f826886falaa728f62ba9f2a76e338a35ed57c9%a
dns_responses 14825cd8b7d806914fal0049950dbcbOd3ef23b64bdad4678c092820ca7a5¢c97¢
tls_handshake ffb0909alb51027ec9c7fe6d17f6cf24f7181a399b0eObc6675e868507ace86a
connectivity_log c5fadede7bdee29ce190185eccdda5649164eae416bd036bfc8be3625d16647e

dns_resolution_times 76391e3d102f2175333f00e29ab6a4d59922dd2eec2c2d0cfdlcd76a2423b8d7

Test Node Identity

Os Linux srv1440888 6.8.0-124-generic #124-Ubuntu SMP PREEMPT DYNAMIC Tue May 26 13:00:45 UTC 2026 x86 64
Hostname srv1440888
Php Version 8.3.32

Server lpv4 76.13.221.142

Server Ipv6 2202:4780:5e:2789::1

DNS Resolution Performance

Comparison of A (IPv4) vs AAAA (IPv6) query times across resolvers and transports. Shows median (p50) and 95th percentile (p95) of 3 samples per tuple.

Resolver Transport A p50 (ms) A p95 (ms) AAAA p50 (ms) AAAA p95 (ms) Delta (ms)
System Default 35.35 37.07 38.16 44.49 +2.8
Google IPv4 57.09 58.01 50.91 57.5 -6.2
Google IPV6 55.9 57.72 50.4 66.07 -5.5
Cloudflare IPv4 33.63 48.09 34.59 40.21 +1
Cloudflare IPv6 49.7 50.57 37.88 52.02 -11.8
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DNS Evidence

A

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 11071
;3 flags: qr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 ANSWER SECTION:
hiedumara.edu.my.[]300[JINJA[]104.21.80.95
hiedumara.edu.my.[J300INJA]172.67.177.38

DS

;3 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 19749
;3 flags: gr rd ra; QUERY: 1, ANSWER: O, AUTHORITY: 1, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 AUTHORITY SECTION:

edu.my.[J0035360INJSOAJe.nic.my. hostmaster.nic.my. 2026052753 1800 900 604800 3600

MX

;3 Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 36670
;3 flags: gr rd ra; QUERY: 1, ANSWER: O, AUTHORITY: 1, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 AUTHORITY SECTION:

hiedumara.edu.my.[]1794[JINJSOA[fay.ns.cloudflare.com. dns.cloudflare.com. 2406757802 10000 2400 604800 1800

NS

;3 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 9308
; flags: gqr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 ANSWER SECTION:
hiedumara.edu.my.[]86400JINNS[Jhoward.ns.cloudflare.com.
hiedumara.edu.my.[]86400INNS[fay.ns.cloudflare.com.

TXT

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 59113
;5 flags: gqr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

33 ANSWER SECTION:

hiedumara.edu.my.[36000INJTXT"v=spfl include:spf.mailjet.com ~all"

AAAA

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 17537
;5 flags: gqr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;3 ANSWER SECTION:

hiedumara.edu.my.[300INJAAAA[]2606:4700:3034::6815:505f
hiedumara.edu.my.[]300[JIN[JAAAA[]2606:4700:3030: :ac43:b126

RRSIG

fay.ns.cloudflare.com. dns.cloudflare.com. 2406757802 10000 2400 604800 1800

DNSKEY
;3 Got answer:
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;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 13222
;; flags: gqr rd ra; QUERY: 1, ANSWER: O, AUTHORITY: 1, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 AUTHORITY SECTION:

hiedumara.edu.my.[]1794[JIN[JSOA[Jfay.ns.cloudflare.com. dns.cloudflare.com. 2406757802 10000 2400 604800 1800

DNSSEC_VALIDATION

; unsigned answer
hiedumara.edu.my.[]1794[JINJSOA[fay.ns.cloudflare.com. dns.cloudflare.com. 2406757802 10000 2400 604800 1800
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TLS Handshake Evidence

IPV4 Connection
IP Used 104.21.80.95

IP Version 4

depth=2 C = US, 0 = Google Trust Services LLC, CN = GTS Root R4

verify return:1

depth=1 C = US, 0 = Google Trust Services, CN = WE1l

verify return:1

depth=0 CN = hiedumara.edu.my

verify return:1

CONNECTED (00000010)

Certificate chain

0 s:CN = hiedumara.edu.my

i:C = US, 0 = Google Trust Services, CN = WEL
a:PKEY: id-ecPublicKey, 256 (bit); sigalg: ecdsa-with-SHA256
v:NotBefore: Jun 12 12:47:49 2026 GMT; NotAfter: Sep 10 13:46:06 2026 GMT

MIIDtDCCA1mgAwIBAgIQaIugChKbb4sTTKH1tnfOhzAKBggghkjOPQQDAjA7MQsw
CQYDVQQGEwIVUzEeMBWGALUEChMVR29vZ2x1IFRydXNOIFN1cnZpY2VzMQwwCgYD
VQQDEWNXRTEwHhcNMj YwNj EyMTIONzQ5WhcNMj YwOTEWMTMONj A2Wj AbMRkwFwYD fRDRp/V3ws fpX9cAv/mCyTNaZeHQswFzF8DIxXW13AAABN ruWxjgAAAQD
AEcwRQIgf6QYk0dy0t890Q1z8+bAzR/UalqTVUvh14Vf1lmfRAIYCIQDbULGINGN1
P4XusNxqC13CgT/w/1gPQAJv5UvSoe2WQwB2AMs49xWJ fIShRF9bwd37yW7ymlnN
RwppBYWwyxTDFFjnAAABN rwiWxm@AAAQDAECcWRQIgMdP6Ps7NQ+EinrZX4sEwQeUD
91go2wh7QrktihUivb0CIQDgMxdkidIXAp lRBx3wrQpnxINyksG7 fNeJDWTZ4isr
+jAKBggghkjOPQQDAgNJADBGAiEA+Z6y7nBs LVUEMXN1PsBKIwY1LAQszoP8AOOF
RgPdbYQCIQDkula7hJIbrmkEbRNz6w+HomeZAvaex+8ejgdelOxleg==
»»»»» END CERTIFICATE-----
1 s:C =US, 0 = Google Trust Services, CN = WE1

i:C = US, 0 = Google Trust Services LLC, CN = GTS Root R4

a:PKEY: id-ecPublicKey, 256 (bit); sigalg: ecdsa-with-SHA384

v:NotBefore: Dec 13 09:00:00 2023 GMT; NotAfter: Feb 20 14:00:00 2029 GMT

MIICnzCCAiWgAWIBAQIQf/MZd5csIkp2FVOTttaF4zAKBggghkjOPQQDAZBHMQSW
CQYDVQQGEwJVUzEiMCAGALIUEChMZR29vZ2Xx1IFRydXNOIFNlcnZpY2VzIEXMQzEU
MBIGALUEAXMLRIRTIFJvb3QgUjQwHhcNMjMxMjEzMDkwMDAWWhCNM] kwMj TwMTQw
MDAWW;jA7MQswCQYDVQQGEwIVUzEeMBwGA1UEChMVR29vZ2x 1IFRydXNOIFNlcnZp
Y2VzMQwwCgYDVQQDEWNXRTEWWTATBgCcqhkjOPQIBBggqhkjOPQMBBWNCAARYZT r+
Z1dHTCEDhUDCR127WECPQMFcF4XGGTfn1XzthkubgdnXGhO1CgP4mMTG6J7/EFmP
LCaY9eYmJbsPAvpWo4H+MIH7MA4GA1UdDwWEB/wQEAwIBhjAdBgNVHSUEFjAUBggr
BgEFBQCDAQYIKwYBBQUHAWIWEQYDVROTAQH/BAgWBgEB/wIBADAJBGNVHQ4EFgQU
kHeSNWfE/6jMqeZ72YB5e8yT+TgwHwYDVROjBBgwFoAUgEZW63T/STaj1dj8tT7F
avCUHYwwNAYIKwYBBQUHAQEEKDAMMCQGCCsGAQUFBzAChhhodHRwOi8vaS5wa2ku
Z29vZy9yNC5j cnQwKwYDVROfBCQwWI jAgoB6gHIYaaHROcDovL2MucGtpLmdvb2cv
c19yNC5j cmwwEwYDVROgBAwWWC jAIBgZngQwBAgEWCgYIK0ZIzjOEAWMDaAAWZQIx
A0cCqlHW900VznX+ORGULcxAQXomvtgM8zItPZCuFQ8jSBIS]jz5keR0OvIaYsAmSYV
sQIwJonMaAFi54mrfhfoFNZEfuNMSQ6/bIBiNLiyoX46FohQvKeIoJ99cx7sUKFN
Tulw
-----END CERTIFICATE-----
2 s:C = US, 0 = Google Trust Services LLC, CN = GTS Root R4

i:C = BE, 0 = GlobalSign nv-sa, OU = Root CA, CN = GlobalSign Root CA

a:PKEY: id-ecPublicKey, 384 (bit); sigalg: RSA-SHA256

v:NotBefore: Nov 15 03:43:21 2023 GMT; NotAfter: Jan 28 00:00:42 2028 GMT
 jAUBgg rBgEFBQcDAQYIKwYBBQUHAWIWDWYDVROTAQH/BAUWAWEB/ zAd
BgNVHQ4EFgQUQE ZW63T/STaj 1dj8tT7FavCUHYwwHwYDVROj BBgwFOAUYHtmMGKUN
189qJUC99BMOOGP/8/UswNgYIKwYBBQUHAQEEK]jAoMCYGCCsGAQUFBzAChhpodHRw
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0i8vaS5wa2kuz29vZy9Inc3IxLmNydDAtBgNVHREEJ jAKMCKgIKAehhxodHRwOi8v
Yy5wa2kuZ29vZy9yL2dzcjEuY3JsMBMGA1UdIAQMMAowCAYGZ4EMAQIBMAOGCSGG
SIb3DQEBCWUAA4IBAQAYQrsPBtYDh5bjP20BDwmkoWhIDDkic574y04tfzHpn+c]
0dI2D4SseesQ6bDrarZ7C30ddLibZatoKiws3UL9xnELz4ct92vID24FfVbiIlhy
+SW6FoVHKNeWIPOGCbaM4C6uVdF5dTUsMVs/ZbzNnIdCp5Gxmx5ejvEau8otR/Cs
KkGN+hr/W5GvT1tMBjgWKZ1i4//emhA1JG1BbPzoLJQvyEotc031XjTaCzv8mEbep
8RqZ7a2CPsgRbuvTPBwcOMBBmuFeU88+FSBX6+71P0i18b4Z0QFqIwwMHfs/L6K1
vepuoxtGzi4CZ68zIpiqlUvSqTbFJjtbD4seiMHL

Server certificate

subject=CN = hiedumara.edu.my

issuer=C = US, 0 = Google Trust Services, CN = WEL
No client certificate CA names sent

Peer signing digest: SHA256

Peer signature type: ECDSA

Server Temp Key: X25519, 253 bits

SSL handshake has read 2841 bytes and written 398 bytes
Verification: OK

New, TLSv1.3, Cipher is TLS AES 256 GCM SHA384
Server public key is 256 bit

Secure Renegotiation IS NOT supported

Compression: NONE

Expansion: NONE

No ALPN negotiated

IPV6 Connection
IP Used 2606:4700:3030::ac43:b126

IP Version 6

depth=2 C = US, 0 = Google Trust Services LLC, CN = GTS Root R4

verify return:1

depth=1 C = US, 0 = Google Trust Services, CN = WE1l

verify return:1

depth=0 CN = hiedumara.edu.my

verify return:1

CONNECTED (00000010)

Certificate chain

0 s:CN = hiedumara.edu.my

i:C = US, 0 = Google Trust Services, CN = WEL
a:PKEY: id-ecPublicKey, 256 (bit); sigalg: ecdsa-with-SHA256
v:NotBefore: Jun 12 12:47:49 2026 GMT; NotAfter: Sep 10 13:46:06 2026 GMT

MIIDtDCCAImgAwIBAgIQaIugChKbb4sTTKH1tnfOhzAKBggghkjOPQQDAjA7MQsw
CQYDVQQGEwJVUzEeMBWGA1UEChMVR29vZ2x1IFRydXNOIFN1cnZpY2VzMQwwCgYD
VQQDEWNXRTEwHhcNMj YwNj EyMTIONzQ5WhcNMj YwOTEWMTMON ] A2Wj AbMRKkwFwYD
VQQDExBoaWVkdWlhcmEuZWR1Lm15MFkwEwYHK0ZIzjOCAQYIKoZIzjODAQcDQQAE
7HX2ghbhgYtdcHO7Ux0oxhyY6prmkqD4dNox5+7Wcxi4ScFe0JF45kvezT+0kVn0
fIvMGqOHeHyLN1zR19bL660CA10wggIZMA4GA1UdDWEB/WQEAWIHgDATBgNVHSUE
DDAKBggrBgEFBQcDATAMBgNVHRMBAT8EAjAAMBOGA1UdDgQWBBTd1HAqS5rTZZw3
AuqSB8GXiLmfszAfBgNVHSMEGDAWGBSQA5I1Z8T/qMyp5nvZgH17zIP50DBeBggr
BgEFBQCcBAQRSMFAwJIwY IKwYBBQUHMAGGG2hOdHAGLY9vLNBraS5nb29nL3Mvd2Ux
L2FJczA1BggrBgEFBQcwAoYZaHROcDovL2kucGtpLmdvb2cvd2UxLmNydDAVBgNV
HREEKDAmghBoaWVkdWlhcmEuZWR1Lm15ghIgLmhpZWR1bWFyYS51ZHUubXkwEwYD
VROgBAwwCjAIBgZngQwBAgEWNgYDVROFBC8WLTAroCmgJ4YlaHROcDovL2MucGtp
Lmdvb2cvd2UxL200QmtyVGtQWDVZLmNybDCCAQQGCisGAQQB1NkCBAIEgfUEGTIA
8AB2ANdt fRDRp/V3ws fpX9cAv/mCyTNaZeHQswFzF8DIxXW13AAABN rwWxjgAAAQD
AEcwRQIgf6QYkody0t890Q1z8+bAzR/UalqTVUvh14VfimfRAIYCIQDbULGINSnl
P4XusNxqC13CgT/w/1qPQAJv5UvSoe2WQwB2AMs49xW] f IShRFObwd37yW7yminN
RwppBYWwyxTDFFjnAAABN rwiWxmOAAAQDAECcWRQIgMdP6Ps7NQ+EinrZX4sEwQeUD
91q02wh7QrktihUivbOCIQDgMxdkidIXAp RBXx3wrQpnx1NyksG7 fNeJDWTZ4isr
+jAKBggghkjOPQQDAgNJADBGAiEA+Z6y7nBs LvUEMXN1PsBKIwY1LAQszoP8AOOF
RgPdbYQCIQDkula7hJIbrmkEbRNz6w+HomeZAvaex+8ejgdelOxleg==

1 s:C =US, 0 = Google Trust Services, CN = WE1
i:C = US, 0 = Google Trust Services LLC, CN = GTS Root R4
a:PKEY: id-ecPublicKey, 256 (bit); sigalg: ecdsa-with-SHA384
v:NotBefore: Dec 13 09:00:00 2023 GMT; NotAfter: Feb 20 14:00:00 2029 GMT

MIICnzCCAiWgAwIBAQIQf/MZd5csIkp2FVOTttaF4zAKBggghkjOPQQDAZBHMQsw
CQYDVQQGEwJVUzEiMCAGALIUEChMZR29vZ2Xx1IFRydXNOIFNlcnZpY2VzIEXMQzEU
MBIGA1UEAXMLRIRTIFJIvb3QgUjQwHhcNMjMxMjEzMDkwMDAwWWhCNMj kwMj IwMTQw
MDAWWjA7MQswCQYDVQQGEwIVUzEeMBWGA1UEChMVR29vZ2x 1IFRydXNOIFNlcnZp
Y2VzMQwwCgYDVQQDEWNXRTEWWTATBgCcqhkjOPQIBBggqhkjOPQMBBWNCAARYZT r+
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Z1dHTCEDhUDCR127WECPQMFcF4XGGT fn1XzthkubgdnXGhO1CgP4mMTG6J7 /EFmP
LCaY9eYmIbsPAvpWo4H+MIH7MA4GA1UdDWEB/wQEAWIBhjAdBgNVHSUEF jAUBggr
BgEFBQcDAQYIKwYBBQUHAWIWEQYDVROTAQH/BAgwBgEB/wIBADAdBgNVHQ4EFgQU
kHeSNWFE/61MqeZ72YB5e8yT+TgwHwYDVROjBBgwFOAUGEZW63T/STaj1dj8tT7F
avCUHYwwNAYIKwYBBQUHAQEEKDAMMCQGCCsGAQUFBzAChhhodHRwOi8vaS5wa2ku
Z29vZy9yNC5j cnQwKwYDVROfBCQwI jAgoB6gHIYaaHROcDovL2MucGtpLmdvb2cv
Cci9yNC5j cmwwEwYDVROgBAwWWCjAIBgZngQwBAgEWCGYIK0ZIzjOEAWMDaAAWZQIx
A0cCq1HW900VznX+ORGU1cxAQXomvtgM8zItPZCuFQ8jSBIS]jz5keR0vIaYsAmSY
sQIwJonMaAFi54mrfhfoFNZEfuNMSQ6/bIBiNLiyoX46FohQvKeIoJ99cx7sUkFN
Tulw

2 s:C = US, 0 = Google Trust Services LLC, CN = GTS Root R4
i:C = BE, 0 = GlobalSign nv-sa, OU = Root CA, CN = GlobalSign Root CA
a:PKEY: id-ecPublicKey, 384 (bit); sigalg: RSA-SHA256
v:NotBefore: Nov 15 03:43:21 2023 GMT; NotAfter: Jan 28 00:00:42 2028 GMT

MIIDejCCAMKgAWIBAQIQf+UwvzMTQ77dghYQST2KGZANBgkghkiG9wOBAQsFADBX
MQswCQYDVQQGEwJICRTEZMBcGA1UEChMQR2xvYmFsU21nbiBudilzYTEQMA4GALUE
CxMHUmM9vdCBDQTEbMBKGALIUEAXMSR2xvYmFsU21nbiBShb290IENBMB4XDTIZMTEX
NTAzNDMyMVoXDTI4MDEyODAwWMDAOMLowRzELMAKGATUEBhMCVVMXIjAgBgNVBAOT
GUdvb2dsZSBUcnVzdCBTZXJ2aWN1cyBMTEMxFDASBgNVBAMTCOdUUYBSh290IFIO
MHYWEAYHK0ZIZzjOCAQYFK4EEACIDYgAE83Rzp2iLYK5DUDXFgTB7S@md+8Fhzube
RrlrlWEYNa5A3XP3iZEwWus870V80kB206nGUEfYKueSkWpz6bFy0Z8pn6KY019e
WIZ1D6GEZQbR3IvIx3PIjGov5cSrOR2Ko4H/MIH8MA4GA1UdDWEB/WQEAWIBhjAd
BgNVHSUEFjAUBggrBgEFBQcDAQYIKwYBBQUHAWIWDWYDVROTAQH/BAUWAWEB/ zAd
BgNVHQ4EFgQUQEZW63T/STaj 1dj8tT7FavCUHYwwHwYDVROj BBgwFoAUYHtMGKUN
189JUC99BMOOGP/8/UswNgYIKwYBBQUHAQEEK]AoMCYGCCsGAQUFBzAChhpodHRw
0i8vaS5waz2kuz29vZy9nc3IxLmNydDAtBgNVHRBE] jAkMCKgIKAehhxodHRwOi8v
Yy5wa2kuZ29vZy9yL2dzcjEuY3JIsMBMGA1UdIAQMMAowCAYGZ4EMAQIBMAOGCSGG
SIb3DQEBCWUAA4IBAQAYQrsPBtYDh5bjP20BDwmkoWhIDDkic574y04tfzHpn+c]
0dI2D4SseesQ6bDrarZ7C30ddLibZatoKiws3UL9xnELz4ct92vID24FfVbiIlhY
+SW6FoVHKNeWIPOGCbaM4C6uVdF5dTUsMVs/ZbzNnIdCp5Gxmx5ejvEau8otR/Cs
kGN+hr/W5GvT1tMBjgWKZ1i4//emhA1JG1BbPzoLJQvyEotc031XjTaCzv8mEbep
8RqZ7a2CPsgRbuvTPBwcOMBBmuFeU88+FSBX6+71P0i18b4Z0QFqIwwMHfs/L6K1
vepuoxtGzi4CzZ68zIpiqlUvSqTbFJjtbD4seiMH1

Server certificate

subject=CN = hiedumara.edu.my

issuer=C = US, 0 = Google Trust Services, CN = WEL
No client certificate CA names sent

Peer signing digest: SHA256

Peer signature type: ECDSA

Server Temp Key: X25519, 253 bits

SSL handshake has read 2840 bytes and written 398 bytes
Verification: OK

New, TLSv1.3, Cipher is TLS_AES_256_GCM_SHA384
Server public key is 256 bit

Secure Renegotiation IS NOT supported

Compression: NONE

Expansion: NONE

No ALPN negotiated
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HTTP Response Evidence

IPv4 HTTP (port 80)

HTTP Status 200

Connected IP 151.101.130.133
Connect Time 12.91 ms

TTFB 72.46 ms

Total Time 72.55 ms

Response Headers:

"HTTP/1.1 301 Moved Permanently",
"Date: Fri, 03 Jul 2026 19:16:49 GMT",
"Connection: keep-alive",
"Server: cloudflare",
"Location: https://linktr.ee/hiedumara",
"X-Turbo-Charged-By: LiteSpeed",
"Cf-Cache-Status: DYNAMIC",
"Report-To: {\"group\":\"cf-
nel\",\"max_age\":604800,\"endpoints\": [{\"url\":\"https://a.nel.cloudflare.com/report/v4?s=tTWh1lkjdYI8r0zqlncBT1juXU%2BOouXXhP%2FO0Bemo3bQHFHG3]j17s00D5BVzB%2Bzk3FLCDcUr%2FsLUDmLK
"8": "Nel: {\"report_to\":\"cf-nel\",\"success_fraction\":0.0,\"max_age\":604800}"
"9 "CF-RAY: al583a0f3c76273f-SIN",
"10": "alt-svc: h3=\":443\"; ma=86400"
"12": "HTTP/2 200",
"13": "accept-ranges: bytes",
"14": "age: 90754",
nyg
"16": "x-xss-protection: 0",
"17": "content-type: text/html; charset=utf-8"

cache-control: max-age=31536000, no-cache, stale-if-error=31536000",

"18": "etag: \"n2f2c8zver4lns\"",
"19": "expect-ct: max-age=0",
"20": "server: nginx",

"21": "traceparent: 00-6a46a81e0000000036cbb6ff9fcffacb-36cbb6ffafcffach-00",
"22": "tracestate: dd=t.tid:6a46a81e00000000;t.dm:-11;s:-1;p:36cbb6ffofcffach"
"23": "via: 1.1 varnish, 1.1 varnish, 1.1 varnish",

"24": "x-content-type-options: nosniff",

"25": "x-datadog-parent-id: 3948450707334494923",

"26" x-datadog-sampling-priority: -1",

"27": "x-datadog-tags: _dd.p.tid=6a46a81e00000000"

"28": "x-datadog-trace-id: 3948450707334494923",

"29": "x-dns-prefetch-control: off"

"30" x-download-options: noopen",

"31": "x-frame-options: SAMEORIGIN",

"32": "x-permitted-cross-domain-policies: none",

"33": "strict-transport-security: max-age=300",

"34": "date: Fri, 03 Jul 2026 19:16:49 GMT"

"35": "x-served-by: cache-kul9826-KUL, cache-kul9820-KUL, cache-kul9820-KUL, cache-kul9821-KUL, cache-kul9821-KUL",
"36": "x-cache: MISS, HIT, MISS, MISS, MISS"

"x-cache-hits: 0, 4, 0, 0, 0",

"38": "x-timer: S$1783106209.205690,VS6,VE13",

"39": "vary: Accept-Encoding",

"40": "x-lt-cache: E-PASS ~> SP-PASS ~> R-PASS ~> M-H ~> P-HIT"
"41": "referrer-policy: origin-when-cross-origin"

"42": "link: <https://linktr.ee/llms.txt>; rel=\"describedby\"; type=\"text/markdown\"",
"43": "x-llms-txt: https://linktr.ee/llms.txt",

"44": “"content-length: 214787"

IPv6 HTTP (port 80)

HTTP Status 301

Connected IP 2606:4700:3030::ac43:b126
Connect Time 8.95 ms

TTFB 45.97 ms

Total Time 47.21 ms

Error Could not resolve host: linktr.ee

Response Headers:

"HTTP/1.1 301 Moved Permanently",
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"Date: Fri, 03 Jul 2026 19:16:49 GMT",
"Connection: keep-alive",
"Server: cloudflare",
"Location: https://linktr.ee/hiedumara",
"X-Turbo-Charged-By: LiteSpeed",
"Cf-Cache-Status: DYNAMIC",
"Report-To: {\"group\":\"cf-
nel\",\"max_age\":604800,\"endpoints\": [{\"url\":\"https://a.nel.cloudflare.com/report/v4?s=1hdZvLPbchjoZ8gkleNu3bYsX9s1dfBL8yoooaeP9Ip%2FFRSADIRHYPDsOVvPhfIdMRWmkNKgozGRoLeFgHbh3M
"Nel: {\"report_to\":\"cf-nel\",\"success_fraction\":0.0,\"max_age\":604800}",
"CF-RAY: al583a0eadcf3231-SIN",
"alt-svc: h3=\":443\"; ma=86400"

IPv4 HTTPS (port 443)

HTTP Status 200

Connected IP 151.101.66.133
Connect Time 13.39 ms

TTFB 85.19 ms

Total Time 85.28 ms

Response Headers:

"0": "HTTP/2 301",

"date: Fri, 03 Jul 2026 19:16:49 GMT",

"location: https://linktr.ee/hiedumara”,

"server: cloudflare",

"x-turbo-charged-by: LiteSpeed",

"cf-cache-status: DYNAMIC",

"report-to: {\"group\":\"cf-

nel\",\"max_age\":604800,\"endpoints\": [{\"url\":\"https://a.nel.cloudflare.com/report/v4?s=d%2F]8p%2FLCLsVm2t7DRp6ne%2FTDps6pgqBHwXTkEzuTOtCNemNNnOnbbny9odTJyV59AB8 fHMQWR8S 1XF%2
"7": "nel: {\"report_to\":\"cf-nel\",\"success fraction\":0.0,\"max_age\":604800}",

"cf-ray: al583a0fc9b555de-SIN",

"alt-svc: h3=\":443\"; ma=86400",

"HTTP/2 200",

"accept-ranges: bytes",

"age: 90754",

"cache-control: max-age=31536000, no-cache, stale-if-error=31536000",

"x-xss-protection: 0",

"content-type: text/html; charset=utf-8",

"etag: \"n2f2c8zverd4lng\"",

"expect-ct: max-age=0",

"server: nginx",

"traceparent: 00-6a46a81e0000000036cbb6ffofcffach-36chbb6ffafcffach-00",
tracestate: dd=t.tid:6a46a81e00000000;t.dm:-11;s:-1;p:36cbb6ffofcffach",
"via: 1.1 varnish, 1.1 varnish, 1.1 varnish",

"x-content-type-options: nosniff",

"x-datadog-parent-id: 3948450707334494923",

"x-datadog-sampling-priority: -1",

"x-datadog-tags: _dd.p.tid=6a46a81e00000000",

"x-datadog-trace-id: 3948450707334494923",

"x-dns-prefetch-control: off",

"x-download-options: noopen",

"x-frame-options: SAMEORIGIN",

"x-permitted-cross-domain-policies: none",

"strict-transport-security: max-age=300",

"date: Fri, 03 Jul 2026 19:16:49 GMT",

"x-served-by: cache-kul9826-KUL, cache-kul9820-KUL, cache-kul9820-KUL, cache-kul9823-KUL, cache-kul9823-KUL",
"x-cache: MISS, HIT, MISS, MISS, MISS",

x-cache-hits: 0, 5, 0, 0, 0",

"x-timer: $1783106209.291447,VS6,VE12",

"vary: Accept-Encoding",

"x-1lt-cache: E-PASS ~> SP-PASS ~> R-PASS ~> M-H ~> P-HIT",
"referrer-policy: origin-when-cross-origin",

"link: <https://linktr.ee/llms.txt>; rel=\"describedby\"; type=\"text/markdown\"",
"x-1lms-txt: https://linktr.ee/llms.txt",

"content-length: 214787"

IPv6 HTTPS (port 443)

HTTP Status 301
Connected IP 2606:4700:3030: :ac43:b126
Connect Time 7.08 ms
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TTFB 44.59 ms
Total Time 46.12 ms
Error Could not resolve host: linktr.ee

Response Headers:

[
"HTTP/2 301",
"date: Fri, 03 Jul 2026 19:16:49 GMT",
"location: https://linktr.ee/hiedumara",
"server: cloudflare",
"x-turbo-charged-by: LiteSpeed",
"cf-cache-status: DYNAMIC",
"report-to: {\"group\":\"cf-
nel\",\"max_age\":604800,\"endpoints\": [{\"url\":\"https://a.nel.cloudflare.com/report/v4?s=JMwEeX4E54NXyp0x0OuYzoBbSX1la5h%2FEG2ahdxD7UJ3y8HMIf21T80Z133sU1i%2F1Fh3n%2BhkMPiRM2NIWT
"nel: {\"report_to\":\"cf-nel\",\"success fraction\":0.0,\"max_age\":604800}",
"cf-ray: al583a0f09e2ebal-SIN",
"alt-svc: h3=\":443\"; ma=86400"

Connectivity Test Evidence

Test Result
TCP Connect IPv4 - port 80 301 0.008083 0.042422
TCP Connect IPv6 - port 80 301 0.009024 0.044342
TCP Connect IPv4 - port 443 301 0.009597 0.079698
TCP Connect IPv6 - port 443 301 0.011473 0.111011

Test Node Network Evidence

Node Profile dual stack

Egress Connectivity
IPv4 Egress 76.13.221.142

IPv6 Egress 2a02:4780:5€:2789::1

Sysctl IPv6 Flags

net.ipv6.conf.all.disable_ipvé 0

IPv6 Routes

2a02:4780:5e::/48 dev eth0® proto kernel metric 256 pref medium
fe80::/64 dev eth® proto kernel metric 256 pref medium
default via 2a02:4780:5e::1 dev ethO proto static metric 1024 pref medium

IPv4 Routes

default via 76.13.221.254 dev eth® proto static

10.6.101.0/24 dev wg0 scope link

10.6.102.0/24 dev wgd scope link

76.13.221.0/24 dev eth® proto kernel scope link src 76.13.221.142
172.29.0.0/24 dev wg0 scope link
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