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✗
Non-Compliant

MGv6C-1.0

45%
No IPv6 Support

IPV6-ONLY READINESS

Website: ✗ Not Ready

DNS: ✗ Not Ready

Email: ✓ Ready

IPV4 ADDRESSES

202.58.83.122

Network Information (WHOIS / RDAP)

IPv4 Network

Organization Universiti Teknologi MARA

Country MY

ASN AS24020

ASN Name UITM-AS-AP - University ITM, Shah Alam, Selangor Malaysia, MY

Network (CIDR) 202.58.80.0/20

Web Services (35%) 0 / 8

# CHECK RESULT DETAIL

1 AAAA Record FAIL No AAAA record found in DNS.

2 Globally Routable IPv6 FAIL IPv6 address is not globally routable.

3 HTTP over IPv6 FAIL HTTP is not accessible over IPv6.

4 HTTPS over IPv6 FAIL HTTPS is not accessible over IPv6.

5 IPv6-Only Reachability FAIL Site is not reachable when limited to IPv6-only.

6 TLS Certificate Valid (IPv6) FAIL TLS certificate is invalid, expired, or hostname mismatch over IPv6.

7 Dual-Stack (IPv4 + IPv6) FAIL Domain is IPv6-only or IPv4-only.

8 HTTP/3 (QUIC) FAIL No HTTP/3 support detected.

DNS & DNSSEC (25%) 1 / 5

# CHECK RESULT DETAIL

1 NS Has AAAA Record PASS Nameserver has IPv6 address.

2 NS Reachable via IPv6 FAIL No nameserver is reachable over IPv6.

3 NS Answers Queries via IPv6 FAIL Nameserver does not answer queries over IPv6.

4 DNSSEC Validated FAIL DNSSEC validation failed or zone is unsigned.

5 Reverse DNS (PTR) FAIL No PTR record found.

6 DS Record at Parent FAIL No DS record at parent.

7 RRSIG Valid FAIL No valid RRSIG found.
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# CHECK RESULT DETAIL

8 Signing Algorithm INFO No DNSKEY record found.

Email Services (25%) 6 / 6

# CHECK RESULT DETAIL

1 MX Record Exists PASS MX record found.

2 MX Server Has IPv6 PASS MX server has AAAA record.

3 SMTP Reachable via IPv6 PASS SMTP port 25 responds over IPv6.

4 STARTTLS over IPv6 PASS STARTTLS supported over IPv6.

5 SPF Record PASS SPF record found.

6 DKIM Selector INFO DKIM selector found: google._domainkey

7 DMARC Record PASS DMARC record found.

IPv4 Baseline (15%) 3 / 3

# CHECK RESULT DETAIL

1 A Record PASS 202.58.83.122

2 HTTP over IPv4 PASS HTTP (port 80) responds over IPv4 — 60ms TTFB.

3 HTTPS over IPv4 PASS HTTPS (port 443) responds over IPv4 — 48ms TTFB.

IPv6 Readiness Report
uitm.edu.my — Education

Generated: 03 Sep 2026, 02:33 MYT
Last Checked: 08 Aug 2026, 18:16 MYT

National IPv6 Readiness Monitor — https://ipv6.my6.my Page 2 of 11



Audit Trail & Evidence Record

Verification ID 2fe4dfa9-2e47-465d-8526-c4ea8251e111

Domain uitm.edu.my

Check Mode Manual

Status Completed

Started 08 Aug 2026, 18:16:01 MYT

Finished 08 Aug 2026, 18:16:21 MYT

Test Node Profile dual stack

Engine Version 2.0.0

MGv6C Version 1.0.0

Audit URL https://ipv6.my6.my/audit/2fe4dfa9-2e47-465d-8526-c4ea8251e111

Integrity Verification

✓ INTEGRITY VERIFIED

Algorithm hmac-sha256-v1

Root Hash 0c9fc88d052d392d577f807aa82ac86ee06143a800f1551fcc52ff4602723271

http_headers 437b754c28efd3fa84062f36f488333e2c07b34b0f9730ee8eddff2bd9b2b888

dns_responses 6ed99a1c51db0e299e47d3a774172b629e77cf7be90f9ac7e2ea1be306c39ea5

tls_handshake 0a23e6e19b1001e1dd9d4a848d0e6d4013ddbcf73a5a62f028694d32c05ffbbe

connectivity_log e0ada1d0a672ec3daa1fe2818dc2651f01b46c2cceb47d9366ab0dc28e3bf5a2

dns_resolution_times 8bdc99c8e76369ce3215703567a41141c95bc93eecac4a11007b64e832aa5156

Test Node Identity

Os Linux srv1440888 6.8.0-136-generic #136-Ubuntu SMP PREEMPT_DYNAMIC Wed Jul 1 21:53:05 UTC 2026 x86_64

Hostname srv1440888

Php Version 8.3.33

Server Ipv4 76.13.221.142

Server Ipv6 2a02:4780:5e:2789::1

DNS Resolution Performance

Comparison of A (IPv4) vs AAAA (IPv6) query times across resolvers and transports. Shows median (p50) and 95th percentile (p95) of 3 samples per tuple.

Resolver Transport A p50 (ms) A p95 (ms) AAAA p50 (ms) AAAA p95 (ms) Delta (ms)

System Default 18.38 24.92 22.77 31.18 +4.4 

Google IPv4 42.49 49.33 49.31 171.22 +6.8 

Google IPv6 38.9 44.25 45.68 158.23 +6.8 

Cloudflare IPv4 24.79 30.77 28.29 40.92 +3.5 

Cloudflare IPv6 12.65 26.34 43.26 44.6 +30.6 
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DNS Evidence

A

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 6058
;; flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
uitm.edu.my.		300	IN	A	202.58.83.122

DS

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 47400
;; flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; AUTHORITY SECTION:
edu.my.			3549	IN	SOA	e.nic.my. hostmaster.nic.my. 2026062857 1800 900 604800 3600

MX

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 20114
;; flags: qr rd ra; QUERY: 1, ANSWER: 5, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
uitm.edu.my.		300	IN	MX	5 ALT1.ASPMX.L.GOOGLE.COM.
uitm.edu.my.		300	IN	MX	10 ASPMX3.GOOGLEMAIL.COM.
uitm.edu.my.		300	IN	MX	5 ALT2.ASPMX.L.GOOGLE.COM.
uitm.edu.my.		300	IN	MX	1 ASPMX.L.GOOGLE.COM.
uitm.edu.my.		300	IN	MX	10 ASPMX2.GOOGLEMAIL.COM.

NS

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 51323
;; flags: qr rd ra; QUERY: 1, ANSWER: 3, AUTHORITY: 0, ADDITIONAL: 7

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
uitm.edu.my.		300	IN	NS	ns1.uitm.edu.my.
uitm.edu.my.		300	IN	NS	ns3.uitm.edu.my.
uitm.edu.my.		300	IN	NS	ns2.uitm.edu.my.

TXT

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 2593
;; flags: qr rd ra; QUERY: 1, ANSWER: 12, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
uitm.edu.my.		300	IN	TXT	"adobe-idp-site-verification=fb1f5c68-f32b-487f-97a4-6b8fc1165137"
uitm.edu.my.		300	IN	TXT	"v=spf1 ip4:202.58.82.126 ip4:202.58.84.87 ip4:202.58.84.88 ip4:202.58.84.89 include:_spf.google.com ~all"
uitm.edu.my.		300	IN	TXT	"adobe-idp-site-verification=fb1f5c68f32b487f97a46b8fc1165137"
uitm.edu.my.		300	IN	TXT	"google-site-verification=xIRyiQ_3uhwBg40vH5E1e0NtQFnu0vAnObS3JmxTat0"
uitm.edu.my.		300	IN	TXT	"google-site-verification=LZdOqS4AHNX2QTpJ1BfuXxBIHQ9ZpxOeS4WsFVhkf0w"
uitm.edu.my.		300	IN	TXT	"google-site-verification=gDQWcC9MPRNwkms2RVZcBmLjgYjPK6LtkfAvoEvB9O4"
uitm.edu.my.		300	IN	TXT	"cisco-ci-domain-verification=3d24323685c864adbc7c8dcee2dedefc509618b0e54472a5c086f20d8d077508"
uitm.edu.my.		300	IN	TXT	"google-site-verification=50USztdHYiKcdPt7BYK_udFk4zkaTMDxtdnaYliwCMI"
uitm.edu.my.		300	IN	TXT	"google-site-verification=HxBt7lOcRdNOjB4fYPF4mwvccKNifO_NoqC5QbCbbVY"
uitm.edu.my.		300	IN	TXT	"google-site-verification=LLOYl3gt-FWinOQShi17N_lUVmPFWoOAtayuI8dFsS8"
uitm.edu.my.		300	IN	TXT	"MS=ms99834528"
uitm.edu.my.		300	IN	TXT	"google-site-verification=K2CodNStu6F-cYSenDcqVTgwo4Q2wMc0vA7sC7sJK4g"

AAAA

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 30854
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;; flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; AUTHORITY SECTION:
uitm.edu.my.		298	IN	SOA	ns1.uitm.edu.my. postmaster.salam.uitm.edu.my. 2026080701 14400 3600 1209600 3600

RRSIG

ns1.uitm.edu.my. postmaster.salam.uitm.edu.my. 2026080701 14400 3600 1209600 3600

DNSKEY

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 30773
;; flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; AUTHORITY SECTION:
uitm.edu.my.		298	IN	SOA	ns1.uitm.edu.my. postmaster.salam.uitm.edu.my. 2026080701 14400 3600 1209600 3600

DNSSEC_VALIDATION

; unsigned answer
uitm.edu.my.		297	IN	SOA	ns1.uitm.edu.my. postmaster.salam.uitm.edu.my. 2026080701 14400 3600 1209600 3600
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TLS Handshake Evidence

IPV4 Connection

IP Used 202.58.83.122

IP Version 4

depth=2 C = US, O = SSL Corporation, CN = SSL.com TLS RSA Root CA 2022
verify return:1
depth=1 C = US, O = SSL Corporation, CN = SSL.com TLS Issuing RSA CA R1
verify return:1
depth=0 CN = *.uitm.edu.my
verify return:1
CONNECTED(00000010)
---
Certificate chain
 0 s:CN = *.uitm.edu.my
   i:C = US, O = SSL Corporation, CN = SSL.com TLS Issuing RSA CA R1
   a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
   v:NotBefore: Jul 27 03:00:51 2026 GMT; NotAfter: Feb  8 09:46:37 2027 GMT
-----BEGIN CERTIFICATE----------END CERTIFICATE-----
 1 s:C = US, O = SSL Corporation, CN = SSL.com TLS Issuing RSA CA R1
   i:C = US, O = SSL Corporation, CN = SSL.com TLS RSA Root CA 2022
   a:PKEY: rsaEncryption, 3072 (bit); sigalg: RSA-SHA256
   v:NotBefore: Oct 21 17:02:03 2022 GMT; NotAfter: Oct 18 17:02:02 2032 GMT
-----BEGIN CERTIFICATE-----IPv6 Readiness Report
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-----END CERTIFICATE-----
 2 s:C = US, O = SSL Corporation, CN = SSL.com TLS RSA Root CA 2022
   i:C = US, O = SSL Corporation, CN = SSL.com TLS RSA Root CA 2022
   a:PKEY: rsaEncryption, 4096 (bit); sigalg: RSA-SHA256
   v:NotBefore: Aug 25 16:34:22 2022 GMT; NotAfter: Aug 19 16:34:21 2046 GMT
-----BEGIN CERTIFICATE-----
MIIFiTCCA3GgAwIBAgIQb77arXO9CEDii02+1PdbkTANBgkqhkiG9w0BAQsFADBO
MQswCQYDVQQGEwJVUzEYMBYGA1UECgwPU1NMIENvcnBvcmF0aW9uMSUwIwYDVQQD
DBxTU0wuY29tIFRMUyBSU0EgUm9vdCBDQSAyMDIyMB4XDTIyMDgyNTE2MzQyMloX
DTQ2MDgxOTE2MzQyMVowTjELMAkGA1UEBhMCVVMxGDAWBgNVBAoMD1NTTCBDb3Jw
b3JhdGlvbjElMCMGA1UEAwwcU1NMLmNvbSBUTFMgUlNBIFJvb3QgQ0EgMjAyMjCC
AiIwDQYJKoZIhvcNAQEBBQADggIPADCCAgoCggIBANCkCXJPQIgSYT41I57u9nTP
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HTTP Response Evidence

IPv4 HTTP (port 80)

HTTP Status 200

Connected IP 202.58.83.122

Connect Time 11.16 ms

TTFB 64.08 ms

Total Time 64.17 ms

Response Headers:

{
    "0": "HTTP/1.1 301 Moved Permanently",
    "1": "Content-Type: text/html",
    "2": "Content-length: 0",
    "3": "Connection: Close",
    "4": "Location: https://uitm.edu.my:443/",
    "6": "HTTP/1.1 200 OK",
    "7": "Date: Sat, 08 Aug 2026 10:16:20 GMT",
    "8": "X-Content-Type-Options: nosniff",
    "9": "Content-Type: text/html; charset=UTF-8",
    "10": "X-FRAME-OPTIONS: SAMEORIGIN",
    "11": "Set-Cookie: BNIS_x-bni-jas=dls7vcSw7jznmDKSDCuENWWIoYb7w5C2ihLJTszbYcxgLc73m5VUZuw5UuWoIATFLob8d2+zJtH+Nlgsj4QRgIFgJlSzUTe1lfb2QRqo4GcGoLOUPySksA==; 
Path=/",
    "12": "Set-Cookie: 96cf2b6d733363bd0723f19b64e8fb52=c609db7126cffe159723189b26b227ed; path=/; HttpOnly; Secure",
    "13": "Transfer-Encoding: chunked",
    "14": "Strict-Transport-Security:  max-age=31536000"
}

IPv4 HTTPS (port 443)

HTTP Status 200

Connected IP 202.58.83.122

Connect Time 4.34 ms

TTFB 49.53 ms

Total Time 49.56 ms

Response Headers:

[
    "HTTP/1.1 200 OK",
    "Date: Sat, 08 Aug 2026 10:16:20 GMT",
    "X-Content-Type-Options: nosniff",
    "Content-Type: text/html; charset=UTF-8",
    "X-FRAME-OPTIONS: SAMEORIGIN",
    "Set-Cookie: BNIS_x-bni-jas=TFGUMbUe6hxlAKMHO0Gf23kTVwcAZrVrbXuHQh7lYR/bxDg3+NOJgV0O75EEG7G86apHO6h941NZNm+xO6w2lxDUjMeej1osRS4s+xIq4f2Cs8YLLQ13SA==; Path=/",
    "Set-Cookie: 96cf2b6d733363bd0723f19b64e8fb52=675e6257933f1d9936e80cb170602e39; path=/; HttpOnly; Secure",
    "Transfer-Encoding: chunked",
    "Strict-Transport-Security:  max-age=31536000"
]

Connectivity Test Evidence

Test Result

TCP Connect IPv4 → port 80 301 0.004669 0.010810

TCP Connect IPv4 → port 443 200 0.005248 0.059151
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Test Node Network Evidence

Node Profile dual stack

Egress Connectivity

IPv4 Egress 76.13.221.142

IPv6 Egress 2a02:4780:5e:2789::1

Sysctl IPv6 Flags

net.ipv6.conf.all.disable_ipv6 0

IPv6 Routes

2a02:4780:5e::/48 dev eth0 proto kernel metric 256 pref medium
fd7a:115c:a1e0::1136:5807 dev tailscale0 proto kernel metric 256 pref medium
fe80::/64 dev eth0 proto kernel metric 256 pref medium
fe80::/64 dev tailscale0 proto kernel metric 256 pref medium
default via 2a02:4780:5e::1 dev eth0 proto static metric 1024 pref medium

IPv4 Routes

default via 76.13.221.254 dev eth0 proto static 
10.6.101.0/24 dev wg0 scope link 
10.6.102.0/24 dev wg0 scope link 
76.13.221.0/24 dev eth0 proto kernel scope link src 76.13.221.142 
172.29.0.0/24 dev wg0 scope link 
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