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X

Non-Compliant

MGv6C-1.0

IPV4 ADDRESSES

N30 231l &2 o A2
18.141.134.15

Network Information (WHOIS / RDAP)

Organization
Country
ASN

ASN Name

Network (CIDR)

Web Services (35%)

# CHECK

1 AAAA Record

2 Globally Routable IPv6

3 HTTP over IPv6

4 HTTPS over IPv6

5 IPv6-Only Reachability

6 TLS Certificate Valid (IPv6)
7 Dual-Stack (IPv4 + IPv6)

8 HTTP/3 (QUIC)

DNS & DNSSEC (25%)

# CHECK

1 NS Has AAAA Record

2 NS Reachable via IPv6

3 NS Answers Queries via IPv6
4 DNSSEC Validated

5 Reverse DNS (PTR)

6 DS Record at Parent

7 RRSIG Valid

National IPv6 Readiness Monitor — https://ipv6.my6.my

IPV6-ONLY READINESS

1 9% Website: X Not Ready

No IPv6 Support DNS: X Not Ready
Email: X Not Ready

IPv4 Network

Amazon Data Services Singapore

us

AS16509

AMAZON-02 - Amazon.com, Inc., US

13.250.0.0/15

RESULT

FAIL

FAIL

FAIL

FAIL

FAIL

FAIL

FAIL

FAIL

RESULT

FAIL

FAIL

FAIL

FAIL

FAIL

FAIL

PASS

DETAIL

No AAAA record found in DNS.

IPv6 address is not globally routable.

HTTP is not accessible over IPv6.

HTTPS is not accessible over IPv6.

Site is not reachable when limited to IPv6-only.

TLS certificate is invalid, expired, or hostname mismatch over IPv6.

Domain is IPv6-only or IPv4-only.

No HTTP/3 support detected.

DETAIL

No nameserver has an AAAA record.

No nameserver is reachable over IPv6.
Nameserver does not answer queries over IPv6.
DNSSEC validation failed or zone is unsigned.
No PTR record found.

No DS record at parent.

RRSIG signatures are current and valid.
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# CHECK

8 Signing Algorithm

Email Services (25%)

# CHECK

1 MX Record Exists

2 MX Server Has IPv6

3 SMTP Reachable via IPv6
4 STARTTLS over IPv6

5 SPF Record

6 DKIM Selector

7 DMARC Record

IPv4 Baseline (15%)
# CHECK

1 A Record

2 HTTP over IPv4

3 HTTPS over IPv4

National IPv6 Readiness Monitor — https://ipv6.my6.my

RESULT

INFO

RESULT

FAIL

FAIL

FAIL

FAIL

PASS

INFO

FAIL

RESULT

PASS

PASS

PASS

DETAIL

ECDSAP2565HA256

DETAIL

No MX record found in DNS.

MX server has no IPv6 address.

SMTP is not reachable over IPv6.

STARTTLS not available over IPv6.

SPF record found.

No common DKIM selector found.

No DMARC record found.

DETAIL
13.251.32.112, 18.141.134.15

HTTP (port 80) responds over IPv4 — 16ms TTFB.

HTTPS (port 443) responds over IPv4 — 25ms TTFB.
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bankislam.com — Banking Last Checked: 08 Aug 2026, 18:01 MYT

Audit Trail & Evidence Record

Verification ID b2c1bb2f-4b88-4277-9ff4-5bb783edccfl

Domain bankislam.com

Check Mode Manual

Status Completed

Started 08 Aug 2026, 18:01:13 MYT

Finished 08 Aug 2026, 18:01:18 MYT

Test Node Profile dual stack

Engine Version 2.0.0

MGv6C Version 1.0.0

Audit URL https://ipv6.my6.my/audit/b2clbb2f-4b88-4277-9ff4-5bb783edccfl

Integrity Verification

v INTEGRITY VERIFIED

Algorithm hmac-sha256-v1

Root Hash 89b65527b7cea3468bf82662b30cd73b03249a947b5f136f56a0eb16f45d3164
http_headers c9ceflb1d8969b83fa8134d254be2cef8078d3c89096347fd84a4f02e78845b3
dns_responses 245733784b5ec877af3cdel332abbe2cec15453ef13d7b01f166cfecfd759eb2
tls_handshake 3487d579913434127c3343f8bcee9395d927142cba9e8d59a794619061d17055
connectivity_log 1b5d76a8fa52ee89f7f66f8cc935ec8bbd3d358317574494dcfd806949bfc3f
dns_resolution_times c79e89de011c7a48543327c2da54ecc88bec47de46e053b48190c760c8babc54

Test Node Identity

Os Linux srv1440888 6.8.0-136-generic #136-Ubuntu SMP PREEMPT DYNAMIC Wed Jul 1 21:53:05 UTC 2026 x86 64
Hostname srv1440888

Php Version 8.3.33

Server lpv4 76.13.221.142

Server Ipv6 2202:4780:5e:2789::1

DNS Resolution Performance

Comparison of A (IPv4) vs AAAA (IPv6) query times across resolvers and transports. Shows median (p50) and 95th percentile (p95) of 3 samples per tuple.

Resolver Transport A p50 (ms) A p95 (ms) AAAA p50 (ms) AAAA p95 (ms) Delta (ms)
System Default 20.82 24.6 22.8 29.21 +2
Google IPv4 171.51 174.17 159.78 165.22 -11.7
Google IPv6 169.58 172.89 155.63 159.93 -14
Cloudflare IPv4 26.16 28.77 27.16 34.63 +1
Cloudflare IPv6 38.22 44.77 39.18 42.24 +1
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DNS Evidence

A

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 5747
;3 flags: qr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232
;3 ANSWER SECTION:
bankislam.com.[JJOJINJA]18.141.134.15
bankislam.com.[JJO0INJA]13.251.32.112

DS

;3 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 8503
;3 flags: gr rd ra; QUERY: 1, ANSWER: O, AUTHORITY: 1, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 AUTHORITY SECTION:

com.[J00824[IN[JSOA[Ja.gtld-servers.net. nstld.verisign-grs.com. 1786183184 1800 900 604800 900

MX

;3 Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 35291
;3 flags: gr rd ra; QUERY: 1, ANSWER: O, AUTHORITY: 1, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 AUTHORITY SECTION:

bankislam.com.[JJ600INJSOAJgtm-strateq.bankislam.com.my. hostmaster.gtm-strateq.bankislam.com.my. 2026052202 10800 3600 604800 60

NS

;3 Got answer:
->>HEADER<<- opcode: QUERY, status: NOERROR, id: 44894
; flags: gqr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 ANSWER SECTION:
bankislam.com.[JJO0ININS[Jgtm-strateq.bankislam.com.my.

TXT

;3 Got answer:
->>HEADER<<- opcode: QUERY, status: NOERROR, id: 23834
;3 flags: qr rd ra; QUERY: 1, ANSWER: 7, AUTHORITY: ©, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 ANSWER SECTION:

bankislam.com.[JJ1590INOTXT[]"51A1-3C22-CA31-BAD3-4AF9-5228-70B2-EEC4"

bankislam.com.[JJ1590INOTXTO" globalsign-domain-verification=EYYVUSnF8XGplyFoWx0xehYn9XcXODWCXLaKbMITac"
bankislam.com.[JJ1590INOTXT]"_globalsign-domain-verification=mMwwP73xTpBx6W04bzPKXAt6nbZRIZ1102NBQkek8E"
bankislam.com.[JJ1590INOTXT" facebook-domain-verification=1ncxvribpthpatugh6b8q5e4zapnvd"
bankislam.com.[JJ1590INOTXT" ORYNRAUMZ4MLeFxwtR+TkgCW2Ny9NKO1o3rv91pTz1I="
bankislam.com.[JJ1590INOTXT]"v=spfl -all"
bankislam.com.[JJ1590INOTXT]"0E52-1576-EFB8-7F67-9706-B65C-1815-6A2C"

AAAA

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 43090
;5 flags: qr rd ra; QUERY: 1, ANSWER: O, AUTHORITY: 1, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232

;3 AUTHORITY SECTION:
bankislam.com.[J0600INSOAJgtm-strateq.bankislam.com.my. hostmaster.gtm-strateq.bankislam.com.my. 2026052202 10800 3600 604800 60

RRSIG

gtm-strateq.bankislam.com.my. hostmaster.gtm-strateq.bankislam.com.my. 2026052202 10800 3600 604800 60
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SOA 13 2 500 20260815003739 20260807233739 31837 bankislam.com. YOcj67jue3ynxCTdEOevAJymzgmRbzpnCMyw3rLLVS3qxAt5Y8nzcD+8 0q693+92K0Z6IYw2Q2/C550gwpKnug==

DNSKEY

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 60265
;3 flags: qr rd ra; QUERY: 1, ANSWER: 3, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

33 ANSWER SECTION:

bankislam.com.[J03458INIDNSKEY[257 3 13 0eU2e9KbvmDYMYFR3/WKSE95ZWtv+Kj+Q97pXzW/NjZ4SwfIXKMBMU7F 9YizfuiNzwQznZXuplpg8D+11/1JYA==

bankislam. com.[]JJ3458JIN[JDNSKEY[]256 3 13 BP+ya0BG96dg8ds1S0GyEb96cbaNw0Odv+FBqdMBwX/tZgdtznaNknIBh zs3NvsgUsnoMiMLk1W9odO1TonnAiA==
bankislam. com.[JJ3458JIN[DNSKEY[J257 3 13 G4kwH810oV1Xm5vCbQnmCcnKGI7 rwE4f52RMal3NungmsRLO9LD/UMTNI ti3z+KX05Sk6Pmz38UxGZz6817tthg==

DNSSEC_VALIDATION

;; validating bankislam.com/SOA: no valid signature found

; unsigned answer
bankislam.com.[JJ3580IN[SOA[Jgtm-strateq.bankislam.com.my. hostmaster.gtm-strateq.bankislam.com.my. 2026052202 10800 3600 604800 60

bankislam.com.[JJ358[IN[JRRSIG[JSOA 13 2 500 20260815003739 20260807233739 31837 bankislam.com. YOcj67jue3ynxCTdEOevAJymzqmRbzpnCMyw3rLLVS3qxAt5Y8nzcD+8
00693+92K0Z6IYw2Q2/C550gwpKnug==
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TLS Handshake Evidence

IPV4 Connection
IP Used 13.251.32.112

IP Version 4

depth=2 C = US, 0 = Amazon, CN = Amazon Root CA 1

verify return:1

depth=1 C = US, 0 = Amazon, CN = Amazon RSA 2048 M04

verify return:1

depth=0 CN = www.bankislam.com

verify return:1

CONNECTED (00000010)

Certificate chain

0 s:CN = www.bankislam.com

i:C = US, 0 = Amazon, CN = Amazon RSA 2048 M04
a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
v:NotBefore: Dec 14 00:00:00 2025 GMT; NotAfter: Jan 12 23:59:59 2027 GMT
 ca+EG6Ytz8e2zXFAgMBAAGjggLtMIIC6TAfBgNVHSME
GDAWgBQfUpJhVoJUf4Fm2BO9CqoyXI fdCDAdBgNVHQ4EFgQUVS jw2IIMul5My2ky
jCS2xS6]j TVEwKwYDVRORBCQwIoIRd3d3LmIhbmtpc2xhbS5jb22CDWIhbmtpc2xh
bS5jb26WEwYDVRAgBAWWC j AIBgZngQwBAgEWDgYDVROPAQH/BAQDAGWGMBMGA1Ud
JQQMMA0GCCsGAQUFBWMBMDSGA1UdHWQOMDIwMKAUOCYyGKmhOdHAGLY9j cmwucjJt
MDQuYW1hem9udHJ1c3QuY29tL3IybTAOLmNybDB1BggrBgEFBQCBAQRPMGCWLQYT
KwYBBQUHMAGGIWhOdHAGLYIVY3NwLNIybTAOLmFtYXpvbnRydXNOLmNvbTA2Bggr
BgEFBQcwAoYqgaHROcDovL2NydC5yMmOWNC5hbWF6b250cnVzdC5jb20vc]jItMDQu
Y2VyMAWGA1UJEWEB/wQCMAAWggF8Bgo rBgEEAdZ5AgQCBIIBbASCAWGBZGB1AEX j
3Jj1nB2riPYeij3ero+rRKM3el+blMP70Zz8wb4mAAABmx07njUAAAQDAEYWRAIg
cgbEoAW9ONPPGPpWGNyxDyg17NHrtb9G1FKULYI4j0YCICSIEPHe1SAdUSbLUP96
fdpI1SKFKThgwPulBVwofuYDAHUAHI90LON68EVPUPgblogH3dsyENhM5siy44]S
SSTPWZBAAAGDGj ueQAAABAMAR j BEALBSEKDyanJD+5E rVUrvqdoapb6KSofOIdMi
cJiocNE71QIgA3JYXSz6k3sxie8hGQ1vRZxxvhMEtRLEN86/1Tqzgv8AdgBgTIqv
en93XwHUBvySDciZ6wscffjIUhve+hd305eLyQAAAZsa057 xAAAEAWBHMEUCTIHAR
cL5Eab3WVZdG48139CpYQ0i5Serbd5ziGn0AOUs+gAiEAWQUFgoWdLRma3ENRLXIN
um4ZRE19hHObkDfP6aD45ccwDQYIKoZIhvcNAQELBQADggEBALmMCvwImDcK8kQy
v8DCXUD5Qdg1TBLfAmtSdFvgwm8LcQnPnUhOdnmlYFxUQwkdwI9ZwOnbwb3P2Qu/
dBeBFA4gi3102bhga9ckH7b0+/m4aM+CYs3kfzDZ8DuPSyXwM4ifdBZOwHdYtr5Y
0qWjOGHPriQveJK7zodd8GfkDg2qNeF+A0y4qGat5Vxq4YjGT2 1 IAXEdAuI fA281
Mc5GkWwUFK6dfZTxerH660rArdrZFwcelsuILSQXtu/QOhUEBuet1fq3N53GWIG5
VWIOBCAH+eWtPuW7sSFkqvR+Z9YXzAhqMUXTvQfH60DGRTI/2rh0TiaK9E11WzrK
cW6zehA=
»»»»» END CERTIFICATE-----
1s:C US, 0 = Amazon, CN = Amazon RSA 2048 M04

i:C = US, 0 = Amazon, CN = Amazon Root CA 1

a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256

v:NotBefore: Aug 23 22:26:35 2022 GMT; NotAfter: Aug 23 22:26:35 2030 GMT

MITIEXjCCA®agAwIBAGITB3MSTyqVLj7R1i1i9uFObwM5fIzANBgkghkiGOwOBAQSF rBgEFBQCDAjAdBgNV
HQ4EFgQUH1KSYVaCVH+BZtgdPQqgMlyH3QgwHWYDVROj BBgwFOAUhBjMhTTsvAyU
1C4IWZzHshBOCggwewYIKwYBBQUHAQEEbzBtMC8GCCsGAQUFBzABhiNodHRwOi8v
b2NzcC5yb290Y2EXLmFtYXpvbnRydXNOLmNvbTA6Bgg rBgEFBQcwAoYuaHROcDov
L2NydC5yb290Y2EXLmFtYXpvbnRydXNOLmNvbS9yb290Y2EXLmNLcjA/BgNVHREE
0DA2MDSgMgAwhi50dHRw0i8vY3JsLnJvb3RjYTEuYWlhem9udHI1c3QuY29tL3Iv
b3RjYTEUY3JsMBMGA1UdIAQMMAowCAYGZ4EMAQIBMAOGCSqGSIb3DQEBCWUAA4IB
AQA+105UsAaNuW31HzJtpNGwBnZd9QEYFtxpiAnIaV4gApnGS90Cw5ZPwie7YS1D
ZF5yyFPsFhUC2Q9uJHY/CRV1b5hIiGHO+6+w5PgKiY1MWuWT8VAaljFxvuhM7a/e
fN2TIwlWd6WC16YRisunjQOrSP+unqC8A540INyZ1J0E3jVqat30ZBGgMvihdj2w
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Y23EpwesrKiQzkHzmvSH67PVW4ycbPy08HVZnBxZ5Nr1GGObwXR3fNTaz+c+Ej6C
5AnwI3qk0FgSkg3Y75cdFz6p0/olK+e3AqygAcvOWjzmkDPuBjssuZjCHMC560H3
GJKkV29Di2j5prHIbwZjGlinU

----- END CERTIFICATE-----

2 s:C =US, 0 = Amazon, CN = Amazon Root CA 1

i:C = US, ST = Arizona, L = Scottsdale, 0 = "Starfield Technologies, Inc.", CN = Starfield Services Root Certificate Authority - G2

a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256

v:NotBefore: May 25 12:00:00 2015 GMT; NotAfter: Dec 31 01:00:00 2037 GMT

MIIEkjCCA3qgAwIBAgQITBn+USionzfP6wq4rAfkI7 rnExjANBgkqhkiGOwOBAQsF
ADCBmDELMAKGA1UEBhMCVVMXEDAOBgNVBAQTBOFyaXpvbmEXEZARBgNVBACTCIN]
b3ROCc2RhbGUXJTAjBgNVBAOTHFNOYXImaWVsZCBUZWNobm9sb2dpZXMsIELuYy4x
0zA5BgNVBAMTMINOYXJImaWVsZCBTZXJ2aWN1cyBSb290IENTcnRpZmljYXRLIEF1
dGhveml0eSAtIEcYyMBAXDTE1MDUYNTEYMDAWMFOXDTM3MTIzZMTAXMDAWMFowOTEL
MAKGA1UEBhMCVVMxDzANBgNVBAoTBkFtYXpvbjEZMBcGA1UEAXMQQW1hem9uIFJv
b3QgQOEGMTCCASIWDQYIKoZIhvcNAQEBBQADGGEPADCCAQoCGGEBALJ4gHHKeENX j
ca9HgFBOTW7Y14h2931091ghYP1OhAEVIrAItht0gQ3p0sqTQNroBvo3bSMgHFzZM
906II8c+6zf1tRn4SWiw3te5djgdYZ6k/oI2peVKVURF4fn9tBb6dNqcmzUSL/qw
IFAGbHrQgLKm+a/sRxmPUDgH3KKHOVj4utWp+UhnMIbulHheb4mjUcAwhmahRWa6
VOujw5H5SNz/0egwlLX0tdHA114gk957EWW67c4cX8jIGKLhD+rcdgsq08p8kDill
93FcXmn/6pUCyziKrlA4b9v7LWIbxcceVOF34GfID5yHI9Y/QCB/IIDEgEW+0yQm
jgSubJ rIqg0CAWEAAaOCATEWGQE tMABGA1UJEWEB/WQFMAMBAT8WDgYDVROPAQH/
BAQDAgGGMBOGA1UdDgQWBBSEGMy FNOY8DISULghZnMeyEE4KCDATBgNVHSMEGDAW
gBScXwDfqgHXMCs4iKK4bUqc8hGRgzB4BggrBgEFBQCcBAQRsMGowLgYIKwYBBQUH
MAGGImhOdHAGLY9VY3NwLnJIvb3RnMi5hbWF6b250cnVzdC5jb20wOAYIKwYBBQUH
MAKGLGhOJHA6LY9j cnQucm9vdGeyLmFtYXpvbnRydXNOLmMNvhS9yb290ZzIuY2Vy
MDOGA1UdHwWQ2MDQwMgAwoC6GLGhOdHAGLY9j cmwucm9vdGeyLmFtYXpvbnRydXNO
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HTTP Response Evidence

IPv4 HTTP (port 80)

HTTP Status 403
Connected IP 13.251.32.112
Connect Time 8.44 ms

TTFB 17.19 ms
Total Time 17.24 ms

Response Headers:

[
"HTTP/1.1 403 Forbidden",
"Server: awselb/2.0",
"Date: Sat, 08 Aug 2026 10:01:17 GMT",
"Content-Type: text/html",
"Content-Length: 118",
"Connection: keep-alive"

IPv4 HTTPS (port 443)

HTTP Status 403
Connected IP 13.251.32.112
Connect Time 9.03 ms

TTFB 35.02 ms
Total Time 35.05 ms

Response Headers:

[
"HTTP/2 403",
"server: awselb/2.0",
"date: Sat, 08 Aug 2026 10:01:17 GMT",
"content-type: text/html",
"content-length: 118"

Connectivity Test Evidence

Test Result
TCP Connect IPv4 - port 80 403 0.007753 0.017088
TCP Connect IPv4 - port 443 403 0.007930 0.045265
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Test Node Network Evidence

Node Profile dual stack

Egress Connectivity
IPv4 Egress unreachable

IPv6 Egress unreachable

Sysctl IPv6 Flags

net.ipv6.conf.all.disable_ipvé 0

IPv6 Routes

2a02:4780:5e::/48 dev eth0® proto kernel metric 256 pref medium
fd7a:115c:ale0::1136:5807 dev tailscale® proto kernel metric 256 pref medium
fe80::/64 dev eth® proto kernel metric 256 pref medium

feB80::/64 dev tailscale® proto kernel metric 256 pref medium

default via 2a02:4780:5e::1 dev eth® proto static metric 1024 pref medium

IPv4 Routes

default via 76.13.221.254 dev eth® proto static

10.6.101.0/24 dev wgd scope link

10.6.102.0/24 dev wg0 scope link

76.13.221.0/24 dev eth® proto kernel scope link src 76.13.221.142
172.29.0.0/24 dev wgd scope link
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