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✗
Non-Compliant

MGv6C-1.0

19%
No IPv6 Support

IPV6-ONLY READINESS

Website: ✗ Not Ready

DNS: ✗ Not Ready

Email: ✗ Not Ready

IPV4 ADDRESSES

13.251.32.112

18.141.134.15

Network Information (WHOIS / RDAP)

IPv4 Network

Organization Amazon Data Services Singapore

Country US

ASN AS16509

ASN Name AMAZON-02 - Amazon.com, Inc., US

Network (CIDR) 13.250.0.0/15

Web Services (35%) 0 / 8

# CHECK RESULT DETAIL

1 AAAA Record FAIL No AAAA record found in DNS.

2 Globally Routable IPv6 FAIL IPv6 address is not globally routable.

3 HTTP over IPv6 FAIL HTTP is not accessible over IPv6.

4 HTTPS over IPv6 FAIL HTTPS is not accessible over IPv6.

5 IPv6-Only Reachability FAIL Site is not reachable when limited to IPv6-only.

6 TLS Certificate Valid (IPv6) FAIL TLS certificate is invalid, expired, or hostname mismatch over IPv6.

7 Dual-Stack (IPv4 + IPv6) FAIL Domain is IPv6-only or IPv4-only.

8 HTTP/3 (QUIC) FAIL No HTTP/3 support detected.

DNS & DNSSEC (25%) 0 / 5

# CHECK RESULT DETAIL

1 NS Has AAAA Record FAIL No nameserver has an AAAA record.

2 NS Reachable via IPv6 FAIL No nameserver is reachable over IPv6.

3 NS Answers Queries via IPv6 FAIL Nameserver does not answer queries over IPv6.

4 DNSSEC Validated FAIL DNSSEC validation failed or zone is unsigned.

5 Reverse DNS (PTR) FAIL No PTR record found.

6 DS Record at Parent FAIL No DS record at parent.

7 RRSIG Valid PASS RRSIG signatures are current and valid.
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# CHECK RESULT DETAIL

8 Signing Algorithm INFO ECDSAP256SHA256

Email Services (25%) 1 / 6

# CHECK RESULT DETAIL

1 MX Record Exists FAIL No MX record found in DNS.

2 MX Server Has IPv6 FAIL MX server has no IPv6 address.

3 SMTP Reachable via IPv6 FAIL SMTP is not reachable over IPv6.

4 STARTTLS over IPv6 FAIL STARTTLS not available over IPv6.

5 SPF Record PASS SPF record found.

6 DKIM Selector INFO No common DKIM selector found.

7 DMARC Record FAIL No DMARC record found.

IPv4 Baseline (15%) 3 / 3

# CHECK RESULT DETAIL

1 A Record PASS 13.251.32.112, 18.141.134.15

2 HTTP over IPv4 PASS HTTP (port 80) responds over IPv4 — 16ms TTFB.

3 HTTPS over IPv4 PASS HTTPS (port 443) responds over IPv4 — 25ms TTFB.
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Audit Trail & Evidence Record

Verification ID b2c1bb2f-4b88-4277-9ff4-5bb783edccf1

Domain bankislam.com

Check Mode Manual

Status Completed

Started 08 Aug 2026, 18:01:13 MYT

Finished 08 Aug 2026, 18:01:18 MYT

Test Node Profile dual stack

Engine Version 2.0.0

MGv6C Version 1.0.0

Audit URL https://ipv6.my6.my/audit/b2c1bb2f-4b88-4277-9ff4-5bb783edccf1

Integrity Verification

✓ INTEGRITY VERIFIED

Algorithm hmac-sha256-v1

Root Hash 89b65527b7cea3468bf82662b30cd73b03249a947b5f136f56a0eb16f45d3164

http_headers c9cef1b1d8969b83fa8134d254be2cef8078d3c89096347fd84a4f02e78845b3

dns_responses 245733784b5ec877af3cde1332abbe2cec15453ef13d7b01f166cfecfd759eb2

tls_handshake 3487d5799f3434f27c3343f8bcee9395d927142cba9e8d59a7946f9061d17055

connectivity_log 1b5d76a8fa52ee89f7f66f8cc935ec8bbd3d35831f7574494dcfd806949bfc3f

dns_resolution_times c79e89de011c7a48543327c2da54ecc88bec47de46e053b48190c760c8ba6c54

Test Node Identity

Os Linux srv1440888 6.8.0-136-generic #136-Ubuntu SMP PREEMPT_DYNAMIC Wed Jul 1 21:53:05 UTC 2026 x86_64

Hostname srv1440888

Php Version 8.3.33

Server Ipv4 76.13.221.142

Server Ipv6 2a02:4780:5e:2789::1

DNS Resolution Performance

Comparison of A (IPv4) vs AAAA (IPv6) query times across resolvers and transports. Shows median (p50) and 95th percentile (p95) of 3 samples per tuple.

Resolver Transport A p50 (ms) A p95 (ms) AAAA p50 (ms) AAAA p95 (ms) Delta (ms)

System Default 20.82 24.6 22.8 29.21 +2 

Google IPv4 171.51 174.17 159.78 165.22 -11.7 

Google IPv6 169.58 172.89 155.63 159.93 -14 

Cloudflare IPv4 26.16 28.77 27.16 34.63 +1 

Cloudflare IPv6 38.22 44.77 39.18 42.24 +1 
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DNS Evidence

A

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 5747
;; flags: qr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
bankislam.com.		0	IN	A	18.141.134.15
bankislam.com.		0	IN	A	13.251.32.112

DS

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 8503
;; flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; AUTHORITY SECTION:
com.			824	IN	SOA	a.gtld-servers.net. nstld.verisign-grs.com. 1786183184 1800 900 604800 900

MX

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 35291
;; flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; AUTHORITY SECTION:
bankislam.com.		60	IN	SOA	gtm-strateq.bankislam.com.my. hostmaster.gtm-strateq.bankislam.com.my. 2026052202 10800 3600 604800 60

NS

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 44894
;; flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
bankislam.com.		0	IN	NS	gtm-strateq.bankislam.com.my.

TXT

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 23834
;; flags: qr rd ra; QUERY: 1, ANSWER: 7, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
bankislam.com.		159	IN	TXT	"51A1-3C22-CA31-BAD3-4AF9-5228-70B2-EEC4"
bankislam.com.		159	IN	TXT	"_globalsign-domain-verification=EYYVUSnF8XGplyFoWx0xehYn9XcXODWCXLaKbMITac"
bankislam.com.		159	IN	TXT	"_globalsign-domain-verification=mMwwP73xTpBx6WO4bzPKXAt6nbZRJZ11O2NBQkek8E"
bankislam.com.		159	IN	TXT	"facebook-domain-verification=1ncxvrlbpthpatuqh6b8q5e4zapnvd"
bankislam.com.		159	IN	TXT	"0RYNRdUmZ4MLeFxwtR+TkgCW2Ny9NKOlo3rV91pTzlI="
bankislam.com.		159	IN	TXT	"v=spf1 -all"
bankislam.com.		159	IN	TXT	"0E52-1576-EFB8-7F67-9706-B65C-1815-6A2C"

AAAA

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 43090
;; flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; AUTHORITY SECTION:
bankislam.com.		60	IN	SOA	gtm-strateq.bankislam.com.my. hostmaster.gtm-strateq.bankislam.com.my. 2026052202 10800 3600 604800 60

RRSIG

gtm-strateq.bankislam.com.my. hostmaster.gtm-strateq.bankislam.com.my. 2026052202 10800 3600 604800 60
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SOA 13 2 500 20260815003739 20260807233739 31837 bankislam.com. Y0cj67jue3ynxCTdEOevAJymzqmRbzpnCMyw3rLLVS3qxAt5Y8nzcD+8 oq6g3+92K0Z6IYw2Q2/C5S0gwpKnug==

DNSKEY

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 60265
;; flags: qr rd ra; QUERY: 1, ANSWER: 3, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
bankislam.com.		3458	IN	DNSKEY	257 3 13 OeU2e9KbvmDYMYFR3/WKSE95ZWtv+Kj+Q97pXzW/NjZ4Swf9xKMBMU7F 9YizfuiNzwQznZXup1pg8D+1l/1JYA==
bankislam.com.		3458	IN	DNSKEY	256 3 13 BP+yaOBG96dg8dslSOGyEb96cbaNwOdv+FBqdMBwX/tZgdtznaNknIBh zs3NvsgUsnoMiMLk1W9od0lTonnAiA==
bankislam.com.		3458	IN	DNSKEY	257 3 13 G4kwH8loV1Xm5vCbQnmCcnKGI7rwE4f52RMa13NungmsRLO9LD/UmTNI ti3z+KXO5Sk6Pmz38UxGZz6817tthg==

DNSSEC_VALIDATION

;; validating bankislam.com/SOA: no valid signature found
; unsigned answer
bankislam.com.		358	IN	SOA	gtm-strateq.bankislam.com.my. hostmaster.gtm-strateq.bankislam.com.my. 2026052202 10800 3600 604800 60
bankislam.com.		358	IN	RRSIG	SOA 13 2 500 20260815003739 20260807233739 31837 bankislam.com. Y0cj67jue3ynxCTdEOevAJymzqmRbzpnCMyw3rLLVS3qxAt5Y8nzcD+8 
oq6g3+92K0Z6IYw2Q2/C5S0gwpKnug==
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TLS Handshake Evidence

IPV4 Connection

IP Used 13.251.32.112

IP Version 4

depth=2 C = US, O = Amazon, CN = Amazon Root CA 1
verify return:1
depth=1 C = US, O = Amazon, CN = Amazon RSA 2048 M04
verify return:1
depth=0 CN = www.bankislam.com
verify return:1
CONNECTED(00000010)
---
Certificate chain
 0 s:CN = www.bankislam.com
   i:C = US, O = Amazon, CN = Amazon RSA 2048 M04
   a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
   v:NotBefore: Dec 14 00:00:00 2025 GMT; NotAfter: Jan 12 23:59:59 2027 GMT
-----BEGIN CERTIFICATE----------END CERTIFICATE-----
 1 s:C = US, O = Amazon, CN = Amazon RSA 2048 M04
   i:C = US, O = Amazon, CN = Amazon Root CA 1
   a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
   v:NotBefore: Aug 23 22:26:35 2022 GMT; NotAfter: Aug 23 22:26:35 2030 GMT
-----BEGIN CERTIFICATE-----IPv6 Readiness Report
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Y23EpwesrKiQzkHzmvSH67PVW4ycbPy08HVZnBxZ5NrlGG9bwXR3fNTaz+c+Ej6c
5AnwI3qkOFgSkg3Y75cdFz6pO/olK+e3AqygAcv0WjzmkDPuBjssuZjCHMC56oH3
GJkV29Di2j5prHJbwZjG1inU
-----END CERTIFICATE-----
 2 s:C = US, O = Amazon, CN = Amazon Root CA 1
   i:C = US, ST = Arizona, L = Scottsdale, O = "Starfield Technologies, Inc.", CN = Starfield Services Root Certificate Authority - G2
   a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
   v:NotBefore: May 25 12:00:00 2015 GMT; NotAfter: Dec 31 01:00:00 2037 GMT
-----BEGIN CERTIFICATE-----IPv6 Readiness Report
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HTTP Response Evidence

IPv4 HTTP (port 80)

HTTP Status 403

Connected IP 13.251.32.112

Connect Time 8.44 ms

TTFB 17.19 ms

Total Time 17.24 ms

Response Headers:

[
    "HTTP/1.1 403 Forbidden",
    "Server: awselb/2.0",
    "Date: Sat, 08 Aug 2026 10:01:17 GMT",
    "Content-Type: text/html",
    "Content-Length: 118",
    "Connection: keep-alive"
]

IPv4 HTTPS (port 443)

HTTP Status 403

Connected IP 13.251.32.112

Connect Time 9.03 ms

TTFB 35.02 ms

Total Time 35.05 ms

Response Headers:

[
    "HTTP/2 403",
    "server: awselb/2.0",
    "date: Sat, 08 Aug 2026 10:01:17 GMT",
    "content-type: text/html",
    "content-length: 118"
]

Connectivity Test Evidence

Test Result

TCP Connect IPv4 → port 80 403 0.007753 0.017088

TCP Connect IPv4 → port 443 403 0.007930 0.045265
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Test Node Network Evidence

Node Profile dual stack

Egress Connectivity

IPv4 Egress unreachable

IPv6 Egress unreachable

Sysctl IPv6 Flags

net.ipv6.conf.all.disable_ipv6 0

IPv6 Routes

2a02:4780:5e::/48 dev eth0 proto kernel metric 256 pref medium
fd7a:115c:a1e0::1136:5807 dev tailscale0 proto kernel metric 256 pref medium
fe80::/64 dev eth0 proto kernel metric 256 pref medium
fe80::/64 dev tailscale0 proto kernel metric 256 pref medium
default via 2a02:4780:5e::1 dev eth0 proto static metric 1024 pref medium

IPv4 Routes

default via 76.13.221.254 dev eth0 proto static 
10.6.101.0/24 dev wg0 scope link 
10.6.102.0/24 dev wg0 scope link 
76.13.221.0/24 dev eth0 proto kernel scope link src 76.13.221.142 
172.29.0.0/24 dev wg0 scope link 
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